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Abstract: This revision specifies technical corrections and clarifications to IEEE Std 802.11 for
wireless local area networks (WLANS) as well as enhancements to the existing medium access
control (MAC) and physical layer (PHY) functions. It also incorporates Amendments 1 through 8
including a corrigendum.

Keywords: 2.4 GHz, 4.9 GHz, 5 GHz, advanced encryption standard, AES, carrier sense multiple
access/collision avoidance, CCMP, Counter mode with Cipher-block chaining Message
authentication code Protocol, confidentiality, CSMA/CA, DFS, dynamic frequency selection,
international roaming, LAN, local area network, MAC, medium access controller, PHY, physical
layer, QoS, quality of service, radio frequency, RF, temporal key integrity protocol, TKIP, TPC,
transmit power control, wireless LAN, WLAN
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which brings
together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While the IEEE administers the process
and establishes rules to promote fairness in the consensus development process, the IEEE does not independently
evaluate, test, or verify the accuracy of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or
other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or
indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a
specific purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards
documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure,
purchase, market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the
viewpoint expressed at the time a standard is approved and issued is subject to change brought about through
developments in the state of the art and comments received from users of the standard. Every IEEE Standard is
subjected to review at least every five years for revision or reaffirmation. When a document is more than five
years old and has not been reaffirmed, it is reasonable to conclude that its contents, although still of some value,
do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely
upon the advice of a competent professional in determining the exercise of reasonable care in any given
circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this
reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an
instant response to interpretation requests except in those cases where the matter has previously received formal
consideration. At lectures, symposia, seminars, or educational courses, an individual presenting information on
IEEE standards shall make it clear that his or her views should be considered the personal views of that individual
rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Comments on standards and requests for interpretations should
be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of
any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.
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Introduction

This introduction is not part of IEEE Std 802.11-2007, IEEE Standard for Information Technology—
Telecommunications and information exchange between systems—Local and metropolitan area network—Specific
requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications.

This revision gives users, in one document, the IEEE 802.11 standard for wireless local area networks
(WLANS) with all the amendments that have been published to date. The original standard was published in
1999 and reaffirmed in 2003. The following documents have been rolled into this revision and are, therefore,
now retired along with the original, reaffirmed edition of IEEE Std 802.11:

— IEEE Std 802.11a™-1999 (Amendment 1)
— IEEE Std 802.116™-1999 (Amendment 2)
— IEEE Std 802.11b-1999/Corrigendum 1-2001
— IEEE Std 802.11d™-2001 (Amendment 3)
— IEEE Std 802.11g™-2003 (Amendment 4)
— IEEE Std 802.11h™-2003 (Amendment 5)
— IEEE Std 802.11i™-2004 (Amendment 6)
—IEEE Std 802.11j™-2004 (Amendment 7)
— IEEE Std 802.11e™-2005 (Amendment 8)

In addition, this revision specifies technical corrections and clarifications to IEEE Std 802.11 as well as
enhancements to the existing medium access control (MAC) and physical layer (PHY) functions. Such
enhancements include improved data link security, codified vendor-specific extensions to the protocol, and
incorporated interpretation requests.

Notice to users
Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/iecee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents for which a license may be required by an IEEE standard or for conducting inquiries into the legal
validity or scope of those patents that are brought to its attention. A patent holder has filed a statement of
assurance that it will grant licenses under these rights without compensation or under reasonable rates and
nondiscriminatory, reasonable terms and conditions to all applications desiring to obtain such licenses. The
IEEE makes no representation as to the reasonableness of rates and/or terms and conditions of the license
agreements offered by patent holders. Further information may be obtained from the IEEE Standard
Department.
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IEEE Standard for
Information Technology—
Telecommunications and information
exchange between systems—
Local and metropolitan area networks—
Specific requirements

Part 11: Wireless LAN Medium Access Control (MAC)
and Physical Layer (PHY) Specifications

1. Overview

1.1 Scope

The scope of this standard is to define one medium access control (MAC) and several physical layer (PHY)
specifications for wireless connectivity for fixed, portable, and moving stations (STAs) within a local area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity to automatic machinery, equipment, or
STAs that require rapid deployment, which may be portable or hand-held, or which may be mounted on
moving vehicles within a local area. This standard also offers regulatory bodies a means of standardizing
access to one or more frequency bands for the purpose of local area communication.

Specifically, this standard

—  Describes the functions and services required by an IEEE 802.11™-compliant device to operate
within ad hoc and infrastructure networks as well as the aspects of STA mobility (transition) within
those networks.

—  Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery
services.

—  Defines several PHY signaling techniques and interface functions that are controlled by the
IEEE 802.11 MAC.

—  Permits the operation of an IEEE 802.11-conformant device within a wireless local area network
(WLAN) that may coexist with multiple overlapping IEEE 802.11 WLAN:S.

—  Describes the requirements and procedures to provide data confidentiality of user information being
transferred over the wireless medium (WM) and authentication of IEEE 802.11-conformant devices.

—  Defines mechanisms for dynamic frequency selection (DFS) and transmit power control (TPC) that
may be used to satisfy regulatory requirements for operation in the 5 GHz band. The regulations and
conformance tests are listed in Clause 2.
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—  Defines the MAC procedures to support local area network (LAN) applications with quality of
service (QoS) requirements, including the transport of voice, audio, and video.
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