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Abstract: This revision specifies technical corrections and clarifications to IEEE Std 802.11 for
wireless local area networks (WLANS) as well as enhancements to the existing medium access
control (MAC) and physical layer (PHY) functions. It also incorporates Amendments 1 to 10
published in 2008 to 2011.
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forwarding, generic advertisement service, high throughput, IEEE 802.11, interface, international
roaming, interworking, interworking with external networks, LAN, local area network, MAC,
measurement, medium access control, media-independent handover, medium access controller,
mesh, MIH, MIMO, MIMO-OFDM, multi-hop, multiple input multiple output, network advertisement,
network discovery, network management, network selection, off-channel direct link, path-selection,
PHY, physical layer, power saving, QoS, quality of service, PHY, physical layer, QoS mapping,
radio, radio frequency, RF, radio resource, radio management, SSP, SSPN, subscriber service
provider, temporal key integrity protocol, TKIP, TPC, transmit power control, tunneled direct link
setup, wireless access in vehicular environments, wireless LAN, wireless local area network,
WLAN, wireless network management, zero-knowledge proof
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Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are
developed within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association
(IEEE-SA) Standards Board. IEEE develops its standards through a consensus development process, approved by the
American National Standards Institute, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. Volunteers are not necessarily members of the Institute and serve without compensation.
While IEEE administers the process and establishes rules to promote fairness in the consensus development process,
IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the soundness of any
judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. IEEE disclaims liability for any personal injury, property or other damage,
of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from
the publication, use of, or reliance upon any IEEE Standard document.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained in its standards is free from patent infringement. IEEE Standards
documents are supplied "AS IS."

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE standard is subjected to review at least
every ten years. When a document is more than ten years old and has not undergone a revision process, it is reasonable
to conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users are
cautioned to check to determine that they have the latest edition of any IEEE standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent professional
in determining the appropriateness of a given IEEE standard.

Translations: The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the approved IEEE
standard.

Official Statements: A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards
Board Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be
considered to be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational
courses, an individual presenting information on IEEE standards shall make it clear that his or her views should be
considered the personal views of that individual rather than the formal position of IEEE.

Comments on Standards: Comments for revision of IEEE Standards documents are welcome from any interested party,
regardless of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a proposed
change of text, together with appropriate supporting comments. Since IEEE standards represent a consensus of
concerned interests, it is important to ensure that any responses to comments and questions also receive the concurrence
of a balance of interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees
are not able to provide an instant response to comments or questions except in those cases where the matter has
previously been addressed. Any person who would like to participate in evaluating comments or revisions to an IEEE
standard is welcome to join the relevant IEEE working group at http://standards.iece.org/develop/wg/.

Comments on standards should be submitted to the following address:
Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854

USA

Photocopies: Authorization to photocopy portions of any individual standard for internal or personal use is granted by
The Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any
individual standard for educational classroom use can also be obtained through the Copyright Clearance Center.
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation,
standardization, and the promotion of engineering practices and methods. By making this document
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in
copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE-SA website or contact the IEEE at the address listed
previously. For more information about the IEEE Standards Association or the IEEE standards development
process, visit the IEEE-SA website.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. A patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA website http://standards.iece.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or nondiscriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 802.11-2012, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area network—Specific
requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications.

This revision gives users, in one document, the IEEE 802.11 standard for wireless local area networks
(WLANS) with all the amendments that have been published to date.

Incorporating published amendments

The original standard was published in 1999 and reaffirmed in 2003. A revision was published in 2007,
which incorporated into the 1999 edition the following amendments: IEEE Std 802.11a™-1999,
IEEE Std 802.116™-1999, IEEE Std 802.11b-1999/Corrigendum 1-2001, IEEE Std 802.11d™-2001, IEEE
Std 802.11g™-2003, IEEE Std 802.11h™-2003, IEEE Std 802.11i™-2004, IEEE Std 802.11j™-2004 and
IEEE Std 802.11e™-2005.

The current revision, IEEE Std 802.11-2012, incorporates the following amendments into the 2007 revision:
— IEEE Std 802.11k™-2008: Radio Resource Measurement of Wireless LANs (Amendment 1)
— IEEE Std 802.11r™-2008: Fast Basic Service Set (BSS) Transition (Amendment 2)

— IEEE Std 802.11y™-2008: 3650-3700 MHz Operation in USA (Amendment 3)

— IEEE Std 802.11w™-2009: Protected Management Frames (Amendment 4)

— IEEE Std 802.11n™-2009: Enhancements for Higher Throughput (Amendment 5)

— IEEE Std 802.11p™-2010: Wireless Access in Vehicular Environments (Amendment 6)
— IEEE Std 802.11z™-2010: Extensions to Direct-Link Setup (DLS) (Amendment 7)

— IEEE Std 802.11v™-2011: IEEE 802.11 Wireless Network Management (Amendment 8)
— IEEE Std 802.11u™-2011: Interworking with External Networks (Amendment 9)

— IEEE Std 802.11s™-2011: Mesh Networking (Amendment 10)

As a result of publishing this revision, all of the previously published amendments and revisions are now
retired.

Technical corrections, clarifications, and enhancements

In addition, this revision specifies technical corrections and clarifications to IEEE Std 802.11 as well as
enhancements to the existing medium access control (MAC) and physical layer (PHY) functions. Such
enhancements include incorporated interpretation requests.

Revised clause and annex numbering

In IEEE Std 802.11-2012, the order of clauses and annexes has also been revised. The result of this revised
order on the numbering of clauses and annexes is summarized in Figure A.
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IEEE Std 802.11-2007 Amendments IEEE Std 802.11-2012 Key:

C Clause 1 > Clause 1 D
¢ Clause 2 > Clause 2 )
C Clause 3 No text
( Clawed  —
 Clawses
C Clause &
64 )
«Q Ty 14 )
~— < =
~LFL
802.11w: Clause 11A ..
("801.11u: Clause 11B ) . (— Clause1l )
Clause 12
—»(___ Clause 16
—»(___ Clause 18
C Annex A Annex B A
y( AmexC )
Normative
Annexes
v
A
Informative
Annexes
v

802.11v: Annex W
802.11u: Annex X
802.11s: Annex Y

Figure A—Changes in clause numbers and annex letters
from 2007 revision to 2012 revision

Documents

X Copyright © 2012 ILEE. All rght&resdwednt Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

Contents

1. OVEIVIBW ....eeutitieuieetteteettete st e steestes s e esteseeseenseeseanseaaeenseesseseemeenseensesseessenseessenseassanseassenssensensesnsesseensensens 1
1.1 SO I ettt ettt ettt ettt bttt h bttt e bt e et e e ateea bt e b e e e a bt e bt e sabeeabe e beeeabeebeens 1
1.2 PUIPOSE. ...ttt et ettt e st et sat e e bbbt bt e atesat e e nbeesabeente 1
1.3 Supplementary information ON PUIPOSE........eervereerrrrierieriereeeterseeaessesaessessesseessenseessesseessesses 1
L N o) ¢« B T <L OSSPSR 2
2 INOIMALIVE TETRTEIICES ... v vvivieiieriieiestieieete et te et estesetete st e tessaebeesteseeseenseeseeseeseesesnsensesssensensnensenns 2
3. Definitions, acronyms, and abDDIEVIATIONS. ..........eervieieririieiesiieieeteie et et e e eae e eaesreeeaenseeseesesseenseses 5
3.1 DICEINIEIONS ..oovvieeieiiiiieie ettt ettt et ettt e ste et e te st e s beense s eesseseesseseeseesseensesseensesseessensenssensenns 5
3.2 Definitions specific to IEEE 802.11 ......ccoiiiiiiiiiiiieieee ettt 24
33 ADbDreviations and ACTOMYIMS ..........ccvirierterierierientietesteetesseeseesseesesseessesseesesssensesssensesseensennes 34
4. (€ 111 2 e 1T o ) OSSPSR 44
4.1 General description 0f the architeCture..........cvvieeverieciieieieee e 44
4.2 How WLAN systems are different ...........ccoecerieviinieienieie et 44
42.1 INEEOAUCTION. ...ttt ettt ettt et e e s seeaesseensesseensesseens 44
422 Wireless Station (STA).....ccceeierierieeereeieeteete st este et e et e st e e sseeaessessaessesnnenseens 44
423 Media impact on design and performance.............ocveververereeseseeeenieieseeeeseeenes 44
424 The impact of handling Mobile STAS........cccevieieiiriereeeeeee e 45
4.2.5 Interaction with other IEEE 802® 1ayers........ccccveveiieiieniesiieiesi e 45
4.2.6 Interaction with non-IEEE-802 protocols..........ccecuervieiererieniiiiene e 45
43 Components of the IEEE 802.11 architeCture ..........ccceeeeereeieriieiesieiesieieeeeee e 45
43.1 (3111 2 Y SRS 45
432 The independent BSS (IBSS) as an ad hoc network...........ccoocvevercienenieieiieeeee 46
433 STA membership in a BSS 1S dynamicC..........ccceeveieriieniinieienieeeeeeee e 46
434 Distribution system (DS) CONCEPLS ..vvervrrererierieierieieeierieeeee et see e eae e 46
43.4.1 OVEIVIEW ...ttt ettenttette et eetessestesaeesesseessesseensesseensesseansesseensesseensessenns 46
4342 Extended service set (ESS): The large coverage network .................... 47
4343 Robust security network association (RSNA) .......ccoeceviecienercienennnns 48
435 AATEA COMCEPES ..veenureintieeiieetie it eete ettt et et e sttt e sat e s bt e sbeesa bt ebeesateenbeesabeeabeesbaesaseenne 49
4.3.6 Integration With Wired LANS .......cccoeiiiiiiriee et 50
4.3.7 QO0S BSS: The QOS NETWOTIK......c.eeouiiiriiiiiecieeiiecieeee ettt e ve v 51
4.3.8 Wireless LAN Radio MEasurements ..........c.ecerverueriesieeieniisienieeeenaesseeseseeensesenens 52
4.3.8.1 (3113 Y PSR 52
4.3.8.2 BRACOM . ...ciiiiiiieieee e 53
4383 Measurement Pilot ........cooveviirirrieiieiecieieeeeee e 53
43.8.4 FTame ....cooviiiiiie e 53
43.8.5 Channel 10ad .........coooviieiiieieieeeee e e 54
43.8.6 NOISE RISTOZIAM ..ottt s 54
4.3.8.7 STA StALISTICS ..euveevvenrieiieiieieieeee st et e steseesteeeees e etesteeneeseeneesseeneenseenees 54
43.8.8 LOCALION ..ttt et et 54
4.3.8.9 MEASUTEMENT PAUSE.....veeeiirnrieiieriieeiieeiteeteestteeteebeesreeieesaeeebeesaeesaees 54
4.3.8.10  NeEIghbDOT TEPOIT .....eevieieiieiieiieieete ettt see e s enees 54
4.3.8.11  Link MEASUICMENL.......c.ecuieieiieieiieeiente e steeeeieeeeee e e eneeseeeneenseeneas 54
4.3.8.12  Transmit stream/category measuremMent ...........ceeeerveeeereeeeerueneeneennnes 55
439 Operation in licensed frequency bands..........cccecevercieriecienieere e 55
4.3.09.1 (3113 Y PR SRRSRP 55
4392 Dynamic STA enablement (DSE) in licensed bands .............ccccvennnenn. 55
Documents
Copyright © 2012 |IEEE. All rights reserved. Documgnt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

4393 Contention-Based Protocol (CBP) in nonexclusively licensed bands .. 55

4394 Using DSE STA identification to resolve interference..............ccc.c...... 55

4395 Further coexistence enhancements in nonexclusively licensed bands.. 55

4.3.10  High-throughput (HT) STA ..o 56
4.3.11  STA transmission of data frames outside the context of a BSS .......c.ccceiieiinnne 56
4.3.12  Tunneled direct-link SETUP .......eeverieiiirieeeeeee e 57
4.3.13  Wireless network management..........c.eevereeieriieienieiere e 57
431301 OVEIVIEW .ttt ettt ettt ettt st e st e et e e e ene et e eneesaeeneenneeneas 57

4.3.13.2 BSS Max idle period management. ..........ccoeevuereereereesieneenieneeeeneeene 58

4.3.13.3  BSS transition Management ............ccceevereerueeierereeneeeeneeeeeneeeeeeneesnens 58

4.3.13.4  Channel USAZE .......ccveiuieieniieierie et ee sttt sttt e e s eeeeneas 58

4.3.13.5 Collocated interference reporting.........ccoeeeeereereereeeeseneeneeeeeneeeeeenees 58

4.3.13.6  DiagnostiC TEPOITING......ccveruerrierieetietietieneeetierteetee e eteeeeeneeeeseeeeeseeenees 58

4.3.13.7  Directed multicast service (DMS).......cceveeriiiiiieiieciieeeeie e 58

4.3.13.8  EVENt T@POITINE . ..cueetieiieieeiieieeiesee ettt ettt ettt esaeeeeeeeeneas 58

431319 FMS e e 59
4.3.13.10  LOCAtION SCIVICES. ...euveruieirerieeieueenteeseenteeeeseeeneesteeneesteeneesseeneeseeeneesneenees 59
4.3.13.11 Multicast diagnoStic TEPOILING ....ceveervrereerererieieeiiereeeieeieeeeeee e ee e 59

4.3.13.12 Multiple BSSID capability........ccceceeriirirrinirieieeieeeee e 59

431313 ProXy ARP oo 59
4.3.13.14 QoS traffic capability ........ccceoieiirieiiri e 59

431315 SSID TIST ettt 59
4.3.13.16 Triggered STA StatiStiCS.....cuereerieruieiieierieseeeeeeteeree st ee e ees 59

4.3.13.17  TIM BroadCast .......cccueiuieiereieiere ettt eeeeeeas 60
4.3.13.18 Timing MEASUICIMENL. ....c..eeueeiueeueerereneeneeaeereeeseesteeneeseeeseesseeneeseesseeneesnees 60

4.3.13.19 Traffic filtering SEIVICE .......cecovereruierieieree ettt 60

4.3.13.20 U-APSD COCXISIENCE. ...c.ueeueeurieueeeieiieneeeeerteeiienieeieeseeeseeneeeneeneesneeneesneas 60

4.3.13.21 WNM-NOICAION .. .eeeiiieiieiieieeieeere et 60

4.3.13.22  WNM-S1EEP MOAC ....cuvieieiieiieie ettt s 60

4.3.14  Subscription service provider network (SSPN) interface..........cccceeeeririeninnennnne. 60
4.3.15 Mesh BSS: IEEE 802.11 wireless mesh network ............coccoveeerinieninienceee 61
4.3.15.1  GONETAL ...t e 61

4.3.15.2  Overview of the mesh BSS ..., 61

43153 MESH STA .ottt 62

4.3.15.4 1EEE 802.11 components and mesh BSS ..........ccocooiiiiiiiiiniiee, 62

4.3.15.5 Introduction to mesh fUnctions ..........eceeeeveeieneniienieereee e 64

4.4 Logical SErviCe INTEITACES .....eeoviiuiriieitieieetieie ettt ettt ettt ee e seeeaesneas 67
44.1 (1531 1<) 2 BSOS RSUU SRRSO 67
442 S ettt bbbt b et b e bt b et nentene 68
443 DS S ettt a e sttt 68
4.5 OVEIVIEW OF the SEIVICES. .. ueeiiitiiieiieiteit ettt ettt et e a et e esaeeneenaeeneas 69
45.1 (1531 1<) 2 USRS 69
452 Distribution of messages within a DS..........coocooiiiiiiiiiie e 70
45.2.1 DIStIIDULION ..ottt st 70

4522 INEEEIALION ...ttt 70

4523 QoS traffic scheduling ..........ccoceiiiieiii e 71

453 Services that support the diStribution SEIVICE ........cceevereriierieeierieiere e 71
453.1 GNETAL ...ttt 71

4532 MODIIILY EYPES ..ottt ettt 71

4533 ASSOCIALION ...ttt ettt et ettt et seeeee s e eteeaens 71

4534 REASSOCIATION ...eueieieiiieiieie et s 72

4535 DiSASSOCIALION ...ouvieieiiiieiietieieei ettt ettt 72

454 Access control and data confidentiality SErviCes ........ccoceeverierenieienieiereeeeeneen 73
4.5.4.1 GNETAL ...t 73

Documents
xii Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

4542 AUTNENTICALION .....vveeiiiieeiiiccceeeeee et ee et e e e et e e e e s eanaeeeeeeas 73

4543 DeauthentiCation ...........cccceceveruiererienieieinieenee ettt 74
4544 Data confidentiality .........ccccerieiereieerieee e 75
4.54.5 Key management..........cooeiviirieiiieinieiieeec e 75
4.5.4.6 Data origin authentiCity........ccoocveieierieiriee e 75
4547 Replay deteCtion.......cc.eeieeuieiieiiee ettt e 76
4.54.8 Fast BSS transition ........c.ccccocevieieneninieieinenencscneeeeeeeee e 76
4549 Robust management frame protection ...........c.cceeceeveereeereneenencenenenns 76
455 Spectrum ManagemMeENt SETVICES ........evuueruerriereeeeieieeeeeeeeseeeeseeeeesseentesseensesseeneesseenes 76
4.5.5.1 GENETAL ...ttt ettt 76
4.5.5.2 TPC ettt s 76
4.5.53 DIES et s 77
4.5.6 Traffic differentiation and QOS SUPPOLL......c.eeveriirieiiiieieeeee e 77
4.5.7 Support for higher layer timer Synchronization..............ccoeeerveeierererenieneeeeene 77
458 Radio Measurement SEIVICE ........cuetrueriruertinrenteteeenieieeiestestesteseesenseeeneenesuesaeseennes 78
459 Interworking with external netwWorks ..........cocoeiieieiinieii e 78
4.6 Multiple logical address SPACES .......eeiueeieriieiietiee ettt ettt 79
4.7  Differences between ESS and IBSS LANS......ccccctiiririnineneieieteeeee ettt 79
4.8  Differences between ESS and MBSS LANS .....ccccoiiirireninieieinenenetereeeeeeeeeesieeienie s 81
4.9 Reference MO .......cceouiriiriiiiiiiiiiirercee ettt ettt 81
4.9.1 GENETAL. ...ttt ettt ettt et e 81
492 Interworking reference model...........ccooieieiiiiiniiee e 82
4.10 IEEE Std 802.11 and IEEE Std 802.1X-2004 .......c.coceoeriirieieieiienienteereneeeeeeeeeeeeeenie e 83
4.10.1  GENETAL ..ttt ettt ettt 83
4.10.2  IEEE 802.11 usage of IEEE Std 802.1X-2004 .........cccceveremimenieneieieinenenenennens 83
4.10.3  Infrastructure functional Model OVETVIEW.........c.ccceveriniinienienieieieieeeencneeereeene 84
41031 GENETAL ..ttt 84
4.10.3.2  AKM operations With AS ... 84
4.10.3.3  AKM Operations with a Password or PSK...........cccccoviiiiiiniiinnen. 86
4.10.3.4  Alternate operations with PSK...........cccooiiiiiiiiiiiee e 87
4.10.3.5  DiSaSSOCIALION ....evruiriiriiriirienieteteteatet ettt sttt eve b sre e 88
4.10.4  IBSS functional model desCription ...........ccueruerierieieriiniee e 88
4.10.4. 1 GeNEIAL ..ttt ettt 88
4.10.4.2  KEY USAZE .cuveenerieiieeieenitienieenite et estte st et e sttt e bt e siteste e bt e ete e beesaneeneenne 88
4.10.4.3  Sample IBSS 4-Way Handshakes..........c.ccoceririinininiieeceecee 88
4.10.4.4  IBSS IEEE 802.1X eXample ......ccoccereriririninenenienienreeeeereeenceieniene 90
4.10.5  Authenticator-to-AS ProtoCOL ........ceeruiiieiieieieiee et 90
4.10.6  PMEKSA CACHING ...ttt 91
4.10.7  Protection of group addressed robust management frames ...........cccceeeecverueeiennnnne. 91
4.11  Generic advertisement SErvice (GAS) ....cocuiiiiieiieie ettt et e e 91
5. MAC SEIVICE dEfINILION .....eviiiiiiiiiieieeeeiee ettt sttt ettt et ebe bbb sa b nens 92
5.1 OVETVIEW Of MAC SEIVICES ...vevevitireienieiieiieiieiteitete st sttt st ettt ene et sbe e et ebenaeseennennns 92
5.1.1 DALA SETVICE...c.uevenreuienrenieieeitite ettt sttt ettt ettt sttt sttt ettt eae s sae s 92
5.1.1.1 GENETAL ...ttt e 92
5.1.1.2 Determination of UP ......c..ccociviiininiiniiiiiinncncneeeceeeee e 92
5.1.1.3 Determination of UP of received frames at the AP sent by other

STAs in the BSS ..o 92
5.1.14 Interpretation of priority parameter in MAC service primitives........... 93

5.1.1.5 Interpretation of service class parameter in MAC service primitives
I8 STA Lottt s 93
5.1.2 SECUIILY SCIVICES ..euveeutietieniteiiesieettetestteste et et e et e e et e et eseeeeseeenseeseentesseenseeseeneeeneenes 94
5.13 IMSDU OFAETING ....eenvevieniieiieete ettt ettt ettt et e se e e e s eeeaesaeeseesbeeneeneeens 95

Documents
Copyright © 2012 IEEE. Al rights reserved. Docugignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

5.1.4 Y/ 5] D1 G I 2} 5’ s V- AR RSSO 95

5.1.5 MAC data Service architeCtUre ...........cceceeruerrierieeieeeieseeeeste et see e neene 95
5.2 MAC data Service SPeCIfiCatiON ........eiueeuiiiiieieeti ettt sttt et s sae e 97
5.2.1 (1531 1<) 2 SRS USSR 97
5.2.2 MA-UNITDATATEQUESL «..euveiiiieiieiie ettt sttt sttt ettt s esiaesne e 97
52.2.1 FUNCHION ..o 97
5222 Semantics of the Service primitive ...........cooceereereereniesenieeee e 97
5223 When generated...........ooceeieriiiiee e 97
5224 Effect Of 1€CEIPT. .. oot eeeee et 98
523 MA-UNITDATA.INAICATION ...eveniieiniiieniiictetcteiieeriesees ettt 99
5231 FUNCLION ... 99
5232 Semantics of the Service primitive ..........ccooceeeuereereneesenieese e 99
5233 When generated...........ooueiieieiieiee et 100
5234 Effect Of T€CEIPT. .. eietieieeieee et 100
524 MA-UNITDATA-STATUS.INAICAtION.....ceeieieiieiriiniiniiniireieieieeeiee e 101
5241 FUNCLION ... 101
5242 Semantics of the Service primitive ...........ceecverueeeierienieniee e 102
5243 When generated...........ooveiieieiiiiee e 103
5244 Effect Of T€CEIPT. .. e oeeeeieieeiee e 103
6. Layer ManagemeEnt.........ccouiiiiiriiiiieiieeteert ettt ettt ettt sh bt e b e st b e b e s ateetee e 104
6.1 Overview of management MOdel...........cooiiiiiiiiieieeee e 104
6.2 Generic Management PIAMILIVES .......cooeriererieriertieieeteeee et eeesee et e seeeeeseeeeeseeeneesteeneeneeeneenes 105
6.3 MLME SAP INEETTACE ......eeeeeeieieeiieie ettt ettt see e seeeseeneeneens 105
6.3.1 INEEOAUCTION. ...ttt et sttt ee s 105
6.3.2 Power Mmanagement..........c..oocuiiiiiiiiiiiiiieeeee e 106
6.3.2.1 INrOAUCHION ...t e 106
6.3.2.2 MLME-POWERMGT.TEQUESL .....ccververeireiieieiinencsieeiesie e 106
6.3.2.3 MLME-POWERMGT.CONIIM....ccuevuiiiieiiiriinencresienienieeeeeeeeeaen 106
6.3.3 SOttt ettt h et et sttt sa e bt et e b e e sabeeree e 107
6.3.3.1 INErOAUCLION ...t 107
6.3.3.2 MLME-SCAN.TEQUEST .....eerutieiieriiieiienieerieesit ettt 107
6.3.3.3 MLME-SCAN.CONTIIM ....coveruiriireieieieiininensene et 109
6.34 SYNCRIONIZATION ...ttt st enee e 115
6.3.4.1 INErOAUCLION ...t 115
6.3.4.2 MLME-JOINTEQUESL ...ccuveiirieiieniieeieeriee ettt siee e 115
6.3.4.3 MLME-JOIN.CONTITM ...c..eoveiiiiiiieieieinericneceese sttt 117
6.3.5 AUTNENTICALE ...ttt ettt et sttt 117
6.3.5.1 INErOAUCEION ...t 117
6.3.5.2 MLME-AUTHENTICATE.T@QUEST .....cceveueeeerrirenierieieieieeeieeenienens 117
6.3.5.3 MLME-AUTHENTICATE.CONfIrM .....coocvririnininieienieiceeeeeeceans 118
6.3.54 MLME-AUTHENTICATE.indication........cccccecererenenenencecenencnnens 119
6.3.5.5 MLME-AUTHENTICATE.IESPONSE.......coervevireienreniereineeienieneneens 120
6.3.6 DeauthentiCAE ... ...eeuieiieiieieeeeeee ettt ettt et 121
6.3.6.1 INErOAUCHION ...t 121
6.3.6.2 MLME-DEAUTHENTICATE.T€qQUESt....c.ccceeerereriinieieieeeeeeeennns 121
6.3.6.3 MLME-DEAUTHENTICATE.cONfirm........ccceceverineneneneeenencnnns 122
6.3.6.4 MLME-DEAUTHENTICATE.Iindication ..........ccccoeevevvenvecceencncnnns 123
6.3.7 AALSSOCIALE ...ttt ettt ettt ettt et ee et eehe et e eh e e e ae et e et e s et et e eaeenee 123
6.3.7.1 INErOAUCLION ... 123
6.3.7.2 MLME-ASSOCIATE.TEQUEST......cveureureeieiiriiriinieneneeteieeeneeeeese s 123
6.3.7.3 MLME-ASSOCIATE.CONfIIM.....ccuertiiiieieiriineneneieieieeeeee e 125
6.3.7.4 MLME-ASSOCIATE.INdication .......c..cceeveveririenerenienienieeeeeencnnens 128
Documents
Xiv Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

6.3.7.5 MLME-ASSOCIATE.TESPONSE ....eeeuveeererieeniienieeiieeeeeieesieeeieenieenas 130

6.3.8 REASSOCIALE. ...c.vvievieeiieieeetieete ettt ettt aae et e e s abeeabeesabeesseesseessseeseesssean 133
6.3.8.1 TNErOAUCTION ....eeeiiietieeie ettt s ta e aeeree e 133
6.3.8.2 MLME-REASSOCIATE.T€QUESL.....ccueeeeieeieeieeieeieeieeieeee e 133
6.3.8.3 MLME-REASSOCIATE.CONfIrML......cccviiiieiieeiieiiecie e eve e 135
6.3.8.4 MLME-REASSOCIATE.INdiCation ..........cccccueevieerieerieeniiesreesieeneeens 138
6.3.8.5 MLME-REASSOCIATE.IT€SPONSE .....covrneeieeieeieniieieeieeee e eeeenees 141
6.3.9 DISASSOCIALE ...vvievveevieieiiestieeieeiteete et e steeteesteeebeesaeesebeesssessseesseessseenseessseeseensseas 144
6.3.9.1 MLME-DISASSOCIATE.LEQUEST ......ceveeieeieeiieieiieieeieeee e 144
6.3.9.2 MLME-DISASSOCIATE.cOnfirm .......c..cccoeviieviienieeieeie e 145
6.3.9.3 MLME-DISASSOCIATE.INdication...........cccceeveerieerieeniesreeseeneeens 146
6.3.10 RS ccuiiiitiieiie ettt ettt et e ettt e e e e ba e b e eteeeebeeaeesebeeraeesaeenres 146
6.3.10.1  INtrOdUCHION .....eccviiitiieieeetie ettt e et e aeebeesraeeaeesree e 146
6.3.10.2  MLME-RESET.IEQUEST.....ccctteuieiieieeieeiieieeiieie et 146
6.3. 11 SHAMT.eicuiiectieeie ettt ettt ette sttt et e et e e bt esaeesae e et be e baeetbe e taeebeenbeesebeebeesebeeraennaeenres 147
6.3.11.1  INtrOAUCLION ....eiitiiieiieieeeie ettt ete et re et e e e ebeeseaeenaeeerea e 147
6.3.11.2  MLME-START.IEQUESE ....ceceeeeieiiriieieeiieieeiceie et 147
6.3.11.3  MLME-START.CONITM ....c.cooiiiiiiiiiieiiiie ettt 151
LT T8 | 1o o O TSR R 152
6.3.12.1  GEONETAL..ccuiieiiieeieeieece ettt et b e aeebe e 152
6.3.12.2  MLME-STOP.LEQUESE ....ccueetieniitieieeieeieeetee et 152
6.3.13  Protocol layer model for spectrum management and radio measurement............. 153
6.3.14  Measurement TEQUEST .......eeueeruterieertie ettt ettt ettt sbe e st e bt sete e sbeesaee e 156
6.3.14.1  INtrOAUCLION .....iiviiieiieiieeiie ettt ettt ettt e e e b e sebeesaeesebeeesaesseeeeseens 156
6.3.142 MLME-MREQUEST.IEQUESL ...ceeeeeuieniiriieiesieeiecieee et 156
6.3.14.3 MLME-MREQUEST.INAICAtION.....ccceercvierierrierieiieeieeciieeeveeseeeeenens 157
6.3.15  Channel MEaSUICMENT. .......c.cccueeeeveeerieirieieeerieeteesreereesaeeseesseeseseesseessseesseessseenses 158
6.3.15.1  INtrOUCLION ....eiiitiiieiieiiecie ettt ettt ettt ebeeaeeseaeeaeesaeeeebeens 158
6.3.152 MLME-MEASURE.T€QUESt......ccteiiruieiiriieie et 158
6.3.15.3 MLME-MEASURE.CONIM........cccoviieiiiiiiieiieieecieeeee e 158
6.3.16  MeEasurement TEPOTT ....ccouuerueeriiieieeniie ettt ettt e bttt et sat e bt e sateebeesanesareeneee 159
6.3.16.1  INtrOAUCLION .....ecitiiieiieiieeiiieteeeie et este et e ae et e sebeeaeeseaeeeseesaeeeeveens 159
6.3.16.2 MLME-MREPORT.IEQUESE......ccuteeeruieiiiieiesieeieieee e 159
6.3.16.3 MLME-MREPORT.INAICAtION ......ocovveeerieiieriiieieeiieeie e 160
6.3.17  Channel SWItCR........cccuiiiiieiieiie ettt sbeete e s ebe e reesaaeenes 161
6.3.17.1 MLME-CHANNELSWITCH.request .........ccccoeeuerieeieneeieneeeeeeeeenees 161
6.3.17.2 MLME-CHANNELSWITCH.confirm .........cccceevvevvieriieciiesiieeieereenns 162
6.3.17.3 MLME-CHANNELSWITCH.indication...........ccccveevveevuiesireieenreenns 163
6.3.174 MLME-CHANNELSWITCH.IE€SPONSE .....ccververuieieeiieeieeienieeieeeeene 164
6.3.18  TPC TEQUEST...ceutieieeiiieitete ettt ettt et ettt sttt st e sbe et 164
6.3.18.1  INtrOAUCLION ... .eciviiiiiieieeeiie ettt ettt et e ae e eaeeaeeeree e 164
6.3.18.2 MLME-TPCADAPT.IEQUESE ....ccvteuieeeriieiieiieieeiieieee e 165
6.3.18.3  MLME-TPCADAPT.CONTIM ....cceierieiiiniieriiecie et eie e 165
6.3.19  SEEKEYS c.neteiiieiteete ettt ettt ettt e nbe et e s 166
6.3.19.1 MLME-SETKEY S.1€qQUESt ....c.eertirierieeiieiieiesie e 166
6.3.20  Delete VS ..ouiiuieiiieieiiee ettt ettt sttt n e ene s 167
6.3.20.1 MLME-DELETEKEYS.request .......ccccccevirieieeieieeiese e 167
6.3.21  MIC (Michael) failure €Vent..........ccccvevieeieeciieiieee ettt 168
6.3.21.1 MLME-MICHAELMICFAILURE.indication............cccccovervrevueerrenne 168
6.3.22  EAPOL....eooeieeeeeee ettt ettt et et s abaeae e s ebeeraennreentes 169
6.3.22.1  MLME-EAPOL.TEQUESt.....cctteuieiiriierieeiieieeiieie et 169
6.3.22.2  MLME-EAPOL.CONfIIM......ccoiiiiiiiiiieiieiie ettt sae e 169
6.3.23  MLME-PeerKeySTART ......oooiiieeieeee ettt 170
6.3.23.1 MLME- PeerKeySTART.IEQUESE ......eevuiiriiiiiinieiiieeieeieeniteeeeieee 170
Documents
Copyright © 2012 IEEE. Al rights reserved. Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

0.3.24  SetPIOLECIION ....ciiieeiiiiee ettt et e e et e e e et e e e e e enaaee e e s snraeeeesannnes 171

6.3.24.1 MLME-SETPROTECTION.IEQUESL.....c.cecvruerrerrereriereieieeeeeenennens 171
6.3.25 MLME-PROTECTEDFRAMEDROPPED ........cccecvviririmiininiiciceeeneec e 172
6.3.25.1 MLME- PROTECTEDFRAMEDROPPED.indication....................... 172
6.3.26 TS management iNEETTACE .........coueiuieiiiriieieeeee et 172
6.3.26.1  GENETAL ..ottt e 172
6.3.26.2  MLME-ADDTS.TEQUEST .....eovevemreireiieiiriiniinienienreniententeeeteeeie e se e 173
6.3.26.3  MLME-ADDTS.CONFIIM ....eoueriiriieiiieieieieieene e 174
6.3.26.4 MLME-ADDTS.iNdiCation .......coevveruenieieieieirencneeieneneeeeeeeeeenens 176
6.3.26.5  MLME-ADDTS.TESPONSE ... .eeeeeeirieiieniieeniienieeiee sttt siee e 177
6.3.26.6  MLME-DELTS.TEQUESL ......coveveieiieieiriiniinieniierentententeeetee e 179
6.3.26.7 MLME-DELTS.INdICation ........coeverueieieiiieinincnesieneneeeeeeeeeenes 180
6.3.27  Management of direct linKs .........ccccorieiiiiiiiiiiei e 181
6.3.27.1  INtrodUCHION .....eveuiiiieiieiiciiciirtrt ettt et 181
6.3.27.2  MLME-DLS.TEQUESE ....eeeruiiiiiiriiiiiienieeie ettt 181
6.3.27.3  MLME-DLS.CONfIMM ....coeiiniriiniinieniiieieietnieene st 182
6.3.27.4  MLME-DLS.INAICAtION.....c.ccctririririinienienienieieieteeeeee e 183
6.3.27.5 MLME-DLSTeardoWn.request ........cccereeruereerieneienieeeeneeeeeeeeeeeenee e 184
6.3.27.6  MLME-DLSTeardown.indication............cccceeververerineneneneeneeneecenens 185
6.3.28  Higher layer synchronization SUPPOIT.........cceverieiieierieiere e 186
6.3.28.1  INtrodUCHION .....cceeuiiuieiieiiiiiriiertee ettt 186
6.3.28.2  MLME-HL-SYNC.IEQUESL ....ccveveurenrenieiiniiniiniinrenienienieieteeeeeienesaens 186
6.3.28.3  MLME-HL-SYNC.INdiCation ......c..cceoveeeiririnenenenieieieeeeeenennens 186
6.3.29  BIOCK ACK c..iieiitiiceeecee ettt e 187
6.3.29.1  GENETAL ..ottt 187
6.3.29.2  MLME-ADDBA .TEQUESL.....cccruimtireieieiieiininieneneseesteieneeeeeeeee e 187
6.3.29.3  MLME-ADDBA.CONFIIM ...ccuerviviiiiiieiiriiniiniceesenieieeeeeeeee e 188
6.3.29.4 MLME-ADDBA.INdICAtion ......ccveoverieieieiiininene et 189
6.3.29.5 MLME-ADDBA.TESPONSE .....eevveerurieieeniieeieenieeieeniteeeeeiee e eseeenaeees 190
6.3.29.6  MLME-DELBA.TEQUEST .....ccvervemreuieiieniriiniiniintieresieneeieeeeeeeieeie e 191
6.3.29.7 MLME-DELBA.INdICAtION ....c..coverieiiieieiiiininine ettt 192
6.3.30  Schedule element MANAZEMENLT.........cerueeiiriieiietieieee et 193
6.3.30.1  INtrodUCION .....cc.ccveiieiieiieiiriinertct ettt 193
6.3.30.2  MLME-SCHEDULE.T@QUEST.......ccvevemerririiriiriinrenienienieeereeeeeienenaens 193
6.3.30.3 MLME-SCHEDULE.INdIiCation .....c..cccecueerirenrenenienieieieeeeeenennens 193
6.3.31  Vendor-specific aCtiON .........coiieiieiieieitieieieeee e 194
6.3.31.1  INtrodUCHION .....cc.eieiieiieiiriiriinere ettt 194
6.3.31.2  MLME-VSPECIFIC.IEQUESL.....c.ccvereeirreriiniiriinrenienienieiereeeeeene s 194
6.3.31.3  MLME-VSPECIFIC.INAIiCatION ...c..evveveuieiieiieiirinerienieienieeeeeeeeenens 195
6.3.32  NeighbOor report TEQUEST .. .ce.eeruireieieeierieetiee ettt e e ee e enes 196
6.3.32.1  GENETAL ..ottt e 196
6.3.32.2 MLME-NEIGHBORREPREQ.request.........ccccoevvereeeenincnieenennene 196
6.3.32.3 MLME-NEIGHBORREPREQ.Iindication ..........c.ccoceeveverveneeeecencnnens 197
6.3.33  NeighbOr report TESPONSE......ccueruieieeeiiertietieieeteerteetcete et erte et see et eseeeeeeteeseeeeeneenes 198
6.3.33.1  GENETAL ..ottt 198
6.3.33.2 MLME-NEIGHBORREPRESP.request .........ccccovererueueieneninencnnene 198
6.3.33.3 MLME-NEIGHBORREPRESP.indication..........cccccceecurcereerenenennne 199
6.3.34  Link Measure ReqUEST .........ccceiuiiiirieiieiieeeee e 199
6.3.34.1  GENETAL ..ottt 199
6.3.34.2 MLME-LINKMEASURE.FEQUESt .....c.cecveureeiriiriniriinienenieeeeeieneenens 200
6.3.343 MLME-LINKMEASURE.cOnfirm.......ccccccecevervenerenenenieneeieeeeenns 200
6.3.35 MLME SAP interface for reSource request ..........occeeeererrierereeneneeiese e 202
6.3.35.1 MLME-RESOURCE-REQUEST.TEQUESL......c.cocereruemrereieeeinencnnns 202
6.3.352 MLME-RESOURCE-REQUEST.indication .........c.ccecceverveneevecencnnens 202
Documents
Xvi Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

6.3.35.3 MLME-RESOURCE-REQUEST.response ..........ccocceeuerueeuenueeeennenne 203

6.3.354 MLME-RESOURCE-REQUEST.confirm .........ccccocevenenveneecieccncnnens 204
6.3.35.5 MLME-RESOURCE-REQUEST-LOCAL.request........c.cccceeveueuenen. 204
6.3.35.6 MLME-RESOURCE-REQUEST-LOCAL.confirm.......c..cccccceeveuenne. 205
6.3.36 MLME SAP interface for remote requests ...........ccceeeeririerereere e 206
6.3.36.1 MLME-REMOTE-REQUEST.IEQUESLt ......cocererrererienrereieeeeeenennns 206
6.3.36.2 MLME-REMOTE-REQUEST.Indication...........cccceervecvevrerenenennens 206
6.3.37  Extended channel switch announcement ..............ccoeveeiererienenieneeieeee e 207
6.3.37.1  GENEIAL....iiiiiiiiiee e e 207
6.3.37.2 MLME-EXTCHANNELSWITCH.request.........ccccoeeveveererenvenennens 207
6.3.37.3 MLME-EXTCHANNELSWITCH.confirm .......c.ccocceveeveveevervenccncnnns 208
6.3.37.4 MLME-EXTCHANNELSWITCH.indication .......c..ccccceeeevererccrcnnens 209
6.3.37.5 MLME-EXTCHANNELSWITCH.IESPONSE ......ccvervemveurenieeeenernennens 210
6.3.38  DSE power constraint annouUNCEMENL...........cecuerueeuerreereereeeeereeeeeseeeseeneeeneeneeeneenes 210
6.3.38.1  GENEIAL.....eiiiiiiiiiieee e s 210
6.3.38.2  MLME-DSETPC.IEQUESL......cecerirririrrinrirereiereietecerenenieseesiennenaene 211
6.3.38.3  MLME-DSETPC.CONfIrM......ccoccueieirinininiiniinenenieieieeeeeeeese e 211
6.3.38.4 MLME-DSETPC.INdiCation .....c..cccccueuririrenenenenienieneieeeeeeeeenens 212
6.3.38.5  MLME-DSETPC.IESPONSE .....everrveiriiirieiiienieenieeniieenieesieeeeeesieeeeeenne 213
6.3.39  ENabBICMENL ..oueiiiiieiiiiiiiee e e e ne s 214
6.3.39.1  GENEIAL...ciiiiiiiiiee s 214
6.3.39.2 MLME-ENABLEMENT.IEQUESL....c.ccceetruiruimrinrenienieieieieeeeeeeeenens 214
6.3.39.3  MLME-ENABLEMENT.confirm......c.cccceccrenenenenienenenieeeieeecenns 215
6.3.39.4 MLME-ENABLEMENT.INICAtion .......ccccoceverenenienienieieeeieeecenens 216
6.3.39.5 MLME-ENABLEMENT.IESPONSE ......covevemrenrenieiieiienieieeenenienienienaens 217
6.3.40  Deenablement .........cccoiieiiiiiiieiiee et eee s 218
6.3.40.1 MLME-DEENABLEMENT.IEQUESL ......ccceververirerienieieieeeieencnnens 218
6.3.40.2 MLME-DEENABLEMENT.Indication........cccceccovcrerverenieneeeecencnnens 219
6.3.41  SA QUETY SUPPOTT ..eoiiiiiiiiieitieete ettt ettt ettt ettt et et sbeesate et e saeesaes 220
6.3.41.1 MLME-SAQUETY.TEQUES....cueeriieiiirierieeniteeieeiee ettt 220
6.3.41.2 MLME-SAQUEry.CONfirm.......cccerueeiiiniieiieiieie e 220
6.3.41.3 MLME-SAQuery.indication ..........ccceeeerueeieneeeieneeeese e 221
6.3.41.4  MLME-SAQUETY.TESPONSE ....ceovveruriiiieriieeniieeieeiee sttt seee e 221
6.3.42 Gt TSF HITIET ..eviiiniiniciieiiceeeet sttt sttt ebe bt seeenen 222
6.3.42.1  GeNETAL....cuiiiieieeieee e 222
6.3.42.2  MLME-GETTSFTIME.I€QUESt ......cceccereriririinriieienieeeieeeceene s 222
6.3.42.2  MLME-GETTSFTIME.COnfirm ........cccccecerinininenienieieieceeeencnnns 223
6.3.43  Timing AAVErtiSEMENT .........cccerieruieieriieiieeeeerte e rie et see e sae e te et e e eeeeeeeeeenes 223
6.3.43.1  GeNETAL....ciiiieieeie e 223
6.3.43.2 MLME-TIMING ADVERTISEMENT.request.......c.cccceevereeercerennens 223
6.3.43.3 MLME-TIMING ADVERTISEMENT.indication ...........cccccceceruennee 224
6.3.44  TDLS DISCOVEIY ..uveueitieiieteeiietieieesteetenteeneesteetesteeneesseeeeseeeseenseeneesseeneenseeneeneeenes 226
6.3.44.1  GeNETAL....ciiiiiiieie e e 226
6.3.44.2 MLME-TDLSDISCOVERY .1€QUESt.......cceeeruerirerienreieieeeeeenennns 226
6.3.443 MLME-TDLSDISCOVERY .cOnfirm......cccccceceeverereneneneneeeecencnncns 226
6.3.444 MLME-TDLSDISCOVERY .Indication .......cccccccvveruenenenieneeeecencnncns 227
6.3.44.5 MLME-TDLSDISCOVERY .IESPONSE ......erververrenierreienrereieieenennens 228
6.3.45  TDLS direct-link establiShment.............ccccovieiiriiiinieiee e 229
6.3.45.1  GeNETAL....c.iiiiiieii e e 229
6.3.45.2 MLME-TDLSSETUPREQUEST.T€qQUESt........cocerverreiereieieenenennene 230
6.3.453 MLME-TDLSSETUPREQUEST.indication .........cccccecuevrcerinenennene 230
6.3.454 MLME-TDLSSETUPRESPONSE.request.........ccccocerveveveneeervenennens 231
6.3.45.5 MLME-TDLSSETUPRESPONSE.indication.......c.cc.ccceeveeeeervercnnene 231
6.3.45.6 MLME-TDLSSETUPCONFIRM.IeqUESt .......coververuenvereieeeenerennns 232
Documents
Copyright © 2012 IEEE. Al rights reserved. Documignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

6.3.45.7 MLME-TDLSSETUPCONFIRM.indication......c..c.cceceeverveneeercercnnns 232

6.3.45.8 MLME-TDLSPOTENTIALPEERSTA.request .......ccccceceevuerveniennnne 233
6.3.459 MLME-TDLSPOTENTIALPEERSTA.confirm ..........cccccoverveeerennen. 234
6.3.46  TDLS direct-link teardOWI.........cc.eecuierieeiieiie e esee ettt e seae e 235
6.3.46.1  GENETAL....ccviiiieiii ettt e aaeeabeens 235
6.3.46.2 MLME-TDLSTEARDOWN.IEQUESE....cceevtieiireieeenieeeesieeienieeee e 235
6.3.46.3 MLME-TDLSTEARDOWN.INdication .........ccccccveeeveereenreereenneenenenn 236
6.3.47  TDLS Peer U-APSD ....cuiieiieiieeeeete ettt et e et s ebe et e saaeeaes 237
6.3.47.1  GENEIAL....ociieeeiieieeieee et eeaae s 237
6.3.47.2  MLME-TDLSPTLICQUESt......eeiueitieeietieieeiieie e 237
6.3.47.3  MLME-TDLSPTLCONfIrM......cccceeviiieiieiieciieeeeie e 238
6.3.47.4  MLME-TDLSPTLINAICAtION .....ooevieeiieiieciieeie e 239
6.3.47.5  MLME-TDLSPTLIESPONSE ...ccovverurieiieniieiiienienieenieeeieeiee e 239
6.3.48  TDLS channel SWitChinNg .........cccoeierierieierieiee et 240
6.3.48.1  GENEIAL....ccviieiieie ettt 240
6.3.48.2 MLME-TDLSCHANNELSWITCH.request .......cccoceerereerieneeiennenne 241
6.3.48.3 MLME-TDLSCHANNELSWITCH.confirm ..........ccccccvevvrecreenneennnenn 241
6.3.48.4 MLME-TDLSCHANNELSWITCH.indication............cccecvveeveerreennenn 242
6.3.48.5 MLME-TDLSCHANNELSWITCH.1response.........ccccceeeeverreeeennenne 243
6.3.49  TDLS Pl PSM ..ottt ettt e et st saaeenes 244
6.3.49.1  GENEIAL....cciiieiieii et ae s 244
6.3.49.2 MLME-TDLSPEERPSM.IEqQUESt ......c.cecueruieieriieienieeee e 244
6.3.49.3 MLME-TDLSPEERPSM.confirm.........ccccccuevvuievieniienieeieeieeeee e 245
6.3.49.4 MLME-TDLSPEERPSM.indication...........ccceccvevveevrienieniierieeeveennen. 246
6.3.49.5 MLME-TDLSPEERPSM.IESPONSE......cccueeuiairreiaieriienieneieieeieenieeneene 246
6.3.50 EVENE TEQUESE..c..eiiuiiiiieiteeite ettt ettt ettt ettt sttt st e nbe et e 247
6.3.50.1  GENEIAL....ociiiiiieiecie et ae s 247
6.3.50.2 MLME-EVLREQUEST.I€QUESt.....eevtirieiieieriiriesieeee e 248
6.3.50.3 MLME-EVLREQUEST.INAIiCatioN.......ccceervierieiieerieeieeveeieeeeee e 248
6.3.51  EVENE TEPOTT...ceiuiieiieiiteieeite ettt ettt ettt et e st bt e saee et e satesans 249
6.3.51.1  GEONETAL..ccuiiiiieeiieeiiecie ettt r e aeerae e 249
6.3.51.2 MLME-EVLREPORT.I€QUESL.....ccceeruremiaiieieieeiieieeie e enes 249
6.3.51.3 MLME-EVLREPORT.INAiCatioN .......eccvvereireiieeieeieeciieeieeiie e 250
6.3.52  EVEINLE etiioiiieiie ettt ettt ettt et b e b e ete e sebaeaeeeebeenraannaeenres 250
6.3.52.1  GONETAL...cuiiiiiieiieciiece ettt bbb e aeerea e 250
6.3.52.2  MLME-EVLOG.IEQUESL ...ccteeuiiiirieriieieieieie sttt 250
6.3.52.3 MLME-EVLOG.CONfIIM .....oeiitiiiiieiieeiieiee et sie e ens 251
6.3.53  DiagnoStiC TEQUEST......eoueeieeruietieiieite e testeet ettt et etce et steeeeesae st e s e ene e e eseeeeeneenes 252
6.3.53.1  GONETAL...cuiiiiiiiieeiiece ettt et a e aeera e 252
6.3.53.2 MLME-DIAGREQUEST.1€qQUESt....cceereiruireeriieieiieieeieeeeseceee e 252
6.3.53.3 MLME-DIAGREQUEST.INdiCation ...........cccveevrrerrreerieeriiesieeseenenens 253
(R T T S D I ey 1 To 1§ (O (<] 010 o ARSI 254
6.3.54.1 MLME-DIAGREPORT.IEQUESL -....eeeueeiiriieieiiieieciieie e 254
6.3.54.2 MLME-DIAGREPORT.INdication ...........ccceeveevreerrreeieeiriesieeieeneeens 254
6.3.55  Location Configuration reqUESt ............ceererieriirierieeieree e ee e eee e 255
6.3.55.1  GONETAL...c.uiiiiieiiecie ettt et eens 255
6.3.552 MLME-LOCATIONCFG.1EQUESL.......eeeeeireeieeiieieeieie e 256
6.3.55.3 MLME-LOCATIONCFG.CONIIM ....ccccvrerierrieireiieeieeieesiie e e 256
6.3.55.4 MLME-LOCATIONCFG.INdication ...........ccceevvrerrreecreerreesiieeieenreenns 257
6.3.55.5 MLME-LOCATIONCFG.IESPONSE ....ccveervirmeeierieeiieiienieeieneeeeeneeeneas 258
6.3.56  Location track NOtifiCatioN.........cccueeiiierieeiiieiie ettt 259
6.3.56.1  GENETAL...c..eieiieiieciiicieee ettt e e e 259
6.3.56.2 MLME-LOCATIONTRACKNOTIF.request.........ccccereereeneeeeeneenens 259
6.3.56.3 MLME-LOCATIONTRACKNOTIF.indication.............ccccevrrvueerueene 260
Documents
xviii Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

6.3.57  Timing MEASUICINICNL .....ccueruieuiietieieetieteeteeeeeteeeeeteeeeseeeeesseensesseensesseensesseensesseenes 261

6.3.57.1  GENETAL ..ottt 261
6.3.57.2  MLME-TIMINGMSMT.TEQUESL.....ccecoveureurriirinenerienienenieneereeeeeneas 261
6.3.57.3  MLME-TIMINGMSMT.CONfIIM ...cceevveuiiiiiiiniininiiinieneneecreeeeenns 262
6.3.574 MLME-TIMINGMSMT.Iindication .........ccccccecervererenrenrenieneeeeccnennens 263
6.3.58  BSS Transition Management .............cecerueerieruieriereeeeseienieseeeiesseeeeseeeeesseeneeseeens 265
6.3.58.1  BSS Transition Management procedure ............ccccoeeereriereneesiennnnnn 265
6.3.58.2  MLME-BTMQUERY .T€QUESL .....ccverveureiiiiriiniinienientenieieieeeeeeee e 265
6.3.58.3 MLME-BTMQUERY .indication.........ccccccuecererenerenenenieneeeeencnnens 266
6.3.58.4  MLME-BTM.IEQUESE ....eevutiriieiiiniiieitenie ettt 267
6.3.58.5 MLME-BTM.INAICAtION. .....coctririiriiriinieieieieieieteeeeee e 268
6.3.58.6  MLME-BTM.IESPONSE......eeruiiriiiniiiiieeniienieeniteeiteeniee e e e 269
6.3.58.7  MLME-BTM.CONTIIM ...c..coviriiiiiiieieieiiniiineceese ettt 270
6.3.59  FIMS SEIUP cenuteeiteeteette ettt ettt sttt st 272
6.3.59.1  GENETAL ..ottt e 272
6.3.59.2 MLME-FMS.I€QUEST.....ccrttiiiiiiiiiiinienie ettt 272
6.3.59.3  MLME-FMS.CONTIIM....cccooimimiimiiniiniiieieiiinieene et 273
6.3.59.4  MLME-FMS.INdIiCAtION ....c.eoeruiriiririinienienienieieeeteeeeeese e 273
6.3.59.5  MLME-FMS.IESPONSE .ccuevermeiiiiiiiiiniienieeniieeie ettt 274
6.3.60  Collocated Interference reqUESt ..........ceoereererierieeieie et eeee e 275
6.3.60.1  GENETAL ..ottt 275
6.3.60.2 MLME-CLINTERFERENCEREQUEST.request .......cccccceccecerverennene 276
6.3.60.3 MLME-CLINTERFERENCEREQUEST.indication..........ccccccceueue. 276
6.3.61  Collocated INterference rePOITt .........ccerueeriirrierieeieieete ettt 277
6.3.61.1  GENETAL ...t 277
6.3.61.2 MLME-CLINTERFERENCEREPORT.request.........ccccoeveeerercnnene 277
6.3.61.3 MLME-CLINTERFERENCEREPORT.indication ..........cccccceceruennee 278
6.3.62  TES SELUP «..eovereietiieicetete ettt ettt 279
6.3.62.1  GENETAL ...ttt 279
6.3.62.2  MLME-TFS.TEQUEST ... .eeiiiiiiiiiiiiienteee ettt 279
6.3.62.3  MLME-TFS.CONTIMM .....coevimimiiiiieieieieintnceese ettt 280
6.3.62.4  MLME-TFS.INdIiCatION .....ocvviruiriiriiriinienieienieieteeeeeeee e 281
6.3.62.5  MLME-TFS.TESPONSE ..ccuveermiiriiiniiiiiieniie ittt 281
6.3.63  Sleep MoOde rEQUEST.......eeiuieieiieiieie ettt ettt ettt e e e e 283
6.3.63.1  GENETAL ..ottt 283
6.3.63.2  MLME-SLEEPMODE.TEQUEST ......ccceeeruirrirririinreieieniereieeeeeenenaens 283
6.3.63.3 MLME-SLEEPMODE.Iindication.........ccccccecevervenerenrenenieneeneeneecenens 284
6.3.63.4 MLME-SLEEPMODE.IE€SPONSE.......cccervirrerrirrinreienienieiereeeeeenenaens 285
6.3.63.5 MLME-SLEEPMODE.CONfIM .....ccccectruimiiniiniinieieieieieieeeceenennens 286
6.3.64  TIM DroadcCast SETUD ......ccceeiererierieeierteeieie et eie st eesteeneesee e e et eneesteeneeseeeneenes 287
6.3.64.1  GENETAL ..ottt 287
6.3.64.2 MLME-TIMBROADCAST.TEQUESt .....ceeereirrinrinienieieieieeeeeenenaens 287
6.3.64.3 MLME-TIMBROADCAST.CONfIrM ....c..ocuvuiririninienieieieeeeecncnnne 288
6.3.64.4 MLME-TIMBROADCAST.Indication.........cccceceverenrenuenvenceenrenennens 289
6.3.64.5 MLME-TIMBROADCAST.IESPONSE......ccvruerrerrenrerrererenreneeeeenennens 289
6.3.65 QoS Traffic Capability Update ..........ccceeiuirieiiiieiere e 290
6.3.65.1 MLME-QOSTRAFFICCAPUPDATE.T€qUeSt......c.ccovervemveeeeererncnene 290
6.3.65.2 MLME-QOSTRAFFICCAPUPDATE.indication ..........cccccceceeeruenene 291
6.3.66  Channel USage rEQUEST .........eoeeiueiuieieriieieieeieete et see e see et eee e e e eeeeeenes 292
6.3.60.1  GENETAL ..ottt 292
6.3.66.2 MLME-CHANNELUSAGE.request .........cccecevemerenienieieeeinenennens 292
6.3.66.3 MLME-CHANNELUSAGE.confirm ........cccoceeeveneniecieniecnincncnnns 293
6.3.66.4 MLME-CHANNELUSAGE.Indication........cc.ccceeerenvervenveneeenccnncnnens 294
6.3.66.5 MLME-CHANNELUSAGE.I€SPONSE.......cocerverrererienieieieeeenenennens 295
Documents
Copyright © 2012 IEEE. Al rights reserved. Docurignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

6.3.67 DMS request and reSPONSE PrOCEAUIE ........c.eerueruieriieriereieeeeieseeeeeseeeeeeieeeeeeeeeeenes 296

6.3.67.1  GENETAL...c.eoiiiiiiiiieiieiiirceccte et 296
6.3.67.2  MLME-DMS.T€QUEST ....eerutiriiiiieriiieiteeie ettt 297
6.3.67.3  MLME-DMS.CONTIM ...c.coviriiriiiiieieieininitnceeneseeteeeeeeie e 297
6.3.67.4 MLME-DMS.INdICatioN. ......oceririririinieieienieieieeeeeeee s 298
6.3.67.5  MLME-DMS.IESPONSE......eermiiriiiniiiiiiiniieiiterite ettt 299
6.3.67.6  MLME-DMS-TERM.IEQUESL.......cccrveuerreirriiriininerienienieneeneeeeeeneenens 299
6.3.67.7 MLME-DMS-TERM.INAICAtION ...c..eovemveuieiiriiriininienienieieieeeeeenc e 300
6.3.68  Timing Measurement ReqUESt ..........ccooeeieiiriirieee e 301
6.3.68.1  GENETAL ..ottt 301
6.3.68.2 MLME-TIMINGMSMTRQ.I€QUEST ......c.coeruerrirrinierieieieieeeeeenenans 301
6.3.68.3 MLME-TIMINGMSMTRQ.Iindication.........ccccecererenrerrenveneeenccrcnnens 301
6.3.69  WNM-NOtifiCation TEQUEST ......eeeerteeiertieiieieeierie et rte e seee e eeeeeeenes 302
6.3.69.1  GENETAL...c.oeiiiiiiiiieiieiincrccc ettt 302
6.3.69.2 MLME-WNMNOTIFICATIONREQUEST.request .........cccccceceruenene 302
6.3.69.3 MLME-WNMNOTIFICATIONREQUEST indication..........ccc........ 303
6.3.70  WNM-NOtifiCation IESPONSE....ccuverveeueerrieiiertieiierteeienteeeeseeeneeseeeeesseeseesseeseeneesneenes 303
6.3.70.1 MLME-WNMNOTIFICATIONRESPONSE.request .........ccccccceuenne. 303
6.3.70.2 MLME-WNMNOTIFICATIONRESPONSE.indication.................... 304
6.3.71  Network discovery and selection SUPPOIT.........cceeruereerierieieieeeee e 305
6.3.71.1  GENETAL ..ottt 305
6.3.71.2  MLME-GAS.TEQUEST.....coitiiriieiiiiiieiteee ettt 305
6.3.71.3  MLME-GAS.CONTIIM....cceriririimiiniiniiieieieieieene e 306
6.3.71.4  MLME-GAS.INAICAtION ...cveruiriirririiniiieieieieiieeetete e 307
6.3.71.5  MLME-GAS.ITESPOMSE ..ccuvviemiiiiiiniiieniienieeniieeie ettt 308
6.3.72 QoS Map Set element MANAZEMENL .......ccuervieeerteeiereeeiereeeieseeeeneeeeeeeeeeeeeeeeeenes 309
6.3.72.1  GENETAL ..ottt 309
6.3.72.2 MLME-QOSMaP.TEQUEST ...ccueerieeiiirieeieeniieeieeiee ettt 310
6.3.72.3  MLME-QoSMap.indication...........ccceeeerurruienirniene e 310
6.3.73  Mesh peering Management ..........cceeverueeierueeieneeienee e seeeseesteeeeseeesee e eseeeeeseenes 311
6.3.73.1  INtrodUCHION .....cviiiiieiieiieiieiircrtest ettt 311
6.3.73.2 MLME-MESHPEERINGMANAGEMENT.request.........c.cccceceruennene 311
6.3.73.3 MLME-MESHPEERINGMANAGEMENT.confirm..........cccccceene. 312
6.3.73.4 MLME-MESHPEERINGMANAGEMENT.indication .................... 312
6.3.73.5 MLME-MESHPEERINGMANAGEMENT.response ........c.ccccecve. 313
6.3.74  Mesh pOWET MANAZEIMENL ........eouieiireieiietieieete e eteeee st eeseeeaesbeeeeseeeneeseeeneeseeenes 314
6.3.74.1  INtrodUCHION .....ccveiiiieiieieiiciiicrt et 314
6.3.74.2 MLME-MESHPOWERMGT.IEQUESL......ccoecerveririrrenreniereeereieneenns 314
6.3.74.3 MLME-MESHPOWERMGT.confirm.......c..ccccevevueueieenincninenennns 314
6.3.75  Mesh neighbor offset Synchronization............cceceveeeveririeiinieseeecee e 315
6.3.75.1  INtrodUCHION .....ceeuiiiiiiieiiitiniicrte ettt 315
6.3.75.2  MLME-MESHNEIGHBOROFFSETSYNCSTART.request.............. 315
6.3.75.3 MLME-MESHNEIGHBOROFFSETSYNCSTART.confirm............ 315
6.3.754 MLME-MESHNEIGHBOROFFSETCALCULATE.request............. 316
6.3.75.5 MLME-MESHNEIGHBOROFFSETCALCULATE.confirm............ 317
6.3.75.6 MLME-MESHNEIGHBOROFFSETSYNCSTOP.request................ 317
6.3.75.7 MLME-MESHNEIGHBOROFFSETSYNCSTOP.confirm............... 318
6.3.76  Mesh TBTT adjuStment .........c.coeeiereieriieiieieeieeie et 318
6.3.76.1  INtrodUCHION .....ceeieuieiieiieiieiirrtet et 318
6.3.76.2 MLME-MESHTBTTADJUSTMENT.1equest ......cceoveveveeeerercnnens 318
6.3.76.3 MLME-MESHTBTTADJUSTMENT.confirm ........ccccccoevvevvenuencnc. 319
6.3.76.4 MLME-MESHTBTTADJUSTMENT.indication........c..c.cccccevevveuennc. 320
6.3.76.5 MLME-MESHTBTTADJUSTMENT.I€SPONSE....c..covevemveneeneenrencnens 321
Documents
XX Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

6.3.77 MCCA management interface ...........eceeuieiieieriiiee e 322

6.3.77.1  INtrodUCHION ..c..eveuiiiieiiiiciiciiiert et 322

6.3.77.2  MLME-ACTIVATEMCCA.TEQUEST .....c.ceeruerrerrinrenieieiereeeeeenenaens 322

6.3.77.3  MLME-MCCASETUP.TEQUESt....c..coveeeriririiriinrinienieiereteeeeeene s 323

6.3.77.4  MLME-MCCASETUP.CONIrM......cceouiiririniininenienieiciecececne e 323

6.3.77.5 MLME-MCCASETUP.INdication ........ccccceceeerenerenenenieneeeeenennens 324

6.3.77.6  MLME-MCCASETUP.IESPONSE ....c.eeuveueriirririinrenienieieieeeeeeeenenaens 325

6.3.77.7  MLME-MCCAADVERTISEMENT.request ........c.ccocceverveneeercercnnns 326

6.3.77.8  MLME-MCCAADVERTISEMENT.confirm .......c..ccccceeveeeecrcnennne 326

6.3.77.9  MLME-MCCAADVERTISEMENT.indication..........cccccceceeveeverennene 327

6.3.77.10  MLME-MCCAADVERTISEMENT.I€Sponse ......c.cccccvevererenenennns 328

6.3.77.11 MLME-MCCATEARDOWN.IEQUESL .......coerverrinrereiereieieeeenenaens 328

6.3.77.12  MLME-MCCATEARDOWN.Indication.........c..ccccoververrenveneecercencnncns 329

6.3.78  MBSS congestion CONIOL ........cooeiuiiiiiiieieieeee e 330
6.3.78.1  INtrodUCHION .....cc.eoviiiiiiiieiieiiriret e et 330

6.3.78.2  MLME-MBSSCONGESTIONCONTROL.request........cccccceceeeruennene 330

6.3.78.3 MLME-MBSSCONGESTIONCONTROL.indication ...........ccccec... 330

6.3.79  MBSS ProXY UPAAte......coueiiiieiiiiieiieie ettt ettt sttt eee s 331
6.3.79.1  INtrodUCHION .....ocuiuiiiieiieiiciieirierte ettt 331

6.3.79.2  MLME-MBSSPROXYUPDATE.request........cccceceruerreruevererererennens 331

6.3.79.3 MLME-MBSSPROXYUPDATE.confirm.......c..ccccoervecvenveneeerccrcnncns 332

6.3.79.4 MLME-MBSSPROXYUPDATE.Indication ......c..c.cceceeververeeercercnnens 333

6.3.79.5 MLME-MBSSPROXYUPDATE.IESPONSE .....covevvevemeeureereenrieieniennens 333

6.3.80 MBSS mesh gate annoUNCEMENL ...........eecueruieiirieeiere et 334
6.3.80.1  INtrodUCiON .....c..ccueieuiiieiiiirirteeeserecteeetee et 334

6.3.80.2 MLME-MBSSGATEANNOUNCEMENT.request........cccccceceeernennene 334

6.3.80.3 MLME-MBSSGATEANNOUNCEMENT.indication ...........c.cccc.... 335

6.3.81  Mesh lINK MELIIC ..c.evvitiiiiiieiieieee ettt 336
6.3.81.1  INtrodUCHION .....cceciiiieiieiiiiiiiinrte ettt 336

6.3.81.2 MLME-MESHLINKMETRICREAD.request .......c.cccceeveveneeercercnnns 336

6.3.81.3 MLME-MESHLINKMETRICREAD.confirm......c..c.cccceeveveeerccrcnnene 336

6.3.81.4 MLME-MESHLINKMETRICREPORT.request.........cc.coceeveeueruenencn. 337

6.3.81.5 MLME-MESHLINKMETRICREPORT.indication ............ccccecceuene. 338

6.3.82 HWMP mesh path SEleCtion ..........cccceiieiiiinierieee e 339
6.3.82.1  INtrodUCHION .....cc.eiiieiiiieiieiiiirs et 339

6.3.82.2 MLME-HWMPMESHPATHSELECTION.request.........ccccccceceruenen. 339

6.3.82.3 MLME-HWMPMESHPATHSELECTION.indication...........c.cc........ 340

6.4  MAC state generic convergence function (MSGCF) ......ccooiiiiiiiiiniiieeeeeeee e 341
6.4.1 Overview of the convergence function ............cooceeveieeierieiene e 341
6.4.2 Overview of convergence function state machine............cocceeeveveeeeninieneeieneeee 341
643 Convergence function State liSt.........ccovvviereiierieieie e 341
6.4.3.1 ESS CONNECTED......ccivitiiiieieieinineneneeeeeeteieeet et 341

6.4.3.2 ESS DISCONNECTED .....cociitiiiieieieininenenene et 341

6.43.3 ESS DISENGAGING .....ooctiiniiiiieicicintneesese et 342

6.4.3.4 STANDBY ...ttt 342

6.4.4 Convergence function state transSitions ...........cceveeeereeierieeiene e eceee e 343
6.4.4.1 Transitions to ESS CONNECTED ........cccoooiiiiiiiieeeeeeeeeee 343

6.4.4.2 Transitions to ESS  DISCONNECTED.......cccccccinenieininininenenene 343

6.4.4.3 Transitions to ESS DISENGAGING ........cccoivevienenieiiinieinenenne 343

6.4.4.4 Transitions to STANDBY ......cocoiiininiiiiiininene e 343

6.4.5 Convergence function informational Vents ...........c.cceeereererieneneeneeiee e 344
6.4.6 MAC state generic convergence SAP ... 344
6.4.7 ESS Status rePOTtING .. ...eeuveiieuieitieieie ettt ettt e seeene 344
6.4.7.1 MSGCF-ESS-LinK-Up...ceeinininiiniiniieieieeninene e 344

Documents
Copyright © 2012 IEEE. Al rights reserved. Docuwmgnt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

6.4.7.2 MSGCF-ESS-Link-Down.indication............ccooevuveeeiiiiiieeeeeeinieeeeeenne 345

6.4.7.3 MSGCF-ESS-Link-Going-DOWN.........cccoeuiririininieneeieneeienisieesieeeienens 346

6.4.7.4 MSGCF-ESS-Link-Event-Rollback.indication..........c.ccocecceererennenne. 348

6.4.7.5 MSGCF-ESS-Link-Detected.indication ...........ccccoeeeecerceeccnencncnnenne. 348

6.4.7.6 MSGCF-ESS-Link-Scan.request ........cccceeevereeeerenieneeeeneeseeeeeseeenees 350

6.4.7.7 MSGCF-ESS-Link-Scan.confirm .........cccceeeeervercrineneneneeneenenncnnens 350

6.4.8 Network ConfiguIation ...........coeeeeerieire ettt 351
6.4.8.1 MSGCF-ESS-Link-Capability.request ..........cecceverreeneerienieieseeeene. 351

6.4.8.2 MSGCF-ESS-Link-Capability.confirm ............ccoccevverenieenreeene 352

6.4.8.3 MSGCF-Set-ESS-Link-Parameters.request..........cocoveeereeieneeceneenne 353

6.4.8.4 MSGCF-Set-ESS-Link-Parameters.confirm..........ccccocevvevereeveneecnnens 355

6.4.8.5 MSGCF-Get-ESS-Link-Parameters.request .........c.ccocveeerenceneneenee. 356

6.4.8.6 MSGCF-Get-ESS-Link-Parameters.confirm..........cccceeeeeeceenencnnenne. 356

6.4.9 INEEWOTK EVENLS ..c.eiiiiriieiiieiteetee ettt ettt 357
6.4.9.1 MSGCF-ESS-Link-Threshold-Report.indication .............cccceceereenneene. 357

6.4.10  Network command INtEIface..........coceeverererieirininiereeeceeeeeceeee e 358
6.4.10.1  MSGCF-ESS-Link-Command.request ...........ccceveerereenenieneeceneeene 358

6.4.11 MAC state SME SAP—mobility management ............ccccceveerereenenieceneeeeeene 359
6.4.11.1  MSSME-ESS-Link-Down-Predicted.indication...........cccccecceveeercnnene 359

6.5 PLME SAP INEITACE ...ttt sttt ettt sttt 360
6.5.1 GEIMETAL. ...ttt ettt sttt ettt 360
6.5.2 PLME-RESET.TEQUESE...ccvteritiiiieieeite ittt sttt 360
6.5.2.1 FUNCHION ...ttt 360

6.5.2.2 Semantics of the Service primitive ...........ceecverueeeiereesieneee e 360

6.5.2.3 When generated...........ooueieeieiiiiee e 360

6.5.2.4 Effect Of T€CEIPT. .. e eereieieeeiee et 360

6.5.3 PLME-CHARACTERISTICS.I@QUESL ...c..ceerveeiieiirieiinieiirieinieiesteesieesieesieeeneneas 360
6.5.3.1 FUNCHION ...ttt 360

6.53.2 Semantics of the Service primitive ...........ccecverueeeierieneniee e 360

6.5.3.3 When generated...........ooueiieieriiiee e 360

6.53.4 Effect Of T€CEIPT. .. eeeetieieeiee et 360

6.5.4 PLME-CHARACTERISTICS.CONFIIM ..ottt 360
6.5.4.1 FUNCHION ...ttt 360

6.54.2 Semantics of the Service primitive ...........ccecverueeeierieseniee e 361

6.5.43 When generated...........ooueiieieriiee e 364

6.5.4.4 Effect Of 1€CEIPT. .. eeeoeieieeiie et 364

6.5.5 PLME-DSSSTESTMODE.LEQUEST ....c.ecvtieviieeirieiirieiirieitrieeenieee et sieesieesieeeneneas 364
6.5.5.1 FUNCHION ..ttt 364

6.5.5.2 Semantics of the Service primitive ...........coecuerueeiereeseenieie e 364

6.5.5.3 When generated...........ooveiieieriiiee e 365

6.5.5.4 Effect Of T€CEIPT. .. e eetieieeieee et 365

6.5.6 PLME-DSSSTESTOUTPUT.ITEQUESL .....cveveieeeieiinieiinieiirieierieientee et 365
6.5.6.1 FUNCHION ..t ettt 365

6.5.6.2 Semantics of the Service Primitive ...........coecverueeeieniesenieese e 365

6.5.6.3 When generated...........ooveieeieriiiee e 366

6.5.6.4 Effect Of 1€CEIPT. .. e eertieieeieee et 366

6.5.7 PLME-TXTIME.TEQUEST.....cveteietirietirietenietirietereeit sttt st 366
6.5.7.1 FUNCHION ..ttt 366

6.5.7.2 Semantics of the Service primitive ...........coecerueeriereeseniee e 366

6.5.7.3 When generated...........ooueiieieiiiiee e 366

6.5.7.4 Effect 0f 1€CEIPT. .. e oeeetieieeiee et 366

6.5.8 PLME-TXTIME.CONIM....cuitimiiiirieiinieiinieiinieicrietrie ettt 367
6.5.8.1 FUNCHION ...ttt 367

6.5.8.2 Semantics of the Service primitive ..........ccecuerueeeiereeseniee e 367

Documents

XXIi

Copyright © 2012 ILEE. All nghtéesawednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

6.5.8.3 When generated...........ooveiieieiiiiee e 367

6.5.8.4 Effect Of T€CEIPT. ..o teeieieeieree et 367
7. PHY SEIVICe SPECITICAION.....ctiitieiieiieiieiiete ettt et e e sttt ae et e e e e e e neeneeneeenes 368
7.1 S COPIC ettt s h et h e bt bt st e e bt e ab e s bt e et e bt e abbeebeebee s 368
7.2 PHY fUNCHIONS....c.eeitiiieie ettt ettt et et ete et eaesmeenaesneeneenneens 368
73 Detailed PHY service SpecifiCations. ........ccceervevuierierieeiesiieieeie ettt st eneeseene 368
7.3.1 Scope and field of apPliCAtiON ..........ceierieiiiriee et 368
7.3.2 OVErvIeW Of the SEIVICE ....ccuieuieiieieie et 368
733 OVerview Of INEEIACTIONS. .....eeueieeieiieiieee ittt st 368
734 Basic Service and OPtiONS..........ceouerueereeriieiereeie sttt 368
7.3.4.1 (13111 2 TSR 368
7342 PHY-SAP peer-to-peer service primitives ...........cceeeeveereesieseeneeneenne 369
7343 PHY-SAP sublayer-to-sublayer service primitives.............ceccereeeneene. 369
7.3.4.4 PHY-SAP service primitives parameters...........ccceevereeeeeneeneeeneeneeenes 369
7.3.4.5 Vector dESCIIPLIONS .....eeuveiueeeieiieieie ettt 370
7.3.5 PHY-SAP detailed service SpecifiCation ..........cccuerveeierieeienieniere e 371
7.3.5.1 INErOAUCLION ...t 371
7.3.5.2 PHY -DATA.TEQUESE.....eooveiiiieiieiee ettt 371
7.3.53 PHY-DATA.INICAtION ....eoveviiiiiieicieiininenecneseseteieeee e 371
7.3.54 PHY-DATA.CONFIMM.....coviriiniiiiiiiciciiinincneeseseteieeec e 372
7.3.5.5 PHY-TXSTART.IEQUESL .....coveruirereieieiieiieentiniene ettt 372
7.3.5.6 PHY-TXSTART.CONTIM....ccueiiiiieieiriiniinininieieneieeeeee e 373
7.3.5.7 PHY -TXEND.IEQUESE ..c..veeiiiiiiiiniiiiiieniterie ettt 373
7.3.5.8 PHY-TXEND.CONTIIM ...c..eoveviiiieiieieiriiniinencsieseseetereeee e 374
7.3.5.9 PHY-CCARESET.TEQUESE ..c..eoviverenieieiiniieeneenieneseeteieeeeeieee e 374
7.3.5.10  PHY-CCARESET.CONIIM ....couevviriiniiieiiicieieencniesreieieeeeeeee e 375
7.3.5.11  PHY-CCA.NAICAtION ....coveruiriiriiriieieieiieiieitntceese ettt eae e 375
7.3.5.12  PHY-RXSTART.INAICAtION ...cveoveriiriiienieieiieiinincsteereieneeeeeeeee e 376
7.3.5.13  PHY-RXEND.INAICAtION.....cc.eruirririiniiieieiieiiniineneneenteieieeeieeie e 377
7.3.5.14  PHY-CONFIG.IEQUESL ......cceriruirririereiienieieiteiieene et neeeeneeeee e 378
7.3.5.15  PHY-CONFIG.CONTIMML....ccoririimriniiniiieieieieinenesesteveneeeeeeeee e 378
7.4 PHY Management ........c.coouiiiiiiiieiiiiieee ettt ettt st st 379
8. Frame fOMAtS ........oouiiiieiee ettt ettt et et see ettt ent et e e enes 380
8.1 General TEQUITEIMEIES .......couieieeieie et ettt et ettt et et et e et este st e et e saeeneesaeeeesseensenbeeneesaeeneenes 380
8.2 MAC frame fOIMALS ......coouiiuieieiieie ettt ettt ettt e st ese et e eneesaeeseeeeeneeneens 380
8.2.1 BasSic COMPONEILS .....eeueieiieiieeieie ettt sttt se e eeeenes 380
8.2.2 (0703 1175) 115 0] 1 TSP S 380
823 General frame fOrmat..........cooveiiiiiiiieee e 381
8.24 Frame fIelds .....oueoueeeiee e 382
8.24.1 Frame Control field.........cccoeiiiieiii e 382
8.24.2 Duration/ID field.........coveiiiiiiiiee e 386
8243 Address fIelds......c.ovieiiieeee e 387
8244 Sequence Control field..........cccovieiiriiiiiieeee e 388
8.2.4.5 QO0S Control field......ccceeeiieiiieeie it 389
8.2.4.6 HT Control field........c.ooieiiiieieee e 394
8.2.4.7 Frame Body field ........cooooiiiiiiee e 398
8.2.4.8 FCS fIeld .ottt 400
8.2.5 Duration/ID field (QOS STA) .eiiuieeiieieeceeee et 401
8.2.5.1 (13113 2 USSR 401
Documents
Copyright © 2012 IEEE. Al rights reserved. Docugignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

8.2.5.2 Setting for single and multiple protection under enhanced

distributed channel access (EDCA) ......coovveeieeciieiiieieeeie e 401
8.2.53 Setting for QoS CF-Poll frames .........c.ccoveeeerieeienieierceese e 402
8.2.54 Setting for frames sent by a TXOP holder under HCCA.................... 402
8.2.5.5 Settings within a PSMP sequence.........ccccoeveveeeieniesinieeneeeceeene 403
8.2.5.6 Settings within a dual CTS SEqUENCE.........cccerueerieriieiirieieeeeereeene 403
8.2.5.7 Setting for control response frames ..........coceevereerereereneeneneeeeeeene 403
8.2.5.8 Setting for other response frames...........cccoeverueeieriecenierene e 404
8.3 Format of individual frame tyPes........cceeierieierieiere ettt 404
8.3.1 (0703115 (0] U i -0 TSRS 404
8.3.1.1 Format of control frames............cccoeveieriiieienceeseeeeeeee e 404
8.3.1.2 RTS frame format ...........cccoeeeiirieneieee e 404
8.3.1.3 CTS frame format ...........ccooeieiiriereeeeeeee e e 405
83.14 ACK frame format ..........cooevieiiiieiieeeeeee e 405
8.3.1.5 PS-Poll frame format ...........cooceiiiieieiieeeee e 406
8.3.1.6 CF-End frame format...........cooeeierieienieeeeeeeee e e 406
8.3.1.7 CF-End+CF-Ack frame format...........cccoeoevinieninieeeeceeeeenee, 407
8.3.1.8 BlockAckReq frame format............cooceverieienieienieeeceece e 407
8.3.1.9 BlockAck frame format ...........coocoriioeiiieieceee e 410
8.3.1.10  Control Wrapper frame ..........ccceeeereriereniee e 413
8.3.2 Data frAMES .. .ot et eee 413
8.3.2.1 Data frame fOrmat ...........cccoeieiirieneiiee e 413
8.3.2.2 A-MSDU fOIMAat ....c.coveeireiiriiieiiieieieeeteret ettt 416
833 Management fTAMES..........oceriereeriee ettt ettt e et see st et e seeenes 417
8.3.3.1 Format of management frames ...........ccccoeoeverieninieienieneece e, 417
8.3.3.2 Beacon frame format............ccooeeieiieiinineeeeeee e 419
8.3.33 ATIM frame format .........occoeieierieiieieeeee e 423
8334 Disassociation frame format ............coccoeeeereiieninieieceeesee e, 423
8.3.3.5 Association Request frame format...........ocoovvieiiiiininieeeeee 423
8.3.3.6 Association Response frame format ............ocooceviiiininieiineee 425
8.3.3.7 Reassociation Request frame format............cooceiiniiininineee, 426
8.3.3.8 Reassociation Response frame format.............ccocceveeiinienincenenenen. 428
8.3.3.9 Probe Request frame format ............occovirieiiriiiinieececee e, 429
8.3.3.10  Probe Response frame format............cceceveeririeiienieieneeeseeee e 430
8.3.3.11  Authentication frame format............ccccoeveierierinireneeecee e, 434
8.3.3.12  DeauthentiCation .........c.cereruieiiniieieeieeie ettt 436
8.3.3.13  Action frame format...........cccoeoirieiirieiiiiee e 436
8.3.3.14  Action No Ack frame format ..........cccccovvrieniriiniieieeecee e, 436
8.3.3.15 Timing Advertisement frame format .............ccccoooerrererneniniencenee. 437
8.4  Management frame body COMPONCALS ........ccueiuiriiiruieiiitieieee ettt ees 437
8.4.1 Fields that are not information elements............ccoceereerrererirreneee e 437
8.4.1.1 Authentication Algorithm Number field............ccccooveriiniininine 437
8.4.1.2 Authentication Transaction Sequence Number field ...............c........ 438
8.4.13 Beacon Interval field..........ooooiieiiiiiiiiee e 438
8.4.14 Capability Information field............ccccoeeiinieiiii e 438
8.4.1.5 Current AP Address field.........cooooviiiiiieiieee e 441
8.4.1.6 Listen Interval field.........cccoooiiiiriniieee e 442
8.4.1.7 Reason Code field .......cooueiieiiiieei e 442
8.4.1.8 AID fIEld ..ot 445
8.4.1.9 Status Code field .......oooirieiiiiee e 445
8.4.1.10  Timestamp field .......cccoiieiiiieie e 449
84111 Action field ......cooeiiiieiiiieeee e 449
8.4.1.12  Dialog Token field ..........ccoerieiirieiiiieiee e 451
8.4.1.13  DLS Timeout Value field..........ccccoririiiinenieieeeeeee e, 451
Documents
XXiv Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

8.4.1.14 Block Ack Parameter Set field.........cooovvviiiiiiiiiiiiiiiieiee e 451

8.4.1.15  Block Ack Timeout Value field..........cccooieniniininiieeee, 452
8.4.1.16 DELBA Parameter Set field.........ccccoeoveririeniiiieieeeeeeeeeen 452
8.4.1.17  QOS INfo fleld.....c.coveruiriiniiriiiiiiiiicicir et 452
8.4.1.18  Measurement Pilot Interval field............c.ccooiriininiininiiee 454
8.4.1.19  Max Transmit Power field ..........ccoocoeiiiiniiii i, 454
8.4.1.20  Transmit Power Used field .........ccoooeeiiiinieniiieeeeeeee, 454
8.4.1.21  Channel Width field..........cccoeiiiiiiii e 455
8.4.1.22  SM Power Control field .........cccoeeeiirieiiiiee e 455
8.4.1.23  PCO Phase Control field...........ceceririeiiiieniieeeeeeeee e 455
8.4.1.24  PSMP Parameter Set field.........ccceririeniiieiieeeeeee e 456
8.4.1.25  PSMP STA Info field.......coeoveieieiiiiininiriiniccieeceeeececeese e 456
8.4.1.26  MIMO Control field.........coceruivievienieiiiinininincneneseeeeeeeeeeee e 458
8.4.1.27  CSIReport field ......ccoeeiuieiiieiiiee s 459
8.4.1.28  Noncompressed Beamforming Report field ...........ccccoeeieiininiennne. 461
8.4.1.29  Compressed Beamforming Report field ...........ccccooieiinieiininice. 463
8.4.1.30  Antenna Selection Indices field ..........cccooveriiiininiinieee, 466
8.4.1.31  Organization Identifier field............c.ccoooerriiiniiniiieee e 467
8.4.1.32  Rate Identification field ..........cceoeiieiiiiniee e, 467
8.4.1.33  GAS Query Response Fragment ID field ..........cccccoeeeiinieiinienne. 468
8.4.1.34  Venue Info field .......ccoiieiiiieie e 468
8.4.1.35  Target Channel..........ccocoeiiiiiiiiieieeee e 471
8.4.1.36  Operating Class .......cecueiueeiieriieiiriieie ettt 471
8.4.1.37  Send-Confirm field .........cccoeieiirieiiiet e 472
8.4.1.38  Anti-Clogging Token field..........ccoooiroiiirieniiieeeeeee e, 472
8.4.1.39  Scalar field .......cooiiieiieee s 472
8.4.1.40  Element field .......coocoeoiiiieiiiieeee e 472
8.4.1.41  Confirm field.......ccccoeiiiieiiieiee e 473
8.4.1.42  Finite Cyclic Group field ..........coooeiiiiiiiiiieeee e, 473
8.4.2 Information EleMENTS ........ccueeiiruieiiee e e 474
8.4.2.1 GNETAL ...ttt 474
8.4.2.2 SSID CIEMENL ..ottt 478
8.4.23 Supported Rates element..........ccoeeeerirrieiieieniieeeeeeee e 478
8.4.2.4 FH Parameter Set element...........ccoocveveririenierienenieeeecece e 479
8.4.2.5 DSSS Parameter Set element ...........cocceverienenienenieeeeeeee e 480
8.4.2.6 CF Parameter Set element............coccoeeerinirienieenieeeeeesee e 480
8.4.2.7 TIM @lEMENL......eeueiiieiiiiieie ettt s 480
8.4.2.8 IBSS Parameter Set element ...........coeceveererienieninieeeeeece e 482
8.4.2.9 Challenge Text €lement ...........ccecereeieririeneeeeeetiee e 483
8.4.2.10 Country lement............cceoeruieiiieieiieeee e s 483
8.4.2.11 Hopping Pattern Parameters element.............c.ccooovrreninreninenreenne. 485
8.4.2.12  Hopping Pattern Table element...........ccccoeverrenenenieninieneeeeeeenee, 486
8.4.2.13  Request €lement .......cceieiiieiieieiiee et 486
8.4.2.14  ERP ClemEeNt.....cceeiiieieiieiieeeeee et 487
8.4.2.15  Extended Supported Rates element............cocceveeveninienienenieeenee. 487
8.4.2.16  Power Constraint element .............ccceoereriinieienieee e 488
8.4.2.17  Power Capability element ............cocceeeeririienieieieieeeeeeee e 488
8.4.2.18  TPC Request €lement..........ccoecueruieiiiiieierieieseeeeee e 489
8.4.2.19  TPC Report €lemeNt.......ccueiuieuieiieiieieeiieieeiceie st 489
8.4.2.20  Supported Channels element............ccccoveeierierininienieeceee e, 490
8.4.2.21  Channel Switch Announcement element ............ccccceeeereeceenrnnenenen. 490
8.4.2.22  Secondary Channel Offset element............ccccoceveniinieniniieniieeee. 491
8.4.2.23  Measurement Request element .............ccooeeviiieiiiieienieenceeee 492
8.4.2.24  Measurement Report element ...........cccooveieriiiininienieeceecee, 519
Documents
Copyright © 2012 IEEE. Al rights reserved. Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

8.4.2.25  QUICt ClEMENT ...c..eiiiiieiieeiiieieeie ettt s ae e ens 553

8.4.2.26  IBSS DFS €lement ........ccccoevievieieieieinininieicnesiesteteteeee et 554
8.4.2.27  RSNE L.ttt 555
8.4.2.28  Vendor Specific element...........oecuerieieiiiieneiieereee e 562
8.4.2.29  Extended Capabilities element............cccoooeeririiienieiiniecrce e, 562
8.4.230 BSS Load element..........ceoeiieiinieiieeeieseee e 566
8.4.2.31 EDCA Parameter Set element.........ccccevvrierereenienieeeeeieseeeee e 567
8.4.2.32  TSPEC ClemeNnt....cc.coueriiriiiinieieiieiieieeiieiententent ettt 569
8.4.2.33  TCLAS €lement ......ccueoviviirieieieiieieieiieenenteste ettt 573
8.4.2.34 TS Delay element..........ccooceeieiiieienieiee et 578
8.4.2.35  TCLAS Processing element ...........cceeveeerirrieneeienieeieneeeenee e 578
8.4.2.36  Schedule element ...........cocceeeeiieieiieet e 579
8.4.2.37 QoS Capability €lement ..........ccceceeierierriieie e 580
8.4.2.38 AP Channel Report element..........ccveverieieninieeriee e 580
8.4.2.39  Neighbor Report element ...........coecerieiiiieieieeieceee e 580
8.4.2.40  RCPI CICMENL ..cuiiiiiieiieiieie ettt 585
8.4.2.41 BSS Average Access Delay element ............occoveeieeienienienneeneee. 586
8.4.2.42  ANtenna element ............oeceeuieiirieiiei e 587
8.4.2.43  RSNICIEMENL......ooiuiieiiiieiieiieeeeee e 588
8.4.2.44  Measurement Pilot Transmission element............c.ccecoereerinieiennnee. 588
8.4.2.45 BSS Available Admission Capacity element...........cccceeceeeeerrreenennee. 589
8.4.2.46  BSS AC Access Delay element ..........cccceeevieiinieieeieneecese e 590
8.4.2.47 RM Enabled Capabilities element.............ccoeereererienenieninceeeeenee. 592
8.4.2.48  Multiple BSSID €lement........cccoeeeiirienirnieieieeiesieee e 594
8.4.2.49  Mobility Domain element (MDE)..........ccccooiiiiniiiiniececec e 596
8.4.2.50  Fast BSS Transition element (FTE).........cccoeeieviiiiieiiiiecieeeeis 596
8.4.2.51 Timeout Interval element (TIE) ........ccccciiviieiiiiiiiieeeeee e 599
8.4.2.52  RIC Data element (RDE) .......cccceeiiiriieiieieeieeeeee e 599
8.4.2.53  RIC Descriptor €lement ............coceeveeeererienieneeieseeie e 600
8.4.2.54  DSE Registered Location element .............cccceceveereinieneniennseeeeee. 600
8.4.2.55 Extended Channel Switch Announcement element.................ccue..... 602
8.4.2.56  Supported Operating Classes element............cocevereereneenenceneneenee. 603
8.4.2.57 Management MIC element............cccoeeeririeniiienieiieeeeeeece e 603
8.4.2.58  HT Capabilities element ............ccooceererieiinieiinieeeeeeeeee e 604
8.4.2.59  HT Operation element.............ccceceeririeriiienieieeieseee e 613
8.4.2.60  20/40 BSS Intolerant Channel Report element.............ccoecevreennennee. 617
8.4.2.61  Overlapping BSS Scan Parameters element ............cccceeeeveneeneennnee. 618
8.4.2.62  20/40 BSS Coexistence element ............ceceveeeriecienieneneene e 618
8.4.2.63  Time Advertisement element.............ccoovererirriininieneeeeee e 619
8.4.2.64  Link Identifier element............ccoecueiieoininieniieeeeeeeee e 621
8.4.2.65 Wakeup Schedule element............cccoeeeeririeninieiieeeeeee e, 621
8.4.2.66  Channel Switch Timing element............c.ccooceeiininiiniieneiee e 622
8.4.2.67  PTI Control €lement..........ccceeuiruieiiirieiieiee e 622
8.4.2.68  TPU Buffer Status element ............ccoccoveeriiirieninieneeese e 623
8.4.2.69  Event Request element..........occuevueeiirieiiiniee e 624
8.4.2.70  Event Report element............ccceeieiirieiiiieeeeeeeeeee e 630
8.4.2.71  Diagnostic Request element............ccoceririeniiienenieeeeeece e 636
8.4.2.72  Diagnostic Report element............ccccovirieniiiieninieneeeeeeeee e 647
8.4.2.73  Location Parameters element..............ccccooveririenenieieneececee e, 649
8.4.2.74  Nontransmitted BSSID Capability element ...........cccecereeeenrneennnee. 657
8.4.2.75  SSID List €leMENt ....c.eruieiireieiieiieie et 657
8.4.2.76  Multiple BSSID-Index element ..........ccccoecererienenieieneeesceeeeeen 658
8.4.2.77  FMS Descriptor element ...........cccueiieieririeneeieiescee e 658
8.4.2.78  FMS Request €lement .........coeceeieiiiieriiiieie e 659
Documents
XXvi Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

8.4.2.79  FMS ReSpOnSe ClemeNt.........cecueeueeiuieierireienieeieeiesiceieeieeee e 661

8.4.2.80 QoS Traffic Capability element ...........cccoceveriererieieeieeeeee e, 663
8.4.2.81 BSS Max Idle Period element............cccoceeririenenienenieeeieeece e 665
8.4.2.82  TFS Request €lement .........cceeieriieienieieceesieee e 665
8.4.2.83  TFS Response element........c.oecveeueereerieienieie e 667
8.4.2.84  WNM-Sleep Mode element ............coeceevvrienenienenieeeceeecee e 668
8.4.2.85  TIM Broadcast Request element............ccccceeereeiinieienieenceeenee, 670
8.4.2.86  TIM Broadcast Response element ............cceceveeieieeieneeneneeeeees 670
8.4.2.87  Collocated Interference Report element ..........cceceeeeniecinreienenee. 671
8.4.2.88  Channel Usage element...........coeeerirrieriinieneiieieriee e 673
8.4.2.89  Time Zone elemMent .........cceeuieiuiruieiieiieieeieie et 674
8.4.2.90 DMS Request €lement ..........cecueeuieriereeiiiieie e 674
8.4.2.91 DMS Response element ..........ceeueeeerieienierieieeiesieee e 676
8.4.2.92  Destination URI element ..........cccocceeieiiiieniiieeneeceeeee e 678
8.4.2.93  U-APSD Coexistence element .............cceoeeeerereenienieneeeeneeeeneeenes 679
8.4.2.94  Interworking element ............ccceeieiiiieiiiiere e 680
8.4.2.95  Advertisement Protocol element.............cocceoeeriniininenieee 681
8.4.2.96  Expedited Bandwidth Request element ............cccceeoenereninienreenee. 683
8.4.2.97 QoS Map Set element .........ccccevieiiriieiiiiee e 684
8.4.2.98 Roaming Consortium element ............ccccoeveerereerenienenieeeceee e 685
8.4.2.99  Emergency Alert Identifier element...........ccccoooevirieninininiecenee, 686
8.4.2.100 Mesh Configuration element............ccceevriererienenieneeieeee e 686
8.4.2.101 Mesh ID element........cccueeuieriieeieiieiere et 690
8.4.2.102 Mesh Link Metric Report element............ccoceveeeeneeieneeenceieeeenee. 691
8.4.2.103 Congestion Notification element ............ccoceererierenieneniee e 691
8.4.2.104 Mesh Peering Management element............ccoceeverieienieninceneeenee. 692
8.4.2.105 Mesh Channel Switch Parameters element.............ccccceveerinienrncnee. 693
8.4.2.106 Mesh Awake Window element.............ccooceevenieiiiiniiniecceeeee, 694
8.4.2.107 Beacon Timing element ............ceceeieeierinieneieeieceee e 695
8.4.2.108 MCCAOP Setup Request element ............cceeeeeerereenenienieieeeeenee. 696
8.4.2.109 MCCAOP Setup Reply element .........cecvveereieeienieieeieeeceeeeeee, 697
8.4.2.110 MCCAOP Advertisement Overview element............ccecceeeeerrreennennen. 698
8.4.2.111 MCCAOP Advertisement element.............cocceeeeererienenienesceneeeene. 699
8.4.2.112 MCCAOP Teardown element............ccecereereereeienieienieieseeee e 701
8.4.2.113  GANN CICMENL ...ovieiiieiieiieieee ettt 701
8.4.2.114 RANN ClemMENL.....cc.eeuiiiieiieiieeieeeie et 702
8.4.2.115 PREQ €IeMENt......ccccruiriiniiiiiiieieicieiieienicne ettt ee e 703
8.4.2.116 PREP €lement ........ccccruivieniiieieieieicieenentesteresteeeteeetee et 705
8.4.2.117 PERR €lement.........ccevviviiriiieieiiieieiininenttetceseseeteetee et 707
8.4.2.118 PXU €leMENt ....c.eeiieieiiieiieiieeiet ettt 708
8.4.2.119 PXUC leMENt .....cc.eoveiiieiieiieieiieienieetieteteteeereteteeeieee et 709
8.4.2.120 Authenticated Mesh Peering Exchange element.............cccocereenennee. 710
8.4.2.121 MIC €leMENT ....ooueieiiieiieiieieeee et 711
843 Information SUDEIEMENtS .........oouieiiiiieiiiiee e 711
8.4.4 Access Network Query Protocol (ANQP) elements..........cccceeevieiinieieneeieee 712
8.44.1 (1311 2 RSP SR 712
8.4.4.2 Query List ANQP-element..........ccooveieiiiieneeieeeeeee e 713
8443 Capability List ANQP-element..........ccocererieiinienieiecececeeeee 713
8.4.4.4 Venue Name ANQP-element .........cccceeeeeiiiecieeniie e 714
8.44.5 Emergency Call Number ANQP-element .........ccccoooeevenieienieninnnne 715
8.4.4.6 Network Authentication Type ANQP-element .........cccccoceeveriennnnens 715
8.4.4.7 Roaming Consortium ANQP-element ..........ccccoooeevinieiininienrenne. 717
8.4.4.8 Vendor Specific ANQP-element...........cccoeceeririenenienenieeeeeeeee 717
8.4.4.9 IP Address Type Availability ANQP-element ..........cccccoeeeninennnnen. 718
Documents
Copyright © 2012 IEEE. Al rights reserved. Dociimignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

8.4.4.10 NAI Realm ANQP-€lement .........ccocovueeiieciienieeieeiieeie e eve e 719

8.4.4.11 3GPP Cellular Network ANQP-element........c..ccceevvieveeireeninesieenneenns 722

8.4.4.12 AP Geospatial Location ANQP-element ............ccocceeverieninienenenee. 723

8.4.4.13 AP Civic Location ANQP-element...........cccecveviercrieniieiieeniieeieeneenne 723

8.4.4.14 AP Location Public Identifier URI ANQP-element ...............ccueeneee. 723

8.4.4.15 Domain Name ANQP-element .........ccccceeveeeiieniienieeieeciiecieeieesieens 724

8.4.4.16 Emergency Alert URI ANQP-element ...........ccceveveeiienieienineeee. 724

8.4.4.17 Emergency NAI ANQP-element ..........ccooceevireriinieienieenceeeeen 725

8.4.4.18 TDLS Capability ANQP-element .............ccevvreerenieienieeseeeeeeeeen 725

8.4.4.19  Neighbor Report ANQP-element ..........ccccevereeieiienenieccee e, 726

8.5 Action frame format details ..........ccooieiiiiiiieee e 726
8.5.1 INEEOAUCEION ...ttt ettt et sttt ene s 726
8.5.2 Spectrum management ACtion frames..........ccceeeerieeierieiene e 726
8.5.2.1 GNETAL ... 726

8.5.2.2 Measurement Request frame format.............cooceeoevieiinieiencneeee. 727

8.5.2.3 Measurement Report frame format............coooeeeeiiniieienienineeeeee, 727

8.5.2.4 TPC Request frame format ...........cccoeeeeverienenienenieeeeeeece e 728

8.5.2.5 TPC Report frame format ..........occoeveeeiinienenieeieeeeeece e 728

8.5.2.6 Channel Switch Announcement frame format............cc.coccevirennnnen. 728

8.5.3 QoS Action frame detailS..........ccueeeiieiiiiiiieeie it 729
8.5.3.1 GNETAL ...t e 729

8.5.3.2 ADDTS Request frame format ...........coocoveeeenenienieeneeesceeeee 729

8.5.33 ADDTS Response frame format............ccooceeeeererieneenienieieneeeeeene 730

8.5.34 DELTS frame format ..........ccceciriereieeienceeeeeesiee e 731

8535 Schedule frame format...........ccooveeiririinieeeeeeee e 732

8.5.3.6 QoS Map Configure frame format............ccoooeeeeerenieieneneeere e, 732

854 DLS Action frame details ...........cocereeiirieieiieee et 733
8.54.1 GNETAL ...ttt 733

8.54.2 DLS Request frame format ..........coccoeoeevirieiinieenieeeeeecee e 733

8.543 DLS Response frame format.............occovereereeienenieneeeseecee e 734

8.5.4.4 DLS Teardown frame format............cccoveeereenienenieeeieseece e 735

855 Block Ack Action frame details..........coeeoeiiiiiinieieic e 735
8.5.5.1 [ 131T<) 2 OSSR 735

8.5.5.2 ADDBA Request frame format...........coocceveeeerenienenieneeieseeeeeee 736

8.5.53 ADDBA Response frame format............coccoeeevereninieninieneeeee 736

8.5.54 DELBA frame format ...........coccovieiirieienieeseeeeee e 737

8.5.6 Vendor-specific action details ...........coooeiiiieiiiieieee e 737
8.5.7 Radio Measurement action detailS...........ccerereeririeiieieneeiee e 738
8.5.7.1 GNETAL ...ttt 738

8.5.7.2 Radio Measurement Request frame format ............ccocceeeeiineenenenee. 738

8.5.7.3 Radio Measurement Report frame format ............ccooeeeiinienenene. 739

8.5.7.4 Link Measurement Request frame format ............ccccoooeeeiinencnenn. 739

8.5.7.5 Link Measurement Report frame format ............ccooceeeeeieiincenenenn. 740

8.5.7.6 Neighbor Report Request frame format............ccooevieninieiiniencee 742

8.5.7.7 Neighbor Report Response frame format .............coocoeveiieiiniennnnnne. 743

8.5.8 Public ACtion details ........ccooirieriiieie e 743
8.5.8.1 Public Action frames.........cceceeeieierieiee e e 743

8.5.8.2 20/40 BSS Coexistence Management frame format.................co........ 744

8.5.8.3 Measurement Pilot frame format ...........ccocceverieiinieiineiceeee, 744

8.5.8.4 DSE Enablement frame format...........ccccoooeierieiinienieececee e, 746

8.5.8.5 DSE Deenablement frame format.............ccoooeeeeiinieiieienenceeeeenee, 747

8.5.8.6 DSE Registered Location Announcement frame format .................... 748

8.5.8.7 Extended Channel Switch Announcement frame format.................... 748

8.5.8.8 DSE Measurement Request frame format ............coccoooeeeeninienenenn. 748

Documents
xxviii Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

8.5.8.9 DSE Measurement Report frame format ............cceceveeeeninencnenee. 749

8.5.8.10  DSE Power Constraint frame format ..........c.ccccecceveeenenenenenenencnncns 751
8.5.8.11  Vendor Specific Public Action frame format ...........cccecceeeeerrriennnnee. 752
8.5.8.12  GAS Initial Request frame format .............cccceveeeienieieneieeeee, 752
8.5.8.13  GAS Initial Response frame format...........cc.cocervrrenenceninienceenee. 753
8.5.8.14  GAS Comeback Request frame format............ccooceeeeerirveninieniecnne. 754
8.5.8.15  GAS Comeback Response frame format ..........ccccoeeeeverveninencecnee. 755
8.5.8.16  TDLS Discovery Response frame format.............ccccecoereevinrnncnnnen. 756
8.5.8.17  Location Track Notification frame format ..........cccccceecvvervninicncnnne 757
8.5.9 FT Action frame details .........oeoererierierienieiiiiincncneneneeeeeee e 758
8.5.9.1 GENETAL ..ottt 758
8.5.9.2 FT Request frame........ccccoeueeiiiiieieieeeeeee e 758
8.5.93 FT ReSPONSE fIrame ......cceevueeeieiieieiieieie et 759
8.594 FT Confirm frame .......c.cccceveviriinienenienieinincnsese e 760
8.5.9.5 FT ACK frame ..c..c.coveuieiiriieiniiticccceee et 761
8.5.10  SA Query Action frame detailS..........cooceeieririirieieeeee e 761
8.5.10.1  GENETAL ...ttt 761
8.5.10.2  SA Query Request frame ..........ccceeieiiiirienieeeeeeeeee e 762
8.5.10.3  SA Query Response frame.........ccceceeeeriiieneiieieseeeeeeee e 762
8.5.11  Protected Dual of Public Action frames ..........ccccceeeereeerverienineneneneneeeeeenene 763
8.5.12  HT Action frame details .........ccoceeirerininiinenieieieeeccieencsesecseseeseeeeeeeeene e 763
8.5.12.1  HT Action field .....cooveuerieiiiiiiiiireeeei e 763
8.5.12.2  Notify Channel Width frame format.............ccccooceriinieiiniiiiieee 764
8.5.12.3  SM Power Save frame format...........ccceceevererinienenenieneneneeieeecenens 764
8.5.12.4  PSMP frame format ........ccccceeeevieiieiininiinininieenieeieeeeeeeeee e 765
8.5.12.5  Set PCO Phase frame format ..........ccccceeveverininenenenieniecencncncne e 765
8.5.12.6  CSIframe fOrmat ..........ccceviruivuenienienieieiiieieene et 766
8.5.12.7  Noncompressed Beamforming frame format............ccocevvnienrnnnee. 766
8.5.12.8  Compressed Beamforming frame format.............cccceeevieninrnncnnne. 767
8.5.12.9  Antenna Selection Indices Feedback frame format ...........c.ccccecceuene. 767
8.5.13  TDLS Action field fOrmats .........ccccceeoueiririnieniininceneieieeeeeeeeec e 768
8.5 13,1 GENETAL ..ottt e 768
8.5.13.2  TDLS Setup Request Action field format...........cccoceevvreninenincnen. 768
8.5.13.3  TDLS Setup Response Action field format ...........ccoeceeviecenrnennnee. 769
8.5.13.4  TDLS Setup Confirm Action field format.............ccoooerieiinrnnennne. 771
8.5.13.5 TDLS Teardown Action field format.........c..cccccvevircirvinvinrnicninicncnnne 772
8.5.13.6  TDLS Peer Traffic Indication Action field format ...........ccccceeceninnene 772
8.5.13.7  TDLS Channel Switch Request Action field format ..............ccc.c..... 773
8.5.13.8  TDLS Channel Switch Response Action field format....................... 773
8.5.13.9  TDLS Peer PSM Request Action field format...........ccoccoeeeivrennnnee. 774
8.5.13.10 TDLS Peer PSM Response Action field format ............ccocceeverecenee. 774
8.5.13.11 TDLS Peer Traffic Response Action field format .............cccoocenennee. 775
8.5.13.12 TDLS Discovery Request Action field format .............coceivnennne. 775
8.5.14  WNM Action detailS........ccceiveririiniininieiiieieieieeeceteeese et 776
8.5.14.1  WNM Action fields.......ccccreririenieieiiinininincnenesteteeeeeee e 776
8.5.14.2  Event Request frame format ............cccoovrieniieiiieeeeee, 777
8.5.14.3  Event Report frame format ...........cccoeceeririeniiienieeeeecee e, 777
8.5.14.4  Diagnostic Request frame format .............ccooceeeenineienceniieceeee, 778
8.5.14.5 Diagnostic Report frame format ...........ccoecevienininieniienceeceee, 778
8.5.14.6  Location Configuration Request frame format ............ccccceevreenenee. 778
8.5.14.7  Location Configuration Response frame format.............ccccoevreenrnnee. 779
8.5.14.8  BSS Transition Management Query frame format ..............c..ccoce..... 780
8.5.14.9  BSS Transition Management Request frame format .......................... 781
8.5.14.10 BSS Transition Management Response frame format........................ 783
Documents
Copyright © 2012 IEEE. Al rights reserved. Docurignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

8.5.14.11 FMS Request frame format...........ccceeveevirienenieneiieeeceeece e 784

8.5.14.12 FMS Response frame format ............cceeevieriiieiienieeneeescee e 785

8.5.14.13 Collocated Interference Request frame format............ccoecervreenennee. 785

8.5.14.14 Collocated Interference Report frame format ..........ccceeveeeeirriennnnee. 786

8.5.14.15 TFS Request frame format..........cceceeeeiinirieninieeeeeeee e 787
8.5.14.16 'TFS Response frame format ...........cocceevvrierenienenieeeeeeecee e, 787
8.5.14.17 TFS Notify frame format ...........cccecereeriiririeieeieeee e 788

8.5.14.18 WNM-Sleep Mode Request frame format..........ccocoeevenieneniencnnnee. 788

8.5.14.19 WNM-Sleep Mode Response frame format...........ccoeceeveeeeenreeenennen. 789

8.5.14.20 TIM Broadcast Request frame format .............cceceveeienierincencnenee. 791

8.5.14.21 TIM Broadcast Response frame format...........ccccceeeeeierieninienrecnee. 791

8.5.14.22 QoS Traffic Capability Update frame format .............coccoeeeeirrennnn. 791

8.5.14.23 Channel Usage Request frame format .............cceoeveeenienenrencnenee. 792

8.5.14.24 Channel Usage Response frame format...........cccocevveverienincencecnee. 793

8.5.14.25 DMS Request frame format ............cooceeeeiirieiinieiieeeeee e 793
8.5.14.26 DMS Response frame format...........ccceeeeevieeenerieneeieneeeseee e 794

8.5.14.27 Timing Measurement Request frame format...........ccccoeoeevirienennnen. 794

8.5.14.28 WNM-Notification Request frame format............c.ccoovreerinienrncnee. 795

8.5.14.29 WNM-Notification Response frame format ............ccccoeceerinenreenen. 796

8.5.15  Unprotected WNM Action details .........cccceverieriniiiieieeeee e 797
8.5.15.1  Unprotected WNM Action fields........ccccervieririeninieiieceeee 797

8.5.15.2  TIM frame fOrmat .........ccccoveieveeieieiieinineninrcrcteeteeeeee et 797

8.5.15.3  Timing Measurement frame format...........c..coooeevereeienienenceneeenee. 798

8.5.16  Self-protected Action frame detailS ..........cooceeverieiinieiiriee e 799
8.5.16.1  Self-protected Action fields ........ccooceeveririeniieeeeee e 799

8.5.16.2  Mesh Peering Open frame format.............ccoceierieiinienieeceeeee 799

8.5.16.3  Mesh Peering Confirm frame format............c.cccovvrieneniencnenceenee, 801

8.5.16.4  Mesh Peering Close frame format ............cceoeveeeienieienieniieeeeeeee, 802

8.5.16.5  Mesh Group Key Inform frame format............cooevieiinienininine. 803

8.5.16.6  Mesh Group Key Acknowledge frame format...........ccocceeeeeniriennnnen. 804

8.5.17  Mesh Action frame detailS.......c..coceverirerienienieniiiiiecceese e 804
8.5.17.1  Mesh Action flelds ........ccccoueiriririniininiieececeeeeee e 804

8.5.17.2  Mesh Link Metric Report frame format............cccceeeeienienininnenenen. 805

8.5.17.3  HWMP Mesh Path Selection frame format ...........ccccocevevvevecinccnncnnns 805

8.5.17.4  Gate Announcement frame format..........ccccoceeververenenenenenennccnncnnens 806

8.5.17.5  Congestion Control Notification frame format............c.coecervreennnnee. 807

8.5.17.6 MCCA Setup Request frame format............ccoooeeveeierieniincinieeeee. 807

8.5.17.7 MCCA Setup Reply frame format ............ccoovreiiiieiineieeee, 807

8.5.17.8 MCCA Advertisement Request frame format ...........ccocceverienenenee. 808

8.5.17.9 MCCA Advertisement frame format .........c..ccccceevvrcervenvnrnncninicncnnene 808

8.5.17.10 MCCA Teardown frame format............ccccceeverervereneneneneneecenccncnnens 809

8.5.17.11 TBTT Adjustment Request frame format ............ccccoeeervneeirnennnnn. 809

8.5.17.12 TBTT Adjustment Response frame format.............ccccceeceervnienrnenee. 810

8.5.18  Multihop Action frame detailS...........occeeeierieiirieiieiet e 811
8.5.18.1  Multihop Action fields ........cceeoeirieierieiiieeeeeeee e 811

8.5.18.2  Proxy Update frame format............ccoeceerinieiininiiiieeeeeeeeee 811

8.5.18.3  Proxy Update Confirmation frame format.............ccoeceerirceenrnennnen. 811

8.6  Aggregate MPDU (A-MPDU) ..ottt 812
8.6.1 A-MPDU fOIMAL .....ceetiieiiieiiieiiereere ettt aens 812
8.6.2 MPDU delimiter CRC field ......ccooeoieiiririiiiiiinieieeeeeeee s 813
8.6.3 A-MPDU CONENLS ..ot 814

Documents

XXX

Copyright © 2012 ILEE. All nghtéesawednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

9. MAC sublayer functional deSCIiPtion..........eerieierieiert ettt 818

9.1 INEEOAUCTION ...ttt ettt et ee ettt e ste e et etesmeenaesneeneeeneens 818
9.2 IMAC QUCHITECIULE .....eeteeiieteeiiecte ettt ettt ettt et e sttt et et e en et e e eteensesneenaesneeneesneeneens 818
9.2.1 (1531 1<3 Y BTSSR 818
922 DICF ettt ettt ettt 818
923 PCF ettt ettt et 819
9.2.4 Hybrid coordination function (HCF) ........ccccoiiiiiiiiiiieeeeee e 819
9.2.4.1 GNETAL ...t 819

9.2.4.2 HCF contention-based channel access (EDCA) .......cccvveevveviieecieenneens 820

9.2.43 HCF controlled channel access (HCCA) ......coovvveeiienieeciieiieeieeieens 821

9.2.5 Mesh coordination function (MCF) .......c.cccoiiiiiiiiiiiieiiieeeeee e 822
9.2.6 Combined use of DCF, PCF, and HCF ........cc.oooiiiiiiiiiiiieieeeeeeee e 822
9.2.7 Fragmentation/defragmentation OVerVIEW ..........ccccceeeieriieieneeiere e 822
9.2.8 IMAC data SEIVICE ..uveeieeieiieeeeeie ettt ettt ettt st e sttt e sae e e seeeseesteeneeseeenes 823
0.3 DICF ettt ettt ettt eh e bt bt saenes 824
9.3.1 (1531 1<1 Y BRSPS 824
9.3.2 Procedures common to the DCF and EDCAF .........ccooiiiiiiiiiiee 825
9.3.2.1 CS MECHANISII. ...ttt 825

9322 MAC-Level Acknowledgements ...........ccoccereeeeienienieneenescee e 825

9323 LB S ettt 826

9324 Setting and resetting the NAV ..o, 828

9325 RTS/CTS with fragmentation ............ccccceeeerereeienieneeieeseeee e 829

9.3.2.6 CTS PrOCEAUIE ..ottt ettt eneas 831

9.3.2.7 Dual CTS ProteCtion .......ecueeeeereireeeieeieeieiieeie st eeeesie e 831

9.3.2.8 ACK PIOCEAUIE ...ttt ettt 833

9329 BIOCKACK PrOCEAUIE ......ovieeieiieiieie et 834

9.3.2.10  Duplicate detection and r€COVETY.......cveruererrieririenieeienieeeieee e 834

9.3.2.11  NAV diStribDULION. ....cetiieieiieieciieie et 836

9.3.2.12  Operation of aSIOtTIMe. .......cceviriiiiiiieiieeeee e 836

933 Random backoff tIMe........cceeuieiiiiie e 836
9.3.4 DCF aCCESS PrOCEAUIE ..ottt ettt ettt eee e 838
9.3.4.1 INErOAUCLION ...t 838

9342 BaSIC ACCESS. .. uieutieuiitieieetieie ettt 838

9.343 Backoff procedure for DCF .........ccocoioiiiiiieiiieeeeeeee e 838

9344 Recovery procedures and retransmit limits...........cccceveeeeenincenencenee. 840

9.345 Control of the channel..............coooiiiiiiiii e, 840

935 Individually addressed MPDU transfer procedure ...........coceeeeveeieieeieneeieeene 842
9.3.6 Group addressed MPDU transfer procedure...........coceeeererieneneeneseeieeeee e 842
9.3.7 DCF timing relations .......cceeeeririereiieieeiesie ettt eeee st eneeseeenes 843
9.3.8 SigNal EXTENSION ...ouviiiiiiieiieitieie ettt sttt ettt et sneas 844
9.3.9 Determination of PLME aCWmin characteristics .........oooveeereroeenenieneneeieenene 844
0.4 PCF ettt ettt ettt et besae et nes 844
9.4.1 (1531 1<1 21 BRSPS 844
9.4.2 CFP structure and timMing ..........ccceevereerieneeiesieeee ettt enes 845
943 PCF acCess ProCeAUIE .........covuiiuieiieiieiteet ettt ettt e 847
9.43.1 GNETAL ...t 847

9432 Fundamental access........covevuirieriiiiieeee e 847

9433 NAYV operation during the CFP ..., 847

944 PCF transfer proCedure ...........oooieieieiiereeesie ettt 848
9.4.4.1 (€ 1311<) 2 OSSR 848

9442 PCF transfers when the PC STA is transmitter or recipient ............... 849

9443 Operation with overlapping point-coordinated BSSs .........ccccccceeueenee. 850

9444 CFPMaxDuration HMit ........ccecueeiereeiieneeere e 850

Documents
Copyright © 2012 IEEE. Al rights reserved. Documgnt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

9.4.4.5 CF USQZE TUICS ..ottt 851

9.4.5 CF POLING LISt ...ttt 851
9.4.5.1 GENETAL ...ttt ettt e 851
9452 Polling liSt PrOCESSING .....evveeuereieieriieeeseeeie e eeee st 852
9453 Polling list update procedure. ..........ccoeeereerierierenieneeeereee e 852
9.5 Fragmentation ...........cooiiieiieieeeee ettt ettt ettt et e ettt eeeenteeneen 852
9.6 DefragmeENtation ........coeeiiiieieie ittt ettt st b e te st et n et e st et e eneenteseeenean 853
0.7 MUILITALE SUPPOIT..cueienieeieiiieeieie st eete et ettt et et e e et et e see e e saeemte st enseeseenseseenteeseeneesneeneenseenean 854
9.7.1 OVEIVIEW ...ttt ettt ettt ettt ettt et ea e bbbt et be bttt et eneeaeeaesuea 854
9.7.2 Basic MCS Set fleld......c.ooerieiiiiiiiiirieiercccceen et 854
9.7.3 Basic STBC MCS ...ttt ettt 854
9.7.4 Basic Rate Set and Basic MCS Set for mesh STA ......cccoevvininenencncicecceeen 855
9.7.5 Rate selection for data and management frames ...........ccocoeeereerenenienencenieeee 855
9.7.5.1 Rate selection for non-STBC Beacon and non-STBC PSMP
TAIMES ..ottt s 855
9.75.2 Rate selection for STBC group addressed data and management
TAIMES ..ceeveeieeiieicrcctt ettt 855
9.753 Rate selection for other group addressed data and management
TAIMES ..ottt s 855
9.75.4 Rate selection for polling frames ...........ccocceverieiinieiineeccee e, 856
9.7.5.5 Rate selection for +CF-Ack frames .........cccccveevvveririnienencncnieneecenns 856
9.7.5.6 Rate selection for other data and management frames ....................... 856
9.7.6 Rate selection for control frames ...........cocceeeerierienieieininineneneeeree e 856
9.7.6.1 General rules for rate selection for control frames ...........ccccccecerenene 856
9.7.6.2 Rate selection for control frames that initiate a TXOP...................... 857
9.7.6.3 Rate selection for CF_End frames ............ccoooeeieiinieiinieieeeee, 858
9.7.6.4 Rate selection for control frames that are not control response
FTAIMES ..ttt 858
9.7.6.5 Rate selection for control response frames ...........ccceceevveecenencenenen. 859
9.7.6.6 Channel Width selection for control frames ..........ccccecevvererecvveneecnnens 862
9.7.6.7 Control frame TXVECTOR parameter restrictions...........ccocceeveeuenee. 862
9.7.7 Multiple BSSID Rate Selection .........ccceecuerieiiirieierieeee e 862
9.7.8 MOAUIALION CLASSES....uveuveureiieiietietiniertiet ettt sttt et et sae e 862
9.7.9 Non-HT basic rate calculation ...........cocceeerierieininininenenecereeeeeeneseeesee 863
9.8 MSDU transmission TESIICHIONS ......c.ceeruerueruiriirrerienieteteietetee et eteste st seesseseeneeeeneeneeneeneenes 864
9.9 HT Control field OPEration ..........cccceieereruieriietieiieeieeeetce ettt e e s e e see e seeeneas 865
9.10  Control WIapPer OPEIATION ....c.eeueerueriieteetieteetieteeteeteeteesee e e steeseestesseenteeneesbeeseeneeeneeseeneeneas 865
L2 O Y (51 D 1 B} o 1 1o s SRR 865
9.12  A-MPDU OPCIAtION. ...cetieueetieiieiteetteteet ettt ettt ettt este e e saeeneesseenseeseenseeseenseeseeseeseensesneenean 866
9.12.1  A-MPDU CONENLS ...ttt 866
9.12.2  A-MPDU length Imit 1Ules ......ccooeeiiiiiieiiiieiee et 866
9.12.3  Minimum MPDU Start Spacing field ..........cecoeeieiiniiiinieee e 866
9.12.4  A-MPDU aggregation of group addressed data frames...........ccccoeeeeveeenreeennnnne. 867
9.12.5  Transport of A-MPDU by the PHY data service.........ccoeeererienenieeieeeceee 867
9.13  PPDU duration CONSIIAINT ........c.eeerirtirieieieieieteiteiesie sttt ettt eie e sttt sae e eneeneeneenes 867
L 28 I U1 D) o O o) o 1< 15 1o 4 TSRS 867
O.15  STBC OPEIALION ...cuveeieieeiieiieiie sttt ettt ettt ettt e et e eesae e st ebeesteebeens e teensesseeneenseeneeneeenean 868
L2 LRI 1 1o} A€ 3 0] o 1510 o S SRU U RRRRSR 868
9.17  Greenfield OPETALION ........eiiuiiuieieiteeieie ettt ettt e e et se e ee e aeeneeneeenean 868
9.18  Operation across regulatory dOMAINS .........cceeieiuieieriieiere ettt ees 868
O.18.1  GENEIAL...uiiiiiiiiiietccetctee ettt st s ettt 868
9.18.2  Operation upon entering a regulatory domain ...........cocceeeeeveeriereeieneeiene e 869
9.18.3  Determination of hopping patterns for FH PHYS........cooooiiiiiiiiiiiee 869
Documents
XXXii Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

9.18.4  Hopping sequence generation using the Frequency Hopping and Hopping

Pattern Table elements..........ccorieiiiiiiieiee e 872

9.18.5  Operation with Operating Classes ..........ccerverierieieiiieiere e 873

9.18.6  Operation With COVErage Classes........ceeoueririeriirieiieieie e 873

019 HCF ettt ettt st e e ettt h b et et nes 873

L2 O B € <31 1<) 1 RS RRS 873

9.19.2  HCF contention-based channel access (EDCA) .......ccovevieevieeniieeieeiieeeeeseeeiee e 874

9.19.2.1  Reference implementation ............cocceeeereeiereeiene e 874

9.19.2.2  EDCA TXOPS....cioiriiriiriiniiicicteteteteteese sttt sttt 874

9.19.2.3  Obtaining an EDCA TXOP.......cccccceeiiirininininineneeeieeeeeene e 875

9.19.2.4  Multiple frame transmission in an EDCA TXOP ..........cccccooveiennnne. 877

9.19.2.5 EDCA backoff procedure...........c.ccoiiririinienieiee e 878

9.19.2.6  RetranSmit ProCedUIES. .......ccoeeruereeriieeieieeiieeeeteeee et 879

9.19.2.7  Truncation of TXOP .......cccooiiiiiiiiiieee e 880

01903 HECCA ...ttt bttt 881

9.19.3.1  GeNETAL...ouiiiieee e e 881

9.19.3.2  HCCA ProCedUIE.......ceiieeeieiieieite ettt 882

9.19.3.3  TXOP structure and tiMiNg........ccceevveerierieriereeieie e 884

9.19.3.4  NAV operation during a TXOP .........ccoocimiiiiiiiiieeeeeee 885

9.19.3.5  HCCA transfer rules........ccccooeereiieiinieieeieee e 886

9.19.4  Admission Control at the HC..........cocoiiriiiieii e 888

9.19.4. 1 GeNETAL....cuiiiieieee e 888

9.19.4.2  Contention-based admission control procedures .............ccccereereennnne. 888

9.19.4.3  Controlled-access admission coOntrol ............cecceviererienenieneeienee 890

9.20  Mesh coordination function (MCEF) ........cccueeiiiiiiiiiiciie ettt veesae e 892

L (I B € <31 1<) 1 ST RRS 892

9.20.2  MCEF contention-based channel aCCesS .........coveverierieririieiieeseeeseee e 892

9.20.3  MCF controlled channel access (MCCA)........coovevieiiieriecieereeie e 892

9.20.3.1  GeNETAL...ccueiiiiieie e 892

9.20.3.2  MCCA aCHVALION ...ttt 893

9.20.3.3  MCCAOP 1ESCIVALIONS ...eeuvivieiieieeieetieiieeie et e e ene 893

9.20.3.4  Neighborhood MCCAOP periods at a mesh STA .........ccocoeirennee 895

9.20.3.5 MCCA access fraction (MAF) .....cccccovieiiiiiiierieeiecee e 895

9.20.3.6 MCCAOP setup procedure ..........coeceeeieiieneeneenieeneee e 896

9.20.3.7 MCCAOP advertiSement ..........cccceerueeieriereeneeieee e eee e 897

9.20.3.8  MCCAOP teardOWI......c.eeveeiieieiiieiietieieete ettt 901

9.20.3.9  Access during MCCAOPS ......c.oooieiiiiiieceeeeeeeeee e 902

9.20.3.10 Interaction with time synchronization.............cccceeceevereeiesenceniennnnn 903

9.21 Block Acknowledgment (BIOCK ACK)......cooiuiiiieiiiieiiiee e 904

L2 0 B §1 13 014 1317510 o ST 904

9.21.2  Setup and modification of the Block Ack parameters .............cccocereevererierennnnne. 905
9.21.3  Data and acknowledgment transfer using immediate Block Ack policy and

delayed BIOCK ACK POLICY ....eeueieieiieieeieeieee sttt 905

9.21.4  Receive buffer OPeration..........oceeueriieierieierie ettt 908

9.21.5  Teardown of the Block Ack mechanism............ccccceviriininiiieiieccee e 909

9.21.6  Selection of BlockAck and BlockAckReq variants.............ccocceveerinieneneenienenne 909

9.21.7 HT-immediate Block Ack eXtenSIONS.......ccceerueruieirrieiierieeiere et 909

9.21.7.1  Introduction to HT-immediate Block Ack extensions........................ 909

9.21.7.2  HT-immediate Block Ack architecture..........cccooeevenieninieneneee 910

9.21.7.3  Scoreboard context control during full-state operation....................... 911

9.21.7.4  Scoreboard context control during partial-state operation.................. 912

9.21.7.5  Generation and transmission of BlockAck by an HT STA................. 913

9.21.7.6  Receive reordering buffer control operation............ccecceveeiereeiennnne. 913

9.21.7.7  Originator’s BERaVIOr .........ccceeieiieiicieieecee e 915

Documents
Copyright © 2012 IEEE. Al rights reserved. Dogugignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

9.21.7.8  Maintaining BlockAck state at the originator..............cceceeeeveeeennne. 916

9.21.7.9  Originator’s support of recipient’s partial state ............cccoeeeereeeennnne. 916
9.21.8  HT-delayed Block Ack eXteNnSIONS ........ceerueerureieriirienieeie et 916
9.21.8.1  INrOAUCHION ....c.eeieiiiieiieie ettt 916
9.21.8.2 HT-delayed Block Ack negotiation ...........ccocceeeeerereenenieneneeieeeen 916
9.21.8.3  Operation of HT-delayed Block AcK........ccoooieiiiiiiiiiiiieeee 916
9.21.9  Protected Block Ack AIreement ..........ccoeierieieninieneeeeee e 917
9.22  No Acknowledgment (INO ACK) .....ceieeiirieiieieieee et 917
9.23  Protection MECHANISITIS ......eeiiieieeieiiiieste et ettt ettt ettt este et e see et e teeneenbeeneesaeeneeseeneenean 918
L2 B0 B £ 13 014 1317510 o USSR 918
9.23.2  Protection mechanism for non-ERP 1eceivers..........ccooovereiieiieiienenieeeeeee 918
9.23.3  Protection mechanisms for transmissions of HT PPDUS .........cccoccovieiiiiecenene. 920
9.23.3.1  GeNETAL...ocuiiiiiiiie e 920
9.23.3.2  Protection rules for HT STA operating a direct link...............ccc....... 922
9.23.3.3  RIFS PrOteCtiON ....covieiiiieieiieiceie ettt 923
9.23.3.4  Use of OBSS Non-HT STAs Present field ........c.cccooeeiiiieiiieennne 923
9.23.3.5  Protection rules for an HT mesh STA inan MBSS ...........cccccooeee 923
9.23.4 L LENGTH and L DATARATE parameter values for HT-mixed format
PPDIUS ..ottt b e st b ettt 924
9.23.5  L-SIG TXOP PrOteCtION. ...cceeiuieuieiteeiertieieeieeieerte e nteeeesee e sae s eee et e e seeeeeseeenes 926
9.23.5.1  General rUles ......coeoueiuiiieieeieee e 926
9.23.5.2  L-SIG TXOP protection rules at the TXOP holder.............cccoecune.e. 927
9.23.5.3  L-SIG TXOP protection rules at the TXOP responder....................... 928
9.23.54  L-SIG TXOP protection NAV update rule ..........ccooeverinieneennnnne 929
9.24  MAC fTameE PIOCESSINE ....uviuieueerteeiertieteeteeteeteeteeteeteeseeae st entesseesesseenseeseenseeseenseeseenseeneenean 929
LN B R F1 13 (014 10167510 o USSR 929
9.24.2  Revision level field ProCesSINg .........cceveeierieierieere et 929
9.24.3  Duration/ID field ProCeSSINg ........cceeeerieririereeierieiere et 929
9.24.4  Response to an invalid ACtion frame..........ccooceeeeririerinieiieeeee e 929
9.24.5  Operation of the Dialog Token field...........ccoooiririiiiniiieeeee e 929
0.24.6  ElCMENE PAISING ..ecueevieiieieieieiieie sttt ettt ettt et et esaeseeetesse e e e sbeeneesseeneeeneenes 930
9.24.7  Vendor specific element Parsing...........cceceeeeeereeieneeiieneeiese e ee e 930
9.24.8  Extensible element ParSing .........ccccceverierieriienieniieieeie et 930
9.24.9  Extensible subelement Parsing...........ccecvereeeerieruieiienieriesieeeeseeee st eeee e 930
9.25 Reverse Direction ProtoCOL.........cuoiiiiiiiiieieecieee et 930
9.25.1  Reverse direction (RD) exchange SeqUence ...........coceevereerereereneeieneeeeseeeene 930
0.25.2  Support fOr RD ....c.ooiiiieieceee e 931
9.25.3  Rules for RD INIHATOTL ....ooueiiiiiiieieeieieeieie et 931
9.25.4  Rules for RD reSpOnder ..........coueeieiiieiiiieieee ettt 932
L R 1Y | 03 T<3 21 i o) TSRS 933
9.26.1  Frame transmission mechanism during PSMP ..............cocoiiiiiiniiiiniieee 933
9.26.1.1  PSMP frame transmission (PSMP-DTT and PSMP-UTT)................. 933
9.26.1.2  PSMP downlink transmission (PSMP-DTT) ......ccccccceevvievinrcrienreennnn. 934
9.26.1.3  PSMP uplink transmission (PSMP-UTT)......ccccceeerienininiinieeene 934
0.26.1.4  PSMP DUISE ...ttt ettt 937
9.26.1.5 Resource allocation within a PSMP burst..........ccccoceniniininiinne 938
9.26.1.6  PSMP-UTT retranSmiSSiON ........cceecvereieeerteenienieeieneeeeseeeeesieeeeseeens 939
9.26.1.7 PSMP acknowledgment rules ..........cccceecuerierininneneee e 939
9.26.1.8  PSMP group addressed transmission rules ...........ccoceevereeeieneeniennnnne. 941
9.26.2  Scheduled PSMP.........ccooiiiriiiiiiiieieteeet ettt e 941
9.26.3  Unscheduled PSIMP ......cooiiiieeee e 942
9.27  SoUNAING PPDUS ....c.eoiiiiiiiieeee ettt ettt e a ettt et e e et eseeenean 942
0.28  Link @daptation .....c.cecceiueeiiiieieiteeeet ettt ettt a et ettt et e et neeenean 943
LT T B £ 13 014 1017510 o U SRR 943
Documents
XXXiV Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

9.28.2  Link adaptation using the HT Control field............c.ccoooiriininiiiiniee e 943

9.29  Transmit BeAMTOIMING ......cc.eiuiiiiiiieiieiee ettt et ae e seeeneas 945
0.20.1  GENEIAL...uiuiiiiriieiiietectctctete sttt ettt ettt 945
9.29.2  Transmit beamforming with implicit feedback .............coccovviriiiieiinieie 946
9.29.2.1  GENETAL...cuiniiiiiiiciieiiscrtcee ettt 946
9.29.2.2  Unidirectional implicit transmit beamforming ............cccccecevveeeenene. 947
9.29.2.3  Bidirectional implicit transmit beamforming............c.ccooceeeervecennne. 948
0.29.2.4  CalibratioN....cc.ccveieuieiieiriieienientet ettt sttt 949
9.29.3  Explicit feedback beamforming............coecvevieieririeii e 954
9.30  Antenna SeleCtion (ASEL) .....ccioiiieiiiiie ettt ettt e et a e et e ebaesaeesere e 958
9.30.1  INrOAUCTION. ...ccutiuiriirtititetctetetet ettt ettt st st eneeneenen 958
0.30.2  PrOCEAUIE ....ceeviiiriirtititccceeete ettt st et 958
9.31 Null data packet (NDP) SOUNGING .......coouiriiitirieiienieicee et 962
0311 NDP TULES .ottt ettt 962
9.31.2  Transmission of an NDP.........coceiiririiiiiiiiiinineere ettt 963
9.31.3  Determination of NDP destination .........cc.ceccocerenierienienerinieninineneneeeeeeeneeneenes 963
9.31.4  Determination 0f NDP SOUICE......cc.ccerieieiriririinenieniceceeeeeeieeesie et 964
9.32  Mesh forwarding frameWork ...........cccoeoiiiiiiiiiiiee e 964
0.32.1  GENEIAL...uiiiiiiietiieectecte ettt ettt et 964
9.32.2  Forwarding information ...........cccueierieriieuieiese et 964
9.32.3  Frame addressing in an MBSS.........ccoiiiiiii e 965
9.32.4  Addressing and forwarding of individually addressed Mesh Data frames............ 966
9.32.4.1 At source mesh STAs (individually addressed)..........cccocereueneriennnnne. 966
9.32.42  Atintermediate and destination mesh STAs (individually
AAAIESSEA)...eevieeiieiiieie ettt re e ae e e 967
9.32.5  Addressing and forwarding of group addressed Mesh Data frames...................... 968
9.32.5.1  Atsource mesh STAs (group addressed)........ccccevereenirieneneenienncnne. 968
9.32.5.2  Atrecipient mesh STAs (group addressed) ......coceveveenenieneeienenene. 969
9.32.6  Addressing of Management frames and MMPDU forwarding .............cccccecuenneee. 970
9.32.6.1  GENETAL...cueiniiiiiiiciieiieceec ettt 970
9.32.6.2 MMPDU forwarding using individually addressed Multihop
ACHON fTAMES ...ttt 970
9.32.6.3 MMPDU forwarding using group addressed Multihop Action
FTAIMES -.veeeeieeiieiercee ettt s 970
9.32.7  Detection of duplicate MSDUS/MMPDUES.........ccoccceririiinieieieeieieeeeee e 971
9.32.8  Mesh STAS that do not forward............ccceceeerenineneneiinnee et 971
9.32.9  Frame forwarding and unknown destination ..............ccceeeererieneeieneeiene e 972
LO. MLME ..ottt bbbttt bbbt b e bt sttt se st en st 973
10.1  SYNCRIONIZALION ...o.eiiiiiieiiiiieie ettt ettt ettt et e e e et e es e eeemeeneeeneenaeenean 973
LO.L.T  GeNCIAL..uiiiiiiieierietctcctce ettt ettt sttt ebe s 973
10.1.2 BasiC aPPrOaCh ....coeieieiee et 973
10.1.2.1  TSF for infrastructure netWorks.........ccccceecerererenenenenieneceincnennene 973
10.1.2.2  TSFfor an IBSS ....cociiiirieiieiere et 973
10.1.2.3  TSF for an MBSS ..ot 973
10.1.3  Maintaining SYNCArONIZAtION .........eeruieiereieieie ettt 974
TO.1.301  GENETAL...uiiiiiiiiciieeerccccect ettt e 974
10.1.3.2  Beacon generation in infrastructure networks .............cccceeveeieneecnne. 974
10.1.3.3  Beacon generation in an IBSS ............cocoiiiiiiiii e, 974
10.1.3.4  Beacon generation in an MBSS ..ot 975
10.1.3.5  Beacon reCePLION.....cc.eeuieeieiieeieieeiieie ettt et eee e enees 975
10.1.3.6  Multiple BSSID procedure...........ccoceereeririeierieieeieseeeeeeee e 976
10.1.3.7  TSF tIMEr ACCUTACY ...vveveeuieeeenierieeiienieetienteenee e eseeneeeneeseeeneesesseeeeeneas 977
Documents
Copyright © 2012 IEEE. Al rights reserved. Docuxrent Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

10.1.4  Acquiring synchronization, SCANNING ...........ccceeeeereriererrieresieneeeeseeeneeneeeeeseeens 977

T0.1.4.1  GeNETal...uiiiiiiiiciiicrccccct ettt 977
10.1.4.2  PasSiVe SCANMING ......ecveeueeriienieeieienieeeeeeeeeeieseeneeeneeee e eeesseeeeseeeneas 978
10.1.4.3  ACHIVE SCANMING ....cvieuiieeieiieeeeieeiieie et ettt sttt e e nee e e esaeeneeseeeneas 978
10.1.4.4  Initializing @ BSS . ...ooiii e 981
10.1.4.5  Synchronizing with a BSS ......ccooiiiii e, 981
10.1.4.6  Operation of Supported Rates and Extended Supported Rates
CIETNENLS ..ottt sttt 982
10.1.5  Adjusting STA tIIMETS ...cocuieiieieieiteeiesteete ettt et ee e e eneeeneenes 983
10.1.6  Timing synchronization for FH PHYS.......cccoooiiiiiiiiiiee e 983
10.1.7  Terminating a BSS ... 983
10.1.8  Supported rates and extended supported rates advertisement .............cccoeeereeneee. 983
10.2  POWET MANAZEIMENL . ...cccutiiiiiriiieiietie ittt ettt et e bttt e sbee st e sbt e st e eabeesatesateesbeesaeeennes 984
10.2.1  Power management in an infrastructure network ..........c.coceveiiiiineiineence 984
10.2.1.1  GENETAL...cuiiiiiiiiiiiiieercccctcct ettt 984
10.2.1.2  STA Power Management modes...........ccceeerereeirnieneneeeseee e 985
10.2.1.3 AP TIM transSmiSSIONS ........cecceeererrerueeereerenenenenuensesenseeeesesennens 985
10.2.1.4  TIM EYPES ettt ettt a ettt st saen 986
10.2.1.5 Power management with APSD.........ccoccoviiiiiiiiiineieeeeee, 986
10.2.1.6 AP operation during the CP ..........cccooiiiiiiiiiiieeeee, 989
10.2.1.7 AP operation during the CFP ...........cccoooiiiiiiie e 992
10.2.1.8  Receive operation for STAs in PS mode during the CP ..................... 993
10.2.1.9  Receive operation for STAs in PS mode during the CFP................... 994
10.2.1.10 Receive operation using APSD .........ccocooiiriiiiinienieee e 994
10.2.1.11 STAs operating in the Active mode..........cceoovrveiirieiieieeeeeeee, 995
10.2.1.12 AP aging funCtioN ........ccceeieieiiiieie e 995
10.2.1.13  PSMP power management ..........c.c.eevueerueernieenienieenieenienieeneeeseeenneenn 995
10.2.1.14 TDLS Peer Power Save Mode ........cccceererinenenenenenienieeeeeeeeeneas 996
10.2.1.15 TDLS Peer U-APSD .....ccooiiiiiiiiiiieininenenteeteeeeeeeeeeeee e 998
10.2.1.16  FMS power management ...........ccocueevueeneerrieeneenieeneenieenieeneeseeenene 1000
10.2.1.17  TIM BroadCast ........ccccoceririerienienieieieinieincneeereseseeneeteree e 1003
10.2.1.18  WNM-SIEep MOdE ......ooveeiiriieiieiieiieeietee et 1005
10.2.2  Power management in an IBSS ... 1006
10.2.2.1  INtrodUCHION .....cveuveuieiieiieiieiiiertctccceee e 1006
10.2.2.2  Basic apProach .........cccoeieiiiieriiieieceeee e 1006
10.2.2.3  Initialization of power management within an IBSS....................... 1008
10.2.2.4  STA power state transSitions ..........ceceeeerereerierierieeeeeneeeeeeeeseeeee e 1008
10.2.2.5 ATIM and frame transmiSSion ........c..ceeevevveeeuerererenreneneneeneenneenne 1009
10.2.3  Power management in an MBSS ... 1010
10.2.4 S POWET SAVE...couueiiuiieiieniiieiieeiteett e st ee e sttt et e st st e satesateesbeeeabe e bt e sabeenaeenareens 1010
10.3  STA authentication and aSSOCIAtION. ......c..ccueeruiriririirerenieteretetet ettt eeneeeeneenens 1011
10.3.1  State Variables .......ceeeverieriinieieieieieerc sttt st 1011
10.3.2  State transition diagram for nonmesh STAS .........ccccoeieiiniineiinieeee 1012
10.3.3  Frame filtering based on STA State .......cccceeririeiiriiere e 1012
10.3.4  Authentication and deauthentication ............ccccoceeveeveveerieienienieniinenenenereeeeenens 1013
10.3.4.1  GeNeTal ..ot e 1013
10.3.4.2  Authentication—originating STA ........cccoovieiiriieiiiee e 1014
10.3.4.3  Authentication—destination STA.........ccccecevievirvnvniinienienencreeeen. 1014
10.3.4.4  Deauthentication—originating STA ........cceoeiineiiinieri e 1015
10.3.4.5  Deauthentication—destination STA ........cccccevervenverineneneneeeeeenn. 1015
10.3.5  Association, reassociation, and diSaSSOCIALION ..........cccuvveeieieuvieeeeeiiiiieeeeieieeeeean 1016
10.3.5.1  GeNETAL ..ottt 1016
10.3.5.2  Non-AP STA association initiation procedures.............cccoceereereeneene 1016
10.3.5.3 AP association receipt procedures ...........cccereerereereeeeenenienieseeens 1017
Documents
XXXVi Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

10.3.54  Non-AP STA reassociation initiation procedures..............cceccereeneene 1019

10.3.5.5 AP reassociation receipt procedures ............ccoeceerereeneeeenesieneneans 1020

10.3.5.6  Non-AP STA disassociation initiation procedures .............c..cceceenue.. 1021

10.3.5.7 Non-AP STA disassociation receipt procedure .............cceecerreereenenne 1021

10.3.5.8 AP disassociation initiation procedure.............cceccvreeerrenereriesenenne 1022

10.3.5.9 AP disassociation receipt procedure ............cceeeeerereerereenesieseeenns 1022

10.3.6  Additional mechanisms for an AP collocated with a mesh STA...........c..cccc... 1023

O R o) 015 ¢ 1510 SRS 1023
10.4.1  INrOAUCHION. ....cutiiieiieiieiieicrt ettt ettt et sae e 1023

10.4.2  TSPEC CONSIIUCHION. .....eoueruiriiieienieieteteiteiteeste ettt sttt ettt sre e s seeennes 1024

L 3 T B 4 £ v 1 1< PSR 1024

L1044 TS SEIUP cuveeritieeiteete ettt ettt ettt ettt et e sat e st e sea e st e sbeeseeebeeeas 1025

10.4.5 TS setup by resource request during a fast BSS transition...........cccccecceveeceennne. 1028

10.4.6  PSMP Management......ccccecueerierieeniiiiieeieeniieesieesite et e sttt sieeestesbe e sereesaeenaeeens 1028

10.4.7  Failed TS SCLUP .eeeiiieieee ettt ettt ettt 1029

10.4.8  Data transfer........ccoivirieiieriiieieieee ettt 1029

10.4.9 TS delEtioN .....coueeuiriiiiiiieicicieete ettt ettt st st enee 1030
10.4.10 TS HIMEOUL. c..ueevirtiriiiiteteteteiieie ettt sttt ettt et bbb sbesee e s esaeeeneebeeneenens 1031

LO.4. 11 TS SUSPEISION «..ueiiniieiieiteeieteeiie sttt nte st et e et eseesteeeeseeentesseeneesteeneeeneeneeeneeneas 1032
10.4.12 TS ReINSLALEIMENT .. .c.eeuiriireitiieieieieieteit ettt sttt ettt sre e s e 1032

10.5  BIOCK ACK OPCIAtION .....eiieiiieieeeietiei ettt ettt ettt ettt ettt et et ente s st eeeseeeneesneennens 1032
10.5.1  INEPOAUCHION. ...ttt ettt ettt eae e 1032

10.5.2  Setup and modification of the Block Ack parameters............cceccevveiinvennnenen. 1032
10.5.2.1  GeNETAL...cuiiiiiiiiciieiieerccec ettt 1032

10.5.2.2  Procedure at the Originator..........cccoeererrierierieieriee e 1032

10.5.2.3  Procedure at the reCipient.........ccooerueereiiieieeieieeee e 1034

10.5.2.4  Procedure common to both originator and recipient...........c......c...... 1035

10.5.3  Teardown of the Block Ack mechaniSm..........c.ccceeveeieieiiniineniincnenencicnecenns 1035
10.5.3.1  GeNETAL...uiiiiiiiiciiieirtccecctetee e 1035

10.5.3.2  Procedure at the initiator of the Block Ack teardown..............c........ 1035

10.5.3.3  Procedure at the recipient of the DELBA frame............cccoccecuereenene 1036

10.5.4  Error recovery upon a peer failure ..........ocoooeveeiiiieiinieeeeeeeeeee e 1036

10.6  Higher layer timer Synchronization .............cccoeieririeienieree e 1036
10.6.1  INEOAUCTION. ....cutiuieiieiiriiricricetees ettt sttt ebe st 1036

10.6.2  Procedure at the STA .....cccoiviiirireieieetee ettt 1038

O B ) A N0} 1<) 15 o) PO SURSPRUSS 1038
LO.7.1  GNEIAL...uiiiiieiiiiieietctc ettt et sttt ene e 1038

10.7.2  DLS PrOCEAUIES ....ueiveeuieiiieieiieie ettt te et ettt see e sse et e et eneeeneeeeeneeneas 1039
10.7.2.1  GENETAL ..ottt 1039

10.7.2.2  Setup procedure at the QOS STA .....cooiiiiiiiieeeee e 1039

10.7.2.3  Setup procedure at the AP.........ccccoiiiiiiiiiie e 1040

10.7.2.4  Operation of the DLS Timeout Value field ..........ccccooeveierinienenenn. 1041

10.7.3  Data transfer after SETUP ......ccevueeuerieierieee e 1041

10.7.4  DLS teardOWN ......eouiriiiiiiiiiieiieiieeeieet ettt ettt sr s s eneeneen 1041
10.7.4.1  GeNeTal ..ottt 1041

10.7.4.2  STA-initiated DLS teardown procedure ...........ccccoeveeveererenienencnne 1041

10.7.4.3  Teardown procedure at the AP.........cccoooiiieiiiiniiieeee e 1043

10.7.4.4  AP-initiated DLS teardown procedure...........cccecereereeeenenienennenne 1043

10.7.5  Error recovery upon a peer failure ..........ccoooeveeiinieiinieee e 1043

10.7.6  Secure DLS OPEration ........ccceeueiuieieniieieniieie ettt ettt eee e eeeees 1043

10.8  TPC PrOCEAULES. ...c.eeeuiiiieieiittete ettt ettt ettt ettt st e st et e bt e s et e e st e et eneeeaeeneeseeeneesneennans 1044
LO.8.1  GNEIAL...uiiiiiiiiiieictcc ettt ettt s e s 1044

10.8.2  Association based on transmit power capability.........c.cccovvirrierinieiinieneneeee 1045

10.8.3  Peering based on transmit power capability ...........ccccoeeieiiriieiinienieeeee e, 1045

Documents
Copyright © 2012 IEEE. Al rights reserved. Dogiinignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

10.8.4  Specification of regulatory and local maximum transmit power levels .............. 1045

10.8.5  Selection of a tranSmit POWET .......cc.eeruerierieriieiirtieie ettt 1046
10.8.6  Adaptation of the tranSmit POWET ........ceeeeriroiereiiee e 1046
10.9  DFS PrOCEAUIES. ......eeiieiieiieiierie ettt ettt ettt s e st et e bt e s te s b e et et e eneeeneeneesneensesneennens 1046
LO.9.1  GENEIAL....eiiiiiiteietitcc ettt ettt s et et eae e 1046
10.9.2  Association based on supported channels............cocooeeririiiinenineeee e, 1047
10.9.3  Quieting channels for teStNG .......cceeoveririere e 1048
10.9.4  Testing channels fOr radars ..........coocoiieieiieieniee e 1048
10.9.5  Discontinuing operations after detecting radars ...........cccoeceereerieieienieneeeeeee 1048
10.9.6  DeteCting Tadars ......ccceeiuieieriieieieee ettt ettt sttt ettt ettt eee 1048
10.9.7  Requesting and reporting of MEASUTEMENES .........cceerereeerirrieieeiere e eeeenees 1048
10.9.8  Selecting and advertising a new channel ...............ccoooeeriiiiiinieiinee e, 1050
10.9.8.1  GeNETAL ...ttt 1050
10.9.8.2  Selecting and advertising a new channel in an infrastructure BSS... 1050
10.9.8.3  Selecting and advertising a new channel inan IBSS....................... 1050
10.9.8.4  MBSS channel SWitChing.........ccooceeeeririeiieeeieee e 1052

10.9.8.5 HT-greenfield transmissions in operating classes with behavior
JImits SEt OF 16t 1054
10.9.9  Channel Switch Announcement element OpPeration.............cceeveeeereeceereeneereeenne. 1055
10.10 Extended channel switching (ECS) ........ooiiiiiiiiiiiee e 1055
LO.10.1  GENEIAL...uiiiiiiiiieiiitiettee ettt sttt ettt et b e s s 1055
10.10.2  Advertising supported operating Classes..........ceovrvereriererienieeieree e seeenes 1055
10.10.3  Selecting and advertising a new channel and/or operating class............cc.cc..c..... 1056
10.10.3.1  GeNETal ..ottt 1056
10.10.3.2 Selecting and advertising a new channel in an infrastructure BSS... 1056
10.10.3.3 Selecting and advertising a new channel in an IBSS........................ 1057
10.10.3.4 Selecting and advertising a new channel in an MBSS..................... 1057
10.11 Radio measurement PrOCEAUIES ..........eeierueeeereriereeeitenteeeeseeeneesteeneeeneeneeeseesaeeneeseesneesaeennens 1058
LOTT.T GeNCIAL. ..ttt ettt ettt et et 1058
10.11.2 Measurement on operating and nonoperating channels.............ccccocoeecereneennnnne. 1058
10.11.3  Measurement StArt tIC. ......coeruerueruerereteeeerenteetessenteteneeneereereeresresaessesnenneneenens 1058
10.11.4  Measurement DUation ..........coccoeouerierienieinineiineneneeeeee e seeaeeeneenees 1059
10.11.5 Station responsibility for conducting measurements.............ccceeeeeeeceeneeneeneene. 1060
10.11.6 Requesting and reporting of MEASUTEMENES .........cceeruereierireieieeiere e eeeenees 1060
10.11.7 Repeated measurement request frames...........cceeceeveeiereerieneneeneeeeeee e 1063
10.11.8 Triggered autoNOMOUS FEPOTEING .....eerveruereeriieiertieeeeeeenieseeeeeseeeseesteeneeneeeneeseeenes 1063
10.11.9  Specific MEaASUTEMENT USAZE .....ccuerveeeereieuieieeeeneeeteenteeeeeseeeneeteeseeseeeneesseeeeseeeneas 1065
10.11.9.1 Beacon Report.......cccceviieiiiiiiiiiiiiieieeceeeteeet e 1065
10.11.9.2  Frame RepOrt........cooieviiiiiiiniiniiiiiceeeeeeetet e 1067
10.11.9.3 Channel Load Report .........ccceeveiiiiiiieiieeieeeeee e 1068
10.11.9.4 Noise Histogram Report..........cccoeeererieienieirieeeee e 1069
10.11.9.5 STA Statistics REPOrt .......ccecuivieiiiiiiiiieee et 1070
10.11.9.6 Location Configuration Information Report...........ccooceeverinenencens 1071
10.11.9.7 Measurement PAUSE.......cccveeuerrreerieereenieeteenitenteesite s e sbeeseeeree e 1072
10.11.9.8 Transmit Stream/Category Measurement Report ............ccocceeeeeee 1073
10.11.9.9  Location CiVIiC TEPOI ...c..eeuieeeriieieeierieeiieie ettt see e eee e 1075
10.11.9.10 Location Identifier Report.........cccoecueriieiinieiiiieiiiere e 1076
10.11.10 Usage of the neighbor rePOrt ........c.ooeeririerieiere e e 1077
TO.11.10.T GeNeTal ..ottt et e 1077
10.11.10.2 Requesting a neighbor rePOrt .........cccevereierierieriieiee e 1078
10.11.10.3 Receiving a neighbor rePOrt.........cecvevuieiieieiieiereeeere e 1078
10.11.11 Link MeEaSUICMENL .....couevveruiieienieiieiiriirie sttt sttt eetentere e st e sresaesaeeeseeneeneenens 1078
10.11.12 Measurement of the RPT hiStOgram ...........ccccoeeeiiniiiiniiiieceeeeeee e, 1078
10.11.13 Operation of the Max Transmit Power field............coccoeveniiiiiiiiniiieeeee, 1079

Documents
xxxviii Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

10.11.14 Multiple BSSID St ....c.coiririiriiieiiiiieieteenie ettt ettt eneeeneeneen 1079

10.11.15 Measurement Pilot generation and USAZE ........cccevereieieiiiniererieieieee e 1079
TOTT.15.T GeNETal ..ottt st 1079
10.11.15.2 Measurement Pilot generation by an AP...........ccccoevieiinieiincennnen. 1080
10.11.15.3 Measurement Pilot usage by @ STA .....cciiiiiiiiieeieee e 1082
10.11.16 Access Delay Measurement ..........cceeueerueruierieneieieneereeeeeeeesie et enee e enee e eneenees 1082
10.11.17 BSS Available Admission Capacity .......cccceeueeeerierienieieriieee e 1082
10.11.18 AP Channel RePOIt ........cccivuiriiiieieciieeeie ettt 1083
10.11.19 Multicast diagnostic TEPOTTINE ......ovuerreerierrieriietiereieeeree et seeetee e e e eees 1083
10.12 DSE PIrOCEAUIES ...c.veeueiiuieiiitieieetieieeteete et et ettesteeece e seeesae st enseesaenteeneenseeneenaeeneeseesneessesnnans 1084
LO.12.1  GENEIAL...uiiiiiiiieiiitiet ettt sttt eb e s et 1084
10.12.2  Enablement and deenablement ..........c.coeeveviereeierininininencieecrceeceenese e 1085
10.12.2.1  GENETAL..ouiiiiiiiiciieiceicceetccteect ettt e 1085
10.12.2.2 Enablement requester STA ......cccocieieiiiieieeiereeee e 1085
10.12.2.3 Enablement responder STA .........cccooiiieiinieniniee e 1086
10.12.2.4 Deenablement requester STA ........cccovieieiieienieeeee e 1086
10.12.2.5 Deenablement responder STA ........ccoooeiieiinieiinieeeeere e 1087
10.12.3  Registered STA OPEIation.........ccceereruieriesiieieeeieie ettt 1087
10.12.4 Enabling STA operation with DSE...........ccooiiiiiiiiiee e 1087
10.12.5 Dependent STA operation with DSE..........cccoooiiiiiiiii e, 1088
10.13 Group addressed robust management frame procedures ............cecveeererieneereesesieneeeens 1090
10.14  SA QUETY PIOCEAUIES ... .cevieueertieiietiete et et teeie ettt st e e st ete s st e e es e e eesseenteeneenseeneeseeneeneens 1090
10.15 20/40 MHZ BSS OPCIAtION ....coruiiuietieiieiietieiitteee st eete st ete sttt et enteeseeeesseeaesneeseesneenseennens 1090
10.15.1 Rules for operation in 20/40 MHZ BSS ..o 1090
10.15.2 Basic 20/40 MHz BSS functionality..........cccceeeuerierinieienieeeseeeeeieeeee e 1091
10.15.3 Channel selection methods for 20/40 MHz operation .............ccecceeveveveeenernneenne. 1091
10.15.3.1  GeNETal ..ottt 1091
10.15.3.2 Scanning requirements for a 20/40 MHz BSS .........c.ccoooiiiiiienenns 1091
10.15.3.3 Channel management at the AP and in an IBSS ... 1093
10.15.4 40 MHz PPDU transmission restriCtions .........c.eeeeeeeeereeererenrenensensenereeeenens 1095
10.15.4.1 Fields used to determine 40 MHz PPDU transmission restrictions.. 1095
10.15.4.2 Infrastructure non-AP STA 1estrictions ........cocceveverenveveveneeenenenn 1096
10.15.4.3 AP IeStIICHIONS ....cuveviiierirtieieietetctceteeeieeie sttt 1097

10.15.4.4 Restrictions on non-AP STAs that are not infrastructure BSS
TNEINDETS ..c.cviiiiiieiieieeiee sttt ettt ettt et sr e 1098
10.15.5 Scanning requirements for 40-MHz-capable STA .........cccoooeiieiinieiir e, 1098
10.15.6 Exemption from OBSS SCANNING........ccciiuieiiirtieiiiierie e 1099
10.15.7 Communicating 20/40 BSS coexistence information............c.ceceveereeneeneneenne. 1100
10.15.8  Support of DSSS/CCK in 40 MHZ ....c..ccocciiiiiinininininiiciceeeceeeeceeeeeeee 1100
10.15.9 STA CCA sensing in a 20/40 MHZ BSS .......ccccciviniinininniccieeeceencneeeee 1100
10.15.10 NAYV assertion in 20/40 MHZ BSS .......ccooiiiiiiirinnnecceeeeeceeeeeeee 1101
10.15.11 Signaling 40 MHZ INtOlerance ...........ccooeerieruieienieiieeeeeeeee e 1101
10.15.12 Switching between 40 MHz and 20 MHZ .........cccoooiiieiiniieeeeeeeeee 1101
10.16 Phased coexistence operation (PCO).......ccoeiiiiiiieiiiiet et 1103
10.16.1 General description 0f PCO ........coiiiiiiiiieie et 1103
10.16.2 Operation at a PCO active AP .....cccoiiiiiiiiieeeee e 1104
10.16.3 Operation at a PCO active non-AP STA ..o 1106
10.17 20/40 BSS Coexistence Management frame USAZE .........cceceeverrierirnienienieneeeeneeseenieeneans 1106
10.18 RSNA A-MSDU PIrOCEAUIES ....cveeueetieuianiieiienteeienteeieesteeeesteeseesteentesseeeesseenaesseessesseensesnnens 1107
10.19 Public Action frame addreSSINg ........cccovuieiuirieiieieiecee et 1107
10.20 STAs communicating data frames outside the context of a BSS .........ccooiiiiiiiiiiiiiens 1107
10.21 Timing AAVEItISCIMENT ....cuiiuieiteitieiietierteetieteetee st eete et eeesee et e e es e sbeeseeseeneesaeeeeseeeneesneennens 1109
10.21.1  INrOAUCHION. ...ttt ettt ettt sae e s s eneen 1109
10.21.2 Timing advertisement frame Procedures .........ccccueruererreriererieereeeeieeee e eeeenees 1109

Documents
Copyright © 2012 IEEE. Al rights reserved. Doaurigent Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

10.21.3  UTC TSF OffSet ProCeaUIES ......c.eovieiereieieieeeerie ettt 1109

10.22 Tunneled direct-lnk SETUP ......ceeeeriirrieiieieere ettt et s see e saeeenens 1109
10.22.1  GENEIAL...ceuiiiiieiiiiiitieteteeee ettt ettt et s 1109
10.22.2 TDLS Payload......ccccoimieriiriiieieieieieinertesestesetet ettt st enee 1111
10.22.3  TDLS DiISCOVEIY ...uvtuieuieriieieeiieiesteeteeteete st eneeeaeeeesseeeeseeenaesseeseeseensesseeeeeneeneas 1111
10.22.4 TDLS direct-link establishment............ccccoeveniriiriiniininininicicccecncceee 1111
10.22.5 TDLS direct-1ink teardOWn ..........coceeeruereerieienieirinenenteneseeeeeeeeeee e 1113
10.22.6 TDLS channel SWIitChing ..........cccceoiiuieiiirieiieiee et 1114

10.22.6.1 General behavior on the off-channel..........c..coccoceoeneneiiiinnnnnnnn. 1116
10.22.6.2 Setting up a 40 MHz direct link..........ccccoeieiiniiiiniieeeeeee 1117
10.22.6.3 TDLS channel switching and power saving ............ccccceeceevereenennnen. 1118

10.23 Wireless network management proCeaUIES ...........ceeverueereereeieriieieeeeeesieee e seeseeesaeenens 1118
10.23.1 Wireless network management dependencies ...........cceceevereereeieneeeeneeneeneeene. 1118
10.23.2  Event request and report ProCedUIES. .........ceruieeerieiereeierieeeeseeeieeteeeee e eeeeee s 1118

10.23.2.1 Event request and eVent rePOrt.........ccoereeruerierieeienieeieneeeeenee e 1118
10.23.2.2 Transition event request and rePOTTt.........cevereereriereeiererieie e 1120
10.23.2.3 RSNA event request and rePOIt .......occeveererierenieieeeree e 1121
10.23.2.4 Peer-to-Peer Link event request and report ..........cccevveverienenennenne 1121
10.23.2.5 WNM Log event request and report ..........ceceveerereeneneeneneeeennens 1122
10.23.2.6 Vendor Specific event request and report .........coceeceeeerereenereeenne 1122
10.23.3  Diagnostic request and report procedures...........ccoevereereereererreneeieeeee e eeeenees 1122
10.23.3.1 Diagnostic request and diagnostic report..........ceccereereereerereerennenns 1122
10.23.3.2  Configuration Profile report..........coceeoererieninieiieieeeeee e 1124
10.23.3.3 Manufacturer information STA report.........cccecvevereenerrenenienenenns 1124
10.23.3.4  Association dia@nOStiC ......ccerureeereerieriieieiie et 1124
10.23.3.5 1IEEE 802.1X authentication diagnostic ............ccecerrerereereeseeneennens 1125
10.23.4  Location track procedures...........ccovieieririerieierieiesee et 1126
10.23.4.1 Location track configuration procedures ..........c.cccoeeevereeereneenencnns 1126
10.23.4.2 Location track notification procedures ..........c.cceeeerreereererereenenenne 1128
10.23.5 Timing measurement ProCEAULE ..........ccerueeruerriererreereeeieeteeeeseeeeeeteeseeneeeeeeeeens 1130
10.23.6 BSS transition management for network load balancing.............ccccevvrvenrecnee. 1132
10.23.6.1 BSS Transition capability ........c.cccccevieiinieiieierieeere e 1132
10.23.6.2 BSS transition management qUETY .........cccceeeeereeeereeeeeseeseeneeseeneens 1132
10.23.6.3 BSS transition management reqUESst ..........cccceeeererreereeneereeseeneennens 1133
10.23.6.4 BSS transition management reSPONSE .........ccerreeruerreereerreereereereennens 1134
10.23.7  FMS multicast rate ProCeSSING.......ceeueruerieriieieniieiereeeieeneeeeeseeeteeteeseeseeseeeeeenes 1136
10.23.8  Collocated interference repOrting ..........ceeceeeeeereeereereeieneeeeseeeeesteeee e eeeeneeenes 1136
10.23.9 QoS Traffic capability procedure ...........occoreeiinieiinieeree e 1137
10.23.10 AC Station COUNL.......cceviriirieieieieiietreeteetene ettt ettt st sae e seesneaeeneenens 1138
10.23.11 TFS PrOCEAUIES ....cueeuieiieiierieeiiesieeie ettt et ettt e et esaeseeetesseeteeseenteeneeeeeneenees 1138
10.23.11.1 TFS capability ....ccccceeiririiniinieieicicicineeencrceceeeeeeee e 1138
10.23.11.2 TFS non-AP STA OPeration.........cccceverierueseenienieieeeeseeseeee e 1139
10.23.11.3 TFS AP OPCIatiOn. ....ccueeieeeieieriieiesieeeest ettt 1139
10.23.12 BSS Max idle period management ............ceceeeerueeeeneeeenieneenieeieeieseeeneeeeeeee s 1140
10.23.13 Proxy ARP (including Proxy Neighbor Discovery) service........cceoervevenerrnennse. 1140
10.23.14 Channel usage PrOCEAUIES ........c.eeruerueriertieientieeieneeeenee st eaesteeeesteeneesneeeeseeeneas 1141
10.23.15 DIMS PrOCEAUIES .....eeueeereiierieeiieiteeieeteettete et e et etee e st esteseeetesseeseeseeneeeneeeeeneeneas 1142
10.23.16 WNM-NOICAtION. ....coueruireiriinieienieieietetee ettt sttt ne vt sresre e 1144

10.24 WLAN interworking with external networks procedures.............coccveoeerirenienieneneneeene 1144
10.24.1  GENEIAL...ueuiiiiiiiitiititeteceetete ettt ettt st st ene e 1144
10.24.2 Interworking capabilities and information.............ccccceeeeiirieiieiiniecieceeeee, 1144
10.24.3 Interworking procedures: generic advertisement service (GAS)........ccecceveeennee. 1145

10.24.3.1  GAS Protocol .....ceeuiiuiiiriiniinienieiccteeeeetetseeeese et 1145
10.24.3.2  ANQP Procedures ..........coccereeieriieiieniieieeieeieeeceee et 1153
Documents
x1 Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

10.24.4 Interworking procedures: IEEE 802.21 MIH SUPPOITt ....cceeeuereeerieniieiirieeieeeenee. 1156

10.24.5 Interworking procedures: interactions with SSPN...........cccociiiiiiiiniiniee 1157

10.24.5.1  General OPeration..........ceeeerereierieseereeeeieieetee et ee e ee s eee e 1157

10.24.5.2  Authentication and cipher suites selection with SSPN..................... 1157

10.24.5.3 Reporting and session control with SSPN ...........ccoccoiiiniiniiniiiienes 1158

10.24.6 Interworking procedures: emergency Services SUPPOLt .......cceceerveereereeereeneenneennes 1159

10.24.7 Interworking procedures: emergency alert system (EAS) support.........ccccueee. 1160
10.24.8 Interworking procedures: support for the advertisement of roaming

COMSOTTIUIIS 1.ttt ettt ettt et sttt se et et eetene bbbt sa e b b s b e ema et eneeaeeneeae 1161

10.24.9 Interworking procedures: support for QoS mapping from external networks..... 1161

L O 1< o101 3 2RSSR 1163

L1.1 FIameWOTK c..couiiiiiiiiiiiiiiiei ettt ettt st enesae e 1163

11.1.1  Classes of security algorithm............ccoocerieiiiieriiee e 1163

11.1.2 Security MEthOdS. ....coouiiuieieieiee e 1163

11.1.3  RSNA equipment and RSNA capabilities ..........cccoceerereerinerieneeieeeeese e, 1163

11.1.4  RSNA establiShment........ccccecerveririinieniinieieiitntenere et 1163

11.1.5  RSNA PeerKey SUPPOIL ..c.uieiiiiiiiiiiiteeieeiteeeete ettt 1165

11.1.6  RSNA assumptions and CONSraINtS.........ceereruierierierieeeeiere et neeeee e 1165

11.1.7  Requirements for robust management frame protection.............ccceceeeeervereenuenee. 1166

11.1.8  Emergency service establishment in an RSN ..., 1166

11.2 Pre-RSNA security MethOdS ......cceiieiiiiiieiieiieiieee et 1167

11.2.1  Status of Pre-RSNA security methods..........coecuerieiinieiiinieeieeeeeeeeee 1167

11.2.2  Wired equivalent privacy (WEP)......ccoocioiiiiiii e 1167

11.2.2.1  WEP OVEIVIEW ..cuiiiiiiiieiinienietctctct ettt sttt 1167

11.2.2.2  WEP MPDU fOrmat......c..ccccouerienieieieininineneneeieeeeeeee e 1167

11.2.2.3  WEP StAt ..ottt 1168

11.2.2.4  WEP Procedures.......ccveieieeieieiiesieeieitette et 1168

11.2.3  Pre-RSNA authentication ..........ccoeeueeieieiriinininenieneeceeeeceeeresreseeseeneeeneeneen 1170

T1.2.301  OVEIVIEW ettt ettt ettt st 1170

11.2.3.2  Open System authentication.............cccceeeereriereniereeeere e 1170

11.2.3.3  Shared Key authentication ............ccccoeeerereerinieienceeeeee e 1171

11.3  Authentication USING 8 PASSWOI ......cuiruieiireieiieieie ettt e see e see e e 1174

L1301 SAE OVEIVIEW ...ttt ettt ettt et e 1174

11.3.2  Assumptions 0n SAE ......ooooiiiiiieee e 1175

11.3.3  Representation 0f @ paSSWOId ........c.ceoeiieiiiiieiiinieeeee e 1175

11.3.4  Finite CYCLIC GrOUPS..cuieuieieieiieieeie ettt ettt ettt st see et enee s 1176

T1.3.4.1  GeNeTal ..ottt et 1176

11.3.4.2  Elliptic curve cryptography (ECC) groups .......cccceeeeeveererenienenenne 1176

11.3.4.3  Finite field cryptography (FFC) groups.......cccecevevieninieneneenene 1178

11.3.5  SAE PIrOtOCOL. ..o ettt ettt ettt 1179

11.3.5.1  MesSage €XChaANGES .....eeverueeuieiieieiieeiet ettt ettt 1179

11.3.5.2 PWE and secret generation ..........ccecevereierierienieeieieeeeseeseeee e 1180

11.3.5.3  Construction of a Commit MeSSage........cecoerreerieriereinienerieeseeeens 1180

11.3.54  Processing of a peer’s Commit MeSSaAZE ........cecvereeeurereeeeeeneerianeenens 1180

11.3.5.5  Construction of a Confirm MesSage ........ccceervererieniieeeneriene e 1181

11.3.5.6  Processing of a peer’s Confirm Message..........ccecceeeereeeenenienennen. 1181

11.3.6  Anti-clogging tOKENS. .....ccouieieiiiierie ettt et 1181

11.3.7  Framin@ of SAE ..ot 1182

T1.3.7.1  GeNETAL ..ttt 1182

11.3.7.2  Data type CONVEISION. ...c..iruieiereieieitieieetieiesteeieeteete st eeeseeeeesreenee s 1182

11.3.7.3  Authentication transaction sequence number for SAE ..................... 1183

11.3.74  Encoding and decoding of Commit MesSages.........cccceeveereruerennenne 1183

Documents
Copyright © 2012 IEEE. Al rights reserved. Documgnt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

11.3.7.5 Encoding and decoding of Confirm Messages ...........cceeereereereenenne 1184

11.3.7.6  Status COARS.....euruieuiriiririinriietetetet ettt st 1184

11.3.8  SAE finite state Machine........c.ccocoevereriniiniiniiiiicreccececeec e 1184
T1.3.8.1  GeNeTal ..ttt 1184

T1.3.8.2  SHALES cueeueeiieeeiieiciteeteet ettt sttt 1185

11.3.8.3  Events and OULPUL.......coeieiirieieseeie et s 1186

T1.3.8:4  THIMIETS ettt 1186

11.3.8.5  VariabIes c..coueoieieieiiiieiieieeieeteccceete et 1187

11.3.8.6  Behavior of state machine............coccoevvevievieerinienicnineneneeeeeeeene 1187

11.4 RSNA confidentiality and integrity protoCols ...........cceceererieiienieieeeee e 1191
L1.4.T  OVEIVIEW .ttt ettt sttt et eat et sbe s sa b e e eaeeneenee 1191
11.42  Temporal Key Integrity Protocol (TKIP) .......ccooirieiiiiiiiiieeeeeeee e, 1191
11.4.2.1  TKIP OVEIVIEW ...ueiuiriiriiniiniiieietcicteteieee ettt 1191

11.4.2.2  TKIP MPDU fOrmats .......cccoerueueieieinininenenienenenieieeeeeeeeene e 1193

11423 TKIP MIC ..ottt 1194

11.42.4  TKIP countermeasures ProCedures ...........ccereereerueereereereeseereeseenens 1197

11.425  TKIP miXing funCtion ........ccccoveeiuiiierieiieiesiieieeieee e 1201

11.4.2.6  TKIP replay protection procedures ............cecceeeerereenesreenesienenens 1205

11.43  CTR with CBC-MAC Protocol (CCMP)......ccccouemiivieiiininininininenc e 1205
11.4.3.1  GeNETAl ..t 1205

11.4.3.2  CCMP MPDU fOrmat .........ccceouereeieieininenenineneneeneeieneeeeenene e 1206

11.43.3  CCMP cryptographic encapsulation ...........cccceeeeereeieneeeeneeccenennnn. 1207

11.43.4  CCMP decapsulation............ceeoueruieiieniieiiieieieeeee e 1210

11.4.4  Broadcast/Multicast Integrity Protocol (BIP) .........ccccoeoiiiiiieiieiiieeceeeee, 1212
11.4.4.1  BIP OVEIVIEW ..oueiuiiiiiiiiiiriieiciciceeiteiteieseetese ettt e 1212

11.4.4.2  BIP MMPDU fOrmat ........ccoceruerieieienininininineneneneeieeeeeeeenene 1212

11.4.4.3  BIP AAD CONSIIUCLION ...eoviruiriiniiniiiiieieieceieeene et 1212

11.4.4.4  BIP replay protection ..........ccocceeeereerieniieienieeieneeie e eee e 1213

11.4.4.5  BIP transSmiSSION .....ccecceeerererienuereeieeeeeenenienreseseensesseseneeneenneneene 1213

11.4.4.6  BIP T€CEPION ...oouiiniieiiiiee ettt 1213

11.5 RSNA security association MaNAEMENL ............cereeuerrieriereeieetieteeneeeeeneeseeeeeseesseesneenens 1214
11.5.1  SecUrity aSSOCIAtIONS .......ecuteeereeeierteetesteeee et eetesteeeeseeenee et eeeseeeseebeeneeneeeneeneeenes 1214
11.5.1.1  Security association definitions ...........ccceeeereriererieneeiene e 1214

T1.5.1.2 0 TPKSA Lottt e 1219

11.5.1.3  Security association life cyCle.........cooveririinieiiiieiceeeeee e 1219

11.5.2 RSNA SEIECHION. ...ccutiuirtitiriirteteteieetee ettt ettt eb e s 1222
11.5.3  RSNA policy selection in an ESS..........cccoiiiiiiiiiiiieeeeeee e 1222
11.5.4 TSN policy selection in an ESS.......ccoooiiiiiiii e 1224
11.5.5 RSNA policy selection in an IBSS and for DLS ..........ccocooiiiiiiiniieeeee, 1224
11.5.6 TSN policy selection in an IBSS .........cccooiiiiiiiii e 1225
11.5.7  RSNA policy selection in an MBSS ...........cccooiiiiiiiiiieeeee e 1226
11.5.8 RSN management of the IEEE 802.1X Controlled Port............cccoevveiinienrncnnne. 1226
11.5.9  RSNA authentication in an ESS ..........c.cocoiiiiiiiicecccecece 1227
T1.5.9.1  GeneTal ..ottt 1227

11.5.9.2  Preauthentication and RSNA key management.............cccccereeennen. 1227

11.5.9.3  Cached PMKSAs and RSNA key management.............ccccceoeeerennne 1228

11.5.10 RSNA authentication in an IBSS.........cccooiiiniiiinnncccccenceeee 1228
11.5.11 RSNA authentication in an MBSS........ccccccoiiiiininininncccceecceeeeeee 1230
11.5.12 RSNA key management in an ESS...........ccocooiiiiiiiii e, 1230
11.5.13 RSNA key management in an IBSS .........ccciiiiiiiieeee e, 1231
11.5.14 RSNA key management in an MBSS ..o 1231
11.5.15 RSNA security association termination...........cccceeeerereererieseeieneeeese e seeenees 1232
11.5.16 Protection of robust management frames ...........cccccereriererieneeeneeereee e 1232
11.5.17 Robust management frame selection procedure ............ccoeeeveereeienienienenceneenne 1233

Documents

xlii

Copyright © 2012 ILEE. All nghtéesawednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

11.6  Keys and Key diStribULION .......c.eeouiiuieiiiiieieeiiee ettt 1234

11.6.1  Key hierarchy........ccooieiiiieeee e 1234
T1.6.1.1  GeNETal ..ottt 1234

T1.6.1.2  PRE .ttt 1235

11.6.1.3  Pairwise key hierarchy .........ccooceviriiiiiieieeeeee e 1236

11.6.1.4  Group key hierarchy..........ccoccovieiiiiiiiiieeccee e 1237

11.6.1.5  Integrity group key hierarchy..........ccccecieieiiniiiinie e 1238

11.6.1.6  PeerKey key hierarchy .........ccoocceveiiiniiieiecieeeeeeee e 1239

11.6.1.7  FT key hierarchy .......ccoocieieiiiieecieeee e 1240

11.6.2  EAPOL-KEY fTames.......coeeiiiieieiieiesiieie sttt e 1244
11.6.3 EAPOL-Key frame construction and processing............ccecveeeeruereesieneeneeneeneenes 1252
11.6.4 EAPOL-Key frame n0otation ...........cooeeoieiiieiienieiene e 1253
11.6.5  NONCE ZENETATION ....eueieieieiieieeiieiie ettt ettt eee st eeee e et eseeseeesteeseeteeseenseeneeneeeneenees 1254
11.6.6  4-Way Handshake...........ccoooiiiiiiiiieeee e 1254
11.6.6.1  GeNETAL ...ttt 1254

11.6.6.2 4-Way Handshake MesSage 1 .......ccceveiuieiieniieniinieieneee e 1255

11.6.6.3  4-Way Handshake MeSSage 2 ........cceeveeiuieieniienienieereee e 1256

11.6.6.4 4-Way Handshake MeSSage 3 .......cccoeveiuieiienienienieereeee e 1258

11.6.6.5 4-Way Handshake MeSSage 4 .........coveivieienienenieeeeee e 1260

11.6.6.6  4-Way Handshake implementation considerations.............c..cc.ccc.... 1261

11.6.6.7  Sample 4-Way Handshake ............cccooiiiiiiiiiniieeeeeeeeee 1262

11.6.6.8  4-Way Handshake analysis .........ccccceeveiirienieiinieeneeereeeeee 1262

11.6.7  Group Key Handshake...........c.coooiieiiiieiiieeeee e 1264
11.6.7.1  GeNETAL ...ttt 1264

11.6.7.2  Group Key Handshake Message 1........cccecceveeiininiinienenieieceeee 1265

11.6.7.3  Group Key Handshake MesSsage 2..........cecevueereninieneeneneeieceeeene 1266

11.6.7.4  Group Key Handshake implementation considerations.................... 1267

11.6.7.5  Sample Group Key Handshake............cccooieininiiniiiiieeceee 1267

11.6.8  PeerKey Handshake...........cccooiiiiiiiiiiieee e 1268
11.6.8.1  GeNETal ...ttt 1268

11.6.8.2  SMK Handshake .........ccoveiniiiniiineiiiiecceceee e 1268

11.6.8.3  PeerKey setup and handshake error conditions .............cccoceveerennene 1274

11.6.8.4  STKSA reKEYING .....eeiuieuiiieeiieieeieste ettt 1274

11.6.8.5  EIrror RePOITING .....c.eeouieiiiiieiiiiiee sttt 1275

11.6.9  TDLS Peer Key security protocol.........ccceveririeririeneiieieeeeie e 1276
11.6.9.1  GeneTal ...ttt 1276

11.6.9.2  TDLS Peer Key Handshake ..........c.coooeiieiiiiiiiiececcee e 1277

11.6.9.3  TDLS Peer Key Handshake security assumptions...........c.ccecceeeenee 1278

11.6.9.4  TDLS Peer Key (TPK) Security Protocol Handshake messages...... 1279

11.6.9.5  Supplicant state machine procedures ..........ccceeereereneenereereneeenne 1282

11.6.9.6  Supplicant PeerKey state machine states...........cccceccveeeevvrccencreeenne 1284

11.6.9.7  Supplicant PeerKey state machine variables ...........cccccocceveeninennene 1286

11.6.10 RSNA Supplicant key management state machine............ccccocceeverveiineeneneenee. 1287
11.6.10.1  General...c..oeeuiiiiiiiiiniiniericcctceccteteee et e 1287
11.6.10.2 Supplicant state machine States..........ceeoeereriererienieiere e 1287

11.6.10.3 Supplicant state machine variables ...........ccecceverienienineereiieeee 1288

11.6.11 RSNA Authenticator key management state machine.............ccccceevveveevenencnee. 1289
T1.6.11.1  General...c..ccooiiiiiiiiiiiiiieniecctceccce et e 1289
11.6.11.2  Authenticator state machine States..........ccccocerererenenieniecreneeenenenn. 1292

11.6.11.3  Authenticator state machine variables ..........cccocevereneneneneceenennn. 1293

11.6.11.4 Authenticator state machine procedures ............ceceeeereerereereneeenne 1295

11.7 Mapping EAPOL keys to IEEE 802.11 KEYS.....cccteoiiiieieieeiesieeiesteeeee e 1295
11.7.1  Mapping PTK t0 TKIP KEYS ....ceveriiieieiieiieiee ettt 1295
11.7.2  Mapping GTK t0 TKIP KEYS ...ecueiuieieriieieee ettt 1295

Documents
Copyright © 2012 IEEE. Al rights reserved. Docuignt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

11.7.3  Mapping PTK t0 CCMP KEYS ...ccueeruiriieiieiieiieiieeeeee et 1295

11.7.4  Mapping GTK t0 CCMP KEYS .....oouiiiiiriieiieierie et 1296
11.7.5  Mapping GTK t0 WEP-40 KeYS.....ceeiieieieieeieieee et 1296
11.7.6  Mapping GTK t0 WEP-104 KEYS.....cceeieiieierieiere et 1296
11.7.7  Mapping IGTK t0 BIP KEYS.....cooieieiiieieiieeeteee e 1296
11.8  Per-frame pSeUAO-COAC ......couiiuieiiiitieieie ettt sttt e eeeeee e eeens 1296
11.8.1  WEP frame pseudo-Code ........cooiiriiriieieiieieeeee et 1296
11.8.2  RSNA frame pseudo-Code ........coeiuiriiirieiirieieeeee et 1298
T1.8.2.1  GeMeTal ...ttt et 1298
11.8.2.2  Per-MSDU/Per-A-MSDU Tx pseudo-code .........ccoceevvreenenienennnnne 1298
11.8.2.3  Per-MMPDU TX pseudo-code ........cceveruieierieniinieeeeere e 1299
11.8.2.4  Per-MPDU TX pseud0o-Code......ccceruieriiiiriieriieiieiieieeeeree e 1300
11.8.2.5 Per-MPDU Tx pseudo-code for MMPDU .........cccocoivieiiiiniiienne 1301
11.8.2.6  Per-MPDU RX pseudo-code..........ccceveriererieriinieeeeee e 1301
11.8.2.7  Per-MPDU Rx pseudo-code for an MMPDU ..........ccccoeciviniiinnnenn. 1302
11.8.2.8  Per-MSDU/Per-A-MSDU Rx pseudo-code.........ccecvveenerienrreenenne 1305
11.8.2.9  Per-MMPDU RX pseudo-code .........ccceruirrinieiinieieniere e 1306
11.9  Authenticated mesh peering exchange (AMPE).........cocoiiiiiiiiieieee e 1307
12, Fast BSS transition. ......cccoertirierienieeeiieientet ettt ettt ettt ettt ettt et et 1308
L2.1 OVEIVIBW ..ueiiiiiiiiiietieterte sttt ettt ettt sttt ettt ettt et et bbb et ae e e eneeneeuesnens 1308
12.2 KEY ROLACTS ...ttt ettt ettt ettt ettt e e et e seesneenneennens 1308
12.2.1  IEOAUCHION. ...ttt sttt ettt s 1308
12.2.2  Authenticator Key holders..........ccovieiiriiieiieee e 1309
12.2.3  Supplicant kKey hOLders........coeuiiiriiiiieieieee e 1310
12.3  Capability and policy adVertiSemMent. ..........ccueruieieririere ettt 1310
12.4  FT initial mobility domain aSSOCIAtION .......ccuerviriereieieitieiesteeie ettt 1311
L12.4.1  OVEIVIEW ..ottt ettt sttt ettt eat et sae ettt e e eneeneenee 1311
12.42  FT initial mobility domain association in an RSN ............ccccoooiiiniiniiniennenn, 1311
12.43  FT initial mobility domain association in a non-RSN ..............ccccooiiiiiniinnnnn, 1314
12,5 FT PIOtOCOL .ttt ettt s st e e eneenee 1315
12.5.1  OVEIVIEW ..ottt ettt ettt sttt et ettt sbe st sae e e s eneeneenee 1315
12.5.2  Over-the-air FT Protocol authentication in an RSN .........cc.ccccoeninininiininncnnens 1315
12.5.3  Over-the-DS FT Protocol authentication in an RSN ........c..ccccoenininineinincnnns 1316
12.5.4  Over-the-air FT Protocol authentication in a non-RSN..........ccceccveniniiiencnnn. 1319
12.5.5  Over-the-DS FT Protocol authentication in a non-RSN.........c..ccccoininiiinnnnn. 1320
12.6  FT Resource Request ProtoCol .........oouiiieiiiiieiieeieeee et 1321
12.6.1  OVEIVIEW ..ouiiuieiiitiieietctet ettt sttt et et ebe bt s be et sae e e e eateneeneen 1321
12.6.2  Over-the-air fast BSS transition with resource request ............cceceeverireeneneenne. 1321
12.6.3  Over-the-DS fast BSS transition with resource request...........ceeeeeereereeneneenne. 1323
12.7  FT 1€aSSOCIALION ....cuvtuieuietiterieteiteiieiteitet ettt ettt ettt et eb st s et sae st ee e et et eneeneeuesnens 1325
12.7.1  FT reassociation in an RSN ........ccccceiiiiiiiiiiiiiicccceeeese e 1325
12.7.2  FT reassociation in @ non-RSN ....c..cccccoiiriiiininininiiceceeeene e 1327
12.8  FT authentication SEQUEIICE ..........eeouerueeuieriieiesteeienteeee st eee et eaesseeneeseeeneesteeeesneeneesaeeneeseeas 1328
12.8.1  OVEIVIEW ..otiiiiiiiiititct ettt ettt sttt et et eae et sbe st sae e eneeneenee 1328
12.8.2  FT authentication sequence: contents of first message.........ccecvevereereeeeenenneenne. 1329
12.8.3  FT authentication sequence: contents of second message ...........cceceevvereereerneense. 1329
12.8.4  FT authentication sequence: contents of third message...........ccccceevvevieveereecnne. 1330
12.8.5  FT authentication sequence: contents of fourth message ...........ccceceecevvenenenee. 1330
12.9  FT security architecture state MacChines ...........ccooeeieririeieeieriieee et 1332
12.9.1  INEOAUCHION. ...ttt ettt eae e 1332
12.9.2  ROKH State MAChINE ......cccoeruiririiriiieieieteicteceene ettt 1332
12.9.2.1  GENETAL ... 1332
Documents
xliv Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

12.9.2.2  ROKH state machine States ..........eeevvivieeieeiiiieiieeieieeeee e eeieee e 1333

12.9.2.3  ROKH state machine variables ...........coecuereerieninieneeeeeee e 1334
12.9.2.4  ROKH state machine procedures.............ceccereereneerieneeneneee e 1334
12.9.3  RIKH state MacChine .........ccoceeiiiiieiiiieeeeeeee e 1334
12.9.3.1  GeNEIAl...oeiiiiiiieiieeeee e e 1334
12.9.3.2  RIKH state machine States ..........cccceeveerrierierierienieieneeie e 1336
12.9.3.3  RI1KH state machine variables..........ccecerieriirinienieeceee e 1337
12.9.3.4  RIKH state machine procedures............ccecereereneereneeneneee e 1338
12.9.4  SOKH state MaChiNe.........ccovueriieiiieiieiieiieie ettt 1338
12.9.4.1  GeNEIAl...ouiiiiiiieiieeee e e 1338
12.9.4.2  SOKH state machine States..........cevereeriieienieeienieiese e 1339
12.9.4.3  SOKH state machine variables ............ccceeierieieninieneeeneseeeene 1339
12.9.4.4  SOKH state machine procedures ...........ccoecuereerieneereeneeneseeieseeene 1339
12.9.5  S1KH state MaChiNe........cceevuiiiieiiieiieiieiieie ettt 1339
12.9.5. 1 GeNEIAl...ouiiiiiiieieeeee e e e 1339
12.9.5.2  S1KH state machine States..........cevereeruieieniieienieeiere e s 1342
12.9.5.3  S1KH state machine variables ............cocceeeeririeiiniene e 1343
12.9.5.4  S1KH state machine procedures ...........cccecuereerieneeeeneeneneeieseeens 1343
12.10 Remote request broker (RRB) cOmMmMUNICAtION .......coeeruieieriieiiniieiieeee e 1343
200 020 O )< o (<SSR 1343
12.10.2 Remote request broker (RRB) ......c.cccoeiiiieiiiiieeeee e 1344
12.10.3 Remote Request/Response frame definition...........cocceeeeereeienieienieieneeeeeeeee, 1344
12.11 ResoUrce request PrOCEAUIES ........ccueruerrierueeriertieienteeneesaeeeesseeseeseeneesseeneenseeeesaeeneesseesessens 1345
200 O R € <31 TS 1 TSRS 1345
12.11.2 Resource information container (RIC) ..........cccvveviieiiriiiieniiiiieeeeeie e 1346
12.11.3  Creation and handling of a reSoUIce requeSst.........ceoereerierirriereeierieeeeee e 1348
12.11.3.1  FTO Procedures........cceecueeueeierieieieeseestteie st eeeie et 1348
12.11.3.2 AP PrOCEAUIES ...c..eeuiieieiieiieee ettt ettt et eaeas 1349
13, MLME MESh PIOCEAUIES ......ccuieuiiieieieitieie ittt ettt ettt ettt st e e bt entesae et e sseeneeeneeneeseeeneas 1352
13.1  Mesh STA dePendenCies .......ccceeeeruirrieriieieiieiereeecerte et et et te st eeee et eneesaeeeeseesneesneennens 1352
[3.2 MESH QISCOVETY ...ttt ettt ettt sttt ettt et e st et e ese e ae et e saesseenneennans 1352
K 2570 B € <31 T<) 1 TSRS 1352
13.2.2  MeSh identifier.....cc.oeieiieieiece e 1352
13.2.3  MeSh PIOfIle ... 1353
13.2.4  Mesh STA CONfIGUIAtION ....eoviriiiieiieiieieee e 1353
13.2.5  Supplemental information for the mesh discoOvery ..........ceoverveiinieiiniienenenne, 1353
13.2.6  Scanning mesh BSSS .......ooiiiiii e 1354
13.2.7  Candidate peer mesh STA ......cooiiiiiieeeee e 1354
13.2.8  Establishing or becoming a member of a mesh BSS ............c.cooiiiiiiniininnn, 1354
13.2.9  Establishing mesh peerings.........ccccveoeririereiiene e e 1355
13.3  Mesh peering management (IMPM) ........oociiiiiiiiiiiiiieee e 1356
[3.3.1  GONCTAL....eieiiiiei ettt ettt neas 1356
13.3.2  State variable Management ..........cccerueeueruieiierieieee ettt 1357
13.3.3  Mesh authentication ..........cooeeieiieierieeiee e 1357
13.3.4  Mesh peering instance CONtroller..........coevueiirieririeiieeeee e 1358
13.3.4. 1 OVEIVIEW .ttt ettt ettt ettt et e bt et esaeeeesaeeneesaeennens 1358
13.3.4.2  Creating a new mesh peering instance...........cocceeeerveeeenereenereenens 1358
13.3.4.3  Deleting mesh peering inStances............cecereerereereeneeneseenieseeens 1359
13.3.5  Mesh peering instance SEleCtion ...........cceceereriererieieeieieee e 1359
13.3.6 MeSh PEETING OPCM.....eeuiiiieiiiieie ettt ettt ettt sttt st te st e e eneeneeeneeneas 1360
13.3.6.1  Generating Mesh Peering Open frames ............ccccoeeeeveeienenienencene 1360
13.3.6.2  Mesh Peering Open frame processing ..........cecceeeereereeneererneenennens 1360
Documents
Copyright © 2012 IEEE. Al rights reserved. Documient Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

13.3.7  Mesh peering CONTIMM .......cooiiiiiirieriieeieie ettt 1361

13.3.7.1  Generating Mesh Peering Confirm frames ...........cccceeceveerencenenen. 1361
13.3.7.2  Mesh Peering Confirm frame processing..........ccccceevevvereererreenennnne 1361
13.3.8 Mesh PEETing ClOSE ....cecuiruieiiiieieeiieie ettt ettt 1361
13.3.8.1  Generating Mesh Peering Close frames............cccceeeeeervniencieeinne 1361
13.3.8.2  Mesh Peering Close frame processing.........cceeeeeeeeeereeneesenreenenenns 1361
13.4  Mesh peering management finite state machine (MPM FSM)........ccccooiviiniiiiinineiieee 1361
13141 GENEIAL...uiiiiiiieiiitiictcc ettt ettt s s st ene e 1361
I3.4.2  SHALES ..veuiieeieteiet ettt ettt bbbt nes 1361
13.4.3  Events and aCtiONS ........ccerueieieiririinine ettt ettt st s sre e s see e eaeeneenenn 1362
13.4:4  TIIMCLS cueuiiieiieiieteitest ettt ettt et ettt sbe et et sae et eneenee 1363
13.4.5  State tranSItIONS ..c..cveveuieieiiriirie ettt ettt ettt st st sae et ere b bbb s e eanen 1364
13.4.6  IDLE SEAE ...cueiiueuirieeirieeieieeet ettt ettt ettt ettt 1365
13.4.7  OPN_SNT SALE...c.ccviiriiietirietirietertet ettt ettt st ne 1366
13.4.8  CNF _RCVD STALE ..ottt ettt 1366
13.4.9  OPN _RCVD StAte ....cecuiieiiieiirieiiietirtet ettt ettt ettt es 1367
13.4.10  ESTAB SALE ..c.eveuiieiiieiieeeieeetstett ettt ettt ettt nes 1368
13.4.11 HOLDING ST ....cveuervenietiietiieteietetet ettt ettt es sttt bes b sae e ssenes 1368
13.5 Authenticated mesh peering exchange (AMPE).........cocooiiiiiiiieiee e 1368
I3.5.1  OVEIVIEW ..ottt ettt sttt et ettt sbe e e sae et eneenen 1368
13.5.2  Security capabilities SE1ECtiON.........cccuerieiirieiee e 1369
13.5.2.1 Instance Pairwise Cipher Suite selection ...........cccereeciererienereenenne 1369
13.5.2.2  Group cipher suite SEleCtion.........cccuerueeiiirierieeiee e 1369
13.5.3  Construction and processing AES-SIV-protected Mesh Peering Management
TAINES .ttt ettt bbbttt 1370
13.5.4  Distribution of group transient keys in an MBSS...........ccooiiiiiiiniiiiiieeee, 1371
13.5.5  Mesh Peering Management frames for AMPE..............ccoooiiiininiiniee, 1371
13.5.5.1  GENETAL...cuoniiiiiiiciieiiccrtceeect et 1371
13.5.5.2  Mesh peering open for AMPE .........ccocoiiiiiiiiiie e 1371
13.5.5.3  Mesh peering confirm for AMPE ...........cocoooiiiiniiiiiieeeee 1372
13.5.5.4  Mesh peering close for AMPE.........ccccooiiiiiiiiiieeee e 1372
13.5.6  AMPE finite state MAChINE .......c.eoeruerierieieieieieinene et 1373
13.5.6.1  OVEIVIEW c.ouinieiieiieiieiieiceteet ettt ettt sttt 1373
13.5.6.2  Additional events and actions to MPM FSM..........ccccccccvvininincnne 1373
13.5.6.3  State tranSitionS ..c..cceecveeeeeuirerinintenienteteteree et s neene 1374
13.5.7  Keys and key derivation algorithm for the authenticated mesh peering
eXchange (AMPE)......c.oiiie e 1376
13.6  Mesh group key handshake...........ccooiiiiiiiiiii e 1377
13.6.1  GENEIAL...uiiuiiiiiieiiitiietcc ettt ettt st st 1377
13.6.2  Protection on mesh group key handshake frames...........cccooceiveiinincincenenene, 1377
13.6.3  Mesh Group Key Inform frame construction and processing............ccceeeevenenne. 1378
13.6.4  Mesh Group Key Acknowledge frame construction and processing .................. 1379
13.6.5  Mesh group key implementation considerations ............ccceecereerereeseeneeneneene. 1380
13,7 MESH SECUIIEY ...eeieie ettt ettt et ettt et s et e st et e eneenaeeneeseeeneeneennans 1380
13.8  Mesh path selection and metric framework ............ccooeiirieiiiiineeeee e 1380
I3.8.1  GENCIAL...uiiiiiiiieieiet ettt ettt e st eae e 1380
13.8.2  Extensible path selection framework ............ccceviriiniiinineeeeeee e 1380
13.8.3  Link mMetriC r€POItING .....cecuieuieiiiieieetieie ettt sttt eeeeee s 1381
13.9  AIrtime HNK MELIIC. ....coviriiiiriiiiicicicieiirr ettt sttt enee 1381
13.10 Hybrid wireless mesh protocol (HWMP) ......ccooiiiiiiiiiiieiieiee e 1382
I3.10.1  GENEIAL...eiiiiiiiiiiriietet ettt ettt ettt e 1382
[3.10.2  TermiNOLOZY . ... eeueeieeeuieieeieeteeieeie ettt ettt ettt ae e e st esteseeeaesseeteeseenteeneeeeeneenees 1383
13.10.3 On-demand path selection Mode...........cceecveiiriiiiiiinieeee e 1385
13.10.4 Proactive tree building mode ..........oooueiiriiiiiiiee e 1386
Documents
xlvi Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

13.10.4. 1 GENETAL....eeeeeiiiieeeeeee ettt e s eaaae e e e 1386

13.10.4.2 Proactive PREQ mechaniSm .........cccccceevieiiierieiiienieeieeee e 1386

13.10.4.3 Proactive RANN mechanism.........cccceceeeeeneneneneneneieneceeeenene 1386

13.10.5  ColloCAted STAS ..ccuervirtiiiiiieeieieie ettt ettt s enee 1387
13.10.6 Parameters for extensible path selection framework ............coccoeeevieiinienenenne. 1387
13.10.7 Addressing of HWMP Mesh Path Selection frame ...........cccoccveeiviecinvencnenne, 1387
13.10.8 General rules for processing HWMP elements............ccocvreeiieieneeciineeenenee, 1389
13.10.8.1  GeNETal ..ottt 1389
13.10.8.2 HWMP propagation ..........cccceeeeeruereerieniieieseeeienie e eeeseeeee e 1389

13.10.8.3 HWMP sequence nUMDEIING .........cccevueerieriierieeiieieeieene e 1389

13.10.8.4 Forwarding information ............cceceerereeienienenieeecee e 1390

13.10.8.5 Repeated attempts at path diSCOVEIY.......cccuerirrieiirieieeerieieceeene 1391

13.10.8.6 Limiting the rate of HWMP SN increments ..........cccceeeeeereeneeeennen. 1392

13.10.9 Path request (PREQ) ......coiioiiiiiee ettt 1392
13.10.9.1  GeneTal...c..oeeiieiiiiiiiiiiiierietceecectcteee et e 1392
13.10.9.2 FUNCHOMN ..ottt ettt ettt 1392

13.10.9.3 Conditions for generating and sending a PREQ element.................. 1392

13.10.9.4 PREQ element proCesSing.........cccceeeereriererienienieeeeneeneeseeeeeseenens 1400

13.10.10 Path 1eply (PREP) ....ccoeuiiiiirieiirieiie et 1402
13.10.10.1 GeNETal ..ottt 1402
13.10.10.2 FUNCHOMN ...veviieiintiiieirenieieeiteieetcet ettt ettt sae e s 1402
13.10.10.3 Conditions for generating and sending a PREP element .................. 1402
13.10.10.4 PREP element proCessing .........c.cceeeeeeuirueeseeeeeneeseeeneeseeneeseeeneenenns 1405

13.10.11 Path error (PERR) ..c.coueiiiiiriiiiie et 1406
I3.10. 111 GeNeTal...cueniiieiiciieiieiicicetetceee ettt et 1406
13.10.11.2 FUNCHOMN ...ttt ettt 1406
13.10.11.3 Conditions for generating and sending a PERR element.................. 1406
13.10.11.4 PERR element ProCesSINg........ccereeeeruerierierieniesieieeeeneeseeeseesneeaens 1410

13.10.12 Root announcement (RANN) .......ccciiiiiiiiieiie ettt et aee e ens 1410
13.10.12.1 GENETaAL ..ottt et 1410
13.10.12.2 FUNCHOMN ..ottt ettt ettt sne e s 1411
13.10.12.3 Conditions for generating and sending a RANN element................. 1411
13.10.12.4 RANN element reCeption........cceceeuerreeriieeereeeeieneeseeeneeeeeseeeeeeseeenens 1412

13.10.13 Considerations for support of STAs without mesh functionality ........................ 1413
13.11 Interworking with the DS ......cciiiii e e 1413
13.11.1 Overview of interworking between a mesh BSSand a DS ..........cccoooeiinene. 1413
13.11.2  Gate announcement (GANN) ....ccoecciiiiiieie ettt ae e e saeeaeeseneens 1414
I3.11.2.1 0 GeNETal ..ttt 1414
13.11.2.2 FUNCHOMN .ottt ettt ettt 1414

13.11.2.3 Conditions for generating and sending a GANN element ................ 1414

13.11.2.4 GANN element ProCEeSSING .......cceeruerreerrierierienriereeeeereseeseeseeseeeeeens 1415

13.11.3 Data forwarding at proxy mesh ates ...........ccceverieiirieriiieneeee e 1416
13,1131 GeneTal ..ttt e 1416
13.11.3.2 Forwarding of MSDUs from the MBSS to the DS ............ccccceoei. 1416

13.11.3.3 Forwarding of MSDUs from the DS to the MBSS .........cccoceiieeee 1416

13.11.4 Proxy information and proxy update ...........cecerereeririeirnieneeieseeese e 1418
I3.11.4.1  GeneTal ..ottt 1418
13.11.4.2  Proxy information ..........cceccerreienerrienieeienie e 1418

13.11.4.3  Proxy update (PXU) ......ccooieiiiieieiieeciee et 1419

13.11.4.4 Proxy update confirmation (PXUC) .......cccceeviririenieienieeieeeeee 1421

13.11.5 Mesh STA COIOCAtION .....eouerviieieieieieieicteere sttt 1422
13.12 Intra-mesh congestion CONLIOL ..........couiiuieiiiiieiieere et 1422
I3.12.1  GENCIAL...uiiiiiiiiiieitstct ettt sttt ettt et s e 1422
13.12.2 Congestion control signaling protocol............ccereririeriereniereeere e 1422

Documents
Copyright © 2012 IEEE. Al rights reserved. Documgnt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

13.13 Synchronization and beaconing in MBSSS........cccoociiiiiiiiiieieeee e 1423

13.13.1  TSF fOr MBSSS...ciiiiiiiiirintienesetetetet ettt sttt eve st 1423
13.13.2 Extensible synchronization framework ...........cccooeiiriiiininiiieeeee e, 1423
13.13.2.1  GeNETAL ..ttt 1423

13.13.2.2 Neighbor offset synchronization method............ccocevveieninienenenne 1423

13,133 BRACOMING ...coeeenieieeiieitieieeteete et ee et ee et e ste st et et este et e enteeneenteeneenseeneesseeneeeneeneas 1426
13.13.3.1 Beacon generation in MBSSS .........ccoooiiiiiiiiiiiieeee e 1426

13.13.3.2 Beacon reception for mesh STA .........ccooeiiiiiiieiiiereeeeeee 1426

13.13.4 Mesh beacon collision avoidance (MBCA)........cccveviieviieeiiecieeieeiee e 1426
13,1341 OVEIVIEW .ottt ettt sttt sttt 1426

13.13.4.2 Beacon timing advertiSement. ..........ccoceeeuereriereeieneeeere e 1427

13.13.4.3  TBTT SEIECHION ....eoviruiruiriiriiieieieicicteeeere ettt 1430

13.13.4.4 TBTT adjustment .........cceeeeerureieneeie ettt 1430

13.13.4.5 Frame transmission across reported TBTT .........ccccceviniininieiencnne 1432

13.13.4.6 Delayed beacon tranSmiSSIONS .........cccuerveeeerteereenueeeeneeneeseeeeseeeens 1432

13.14 Power save in amesh BSS......c.ocoiiiiiiii et 1432
13,141 GENEIAL...ueiiiiiiiiiiirtiett ettt ettt ettt s e e 1432
13.14.2  MeSh POWET MOAES ....couvieuieiiiiieieeieie ettt ettt eneenee e eneas 1433
13.14.2.1  GeNETal ..ottt e 1433

13.14.2.2 Peer-specific mesh power modes...........ccevuereerieeienieienieiee e 1433

13.14.2.3 Nonpeer mesh pOWer MOAEeS .......ceevererieierieiiriee e 1434

13.14.3 Mesh power mode indications and transitions...........cceceeveeeereeieneeseeseeereeenne. 1434
13.14.3.1  GeNETal ..ottt 1434

13.14.3.2 Transition to a higher activity level ............cocoriiiiniiineieeee 1435

13.14.3.3 Transition to a lower activity level ..........cccocoiinieiiiiienieeee 1435

13.14.4 TIM transmissions in an MBSS ... 1435
I3.14.5  TIM EYPES..cutiuiiieiieiteiieienterteeteete ettt ettt ettt b et sttt eb e b bt et b e s ennen 1435
13.14.6  Mesh awake WINAOW .......co.evuerieieiiiriicniinen ettt enees 1436
13.14.7  POWEL SAVE SUPPOTT ....veeueeeiiianiieieeeiieeniteeite et ee st et e st e et e bt e sabeesbeesateesbeesanesaneenee 1436
13.14.8 Operation in peer-specific and nonpeer mesh power modes ...........cccceevvereeeneenee. 1437
13.14.8.1  GeNETal ..ottt 1437

13.14.8.2  Operation in active MOde ........cceveerieriirrierieeieeiieesie e 1437

13.14.8.3 Operation in deep sleep mode for nonpeer mesh STAs.................... 1437

13.14.8.4 Operation in light sleep mode for a mesh peering .............cc.cceeueee. 1438

13.14.8.5 Operation in deep sleep mode for a mesh peering..........ccccooeeevenene 1438

13.14.8.6  Conditions for D0ze State..........cccecerererireneneneneieieereeeeeeeee 1438

13.14.9  Mesh peer SErviCe PEIiOdS. .....ocuerieruiruierieeiierieetieet ettt ettt ees 1439
13.14.9.1  General...c.coeeiiiiiiiiiieiiienicecceecctcee e 1439

13.14.9.2 Initiation of a mesh peer service period.........cccceeeeririerenennenenenne 1439

13.14.9.3 Operation during a mesh peer service period..........ccecevvrvererceenne 1440

13.14.9.4 Termination of a mesh peer service period..........ccceceeververenieneennen. 1440

13.14.10 MCCA use by power saving mesh STA ........cccooiiiiiiiiiieeeee e, 1441

14.  Frequency-Hopping spread spectrum (FHSS) PHY specification for the 2.4 GHz industrial,

scientific, and medical (ISM) Dand.........cc.cecuiieiiiiiiiii ettt ta e beeaae s 1442
14.1  Status of the Frequency Hopping PHY ......cooiiiiiiie e 1442
14.2 OVEIVIEW...euiiiiiiiiietiiteite sttt ettt ettt ettt ettt et st s at e s a e et et e eeneeaeenesaees 1442
14.2.1  Overview of FHSS PHY ..c..ooviiiiiiiiiiiii ettt 1442

14.2.2  FHSS PHY fUNCHONS ....ccuetiiiieieieiieiincneseestetetct ettt st enee 1442
14.2.2.1  GENETAL ...ttt 1442

14222  PLCP SUDIAYCT......oouiiiiiieie ettt 1442

14.2.2.3  PLME ..ottt e 1442

14224 PMD SUDIAYET ..ottt 1442

Documents
xlviii Copyright © 2012 ILEE. All nghtétesavednt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:32:20 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11-2012


http://www.avadocuments.com/doc/ieee-802-11-2012
http://www.avadocuments.com/doc/ieee-802-11-2012

