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Abstract: Mechanisms that provide IEEE Std 802.11 networks with fast initial link setup methods
that do not degrade the security offered by Robust Security Network Association (RSNA) already
defined in IEEE Std 802.11 are defined in this amendment.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards Docu-
ments

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE-SA”)
Standards Board. IEEE (“the Institute) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: merchantability; fitness for a particular purpose; non-
infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE disclaims
any and all conditions relating to: results; and workmanlike effort. IEEE standards documents are supplied “AS IS” and
“WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is [IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of'any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE does not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. An official IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://ieeexplore.iece.org or contact IEEE
at the address listed previously. For more information about the IEEE SA or IEEE’s standards development process,
visit the IEEE-SA Website at http:/standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http:/
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on the IEEE-SA Website at http://standards.ieee.org/about/
sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is willing or unwilling to grant
licenses under patent rights without compensation or under reasonable rates, with reasonable terms and conditions that
are demonstrably free of any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.11ai-2016, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area networks—
Specific requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications—Amendment 1: Fast Initial Link Setup.

This amendment defines mechanisms that provide IEEE 802.11 networks with fast initial link setup methods
that do not degrade the security offered by Robust Security Network Association (RSNA) already defined in
IEEE Std 802.11.
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IEEE Standard for Information technology—

Telecommunications and information exchange between systems
Local and metropolitan area networks—

Specific requirements

Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications

Amendment 1: Fast Initial Link Setup

NOTE—The editing instructions contained in this amendment define how to merge the material contained
therein into the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in beld italic. Four editing instructions are used: change, delete, insert,
and replace. Change is used to make corrections in existing text or tables. The editing instructions specify
the location of the change and describes what is being changed by using strikethreugh (to remove old mate-
rial) and underscore (to add new material). Delete removes existing material. Insert adds new material with-
out disturbing the existing material. Insertions may require renumbering. If so, renumbering instructions are
given in the editing instruction. Replace is used to make changes in figures or equations by removing the
existing figure or equation and replacing it with a new one.

2. Normative references

Insert the following references into Clause 2 in alphanumeric order:
FIPS 186-4, Digital Signature Standard (DSS).

IETF RFC 2131, Dynamic Host Configuration Protocol, March 1997.

IETF RFC 3279, Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile, April 2002.

IETF RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6), July 2003.

IETF RFC 3447, Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specification Version
2.1, February 2003.

IETF RFC 3490, Internationalizing Domain Names in Applications (IDNA), March 2003.
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IETF RFC 4862, IPv6 Stateless Address Autoconfiguration, September 2007.
IETF RFC 5116, An Interface and Algorithms for Authenticated Encryption, January 2008.

IETF RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile, May 2008.

IETF RFC 5295, Specification for the Derivation of Root Keys from an Extended Master Session Key
(EMSK), August 2008.

IETF RFC 5480, Elliptic Curve Cryptography Subject Public Key Information, March 2009.
IETF RFC 6696, EAP Extensions for the EAP Re-authentication Protocol (ERP), July 2012.
IETF RFC 6942, Diameter Support for the EAP Re-authentication Protocol (ERP), May 2013.

ISO/IEC 14888-3:2006, Information technology - Security techniques-Digital signatures with appendix-Part
3: Discrete logarithm based mechanisms.

NIST Special Publication 800-56A R2, Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography, May 2013.
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3. Definitions, acronyms, and abbreviations

3.1 Definitions
Insert the following new definitions into 3.1 in alphabetic order:

authenticated encryption with associated data (AEAD): A cipher mode that performs authenticated
encryption of a plain text, with associated data that is authenticated but not encrypted.

certificate authority (CA): An entity that vouches for the binding between a device’s identity, its public
key, and associated keying material (such as key validity period and key usage).

perfect forward secrecy (PFS): A property of a key agreement protocol that protects a session key derived
from a set of long-term public and private keys from being compromised if one of the (long-term) private
keys is compromised in the future.

trusted third party (TTP): An entity that is relied upon to vouch for two parties in a pairwise authentica-
tion protocol.

3.2 Definitions specific to IEEE Std 802.11

Insert the following new definitions into 3.2 in alphabetic order:

Extensible Authentication Protocol (EAP) reauthentication protocol (EAP-RP): A protocol, using the
EAP framework, that allows single round trip reauthentication with an Authentication Server after an initial
EAP authentication.

NOTE—IETF RFC 6696 uses “ERP” for the abbreviation of EAP reauthentication protocol; whereas, IEEE Std 802.11
uses “EAP-RP” because “ERP” stands for “Extended Rate PHY” in IEEE Std 802.11.

fast initial link setup (FILS): A collection of mechanisms that enable IEEE Std 802.11 networks to mini-
mize initial link setup time.

fast initial link setup category (FILSC): A value that indicates the priority category of the station (STA)
for fast initial link setup.

fast initial link setup station (FILS STA): A station that implements fast initial link setup (FILS) and for
which dotl 1FILSActivated is true.

fast initial link setup (FILS) association: A type of association used in fast initial link setup.
fast initial link setup (FILS) authentication: A type of authentication used in fast initial link setup.
integrity check key (ICK): A key used to integrity check FILS Authentication frames.

link setup: The process of discovering an extended service set (ESS), (secure) association and authentica-
tion, and gaining the ability to send higher layer [e.g., Internet Protocol (IP)] traffic with a valid higher layer
address through an access point (AP).

upstream network: An integrated local area network (LAN) to which an access point (AP) is connected
through a portal.
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Change the following definitions in 3.2:

group temporal key security association (GTKSA): The context resulting from a successful group
temporal key (GTK) distribution exchange via either a group key handshake, ex-a 4-way handshake, or fast
initial link setup (FILS) authentication.

pairwise transient key security association (PTKSA): The context resulting from a successful 4-way
handshake between a peer and Authenticator_or from a successful fast initial link setup (FILS)
authentication.

pre-robust security network association (pre-RSNA): The type of association used by a pair of stations
(STAs) if the procedure for establishing authentication or association between them did not include the
4-way handshake, was not fast initial link setup (FILS) authentication, and did not use FT protocol.

robust security network association (RSNA): The type of association used by a pair of stations (STAs) if
the procedure to establish authentication or association between them includes the 4-way handshake or FT
protocol, or is fast initial link setup (FILS) authentication. Note that existence of an RSNA between two
STAs does not of itself provide robust security. Robust security is provided when all STAs in the network
use RSNAs.

robust security network association (RSNA) key management: Key management that includes the 4-way
handshake, the group key handshake, authenticated mesh peering exchange, mesh group key handshake, and
the PeerKey handshake. If fast basic service set (BSS) transition (FT) is enabled, the FT 4-way handshake
and FT authentication sequence are also included. If fast initial link setup (FILS) is enabled, FILS
authentication is also included.

3.4 Abbreviations and acronyms

Insert the following new abbreviations/acronyms into 3.4:

AEAD authenticated encryption with associated data
ANO access network options
AP-CSN AP configuration sequence number
CA certificate authority
CAG Common Advertisement Group
EAP-RP EAP reauthentication protocol
FD FILS discovery
FILS fast initial link setup
FILSC fast initial link setup category
HLP higher layer protocol
ICK FILS integrity check key
PFS perfect forward secrecy
TTP trusted third party
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4. General description

4.5 Overview of the services

4.5.3 Services that support the distribution service and the PCP service

4.5.3.3 Association

Change the last paragraph of 4.5.3.3 as follows:

A STA learns what APs are present and what operational capabilities are available from each of those APs
and then invokes the association service to establish an association. A FILS STA is able to discover,

authenticate and associate with the AP with reduced number of frame transmissions. For details of how a
STA learns about what APs are present, see 11.1.4.

4.5.4 Access control and data confidentiality services
4.5.4.2 Authentication
Change 4.5.4.2 as follows:

IEEE 802.11 authentication operates at the link level between IEEE 802.11 STAs. IEEE Std 802.11 does not
provide either end-to-end (MSDU origin to MSDU destination) or user-to-user authentication.

IEEE Std 802.11 attempts to control LAN access via the authentication service. IEEE 802.11 authentication
is an SS. This service might be used by all STAs to establish their identity to STAs with which they
communicate, in both ESSs and IBSSs. If a mutually acceptable level of authentication has not been
established between two STAs, an association is not established.

IEEE Std 802.11 defines fivefewrIEEE 802.11 authentication methods: Open System authentication, Shared
Key authentication, FT authentication, and—simultaneous authentication of equals (SAE), and FILS
authentication. Open System authentication admits any STA to the DS. Shared Key authentication relies on
WEP to demonstrate knowledge of a WEP encryption key. FT authentication relies on keys derived during
the initial mobility domain association to authenticate the stations as defined in Clause 13. SAE
authentication uses finite field cryptography to prove knowledge of a shared password. FILS authentication
allows for faster connection to the network for FILS non-AP STAs by providing authentication, association,

and key confirmation information in an efficient number of frame exchanges (see 4.10.3.6). The IEEE

802.11 authentication mechanism also allows definition of new authentication methods.

An RSNA might support SAE authentication, FILS authentication, or both. An RSNA also supports authen-
tication based on IEEE Std 802.1X-2010, or preshared keys (PSKs) after Open System authentication. IEEE
802.1X authentication utilizes the EAP to authenticate STAs and the AS with one another. This standard
does not specify an EAP method that is mandatory to implement. See 12.6.5 for a description of the IEEE
802.1X authentication and PSK usage within an IEEE 802.11 IBSS.

In an RSNA, IEEE 802.1X Supplicants and Authenticators exchange protocol information via the
IEEE 802.1X Uncontrolled Port. The IEEE 802.1X Controlled Port is blocked from passing general data
traffic between two STAs until an IEEE 802.1X authentication procedure completes successfully over the
IEEE 802.1X Uncontrolled Port.
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SAE authentication erand Open System IEEE 802.11 authentication is-are used by non-DMG STAs in an
RSN for an infrastructure BSS. FILS authentication may be used by FILS STAs in an RSN for an infrastruc-
ture BSS. SAE authentication, Open System IEEE 802.11 authentication, or no IEEE 802.11 authentication
is used in an RSN for an IBSS. SAE authentication is used itfor an MBSS. In aAn RSNA, disalows-the-use
of Shared Key authentication is not used. In an RSN for DMG BSS, Open System IEEE 802.11 authentica-
tion is not used (12.2.4).

4.5.4.3 Deauthentication

Change 4.5.4.3 as follows:

The deauthentication service is invoked when an existing Open System, Shared Key, FT, e+-SAE, or FILS
authentication is to be terminated. Deauthentication is a SS.

In an ESS, because authentication is a prerequisite for association, the act of deauthentication causes the
STA to be disassociated. The deauthentication service can be invoked by either authenticated party (non-AP
STA or AP). Deauthentication is not a request; it is a notification. The association at the transmitting STA is
terminated when the STA sends a deauthentication notice to an associated STA. Deauthentication, and if
associated, disassociation can not be refused by the receiving STA except when management frame
protection is negotiated and the message integrity check fails.

T an RSN-ESS;-Open-System HEEE-Std-802-H-authentieationisrequired—In an RSN ESS, deauthentication

results in termination of any association for the deauthenticated STA. It also results in the IEEE 802.1X
Controlled Port for that STA, if used for this association, being disabled and deletes the pairwise transient
key security association (PTKSA). The deauthentication notification is provided to IEEE Std 802.1X-2010
via the MAC layer.

In an RSNA, deauthentication also destroys any related pairwise transient key security association
(PTKSA), group temporal key security association (GTKSA), station-to-station link (STSL) master key
security association (SMKSA), STSL transient key security association (STKSA), TPK security association
(TPKSA), integrity group temporal key security association (IGTKSA), mesh GTKSA, and mesh TKSA
that exist in the STA and closes the associated IEEE 802.1X Controlled Port, if used for this association. If
pairwise master key security association (PMKSA) caching is not enabled, deauthentication also deletes the
PMKSA or mesh PMKSA.

In an RSN IBSS, Open System authentication is optional, but a STA is required to recognize
Deauthentication frames. Deauthentication results in the IEEE 802.1X Controlled Port for that STA being
disabled and deletes the PTKSA.

4.5.4.5 Key management
Change 4.5.4.5 as follows:

The enhanced data confidentiality, data authentication, and replay protection mechanisms require fresh
cryptographic keys and corresponding security associations. The procedures defined in this standard provide

fresh keys by means of various protocols and handshakes. 5 5

> a
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4.5.4.8 Fast BSS transition
Change 4.5.4.8 as follows:

The FT mechanism defines a means for a STA to set up security and QoS parameters prior to reassociation
to a new AP. This mechanism allows time-consuming operations to be removed from the time-critical

reassociation process. When FILS authentication is used during a handover across mobility domains, the
overhead incurred during the FT initial mobility domain association in an RSN is further reduced.

4.10 IEEE Std 802.11 and IEEE Std 802.1X-2010
4.10.2 IEEE Std 802.11 usage of IEEE Std 802.1X-2010
Change the second paragraph of 4.10.2 as follows:

IEEE Std 802.11 depends upon IEEE Std 802.1X-2010 and various IEEE 802.11 protocols and handshakes
shake, described in Clause 12 and Clause 13, to establish and change cryptographic keys. Keys are estab-
lished after authentication has completed. Keys might change for a variety of reasons, including expiration
of an IEEE 802.1X authentication timer, key compromise, danger of compromise, or policy.

4.10.3 Infrastructure functional model overview
Insert new subclause 4.10.3.6 as follows:

4.10.3.6 AKM operations using FILS authentication
4.10.3.6.1 General

FILS authentication allows faster link setup to the network by performing authentication, association, and
key confirmation using four frames—two Authentication frames, one (Re)Association Request frame, and
one (Re)Association Response frame.

The following three FILS authentication methods are defined:

a)  FILS Shared Key authentication performed without perfect forward security (PFS)
b)  FILS Shared Key authentication performed with PFS
c) FILS Public Key authentication with PFS

FILS Shared Key authentication with and without PFS is described in 4.10.3.6.2.
FILS Public Key authentication exchange is described in 4.10.3.6.3.
4.10.3.6.2 AKM operations using FILS Shared Key authentication

A non-AP STA and an Authentication Server (AS) using FILS Shared Key authentication verify mutual pos-
session of a shared key (rRK) (as defined in IETF RFC 5295 and IETF RFC 6696) using Extensible Authen-
tication Protocol (EAP) reauthentication protocol (EAP-RP) signaling. EAP-RP signaling is encapsulated
using FILS wrapped data in an Authentication frame as shown in Figure 4-29a. A valid rRK is derived using
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a prior full authentication using the full EAP as defined in 4.10.3.2. This rRK can be used for multiple runs
of EAP-RP authentications as specified in IETF RFC 5295 and IETF RFC 6696.

STA/Supplicant AP/ Authenticator Trusted Third Party

Authentication

h 4

FILS Authentication Request

¥

FILS Authentication Response

Authentication

Asssociation Request

b A

Association Response

&

Figure 4-29a—FILS authentication using Authentication Server
4.10.3.6.3 AKM operations using FILS Public Key authentication
When using FILS Public Key authentication, it is assumed that both STAs using FILS have either:

— Obtained a public key certificate from a certificate authority (CA) and are capable of verifying each
other’s certificate during execution of FILS authentication procedures; or

— A priori knowledge of, and trust in, an uncertified public key.

The manner in which trust is obtained in certificates is outside the scope of this standard.

4.10.7 PMKSA caching
Change 4.10.7 as follows:

The Authenticator and Supplicant can cache PMKSAs, which include the IEEE 802.1X state. A PMKSA
can be deleted from the cache for any reason and at any time.

The STA can supply a list of PMK identifiers in the (Re)Association Request frame_or first FILS
Authentication frame. Each key identifier names a PMKSA; the PMKSA can contain a single PMK. The
Authenticator can specifyies the selected PMK key identifier in message 1 of the 4-way handshake_or the
second FILS Authentlcatlon frame The selectlon of the key identifiers to be included by the STA and
Authenticator w q ane-an 40 Way—ha ake-is out of
the scope of this standard.
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A FILS STA performing FILS authentication can supply a list of PMK identifiers in its initial Authentica-
tion frame. Each PMK identifier names a PMKSA: the PMKSA contains a single PMK. If the AP has

retained an identified PMKSA, it can facilitate a faster connection by identifying a single PMKSA in the
Authentication frame it transmits. The STA and AP can then use the PMK from the cached PMKSA to
authenticate. FILS APs that support PMK caching may identify themselves using a cache identifier. A FILS
STA that has successfully established a PMKSA at an AP identifying a particular cache identifier can
attempt to use PMK caching in a subsequent attempt with any AP that uses the same cache identifier.
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5. MAC service definition

5.2 MAC data service specification
5.2.3 MA-UNITDATA.indication

5.2.3.3 When generated

Change 5.2.3.3 as follows:

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer
entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. Frames are reported only
if they are validly formatted at the MAC sublayer, received without error, received with valid (or null)
security and integrity information, and their destination address designates the local MAC sublayer entity.

The MA-UNITDATA. indication primitive might also be passed from the MAC sublayer entity, in
coordination with the MAC sublayer management entity, to the LLC sublayer entity to indicate the arrival of
a FILS higher layer protocol (HLP) Container element.
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6. Layer management

6.3 MLME SAP interface

6.3.3 Scan

6.3.3.2 MLME-SCAN.request

6.3.3.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.3.2.2 as follows:

The primitive parameters are as follows:

MLME-SCAN.request(

. ) - ) _Cog ri
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BSSType,

BSSID,

SSID,

ScanType,
ProbeDelay,
ChannelList,
MinChannelTime,
MaxChannelTime,
RequestInformation,
SSID List,
ChannelUsage,
AccessNetworkType,
HESSID,

MeshlID,
DiscoveryMode,
FILSRequestParameters,

ReportingOption

APConfigurationSequenceNumber,

VendorSpecificlnfo
)
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Insert the following rows before the VendorSpecificInfo row in the parameter table in 6.3.3.2.2:
Name Type Valid range Description
FILSRequestParameters As defined in As defined in Used in determining whether
9.4.2.178 9.4.2.178 to transmit a Probe Response
frame. This parameter is
optionally present if dot11-
FILSActivated is true; other-
wise not present.
ReportingOption Enumeration IMMEDIATE, Indicates the result reporting
CHANNEL mode as described in 11.1.4.
SPECIFIC, This parameter is optionally
AT END present if dot11FILSActi-
vated is true; otherwise not
present.
APConfigurationSequen- Integer As defined in Indicates the configuration
ceNumber 9.4.2.182 sequence number for the static

information fields and ele-
ments as described in
11.1.4.3.7. This parameter is
optionally present if dot11-
FILSActivated is true and
BSSID is an individual MAC
address; otherwise not
present.

6.3.3.3 MLME-SCAN.confirm

6.3.3.3.1 Function

Change the first paragraph of 6.3.3.1 as follows:

This primitive returns the descriptions of the set of BSSs detected by the scan process. Multiple
MLME-SCAN.confirm primitives can be issued when the value of the ReportingOption parameter in the
MLME-SCAN.request primitive is CHANNEL SPECIFIC or IMMEDIATE. When the value of the
ReportingOption parameter is AT _END, or the ReportingOption parameter is not present, a single MLME-
SCAN.confirm primitive is issued.

6.3.3.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.3.3.2 as follows:

The primitive parameters are as follows:
MLME-SCAN.confirm(
BSSDescriptionSet,
BSSDescriptionFromMeasurementPilotSet,
BSSDescriptionFromFDSet,

ResultCode,
VendorSpecificlnfo
)
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Change the table in 6.3.3.3.2 as follows:

Name Type Valid range Description

Set of
BSSDescriptions

BSSDescriptionSet N/A The BSSDescriptionSet is returned to
indicate the results of the scan request. It
is a set containing zero or more

instances of a BSSDescription.

Set of BSS
DescriptionFrom
MeasurementPilots

N/A The
BSSDescriptionFromMeasurementPilo-
tSet is returned to indicate the results of
the scan request derived from measure-
ment pilots. It is a set containing zero or
more instances of a BSSDescription-
From-MeasurementPilot. Present if
dotl IRMMeasurementPilotActivated is
nonzero; otherwise not present.

BSSDescriptionFrom
MeasurementPilotSet

The BSSDescriptionFromFDSet is
returned to indicate the results of the
scan request derived from FILS Discov-
ery frames. It is a set containing zero or
more instances of a BSSDescription-
FromFD. Present if dot11FILSActivated
is true; otherwise not present.

Set of BSSDescrip-
tionFromFDs

BSSDescription-
FromFDSet

ResultCode

Enumeration

SUCCESS,
INTERMEDIATE_S-
CAN_RESULT,

Indicates the result of the MLME-
SCAN.confirm primitive. The INTER-
MEDIATE SCAN_RESULT is used to

report the discovered BSSs when the
value of the ReportingOption parameter
in the MLME-SCAN.request primitive
is CHANNEL_SPECIFIC or IMMEDI-
ATE and is valid if dot11FILSActivated
is true.

NOT_SUPPORTED

A set of elements Asdefinedin9.4.2.26 | Zero or more elements.

VendorSpecificlnfo
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Insert the following rows at the end of the second table in 6.3.3.3.2:

Name Type

Valid range

Description IBSS adoption

As defined in
9.4.2.177

CAG Number

As defined in
9.4.2.177

One or more Common
Advertisement Group
(CAGQG) tuples. Each CAG
Tuple describes the CAG
Version, Scope, and Par-
tial Advertisement Proto-
col ID. This parameter is
optionally present when
dot11FILSActivated is
true; otherwise not
present.

Do not adopt.

As defined in
9.4.2.187

Differentiated Initial
Link Setup

As defined in
9.4.2.187

Contains the values from
the Differentiated Initial
Link Setup element. It is
optionally present when
dot11FILSActivated is
true and if such an element
was present in the Probe
Response or Beacon
frame; otherwise not
present.

Do not adopt.

Insert the following text and table to the end of 6.3.3.3.2:

The BSSDescriptionFromFDSet parameter is present if dotl IFILSActivated is true; otherwise, it is not pres-
ent. Each BSSDescriptionFromFD consists of the parameters shown in the following table:

Name Type Valid range Description
BSSID MAC address N/A The BSSID of the found BSS.
SSID Octet String As defined in 9.4.2.2 | The SSID of the found BSS. This parameter is
present if the Short SSID Indicator in the
received FILS Discovery frame is equal to 0.
Short SSID Integer As defined in the The Short SSID of the found BSS. This parame-
9.4.2.171 ter is present if the Short SSID Indicator in the
received FILS Discovery frame is equal to 1.
FD Capability | As defined in As defined in The FD Capability contains the capabilities and
9.6.8.36 9.6.8.36 operational indications of the BSS. This param-
eter is optional.
Operating Integer As defined in The operating class of the advertised BSS.
class 9.4.1.37
Access Net- As defined in As defined in The advertised access network options of the
work Options | 8.4.2.91 8.4.291 BSS. This parameter is optional.
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Name Type Valid range Description

Primary Integer 1-255 The Primary Channel of the advertised BSS.

Channel The Primary Channel is defined within the indi-
cated Operating Class as shown in Annex E.
This parameter is optional.

FD RSN As defined in As defined in The information for robust security network.

Information 9.6.8.36 9.6.8.36 This parameter is optional.

Channel Integer 1-255 The channel frequency index of the 80 MHz

Center | channel of frequency segment 1 when the BSS

Frequency operates on an 80+80 MHz operating channel

Segment 1 width. This parameter is optional.

AP-CSN Integer As defined in The value of the Configuration Sequence Num-

9.42.182 ber in the found BSS. This parameter is

optional.

AP’s next Integer As defined in The information of next target beacon transmis-

TBTT Offset 9.6.8.36 sion time of the found BSS. This parameter is
optional.

Reduced As defined in As defined in The information of the Reduced Neighbor

Neighbor 9.4.2.171 9.4.2.171 Information field of the received FILS Discov-

Report ery frame. This parameter is optional.

FILS As defined in As defined in The information related to FILS authentication

Indication 9.4.2.183 9.4.2.183 and upper layer set up capabilities of the found
AP. This parameter is optional.

6.3.3.3.3 When generated
Change 6.3.3.3.3 as follows:

This primitive is generated by the MLME to report the operating environment of the STA. It is issued after
receiving an MLME-SCAN.request primitive or, if dotl 1FILSActivated is true, after receiving an MLME-
SCAN-STOP.request primitive following an MLME-SCAN.request primitive. as—arestlt-of-anMEME-

6.3.3.3.4 Effect of receipt
Change 6.3.3.3.4 as follows:

The SME is notified of the results of the scan procedure. If dotl 1 FILSActivated is true, these results might
be intermediate results, according to the value of ResultCode.
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Insert new subclause 6.3.3.4 as follows:

6.3.3.4 MLME-SCAN-STOP.request

6.3.3.4.1 Function

This primitive terminates any ongoing scan.

6.3.3.4.2 Semantics of the service primitive

The primitive has no parameters.

6.3.3.4.3 When generated

This primitive is generated by the SME in order to stop all ongoing active or passive scan processes in the
STA.

6.3.3.4.4 Effect of receipt

This request terminates all ongoing scan procedures.

6.3.5 Authenticate

6.3.5.2 MLME-AUTHENTICATE.request

6.3.5.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.5.2.2 as follows:

The primitive parameters are as follows:
MLME-AUTHENTICATE.request(

PeerSTAAddress,

AuthenticationType,
AuthenticateFailureTimeout,

Content of FT Authentication elements,
Content of SAE Authentication frame,
Multi-band local,

Multi-band peer,

Content of FILS Authentication frame,
VendorSpecificlnfo

)
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Change one row and insert one new row before the VendorSpecificInfo row in the parameter table in

6.3.5.2.2 as follows:
Name Type Valid range Description
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication
SHARED KEY, algorithm to use during the authentica-
FAST BSS TRANSITI | tion process.
ON, SAE,
FILS SHARED KEY
WITHOUT_PFS
FILS_SHARED
KEY WITH PFS
FILS PUBLIC KEY
Content of FILS Sequence of ele- As defined in 9.4.1.43, The set of elements and fields to be
Authentication ments and fields 9.4.141,9.4.2.25 included in the first message of the
frame 9.4.2.180,9.4.2.188, FILS authentication sequence, as
and 9.4.2.190 described in 12.12. Present if Authen-
ticationType indicates FILS SHARED
KEY WITHOUT PFS, FILS
SHARED KEY WITH PFES, or FILS
PUBLIC KEY: otherwise not present.

6.3.5.3 MLME-AUTHENTICATE.confirm

6.3.5.3.2 Semantics of the service primitive
Change the primitive parameter list in 6.3.5.3.2 as follows:

The primitive parameters are as follows:
MLME-AUTHENTICATE.confirm(

PeerSTAAddress,
AuthenticationType,
ResultCode,
Content of FT Authentication elements,
Content of SAE Authentication frame,
Multi-band local,
Multi-band peer,
Content of FILS Authentication frame,
VendorSpecificlnfo

)
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Change one row and insert a new row before the VendorSpecificInfo row in the parameter table in
6.3.5.3.2 as follows:
Name Type Valid range Description
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authenti-
SHARED KEY, cation algorithm to use during
FAST BSS TRANSITION, | the authentication process.
SAE, FILS SHARED
KEY WITHOUT_PES,
FILS_SHARED KEY_WI
TH_PFS
FILS PUBLIC KEY
Content of FILS Sequence of ele- As defined in 9.4.1.43, The set of elements and fields

Authentication frame

ments and fields

9.4.1.41,9.4.2.25.9.4.2.176,

included in the second mes-

9.4.2.180,9.4.2.188, and

sage of the FILS authentica-

tion sequence, as described in

12.12. Present if Authentica-
tionType indicates FILS
SHARED KEY WITHOUT
PFS, FILS SHARED KEY
WITH PES, or FILS PUBLIC

KEY: otherwise not present.

6.3.5.4 MLME-AUTHENTICATE.indication

6.3.5.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.5.4.2 as follows:

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication(

. ) - ) _Cog ri
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PeerSTAAddress,
AuthenticationType,
Content of FT Authentication elements,
Content of SAE Authentication frame,
Multi-band local,
Multi-band peer,
Content of FILS Authentication frame,

VendorSpecificInfo

)
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Change one row and insert a new row before the VendorSpecificInfo row in the parameter table in

6.3.5.4.2 as follows:
Name Type Valid range Description

AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authenti-
SHARED KEY, cation algorithm that was used
FAST BSS TRANSITION, | during the authentication
SAE, process.
FILS SHARED KEY_ WI
THOUT_PFS
FILS SHARED KEY_WI
TH_PFS
FILS_PUBLIC_KEY

Content of FILS Sequence of ele- As defined in 9.4.1.43, The set of elements and fields

Authentication frame

ments and fields

9.4.1.41,9.4.2.25.9.4.2.176

included in the first message of

9.4.2.180,9.4.2.188, and
9.4.2.190

the FILS authentication
sequence, as described in
12.12. Present if Authentica-
tionType indicates FILS
SHARED KEY WITHOUT
PFS, FILS SHARED KEY
WITH PFS, or FILS PUBLIC
KEY: otherwise not present.

6.3.5.5 MLME-AUTHENTICATE.response

6.3.5.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.5.5.2 as follows:

The primitive parameters are as follows:
MLME-AUTHENTICATE.response(
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PeerSTAAddress,

ResultCode,

Content of FT Authentication elements,
Content of SAE Authentication frame,
Multi-band local,

Multi-band peer,

Content of FILS Authentication frame,
VendorSpecificlnfo

)
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Insert a new row before the VendorSpecificInfo row in the parameter table in 6.3.5.5.2 as follows:

Name

Type

Valid range

Description

Content of FILS

Sequence of ele-

As defined in 9.4.1.43

Authentication
frame

ments and fields

9.4.1.41,9.4.2.25
9.4.2.180,9.4.2.188, and

The set of elements and fields to be
included in the second message of

the FILS authentication sequence, as

9.4.2.190

described in 12.12. Present if

AuthenticationType indicates FILS
SHARED KEY WITHOUT PFS,

FILS SHARED KEY WITH PFES., or

FILS PUBLIC KEY: otherwise not

present.

6.3.7 Associate

6.3.7.2 MLME-ASSOCIATE.request

6.3.7.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.2.2 as follows:

The primitive parameters are as follows:

MLME-ASSOCIATE.request(
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PeerSTAAddress,
ListenInterval,
Supported Channels,
RSN,
QoSCapability,

Content of FT Authentication elements,

SupportedOperatingClasses,
SM Power Save,
QoSTrafficCapability,
TIMBroadcastRequest,
EmergencyServices,

DMG Capabilities,
Multi-band local,
Multi-band peer,

MMS,

FILSHLPContainer,

FILSIPAddressAssignment,
VendorSpecificlnfo

)
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Insert two new rows before the VendorSpecificlnfo row in the parameter table in 6.3.7.2.2 as follows:

Name Type Valid range Description

FILSHLPContainer As defined in As defined in 9.4.2.184 A set of elements containing encapsu-
9.4.2.184 lated data of higher layer protocol frames
(e.g., DHCP message) that is transported
in FILS association. The parameter is
optionally present if dotl IFILSActi-
vated is true; otherwise not present.

FILSIPAddressAs- As defined in As defined in 9.4.2.185 An explicit request for an IP address. The
signment 9.4.2.185 request is either for a new IP address or
for a specified IP address. The parameter
is optionally present if dot11FILSActi-
vated is true; otherwise not present.

6.3.7.3 MLME-ASSOCIATE.confirm
6.3.7.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.3.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.confirm(

ResultCode,
CapabilityInformation,
AssociationlD,
EDCAParameterSet,
RCPI of Request,
RSNI of Request,
RCPI of Response,
RSNI of Response,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,
Extended Capabilities,
20/40 BSS Coexistence,
Timeoutlnterval,
BSSMaxIdlePeriod,
TIMBroadcastResponse,
QoSMapSet,
QMFPolicy,
DMG Capabilities,
Multi-band local,
Multi-band peer,
MMS,
FILSHLPContainer,

FILSIPAddressAssignment,
KeyDelivery,

Documents

38 Document Sharing Hub

ght © 2016 IEEE, All ri%hts reserved

Copyri .
Authorized licensed use limited to: Tsinghua Univerg . Downloaded on February 26,2026 at 00:44:33 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11ai-2016


http://www.avadocuments.com/doc/ieee-802-11ai-2016
http://www.avadocuments.com/doc/ieee-802-11ai-2016

IEEE Std 802.11ai-2016
IEEE Standard for Information technology—Local and metropolitan area networks—Specific requirements—
Part 11: Wireless LAN MAC and PHY Specifications—Amendment 1—Fast Initial Link Setup

VendorSpecificlnfo
)

Insert three new rows before the VendorSpecificInfo row in the parameter table in 6.3.7.3.2 as follows:

Name Type Valid range Description

FILSHLPContainer | As defined in As defined in 9.4.2.184 A set of elements containing encapsu-
9.4.2.184 lated data of higher layer protocol (HLP)
frames (e.g., DHCP message) that is
transported in FILS association. The
parameter is optionally present if dot11-
FILSActivated is true; otherwise not
present.

FILSIPAddressAs- As defined in As defined in 9.4.2.185 Contains the IP address of a network
signment 9.4.2.185 layer entity associated with the STA. The
parameter is optionally present if dot11-
FILSActivated is true; otherwise not

present.
KeyDelivery As defined in As defined in 9.4.2.186 Contains the KDE(s) and the Key RSC.
9.4.2.186 The parameter is present if dot11FILS-

Activated is true; otherwise not present.

6.3.7.4 MLME-ASSOCIATE.indication
6.3.7.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.4.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.indication(

PeerSTAAddress,
CapabilityInformation,
ListenInterval,
SSID,
OperationalRateSet,
BSSMembershipSelectorSet,
RSN,
QoSCapability,
RCPI,
RSNI,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,
DSERegisteredLocation,
HT Capabilities,
Extended Capabilities,
20/40 BSS Coexistence,
QoSTrafficCapability,
TIMBroadcastRequest,
EmergencyServices,
DMG Capabilities,
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Multi-band local,
Multi-band peer,
MMS,

VHT Capabilities,
FILSHLPContainer,

FILSIPAddressAssignment,
VendorSpecificlnfo

)

Insert two new rows before the VendorSpecificlnfo row in the parameter table in 6.3.7.4.2 as follows:

Name Type Valid range Description
FILSHLPContainer As defined in 9.4.2.184 As defined in 9.4.2.184 A set of elements contain-
ing encapsulated data of
higher layer protocol

frames (e.g., DHCP mes-
sage) that is transported in
FILS association. The
parameter is optionally
present if dot11FILSActi-
vated is true; otherwise

not present.
FILSIPAddressAssign- As defined in 9.4.2.185 As defined in 9.4.2.185 An explicit request for an
ment IP address. The request is

for a new IP address or a
specified IP address. The
parameter is optionally
present if dot11FILSActi-
vated is true; otherwise
not present.

6.3.7.5 MLME-ASSOCIATE.response
6.3.7.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.5.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.response(

PeerSTAAddress,
ResultCode,
AssociationID,
RCPI,
RSNI,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,

TimeoutInterval,
BSSMaxIdlePeriod,
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TIMBroadcastResponse,
QoSMapSet,

Multi-band peer,
FILSHLPContainer,
FILSIPAddressAssignment,

KeyDelivery,
VendorSpecificInfo

)

Insert three new rows before the VendorSpecificInfo row in the parameter table in 6.3.7.5.2 as follows:

Name Type Valid range Description
FILSHLPContainer As defined in 9.4.2.184 As defined in 9.4.2.184 A set of elements contain-
ing encapsulated data of
higher layer protocol

frames (e.g., a DHCP
message) transported in
FILS association. The
parameter is optionally
present if dot11FILSActi-
vated is true; otherwise

not present.
FILSIPAddressAssign- As defined in 9.4.2.185 As defined in 9.4.2.185 Contains the IP address of
ment a network layer entity

associated with the STA.
The parameter is option-
ally present if dot11FILS-
Activated is true;
otherwise not present.

KeyDelivery As defined in 9.4.2.186 As defined in 9.4.2.186 Contains KDE(s) and the
current Key RSC. The
parameter is present if

dot11FILSActivated is
true; otherwise not
present.
6.3.8 Reassociate
6.3.8.2 MLME-REASSOCIATE.request
6.3.8.2.2 Semantics of the service primitive
Change the primitive parameter list in 6.3.8.2.2 as follows:
The primitive parameters are as follows:
MLME-REASSOCIATE.request(
NewPCPorAPAddress,
ListenInterval,
Supported Channels,
RSN,
QoSCapability,
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Content of FT Authentication elements,
SupportedOperatingClasses,

SM Power Save,
QoSTrafficCapability,
TIMBroadcastRequest,
FMSRequest,
DMSRequest,
EmergencyServices,
DMG Capabilities,
Multi-band local,
Multi-band peer,
MMS,
FILSHLPContainer

FILSIPAddressAssignment,

VendorSpecificlnfo
)

Insert two new rows before the VendorSpecificlnfo row in the parameter table in 6.3.8.2.2 as follows:

Name

Type

Valid range

Description

FILSHLPContainer

As defined in
9.4.2.184

As defined in 9.4.2.184

A set of elements containing encap-
sulated data of higher layer protocol
frames (e.g., a DHCP message) that
is transported in FILS association.
The parameter is optionally present
if dot1 1FILSActivated is true; oth-
erwise not present.

FILSIPAddressAs-
signment

As defined in
9.4.2.185

As defined in 9.4.2.185

An explicit request for an IP
address. The request may be for a
new IP address or a specified IP
address. The parameter is option-
ally present if dot1 IFILSActivated
is true; otherwise not present.

6.3.8.3 MLME-REASSOCIATE.confirm

6.3.8.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.3.2 as follows:

The primitive parameters are as follows:
MLME-REASSOCIATE.confirm(
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ResultCode,
CapabilityInformation,
AssociationID,
EDCAParameterSet,
RCPI of Request,
RSNI of Request,
RCPI of Response,
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RSNI of Response,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,
Extended Capabilities,
20/40 BSS Coexistence,
Timeoutlnterval,
BSSMaxlIdlePeriod,
TIMBroadcastResponse,
FMSRespone,
DMSResponse,
QoSMapSet,

QMFPolicy,

DMG Capabilities,
Multi-band local,
Multi-band peer,

MMS,

FILSHLPContainer,

FILSIPAddressAssignment,

KeyDelivery,
VendorSpecificlnfo

)

Insert three new rows before the VendorSpecificInfo row in the parameter table in 6.3.8.3.2 as follows:

Name Type Valid range Description
FILSHLPContainer | As defined in As defined in 9.4.2.184 A set of elements containing encapsu-
9.4.2.184 lated dataset of higher layer protocol

frames (e.g., a DHCP message) that is
transported in FILS association. The
parameter is present if dotl 1FILSActi-
vated is true; otherwise not present.

FILSIPAddressAs- As defined in As defined in 9.4.2.185 Contains the IP address assigned to the
signment 9.4.2.185 STA for higher layer communication.

The parameter is present if dot11FILS-
Activated is true; otherwise not present.

KeyDelivery As defined in As defined in 9.4.2.186 Contains KDE(s) and the current Key
9.4.2.186 RSC. The parameter is present if dot11-
FILSActivated is true; otherwise not
present.

6.3.8.4 MLME-REASSOCIATE.indication
6.3.8.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.4.2 as follows:
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The primitive parameters are as follows:
MLME-REASSOCIATE.indication(
PeerSTAAddress,
CurrentAPAddress,
CapabilityInformation,
ListenInterval,
SSID,

OperationalRateSet,
BSSMembershipSelectorSet,

RSN,

QoSCapability,

RCPI,

RSNI,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,
DSERegisteredLocation,
HT Capeabilities,
Extended Capabilities,
20/40 BSS Coexistence,
QoSTrafficCapability,
TIMBroadcastRequest,
FMSRequest,
DMSRequest,
EmergencyServices,
DMG Capabilities,
Multi-band local,
Multi-band peer,

MMS,

VHT Capabilities,
FILSHLPContainer

FILSIPAddressAssignment,
VendorSpecificInfo

)
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Insert two new rows before the VendorSpecificlnfo row in the parameter table in 6.3.8.4.2 as follows:

Name Type Valid range Description
FILSHLPContainer As defined in As defined in 9.4.2.184 A set of elements containing
9.4.2.184 encapsulated data of higher
layer protocol frames (e.g., a
DHCP message) that is

transported in FILS reasso-
ciation. The parameter is
optionally present if dot11-
FILSActivated is true; other-
wise not present.

FILSIPAddressAssign- As defined in As defined in 9.4.2.185 An explicit request for an IP
ment 9.4.2.185 address. The request may be
for a new IP address or a
specified IP address. The
parameter is optionally pres-
ent if dotl IFILSActivated is
true; otherwise not present.

6.3.8.5 MLME-REASSOCIATE.response
6.3.8.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.5.2 as follows:

The primitive parameters are as follows:
MLME-REASSOCIATE.response(

PeerSTAAddress,
ResultCode,
AssociationlD,
RCPI,
RSNI,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,
Timeoutlnterval,
BSSMaxlIdlePeriod,
TIMBroadcastResponse,
FMSResponse,
DMSResponse,
QoSMapSet,
Multi-band peer,
FILSHLPContainer

FILSIPAddressAssignment,

KeyDelivery,
VendorSpecificlnfo

)
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Insert three new rows before the VendorSpecificInfo row in the parameter table in 6.3.8.5.2 as follows:

Name Type Valid range Description
FILSHLPContainer As defined in As defined in 9.4.2.184 A set of elements containing
9.4.2.184 encapsulated data of higher
layer protocol frames (e.g., a
DHCP message) that is

transported in FILS reassoci-
ation. The parameter is
optionally present if dot11-
FILSActivated is true; other-
wise not present.

FILSIPAddressAssign- As defined in As defined in 9.4.2.185 Contains the IP address of a
ment 9.4.2.185 network layer entity associ-
ated with the STA. The
parameter is optionally pres-
ent if dot11FILSActivated is
true; otherwise not present.

KeyDelivery As defined in As defined in 9.4.2.186 Contains KDE(s) and the
9.4.2.186 current Key RSC. The
parameter is present if dotl1-
FILSActivated is true; other-
wise not present.

6.3.11 Start
6.3.11.2 MLME-START.request
6.3.11.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.11.2.2 as follows:

The primitive parameters are as follows:
MLME-START.request(

SSID,
BSSType,
BeaconPeriod,
DTIMPeriod,
CF parameter set,
PHY parameter set,
IBSS parameter set,
NAVSyncDelay,
CapabilityInformation,
BSSBasicRateSet,
OperationalRateSet,
Country,
IBSS DFS Recovery Interval,
EDCAParameterSet,
DSERegisteredLocation,
HT Capabilities,
HT Operation,
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BSSMembershipSelectorSet,
Extended Capabilities,
20/40 BSS Coexistence,
Overlapping BSS Scan Parameters,
MultipleBSSID,
Interworkinglnfo,
AdvertisementProtocollnfo,
RoamingConsortiumInfo,
Mesh ID,

Mesh Configuration,
QMFPolicy,

DMG Capabilities,
Multi-band,

MMS,

DMG Operation,
Clustering Control,

CBAP Only,

PCP Association Ready,
VHT Capabilities,

VHT Operation,

Known OUIs

VendorSpecificlnfo
)

Change the following row in the parameter table in 6.3.11.2.2:

Name Type Valid range Description
MultipleBSSID As defined in Multiple As defined in Multiple This element is optionally
BSSID Element in BSSID Element in present when dot11RM-
9.4.2.46 9.4.2.46 MeasurementPilotActi-
vated is a value between 2
and 7 and the AP is a

member of a Multiple
BSSID Set (see 11.11.14)
with two or more mem-
bers, or if dot11Mul-
tiBSSIDA tivated is true.
This element is present
when dot11FILSActi-
vated is true and the AP is

a member of a Multiple
BSSID Set with two or
more members.
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Insert one new row before the VendorSpecificInfo row in the parameter table in 6.3.11.2.2 as follows:

Name Type Valid range Description
Known OUlIs A set of OUISs, each of N/A Zero or more OUISs that
which is as defined in specify the OUIs known
9.4.1.32 by the AP. The AP uses
the known OUIs to deter-

mine if it should respond
to the Probe Request
frame as defined in
11.1.4.3.4.

Insert new subclause 6.3.105 as follows:

6.3.105 FILS Container

6.3.105.1 General

This mechanism supports the process of IP address setup with a peer MAC entity.

6.3.105.2 MLME-FILSContainer.request

6.3.105.2.1 Function

This primitive requests transmission of the FILS Container frame with a specified peer MAC entity.
6.3.105.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-FILSContainer.request(

Peer MAC Address,

FILSIPAddressAssignment,

VendorSpecificlnfo

)

Name Type Valid range Description
Peer MAC Address MACAddress Any valid individual Specifies the address of
MAC address the peer MAC entity.
FILSIPAddressAssign- FILS IP Address Assign- As defined in 9.4.2.185 The request may be for a
ment ment element new IP address or a speci-
fied IP address.
VendorSpecificlnfo A set of elements As defined in 9.4.2.26 Zero or more elements.
Documents
48 Document Sharing Hub

ght © 2016 IEEE, All ri%hts reserved

Copyri .
Authorized licensed use limited to: Tsinghua Univerg . Downloaded on February 26,2026 at 00:44:33 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11ai-2016


http://www.avadocuments.com/doc/ieee-802-11ai-2016
http://www.avadocuments.com/doc/ieee-802-11ai-2016

IEEE Std 802.11ai-2016
IEEE Standard for Information technology—Local and metropolitan area networks—Specific requirements—
Part 11: Wireless LAN MAC and PHY Specifications—Amendment 1—Fast Initial Link Setup

6.3.105.2.3 When generated
This primitive is generated by the SME for a STA to request I[P Address setup from the AP.
6.3.105.2.4 Effect of receipt

This primitive requests IP Address setup. In the case that a response is received from the AP, the MLME
subsequently issues an MLME-FILSContainer.confirm primitive that reflects the results.

6.3.105.3 MLME-FILSContainer.confirm

6.3.105.3.1 Function

This primitive reports the results of an IP Address setup with an AP.
6.3.105.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-FILSContainer.confirm(

Peer MAC Address,

FILSIPAddressAssignment,

VendorSpecificInfo

)

Name Type Valid range Description
Peer MAC Address MACAddress Any valid individual Specifies the address of
MAC address the peer MAC entity.

FILSIPAddressAssign- FILS TP Address Assign- As defined in 9.4.2.185 IP address information.
ment ment element
VendorSpecificInfo A set of elements As defined in 9.4.2.26 Zero or more elements.

6.3.105.4 MLME-FILSContainer.indication

6.3.105.4.1 Function

This primitive indicates receipt of a request of IP Address setup.
6.3.105.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-FILSContainer.indication(

Peer MAC Address,
FILSIPAddressAssignment,
VendorSpecificInfo
)
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