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Abstract: This amendment defines modifications to both the IEEE 802.11 medium access control
layer (MAC) and physical layers (PHY). Compared to IEEE Std 802.11™-2020 it enables absolute
and relative position estimation with higher accuracy, and reduces wireless medium utilization and
power consumption, is scalable to dense deployments, and includes security features.

Keywords: direction measurement, Fine Timing Measurement (FTM), IEEE 802.11™,
IEEE 802.11az™, positioning, ranging
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE Standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers are not necessarily members of IEEE
or IEEE SA and participate without compensation from IEEE. While IEEE administers the process and
establishes rules to promote fairness in the consensus development process, IEEE does not independently
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained
in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant or
represent that the use of the material contained in its standards is free from patent infringement. IEEE
standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE is the approved IEEE
standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements
made by volunteers may not represent the formal position of their employer(s) or affiliation(s).

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board of
Governors are not able to provide an instant response to comments, or questions except in those cases where
the matter has previously been addressed. For the same reason, IEEE does not respond to interpretation
requests. Any person who would like to participate in evaluating comments or in revisions to an IEEE standard
is welcome to join the relevant IEEE working group. You can indicate interest in a working group using the
Interests tab in the Manage Profile & Interests area of the IEEE SA myProject system.1 An IEEE Account is
needed to access the application.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

I Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https://standards.ieee.org/content/ieee-standards/en/about/contact/index.html.
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Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright
to the documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://
www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata
Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the

Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE Standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.

4 Available at: https://standards.ieee.org/standard/index.html.
3 Available at: https:/standards.ieee.org/about/sasb/patcom/materials.html.
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filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. IEEE Standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This introduction is not part of IEEE Std 802.11az-2022, IEEE Standard for Information Technology—
Telecommunications and Information Exchange Between Systems—Local and Metropolitan Area Networks—
Specific Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications—Amendment 4: Enhancements for Positioning.

This amendment defines modifications to both the IEEE 802.11 medium access control layer (MAC) and
physical layers (PHY). It enables absolute and relative position estimation with higher accuracy executing
on the same PHY-type. Further, it reduces existing wireless medium utilization and power consumption, is
scalable to dense deployments, and includes security features.
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IEEE Standard for Information Technology—
Telecommunications and Information Exchange between Systems
Local and Metropolitan Area Networks—

Specific Requirements

Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications

Amendment 4: Enhancements for Positioning

(This amendment is based on IEEE Std 802.11™-2020 as amended by IEEE Std 802.11ax™-2021,
IEEE Std 802.3ay™-2021, IEEE Std 802.3ba™-2021, and IEEE Std 802.11™-2020/Cor 1-2022.)

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strikethreugh (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make
changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editorial
instructions, change markings and this NOTE will not be carried over into future editions because the changes will be
incorporated into the base standard.®

% Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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1. Overview

1.3 Supplementary information on purpose

Insert the following item at the end of the dashed list in 1.3:

— Defines mechanisms for the determination of absolute and relative position with secure measurement
and measurement results exchange.
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3. Definitions, acronyms, and abbreviations

3.2 Definitions specific to IEEE Std 802.11

Insert new definitions into 3.2 in alphabetical order as follows:

enhanced directional multi-gigabit (EDMG) secure ranging physical layer (PHY) protocol data unit
(PPDU): An EDMG single user (SU) PPDU that contains secure training (TRN) subfields in the training
(TRN) field to enable secure ranging with physical layer (PHY) level security.

HE-LTF repetitions: Multiple transmissions of HE-LTF symbols in an HE Ranging NDP or HE TB
Ranging NDP, where an HE-LTF repetition value of 1 indicates no repetitions, and, for example, a value of
2 or 3 would indicate twice or three times as many HE-LTF symbols, respectively.

LMR frame: A Location Measurement Report frame.

non-TB ranging: A ranging measurement procedure that uses NDP, and is not initiated by a Ranging
Trigger frame.

Null-SAC-HE-LTF: An HE-LTF present in an initiating STA (ISTA) to a responding STA (RSTA) null
data PPDU (NDP), or RSTA to ISTA NDP in the ranging frame exchange, resulting from a mismatch of
sequence authentication code (SAC) subfield in the STA Info field of a Ranging NDP Announcement frame,
or the SAC subfield in the Trigger Dependent User Info field in the Ranging Secure Sounding Trigger
frame, with either the value of the Validation SAC subfield in the Secure HE-LTF Parameters element in the
last transmitted FTM frame, or the last transmitted Location Measurement Report frame to the ISTA, or is
equal to 0. The TXVECTOR LTF KEY and LTF IV parameter corresponding to this LTF are set to
generate any secure HE-LTF or null.

PASN Authentication frame: Authentication frame used in preassociation security negotiation.
Passive Sounding Ranging Trigger frame: A Ranging Trigger frame of Passive Sounding subvariant.
Poll Ranging Trigger frame: A Ranging Trigger frame of Poll subvariant.

preassociation security negotiation (PASN): A mechanism to establish security association and allow
management frame protection prior to association.

preassociation security negotiation station (STA): A STA that implements preassociation security
negotiation (PASN).

Report Ranging Trigger frame: A Ranging Trigger frame of Report subvariant.

robust Action No Ack frame: An Action No Ack frame with a category value specified in 9.4.1.11
(Table 9-51) of IEEE Std 802.11 with Yes in the Robust column.

Secure Sounding Ranging Trigger frame: A Ranging Trigger frame of Secure Sounding subvariant.
Sounding Ranging Trigger frame: A Ranging Trigger frame of Sounding subvariant.
unassociated range negotiation and measurement management frame protection required

(URNM-MFPR): A security policy that specifies whether ranging frames are required to be protected
without association.
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unassociated range negotiation and measurement management frame protection required exempt
20 MHz (URNM-MFPR-X20): A security policy that specifies whether ranging frames are required to be
protected without association if bandwidth greater than 20 MHz is used.

3.4 Acronyms and abbreviations

Insert new abbreviations into 3.4 in alphabetical order as follows:

FPBT first path beamforming training
FTM fine timing measurement

FTMR fine timing measurement request
I2R ISTA to RSTA

IFTM initial fine timing measurement
IFTMR initial fine timing measurement request
ISTA initiating STA

LMR Location Measurement Report
PSTA passive STA

PSTOA phase shift time of arrival

R2I RSTA to ISTA

RSTA responding STA

RSID ranging session Identifier

SAC sequence authentication code

Please note that instances of “initial fine timing measurement request” will be changed to “IFTMR” as
appropriate in the next revision of IEEE Std 802.11.

Please note that instances of “fine timing measurement” will be changed to “FTM” as appropriate in the
next revision of IEEE Std 802.11.
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4. General description

4.3 Components of the IEEE 802.11 architecture
4.3.19 Wireless network management
Change the title and content of 4.3.19.19 as follows:

4.3.19.19 Fine timing measurement_(FTM)

The Fine-timing-measurement-FTM procedure allows a STA to accurately measure the round trip time

(RTT) between it and another STA. If used with multiple peer STAs, the STA can track changes in its
relative position with those peer STAs If the absolute p0s1t10n of the peer STAs is known, then the STA can
determine 1ts absolute position. With-th Ar-tran ine 5 a

executes the FTM Drocedure with multlple peers and uses the resultm,q relative location estimates alon,q with

the absolute position of each of the peers to determine its position in geospatial coordinates.

The STA can also estimate the direction of the transmission (angle of departure) of frames transmitted to and

reception (angle of arrival) of frames received from a peer STA, allowing for estimating position using
measurements obtained from frame exchanges with a single peer.

An FTM session is negotiated to determine range estimates by executing one of the measurement exchanges
listed below:

— EDCA based exchange of FTM frames where location estimates are based on time of departure and
time of arrival of the exchanged FTM frames and their corresponding acknowledgments. When the
negotiated FTM session is over EDMG, security parameters can be negotiated to ensure that the
measurement exchange is executed with the intended peer.

— Trigger-based (TB) measurement where location estimates are based on the execution of the
trigger-based measurement exchange. This mode of operation allows for the execution of the
measurement exchange between a responding STA (RSTA) and multiple initiating STAs (ISTAs) at
the same time. Optionally, the TB measurement session can be negotiated to enable security
parameters enabling mechanisms to ensure that the measurement exchange is executed with the
intended peer.

— Non-Trigger-based (non-TB) measurement where location estimates are based on the execution of

the non-TB measurement exchange. Optionally, the non-TB measurement session can be negotiated

to enable security parameters enabling mechanisms to ensure that the measurement exchange is
executed with the intended peer.

— A passive trigger-based (TB) Ranging measurement exchange is defined where a STA can
determine its location based on periodic measurement reports from other STAs that execute the
passive TB ranging measurement exchange amongst themselves.

The preassociation security negotiation protocol establishes a PTKSA for the exchange of protected frames
without association, for example for establishing a secure FTM session and performing the corresponding
secure measurement exchange between two unassociated peers.
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4.5 Overview of the services

4.5.4 Access control and data confidentiality services
4.5.4.2 Authentication

Change the third and fourth paragraphs of 4.5.4.2 as follows:

IEEE Std 802.11-2020 defines five-six IEEE 802.11 authentication methods: Open System authentication,
Shared Key authentication, FT authentication, (IEEE Std 802.11-2020) simultaneous authentication of
equals (SAE), and-FILS authentication_(IEEE Std 802.11-2020) and preassociation security negotiation
(PASN) authentication. Open System authentication admits any STA to the DS. Shared Key authentication
relies on WEP to demonstrate knowledge of a WEP encryption key. FT authentication relies on keys derived
during the initial mobility domain association to authenticate the stations as defined in Clause 13. SAE
authentication uses finite field cryptography to prove knowledge of a shared password. FILS authentication
allows for faster connection to the network for FILS non-AP STAs by providing authentication, association,
and key confirmation information in an efficient number of frame exchanges (see 4.10.3.6). PASN
authentication allows for the protection of Management frames without association by establishing a
PTKSA using authentication frames. The IEEE 802.11 authentication mechanism also allows definition of
new authentication methods, or any combination of these authentication methods.

An RSNA might support one or more of the following authentication methods: SAE authentication, FILS
authentication, or—beth PASN authentication. An RSNA also supports authentication based on IEEE
Std 802.1X-2010, or preshared keys (PSKs) after Open System authentication. IEEE 802.1X authentication
utilizes the EAP to authenticate STAs and the AS with one another. This standard does not specify an EAP
method that is mandatory to implement. See 12.6.5 for a description of the IEEE 802.1X authentication and
PSK usage within an IEEE 802.11 IBSS.

Insert a new paragraph at the end of 4.5.4.2 as follows:

PASN authentication is used in an RSN for an infrastructure BSS when it is based on a PMKSA established
by another RSN authentication protocol. Otherwise, it does not guarantee mutual authentication, and can be
used as a non-RSN protocol in an infrastructure BSS.
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6. Layer management

6.3 MLME SAP interface

6.3.5 Authenticate

6.3.5.2 MLME-AUTHENTICATE.request

6.3.5.2.2 Semantics of the service primitive

Change the text of 6.3.5.2.2 as follows:

The primitive parameters are as follows:
MLME-AUTHENTICATE.request(

PeerSTAAddress,

AuthenticationType,
AuthenticateFailureTimeout,

Content of FT Authentication elements,
Content of SAE Authentication frame,
Multi-band local,

Multi-band peer,

Content of FILS Authentication frame,
Content of PASN Authentication frame,
VendorSpecificInfo

)

Insert a new row above the row for “VendorSpecificInfo” in the unnumbered table in 6.3.5.2.2 as follows

(unchanged rows not shown):

Name Type Valid range Description
Content of PASN Sequence of As defined in 12.13.3.2, The set of elements and fields to be
Authentication frame | elements and 9.4.2.24,9.4.2.241, included in PASN Authentication
fields 9.4.2.187,9.4.2.303, frames. Present if AuthenticationType
9.4.2.48 indicates PASN authentication and
dot11PASNActivated is true,
otherwise not present.

6.3.5.3 MLME-AUTHENTICATE.confirm

6.3.5.3.2 Semantics of the service primitive

Change the text of 6.3.5.3.2 as follows:

The primitive parameters are as follows:
MLME-AUTHENTICATE.confirm(

PeerSTAAddress,

AuthenticationType,

ResultCode,

Content of FT Authentication elements,
Content of SAE Authentication frame,
Multi-band local,

29

Copyright © 2023 IEEE. All rights reserved.

Full document details: IEEE 802.11az-2022

Documents

Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:48:43 UTC from IEEE Xplore. Restrictions apply.


http://www.avadocuments.com/doc/ieee-802-11az-2022
http://www.avadocuments.com/doc/ieee-802-11az-2022

IEEE Std 802.11az-2022

IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements—
Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 4: Enhancements for Positioning

Multi-band peer,

Content of FILS Authentication frame,
Content of PASN Authentication frame,

VendorSpecificInfo
)

Change the row for “AuthenticationType” and insert a new row above the row for “VendorSpecificlnfo”
in the unnumbered table in 6.3.5.3.2 as follows (unchanged rows not shown):

Name Type Valid range Description
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication
SHARED KEY algorithm that was used during the
FAST BSS TRANSITION, | authentication process. This value
SAE, FILS SHARED matches the AuthenticationType
KEY_ WITHOUT_PFS, parameter specified in the corresponding
FILS SHARED _KEY_WI MLME-AUTHENTICATE.request
TH_PEFS, primitive.
FILS PUBLIC_KEY,
PASN
Content of PASN Sequence of As defined in 12.13.3.2, The set of elements and fields to be
Authentication frame | elements and 9.42.241,9.4.2.24, included in PASN Authentication frames.
fields 9.4.2.187,9.4.2.303, Present if AuthenticationType indicates
9.4.2.48 PASN authentication and
dotl1 IPASNActivated is true, otherwise
not present.

6.3.5.4 MLME-AUTHENTICATE.indication

6.3.5.4.2 Semantics of the service primitive

Change the text of 6.3.5.4.2 as follows:

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication(

PeerSTAAddress,
AuthenticationType,

Content of FT Authentication elements,
Content of SAE Authentication frame,

Multi-band local,
Multi-band peer,

Content of FILS Authentication frame,
Content of PASN Authentication frame,

VendorSpecificInfo
)
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Change the row for “AuthenticationType” and insert a new row above the row for “VendorSpecificlnfo”
in the unnumbered table in 6.3.5.4.2 as follows (unchanged rows not shown):

Name Type Valid range Description
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication
SHARED KEY, algorithm that was used during the
FAST BSS TRANSITION, authentication process. This value
SAE, matches the AuthenticationType
FILS SHARED KEY WIT | parameter specified in the
HOUT PFS, corresponding
FILS SHARED KEY WIT | MLME-AUTHENTICATE.request
H _PFS, primitive.
FILS_PUBLIC_KEY, PASN
Content of PASN Sequence of As defined in 12.13.3.2, The set of elements and fields to be
Authentication frame | elements and 9.4.2.24,9.4.2.241, included in PASN Authentication
fields 9.4.2.187,9.4.2.303,9.4.2.48 | frames. Present if AuthenticationType
indicates PASN authentication and
dot]1 1IPASNActivated is true,
otherwise not present.

6.3.5.5 MLME-AUTHENTICATE.response
6.3.5.5.2 Semantics of the service primitive
Change the text of 6.3.5.5.2 as follows:

The primitive parameters are as follows:
MLME-AUTHENTICATE.response(

PeerSTAAddress,
ResultCode,
Content of FT Authentication elements,
Content of SAE Authentication frame,
Multi-band local,
Multi-band peer,
Content of FILS Authentication frame,
Content of PASN Authentication frame,
VendorSpecificInfo

)

Insert a new row above the row for “VendorSpecificInfo” in the unnumbered table in 6.3.5.5.2 as follows
(unchanged rows not shown):

9.4.2.187,9.4.2.303,

Name Type Valid range Description
Content of PASN Sequence ofelements | As defined in The set of elements and fields to be
Authentication frame | and fields 12.13.3.2,9.4.2.24, included in PASN Authentication frames.

Present if AuthenticationType indicates

9.4.2.48 PASN authentication and
dot11PASNActivated is true, otherwise
not present.
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6.3.56 Fine timing measurement (FTM)
6.3.56.1 General
Change the first paragraph of 6.3.56.1 as follows:

The following set of primitives supports triggering i i
procedure,—and-the exchange of FTM 1nf0rmat10n—ffem—eﬂe—SM-E—te—aﬁe%her— between two SMEs The

informative diagram in Figure 6-17 depicts shews-the-use-of these-primitives-and-various points in time that
are of interest to the FTM procedure.

Change the title of Figure 6-17 as follows:

STAA STAB
SME MLME Antenna Antenna MLME SME
| MLME FINETIMINGMSMTRQ
Fine Timing frame -request
| MLME-FINETIMINGMSMTRQ ‘/MeasurementReques\ it
b .indication

MLME-FINETIMINGMSMT

request ‘/M Fine Timing t2
P MLME-FINETIMINGMSMT

/Ack 3 .indication

MLME-FINETIMINGMSMT |,
.confirm

/

Figure 6-17—Fine-timing-measurement-FTM primitives and timestamps capture for EDCA
based ranging measurement exchange

Insert a new paragraph followed by Figure 6-17a, Figure 6-17b, and Figure 6-17c in 6.3.56.1 after
Figure 6-17 as follows:

The structure of the FTM protocol and its relationship with the SME and MLME interface is shown in the
three figures below: Figure 6-17a—FTM primitives and timestamps reporting capture for non-TB ranging
measurement exchange; Figure 6-17b—FTM primitives and timestamps reporting capture for TB ranging
measurement exchange; Figure 6-17c—FTM primitives and timestamps reporting capture for passive TB
ranging measurement exchange.

STAA (ISTA) STA B (RSTA)
SME MLME MLME SME

MLME-FINETIMINGMSMT |

-request " Rane:
anglng NDPA\

MLME—FINET}MINGMSMT K (2 t3)/

.confirm R2I LMR Feedback {1
© MLME-FINETIMINGMSMT |~ I2R LMR Feedback (t1, t4)- — - — - | MLME-FINETIMINGMSMT

.indication .indlcation

Figure 6-17a—FTM primitives and timestamps reporting capture for non-TB ranging
measurement exchange

Documents
32

i i Document Sharing Hub
Copyright © 2023 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:48:43 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11az-2022


http://www.avadocuments.com/doc/ieee-802-11az-2022
http://www.avadocuments.com/doc/ieee-802-11az-2022

IEEE Std 802.11az-2022
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements—
Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 4: Enhancements for Positioning

STAA (ISTA) STAB (RSTA)
SME MLME MLME SME
MLME-FINETIMINGMSMT [
request g (Poll)

igger Frame
4//—Tngg
Poll Response——— 3|
nding—— |

—Trigger Frame (S0
-« Ranging NDPA— |
P R Feodoack (2|
« « — T rf;é\e\\: Frame (Location LMR)=- =7
MLME-FINETIMINGMSMT 1= —. —. I2R LMR Feedback (t1, t4)-— . — p| MLME-FINETIMINGMSMT

.indlcation

Figure 6-17b—FTM primitives and timestamps reporting capture for TB ranging
measurement exchange

STAA (ISTA) STAB (RSTA)
SME MLME MLME SME
MLME-FITEEJJZA;PGMSMT > ger Crame (Poll)/
11199

Poll Response———
(Passive sounding)——

l¢—Trigger Frame
—
Ranging NDPA
-
MLME-FINETIMINGMSMT 3
B _confirm Moa surement Report (t2.13)
< tion . —|
< ;iCTarigger Frame (Location LMR)

MLME-FINETIMINGMSMT

.Indication MLME-FINETIMINGMSMT

ISTA Passive TB Ranging .indlcation

Measurement Report (t1,4,etc.)  *

Figure 6-17c—FTM primitives and timestamps reporting capture for passive TB ranging
measurement exchange

Change NOTE 1, NOTE 2, and NOTE 3 in 6.3.56.1 as follows:

NOTE 1—In Figure 6-17, t1 and t3 correspond to the point in time at which the start of the preamble for the transmitted
frame appears at the transmit antenna connector. In Figure 6-17a, Figure 6-17b, and Figure 6-17c, tl and t3 correspond
to the point in time at which the transmitted HE TB Ranging NDP and/or HE Ranging NDP appears at the transmit
antenna connector. The points where the timestamps are captured are therefore not shown for the non-TB, TB, and
passive TB measurement exchanges. An implementation may capture a timestamp during the transmit processing earlier
or later than the point at which it actually occurs and offset the value to compensate for the time difference.

NOTE 2—In Figure 6-17, t2 and t4 correspond to the point in time at which the start of the preamble for the incoming
frame arrives at the receive antenna connector. In Figure 6-17a, Figure 6-17b, and Figure 6-17c¢, t2 and t4 correspond to
the point in time at which the incoming HE TB Ranging NDP and/or HE Ranging NDP arrives at the receive antenna

connector. The points where the timestamps are captured are therefore not shown for the non-TB and TB measurement
exchanges. Because time is needed to detect the frame_or the relevant LTF in the preamble and synchronize with its

logical structure, an implementation determines when the start of the preamble or the relevant LTF in the preamble for
the incoming frame arrived at the receive antenna connector by capturing a timestamp some time after it occurred and
compensating for the delay by subtracting an offset from the captured value.
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NOTE 3—In the MLME-FINETIMINGMSMT .request primitive_corresponding to the message exchange described in
Figure 6-17, the t1, Max t1 Error Exponent, t4, and Max t4 Error Exponent parameters are set to the values in the prior
MLME-FINETIMINGMSMT.confirm primitive for that Peer MAC Address and with a Dialog Token parameter equal
to the Follow Up Dialog Token parameter in the request, or 0 if there was none. In the
MLME-FINETIMIMGMSMT.confirm primitive the tl, Max tl Error Exponent, t4, and Max t4 Error Exponent
parameters are set to the values determined for the Fine-Timing Measurement FTM frame and its acknowledgment. This
primitive is not issued if no acknowledgment is received_in response to the transmitted FTM frame (see Figure 6-17) or
if the corresponding non-TB mode (see Figure 6-17a), or the TB mode (see Figure 6-17b), or the passive TB mode (see
Figure 6-17¢) Sounding Exchange did not complete. In the MLME-FINETIMINGMSMT .indication primitive the t1,
Max t1 Error Exponent, t4, and Max t4 Error Exponent parameters are set to the values in the Fine-FimingMeasurement
FTM frame and the t2, Max t2 Error Exponent, t3, and Max t3 Error Exponent parameters are set to the values
determined for the F'me—"ﬁm'mg—Measufemeﬁt—FTM frame and its acknowledgment, Figure 6-17; or to the values in the
corresponding LMR frame; see Figure 6-17a and Figure 6-17b. For passive TB ranging, the reported timestamps and

parameters in the MLMEFINETIMINGMSMT.indication primitive are set to the values in the in the corresponding
LMR and ISTA Passive TB Ranging Measurement Report frames in Figure 6-17c.

6.3.56.2 MLME-FINETIMINGMSMTRQ.request
6.3.56.2.2 Semantics of the service primitive
Change the text of 6.3.56.2.2 as follows:

The primitive parameters are as follows:
MLME-FINETIMINGMSMTRQ.request(
Peer MAC Address,
Trigger,
LCI requested,
LCI optional subelements,
Location Civic requested,
Civic Location Type,
Location Civic optional subelements,

Fine Fiming Measuarement FTM Parameters,
Ranging Parameters,

Minimum Required Secure HE-LTF Version,
Vendor Specific

)

Insert two new rows above the row for “VendorSpecific” in the unnumbered table in 6.3.56.2.2 as follows
(unchanged rows not shown):

Name Type Valid range Description
Ranging As defined in As defined in Optional element containing the configuration
Parameters 9.4.2.298 9.4.2.298 for the requested ranging session.
Minimum As defined in As defined in The minimum version number for the secure LTF
Required Secure 9.4.2.298 9.4.2.298 protocol required by the user or system.
HE-LTF Version
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6.3.56.3.2 Semantics of the service primitive

Change the text of 6.3.56.3.2 as follows:

The primitive parameters are as follows:
MLME-FINETIMINGMSMTRQ.indication(

Peer MAC Address,
Trigger,
LCI requested,

LCI optional subelements,
Location Civic requested,

Civic Location Type,

Location Civic optional subelements,

Fine Fiming Measurement FTM Parameters,

Ranging Parameters,

Minimum Required Secure HE-LTF Version,

Vendor Specific
)

Insert two new rows above the row for “VendorSpecific” in the unnumbered table in 6.3.56.3.2 as follows
(unchanged rows not shown):

HE-LTF Version

Name Type Valid range Description
Ranging As defined in As defined in Optional element containing the configuration
Parameters 9.4.2.298 9.4.2.298 for the requested ranging session.
Minimum As defined in As defined in Optional element.
Required Secure 9.4.2.298 9.4.2.298 If the negotiation was successful, contains the

secure LTF protocol version as assigned for the
FTM session.

If the negotiation failed, contains the minimum
required protocol version allowed by the RSTA
(Status Indication equals 2 or 3).

6.3.56.4 MLME-FINETIMINGMSMT.request

6.3.56.4.1 Function

Change 6.3.56.4.1 as follows:

This primitive requests the transmission of aFine-FimingMeasurement-an FTM frame to a peer entity_to
initiate any of the following with the specified peer entity: 11.21.6.4.2, 11.21.6.4.3, 11.21.6.4.4, or

11.21.6.4.8.
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Change the text of 6.3.56.4.2 as follows:

The primitive parameters are as follows:
MLME-FINETIMINGMSMT.request(

Peer MAC Address,

Dialog Token,

Follow Up Dialog Token,

tl,

Max t1 Error Exponent,

t4,

Max t4 Error Exponent,

LCI Report,

Location Civic Report,

Fine Fiming Measarement FTM Parameters,

Ranging Parameters,
VendorSpecific

)

Change the unnumbered table in 6.3.56.4.2 as follows:

Name

Type

Valid range

Description

Applies to
both
non-TB
and TB

ranging

Peer MAC Address

MAC address

Any valid
individual
addressed
MAC address

The address of the peer MAC entity te-
whieh-that acknowledges the receipt of

the Eine-Timing Measurement FTM
frame-is-sent.

Yes

Dialog Token

Integer

0-255

The dlalog token to identify the Fine-

FTM frame_in
11.21.6.4.2. A value of 0 indicates the end
of the FTM session.

Follow Up Dialog
Token

Integer

0-255

The dialog token of aFine Fiming-
Measurementan FTM frame swhieh-that

the current frame follows, or 0 if there is
no such frame. See-H-2+611.21.6.4.2.

tl

Integer

0-(2%-1)

For EDCA based ranging measurement
exchange (11.21.6.4.2). the Fhe-value of

tl (see Figure 6-17) for the Fine Fiming-
Measurement FTM frame identified by

the Follow Up Dialog Token, in units of
picoseconds, or null if the Follow Up
Dialog Token is 0.

Max t1 Error
Exponent

Integer

0-31

The maximum error in the t1 value—Fhis
is represented using a function of the Max
t1 Error Exponent parameter as defined in
Equation (9-4), or is null if the Follow Up
Dialog Token is 0.

t4

Integer

0-(2%-1)

For EDCA based ranging measurement
exchange (11.21.6.4.2), the Fhe-value of

t4 (see Figure 6-17) for the Fine Fiming-
Measurement FTM frame identified by

the Follow Up Dialog Token, in units of
picoseconds, or null if the Follow Up
Dialog Token is 0.
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Applies to
both
Name Type Valid range Description non-TB
and TB
ranging
Max t4 Error Integer 0-31 The maximum error in the t4 value. This No
Exponent is represented using a function of the Max
t4 Error Exponent parameter as defined in
Equation (9-4), or is null if the Follow Up
Dialog Token is 0.
LCI Report As defined in As defined in | Optional element to report LCI Yes
9.6.7.33 9.6.7.33 information of sender.
Location Civic As defined in As defined in | Optional element to report location civic Yes
Report 9.6.7.33 9.6.7.33 information of sender.
Fine Fiming- As defined in As defined in | Optional element containing the proposed | No
MeasurementFTM | 9.4.2.167 9.4.2.167) FTM configuration.
Parameters
Ranging Parameters | As defined in As defined in Optional element containing the Yes
9.4.2.298 9.4.2.298 configuration for the proposed 802.11az
session.
VendorSpecific A set of As defined in | Zero or more elements. Yes
elements 9.4.2.25

6.3.56.4.3 When generated

Change 6.3.56.4.3 as follows:

This primitive is generated by the SME

entity-_in the context of an active FTM Sess1on to initiate a measurement exchange If the FTM session is:

— EDCA based ranging measurement exchange (11.21.6.4.2):

request that an FTM frame be sent to a peer entity.

the SME generates this

rimitive to

the SME generates this primitive to request
that a non-TB ranging measurement exchange be initiated with the specified peer entity.

NOTE—The sounding exchange initiation is constrained to the Min Time Between Measurements and Max
Time Between Measurements thresholds that are defined when the corresponding FTM session was established.

TB Sounding Exchange (11.21.6.4.3): the SME generates this primitive to request that a TB
Sounding Exchange be initiated with the specified peer entity.

non-TB ranging measurement exchange (11.21.6.4.4):

6.3.56.4.4 Effect of receipt

Change 6.3.56.4.4 as follows:

On receipt of this primitive, if the corresponding measurement exchange is:

EDCA based ranging measurement exchange (11.21.6.4.2): the MLME constructs aFine—TFiming
Measurement—-an FTM frame with the specified parameters. This frame is then scheduled for

transmission.

non-TB ranging measurement exchange (11.21.6.4.4): the MLME generates a Ranging NDP
Announcement frame with the specified parameters and transmits it to the specified peer entity.

TB ranging measurement exchange (11.21.6.4.3): the MLME responds to the next Trigger frame of
variant Ranging and subvariant Poll from the specified peer entity.
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6.3.56.5 MLME-FINETIMINGMSMT.confirm

6.3.56.5.1 Function

Change 6.3.56.5.1 as follows:

This primitive indicates that aFine-TFimingMeasarement-an FTM frame has been received by the peer STA
to which it was sent.

For EDCA based ranging measurement exchange (11.21.6.4.2), this primitive indicates that an FTM frame

has been received by the peer STA to which it was sent. For 11.21.6.4.3, or 11.21.6.4.4 this primitive

indicates that the corresponding measurement exchange has completed successfully with the specified peer

entity.

6.3.56.5.2 Semantics of the service primitive

Change the unnumbered table in 6.3.56.5.2 as follows:

Name

Type

Valid range

Description

Applies to
non-TB

or TB
ranging?

Peer MAC
Address

MAC address

Any valid
individual
addressed
MAC
address

The address of the peer MAC entity to-whieh-that
acknowledges the receipt of the Fine-Timing-
MeasurementFTM frame.

Yes

Dialog
Token

Integer

0-255

The dialog token to identify the Fine-Fiming-
Measurement FTM frame in EDCA based

ranging measurement exchange (11.21.6.4.2). A

value of 0 indicates the end of the FTM session.

tl

Integer

0-2%-1)

For EDCA based ranging measurement exchange
(11.21.6.4.2), the Fhe-value of t1 (see

Figure 6-17) for the Fine-Fiming-Measurement-
FTM frame identified by the Dialog Token, in

units of picoseconds, or null if the Dialog Token
is 0.

Max t1 Error
Exponent

Integer

0-31

The maximum error in the t1 value. This is
represented using a function of the Max t1 Error
Exponent parameter as defined in Equation (9-4),
or is null if the Dialog Token is 0.

t4

Integer

0-(2%%-1)

For EDCA based ranging measurement exchange
(11.21.6.4.2), the Fhe-value of t4 (see

Figure 6-17) for the Ft it

FTM frame identified by the Dialog Token, in
units of picoseconds, or null if the Dialog Token
is 0.

Max t4 Error
Exponent

Integer

0-31

The maximum error in the t4 value. This is
represented using a function of the Max t4 Error
Exponent parameter as defined in Equation (9-4),
or is null if the Dialog Token is 0.
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6.3.56.5.3 When generated
Change 6.3.56.5.3 as follows:

This primitive is generated by the MLME when:

a) amAn Ack frame corresponding to the-Fine-FimingMeasurement-FTM frame is received from the
peer—STAISTA when the ranging protocol is EDCA based ranging measurement exchange
(11.21.6.4.2), or

b) When the sounding exchange corresponding to the underlying non-TB (11.21.6.4.4) or TB
(11.21.6.4.3) ranging measurement exchange is successfully completed at the ISTA.

6.3.56.6 MLME-FINETIMINGMSMT .indication
6.3.56.6.2 Semantics of the service primitive
Change the text of 6.3.56.4.2 as follows:

The primitive parameters are as follows:
MLME-FINETIMINGMSMT.indication(

Peer MAC Address,
Dialog Token,
Follow Up Dialog Token,
tl,
Max t1 Error Exponent,
t4,
Max t4 Error Exponent,
t2,
Max t2 Error Exponent
t3,
Max t3 Error Exponent,
LCI Report,
Location Civic Report,
Fine Fiming Measurement FTM Parameters,
Ranging Parameters,
VendorSpecific

)

Insert a new row above the row for “VendorSpecific” in the unnumbered table in 6.3.56.6.2 as follows
(unchanged rows not shown):

Name Type Valid range Description
Ranging Parameters | As defined in As defined in Optional element containing the configuration for
9.4.2.298 9.4.2.298 the proposed NDP sounding based ranging
session.
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8. PHY service specification

8.3 Detailed PHY service specifications

8.3.4 Basic service and options

8.3.4.2 PHY SAP inter-(sub)layer service primitives

Insert two new rows at the end of Table 8-2 as follows (unchanged rows not shown):

Table 8-2—PHY SAP inter-(sub)layer service primitives

Primitive Request Indication Confirm
PHY-RXLTFSEQUENCE X
PHY-RXTRNSEQUENCE X

8.3.4.3 PHY SAP service primitives parameters

Change the row for parameter “RXERROR” and insert a new row for parameter “LTFVECTOR” at the
end of Table 8-3 as follows (unchanged rows not shown):

Table 8-3—PHY SAP service primitive parameters

Parameter

Associated primitive

Value

RXERROR

PHY-RXEND.indication

NoError, FormatViolation,
CarrierLost, UnsupportedRate,
Filtered, IntegrityCheckError

LTFVECTOR

PHY-RXLTFSEQUENCE.request

A set of parameters needed to
receive and process the HE Ranging
NDP and HE TB Ranging NDP (see
Table 27-2a).
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8.3.4.4 Vector descriptions

Insert a new row at the end of Table 8-4 as follows (unchanged rows not shown):

Table 8-4—Vector descriptions

Parameter Associated vector Value
SECURE _TRN_SEQ | TRNVECTOR Indicates the Secure TRN bit sequences used in the EDMG secure
UENCE ranging PPDU.
The Secure TRN bit sequences generation is defined in 12.2.11.

8.3.5 PHY SAP detailed service specification
8.3.5.14 PHY-RXEND.indication
8.3.5.14.2 Semantics of the service primitive

Insert a new item at the end of the dashed list in 8.3.5.14.2 as follows:

—  IntegrityCheckError. This value is used to indicate that during the reception of the HE Ranging
NDP or HE TB Ranging NDP, an integrity check was performed and failed.

Insert 8.3.5.18 and 8.3.5.19 (and their subclauses) after 8.3.5.17.4 inserted by IEEFE Std 802.11ay-2021,
as follows:

8.3.5.18 PHY-RXLTFSEQUENCE.request
8.3.5.18.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity to provide the parameters shown in
Table 27-2a for the receipt of an HE Ranging NDP or HE TB Ranging NDP.

8.3.5.18.2 Semantics of the service primitive

The primitive provides the following parameter:
PHY-RXLTFSEQUENCE.request(
LTFVECTOR

)

The LTFVECTOR represents a list of parameters needed to receive an HE Ranging NDP or HE TB Ranging
NDP, including the HE-LTF configuration and information on how to generate the secure HE-LTF symbols
as described in 27.3.18b.6.

8.3.5.18.3 When generated

This primitive is issued by the MAC sublayer to the PHY entity before receiving HE Ranging NDP and HE
TB Ranging NDP.
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8.3.5.18.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity is to be aware of the number of spatial streams and
HE-LTF repetitions that are not signaled in the HE SIG-A of the HE Ranging NDP and HE TB Ranging
NDP, as well as to be able to generate the secure LTF symbols based on the parameters in the LTFVECTOR
as described in 27.3.18b.6, if secure HE-LTF is used.

8.3.5.19 PHY-RXTRNSEQUENCE.request

8.3.5.19.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity with a TRNVECTOR parameter to
provide the Secure TRN bit sequences for the receipt of the EDMG secure ranging PPDU.

8.3.5.19.2 Semantics of the service primitive
The primitive provides the following parameter:

PHY-RXTRNSEQUENCE.request(
TRNVECTOR

)
The TRNVECTOR represents the Secure TRN bit sequences used in the EDMG secure ranging PPDU.
8.3.5.19.3 When generated

This primitive is issued by the MAC sublayer to the PHY entity before receiving the secure TRN subfield of
the EDMG secure ranging PPDU.

8.3.5.19.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity is to make a secure ranging waveform based on the
TRNVECTOR.
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9. Frame formats

9.3 Format of individual frame types

9.3.1 Control frames

Change the title of 9.3.1.19 (as amended by IEEE Std 802.11ax-2021) as follows:

9.3.1.19 VHT/HE/Ranging NDP Announcement frame format

Change the first paragraph of 9.3.1.19 (as inserted by IEEE Std 802.11ax-2021) as follows:

The VHT/HE/Ranging NDP Announcement frame has twe-three variants, the VHT NDP Announcement
frame, and-the HE NDP Announcement frame, and the Ranging NDP Announcement frame. The twe-three

formats are distinguished by the setting of the HE-—subfield-NDP Announcement Type subfield in the
Sounding Dialog Token field.

Change the now fourth and fifth paragraphs of 9.3.1.19 (as amended by IEEE Std 802.11ax-2021) as
follows:

The VHT/HE/Ranging NDP Announcement frame contains at least one STA Info field. If the
VHT/HE/Ranging NDP Announcement frame contains only one STA Info field_ with AID/RSID equal or
less than 2007, then_in the case of VHT or HE NDP Announcement frames the RA field is set to the address
of the STA that can provide feedback (see 10.36.5.2), while in the case of Ranging NDP Announcement
frames, the RA address is set to the address of the RSTA or ISTA that is the intended recipient of the frame.
If the VHT/HE/Ranging NDP Announcement frame contains more than one STA Info field with AID/RSID
equal or less than 2007, then the RA field is set to the broadcast address.

The TA field is set to the address of the STA transmitting the VHT/HE/Ranging NDP Announcement frame
or the bandwidth signaling TA of the STA transmitting the VHT/HE/Ranging NDP Announcement frame.
In a VHT/HE/Ranging NDP Announcement frame transmitted by a VHT or HE STA in a non-HT or
non-HT duplicate format and where the scrambling sequence carries the TXVECTOR parameter
CH_BANDWIDTH_IN NON _HT, the TA field is set to a bandwidth signaling TA._If a Ranging NDP
Announcement frame is addressed to a set of ISTAs in which at least two ISTAs have a TB ranging

measurement exchange with a different BSSID in the Multiple BSSID set of the RSTA., then the TA field is
the transmitted BSSID.

Replace Figure 9-59 with the following figure:

BO B1 B2 B7
NDP Announcement Sounding Dialog
Type Token Number
Bits: 2 6

Figure 9-59—Sounding Dialog Token field format

Change the now seventh paragraph of 9.3.1.19 (as inserted by IEEE Std 802.11ax-2021) as follows:
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Announcement Type field in the Sounding Dialog Token field identifies the NDP Announcement frame
variant as defined in Table 9-28f.

Table 9-28f—NDP Announcement frame variant encoding

NDP Announcement Type subfield NDP Announcement frame variant
0 VHT NDP Announcement frame
1 Ranging NDP Announcement frame
2 HE NDP Announcement frame
3 Reserved

Delete the second paragraph after Figure 9-61a (as inserted by IEEE Std 802.11ax-2021) with content:
“The HE subfield in the Sounding Dialog Token field is set to 1 to identify the frame as an HE NDP
Announcement frame.”

Insert the following text and Figure 9-61e through Figure 9-61h at the end of 9.3.1.19:
The Ranging NDP Announcement frame uses the same Frame Control subtype as the VHT NDP

Announcement frame. The frame format of the Ranging NDP Announcement frame is the same as the HE
NDP Announcement frame shown in Figure 9-61a.

The Duration, RA, and TA fields are set as in a VHT NDP Announcement frame.
The Sounding Dialog Token Number subfield in the Sounding Dialog Token (SDT) field contains a value in
the range of 0 to 63, which identifies the Measurement Sounding phase of which this transmitted Ranging

NDP Announcement frame is part; see 11.21.6.4.3 and 11.21.6.4.4.

The format of the STA Info field in a Ranging NDP Announcement frame, when the AID11 subfield is
equal or less than 2007, is defined in Figure 9-61e.

BO B10 B11 B16 B17 B19 B20 B22 B23 B25 B26 B27 B28 B30 B31
R2I Disamb- I2R
AID11 | LTF Offset NSTS R2I Rep | I2R NSTS | Reserved iguation Rep Reserved
Bits: 1 6 3 3 3 1 1 3 1

Figure 9-61e—STA Info field format in a Ranging NDP Announcement frame when the
AID11 subfield is equal or less than 2007

A Ranging NDP Announcement frame contains one STA Info field with AID11 subfield equal or less than
2007 per STA that is intended to receive this frame.

In the case of the non-TB ranging measurement exchange (see 11.21.6.4.4), there is always only one
intended receiver and the RA field is set to the address of that STA.

In the case of the TB ranging measurement exchange (see 11.21.6.4.3), the RA field is set to the broadcast
address if more than one STA is intended to receive this frame; otherwise the RA field is set to the address of
the STA that is intended to receive this frame.
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If the AID11 subfield is equal or less than 2007, it identifies a STA that is intended to receive this frame and
assigns the parameters within this STA Info field to this STA. In case of the TB ranging measurement
exchange, see 11.21.6.4.3, the AID11 subfield contains the 11 least significant bits of the AID of an
associated STA, or the RSID of an unassociated STA, when it is expected to process the following NDP. In
case of the non-TB ranging measurement exchange (see 11.21.6.4.4), the intended receiver is identified by
the RA field and the AID11 subfield is set to 0.

When used as part of the TB ranging measurement exchange (see 11.21.6.4.3), the LTF Offset, R2I NSTS,
and R2I Rep subfields are used to indicate the following R2I NDP’s HE-LTF configuration (see 27.3.18a.1);
the [2R NSTS and the I2R Rep subfields are reserved.

When used as part of the non-TB ranging measurement exchange, the I2R NSTS and I2R Rep subfields are
used to indicate the following [2R NDP’s HE-LTF configuration, see 27.3.18a.1, while the R2I NSTS and
R2I Rep subfields indicate the HE-LTF configuration of the R2I NDP sent in response by the RSTA, see
11.21.6.4.4.

The LTF Offset subfield is used in the TB ranging measurement exchange protocol with secure LTF see
11.21.6.4.5.2; it indicates the number of HE-LTF to skip when processing the following NDP. The LTF
Offset subfield is set to 0 in all other cases.

The R2I NSTS and I2R NSTS subfields indicate the number of spatial streams of the corresponding NDP
and is set to the number of spatial streams minus 1.

The R2I Rep and I2R Rep subfields are set to the number of HE-LTF repetitions of the corresponding HE
Ranging NDP minus 1; see 27.3.18a.1. If the I2R and R2I Rep subfields have a value equal to 0, then there
is no HE-LTF repetition in the I2R and R2I NDP respectively.

The Disambiguation subfield is set to 1 as in the STA Info field in an HE NDP Announcement frame
regardless of the value of the AID11 subfield.

The format of the STA Info field in a Ranging NDP Announcement frame when the AID is equal to 2043 is
shown in Figure 9-61f. It is used in the non-TB ranging measurement exchange with secure LTF to carry the
sequence authentication code (SAC).

BO B10 BM B26 B27 B28 B31
AID11 SAC Disambiguation Reserved
Bits: 1 16 1 4

Figure 9-61f—STA Info field format in a Ranging NDP Announcement frame if the AlD11
subfield is 2043

The SAC subfield contains the 16-bit SAC used in the non-TB ranging measurement exchange with secure
LTF; see 11.21.6.4.5.3.

The format of the STA Info field in a Ranging NDP Announcement frame if the AID11 subfield is equal to
2044 as is shown in Figure 9-61g.
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BO B10 BM B26 B27 B28 B29 B31
AID11 Partial TSF Disambiguation Reserved Token
Bits: 11 16 1 1 3

Figure 9-61g—STA Info field format in a Ranging NDP Announcement frame (if the AID11
subfield is equal to 2044)

The STA Info field, with AID11 subfield equal to 2044, is present in Ranging NDP Announcement frames
when part of the TB ranging measurement exchange. It is used to carry the Partial TSF subfield. The Partial
TSF subfield contains 16 bits of the RSTA’s TSF time, TSF[21:6], when the RSTA transmitted the TF
Ranging Poll that preceded the Ranging NDP Announcement frame, carrying this STA Info field with AID
subfield equal to 2044.

The Token subfield is set to the value of the Token subfield of the TF Ranging Poll whose partial
transmission TSF time is carried.

The format of the STA Info field with AID11 subfield equal to 2045 is shown in Figure 9-61h.

BO B10 BM B18 B19 B26 B27 B28 B31
I2R NDP R2I NDP ; : .
AID11 Tx Power Target RSS! Disambiguation Reserved
Bits: 1 8 8 1 4

Figure 9-61h—STA Info field format in a Ranging NDP Announcement frame if the AID11
subfield is 2045

The STA Info field with AID11 subfield equal to 2045 is used in the non-TB ranging measurement
exchange, see 11.21.6.4.4, to carry the I2R NDP Tx Power and R2I NDP Target RSSI subfields.

The 2R NDP Tx Power subfield indicates the combined average power per 20 MHz bandwidth referenced
to the antenna connector, of all antennas used to transmit the following I2R NDP. The transmit power is
reported with a resolution of 1 dB, with values in the range 0 to 60 representing —20 dBm to 40 dBm,
respectively. Values above 60 are reserved.

The R2I NDP Target RSSI subfield indicates the preferred receive signal power, averaged over the ISTA’s
antenna connectors, for future R2I NDPs to be transmitted by the RSTA. The preferred receive signal power
in units of dBm is TargetRSSI = —110 + FVal, where FVal is the value of the R2I NDP Target RSSI
subfield, except that values above 90 indicate that the ISTA has no receive signal power preference for the
R2I NDPs.
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9.3.1.22 Trigger frame format
9.3.1.22.1 General

Insert a new row for subfield value “8” above the “Reserved” row and change the “Reserved” row in
Table 9-29c (as inserted by IEEE Std 802.11ax-2021) as follows (unchanged rows not shown):

Table 9-29c—Trigger Type subfield encoding

Trigger Type

subfield value Trigger frame variant

8 Ranging
5 Reserved
9-15

Change the second paragraph after Table 9-29c¢ (as inserted by IEEE Std 802.11ax-2021) as follows:

The More TF subfield of the Common Info field indicates whether or not a subsequent Trigger frame is
scheduled for transmission. The More TF subfield is set as defined in 26.8.2, and-26.8.3.2, and 11.21.6.4.3.

Change the paragraph above Figure 9-64d (as inserted by IEEE Std 802.11ax-2021) as follows:

The User Info field is defined in Figure 9-64d for all Trigger frame variants, except the NFRP Trigger
frame, which is defined in 9.3.1.22.9 and the Ranging Trigger frame. which is defined in 9.3.1.22.10.

Change Table 9-29j (as inserted by IEEE Std 802.11ax-2021) as follows:

Table 9-29j—UL Target Receive Power subfield in Trigger frame

UL Target Receive

Power subfield Description

0-90 The expected receive signal power, in units of dBm, is Target,,,,,. = —110 + F,,;, where
F,,;1s the subfield value

91-126 Reserved

The STA transmits the HE TB PPDU at the STA’s maximum transmit power for the
assigned HE-MCS.

If the Trigger frame is a Sounding or Passive Sounding Ranging Trigger frame that does
not assign an HE-MCS, then the STA’s transmit power is that used for HE-MCS 0.

127 If the Trigger frame is a Secured Sounding Ranging Trigger frame that does not assign an
HE-MCS, the assigned HE-MCS is assumed to be HE-MCS 6 in terms of setting the
STA’s transmit power.

NOTE—The expected receive signal power is then the STA’s maximum transmit power
for the assigned HE-MCS minus the path loss.
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Insert 9.3.1.22.10 and 9.3.1.22a (and its subclauses) after 9.3.1.22.9 (as inserted by IEEE Std
802.11ax-2021) as follows:

9.3.1.22.10 Ranging Trigger variant

The Ranging Trigger Subtype subfield value in the Trigger Dependent Common Info field of the Ranging
Trigger frame, see Table 9-291, signals the Ranging Trigger frame subvariants, which can be one of five
frame types: Poll, Sounding, Secure Sounding, Report, and Passive Sounding Ranging Trigger frame.

The format of the Trigger Dependent Common Info subfield for the Poll, Sounding, Secure Sounding, and
Report Ranging Trigger frame, is shown in Figure 9-64m. The Token field in the Trigger Dependent
Common Info subfield is used in a Poll Ranging Trigger frame to match it with the partial TSF time in a
following Ranging NDP Announcement frame. It is reserved in all other Ranging Trigger subvariants.

BO B3 B4 B5 B7
Ranghnbgt%(iagger Reserved Token
Bits: 4 1 3

Figure 9-64m—Trigger Dependent Common Info subfield format for the Ranging Trigger
subvariants Poll, Sounding, Secure Sounding, and Report

The format of the Trigger Dependent Common Info subfield of Ranging Trigger frame of subvariant Passive
Sounding is shown in Figure 9-64n. The Sounding Dialog Token Number subfield contains a value in the
range of 0 to 63 which identifies a Measurement Sounding phase (I2RNDP and R2I NDP announced by a
Sounding Trigger frame and the Ranging NDP Announcement frame, respectively), and the same value is
included in the Sounding Dialog Token field of the Ranging NDP Announcement frame transmitted within
the same availability window; see 9.3.1.19.

BO B3 B4 B9 B10 B15
Ranging Trigger Sounding Dialog
Subtype Reserved Token Number
Bits: 4 6 6

Figure 9-64n—Trigger Dependent Common Info subfield format of the Passive Sounding
Ranging Trigger frame

Documents
48

i i Document Sharing Hub
Copyright © 2023 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:48:43 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11az-2022


http://www.avadocuments.com/doc/ieee-802-11az-2022
http://www.avadocuments.com/doc/ieee-802-11az-2022

IEEE Std 802.11az-2022

IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements—

Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 4: Enhancements for Positioning

The value of the Ranging Trigger Subtype subfield for the Ranging Trigger frame is defined in Table 9-291.

Table 9-291—Ranging Trigger Subtype subfield encoding

Ranging Trigger
Subtype subfield Ranging Trigger frame subvariant
value
0 Poll
1 Sounding
2 Secure Sounding
3 Report
4 Passive Sounding
5-15 Reserved

The RA field, and the CS Required and UL BW subfields in the Common Info field of the Ranging Trigger
frame are identical to the Basic Trigger frame described in 26.5.2 and 9.3.1.22, except that the RA field in
Ranging Trigger frames with only one User Info field may be either unicast or broadcast.

The More TF subfield of the Common Info field of the Ranging Trigger frame indicates whether a
subsequent Poll Ranging Trigger is scheduled for transmission within the availability window as defined in

11.21.6.4.3.

When a Ranging Trigger frame is addressed to ISTAs that all have a TB ranging measurement exchange, see
11.21.6.4.3, with the same RSTA’s BSSID, the TA field of the Ranging Trigger frame is set to the RSTA’s
address. The TA field is set to the transmitted BSSID, if the Trigger frame is addressed to a set of ISTAs in
which at least two ISTAs have a TB ranging measurement exchange with different BSSIDs in the Multiple

BSSID set of the RSTA.

9.3.1.22a Subvariants of Ranging Trigger variant

9.3.1.22a.1 Poll subvariant

The format of the User Info field in the Poll Ranging Trigger frame is defined in Figure 9-64o0.

The AID12/RSID12 subfield carries either the 12 LSBs of the AID for an associated ISTA or the 12 LSBs of
the RSID for an unassociated ISTA. The RU Allocation, UL FEC Coding Type, UL HE-MCS, UL DCM, SS
Allocation/RA-RU Information, UL Target Receive Power subfields are identical to the corresponding

subfield in the Basic Trigger frame; see 9.3.1.22.

The Trigger Dependent User Info subfield is not present in the Poll Ranging Trigger frame.

BO B11 B12 B19 B20 B21 B24 B25 B26 B31 B32 B38 B39
RU UL FEC uL oL | Aiosstions | ULTarget
AID12/RSID12 | Aji0cation C_Ic_)dlr;g HE-MCS DCM RA-RU RF?oc:Ve\zlglre Reserved
yp Information
Bits: 12 8 1 4 1 6 7 1
Figure 9-640—User Info field format for the Poll and Report Ranging Trigger
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