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Important Notices and Disclaimers Concerning IEEE Standards 
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing varied
viewpoints and interests to achieve the final product. IEEE Standards are documents developed by
volunteers with scientific, academic, and industry-based expertise in technical working groups. Volunteers
are not necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant or
represent that the use of the material contained in its standards is free from patent infringement. IEEE
Standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. 

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents. 

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and Standards Coordinating Committees are not able to
provide an instant response to comments, or questions except in those cases where the matter has previously
been addressed. For the same reason, IEEE does not respond to interpretation requests. Any person who would
like to participate in evaluating comments or in revisions to an IEEE standard is welcome to join the relevant
IEEE working group. You can indicate interest in a working group using the Interests tab in the Manage Profile
& Interests area of the IEEE SA myProject system. An IEEE Account is needed to access the application.

Comments on standards should be submitted using the Contact Us form.

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://
www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. 

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE. For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website. Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE Standards are developed in compliance with the IEEE SA Patent Policy.

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. IEEE Standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This amendment defines modifications to both the IEEE 802.11 physical layer (PHY) and the IEEE 802.11
medium access control (MAC) sublayer for wake-up radio operation. 

This introduction is not part of IEEE Std 802.11ba-2021, IEEE Standard for Information Technology—
Telecommunications and Information Exchange Between Systems—Local and Metropolitan Area Networks—
Specific Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications—Amendment 3: Wake-Up Radio Operation.
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IEEE Standard for Information Technology— 
Telecommunications and Information Exchange between Systems
Local and Metropolitan Area Networks— 
Specific Requirements

Part 11: Wireless LAN Medium Access Control 
(MAC) and Physical Layer (PHY) Specifications

Amendment 3: Wake-Up Radio Operation

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strikethrough (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make
changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editorial
instructions, change markings and this NOTE will not be carried over into future editions because the changes will be
incorporated into the base standard.
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1. Overview

1.3 Supplementary information on purpose

Insert the following to the end of the list: 

Specifically, in the context of IEEE 802.11™-compliant devices, this standard

....
— Defines mechanisms to enable delivery of preassociation service discovery information to

IEEE 802.11 stations (STAs).
— Defines a mechanism to enable IEEE 802.11 STAs to operate at extremely low power consumption

and to react to incoming traffic with low latency through a wake-up signal.

3. Definitions, acronyms, and abbreviations

3.2 Definitions specific to IEEE 802.11

Insert the following definitions maintaining alphabetical order:

broadcast wake-up radio (WUR) wake-up frame: A WUR Wake-up frame with the ID field set to
transmitter identifier (ID) or nontransmitter ID. 

compressed basic service set identifier (BSSID): A 32-bit Basic Service Set (BSS) identifier derived from
a BSSID or a transmitted BSSID as defined in 29.5.2.

group addressed wake-up radio (WUR) wake-up frame: A WUR Wake-up frame with the ID field set to
group identifier (ID). 

transmitter identifier (ID): An identifier that identifies a wake-up radio (WUR) access point (AP) and used
in broadcast WUR frames that are addressed to all WUR non-AP stations (STAs) associated with the WUR
AP when multiple BSSID operation is not supported or that are addressed to all WUR non-AP STAs
associated with the transmitted basic service set identifier (BSSID) of a multiple BSSID set when multiple
BSSID operation is supported or that are addressed to all WUR non-AP STAs that intend to discover or
synchronize with the WUR AP.

multicarrier on-off keying (MC-OOK) symbol: A MC-OOK symbol is either an MC-OOK On Symbol
where the multicarrier signal is present or an MC-OOK Off Symbol where no signal is present.

multicarrier signal: A multicarrier signal is a signal that is constructed with multiple subcarriers that carry
energy.

 identifier (ID): An identifier used by a wake-up radio (WUR) access point (AP) to identify broadcast WUR
frames that are addressed to all WUR non-AP stations (STAs) associated with an AP corresponding to a
nontransmitted basic service set identifier (BSSID) from the multiple BSSID set when multiple BSSID
operation is supported.

wake-up radio (WUR) basic physical layer (PHY) protocol data unit (PPDU): A PPDU transmitted with
the TXVECTOR parameter FORMAT equal to WUR_BASIC and TXVECTOR parameter CH_BAND-
WIDTH equal to WUR_CBW_20.
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wake-up radio (WUR) channel: A channel in which a WUR access point (AP) transmits WUR Short
Wake-up frames, WUR Wake-up frames, and WUR Vendor Specific frames.

wake-up radio (WUR) discovery channel: The channel used by a WUR access point (AP) to transmit
WUR Discovery frames.

wake-up radio (WUR) duty cycle period: The interval between the starting time of two successive WUR
duty cycle service periods.

wake-up radio (WUR) duty cycle service period: A period of time of an established WUR duty cycle
operation between a WUR access point (AP) and a WUR non-AP station (STA) during which one or more
WUR frames can be transmitted to the WUR non-AP STA from the WUR AP.

wake-up radio (WUR) 80 MHz channel: The 80 MHz channel that is used to transmit 80 MHz WUR
Frequency Division Multiple Access (FDMA) physical layer (PHY) protocol data units (PPDUs).

wake-up radio (WUR) frequency division multiple access (FDMA) physical layer (PHY) protocol data
unit (PPDU): A PPDU transmitted with the TXVECTOR parameter FORMAT equal to WUR_FDMA and
TXVECTOR parameter CH_BANDWIDTH equal to WUR_CBW_40 or WUR_CBW_80 or WUR_CB-
W_PUNC80-PRI or WUR_CBW_PUNC80-SEC or WUR_CBW_PUNC80-PRI-SEC-1 or WUR_CB-
W_PUNC80-PRI-SEC-2.

wake-up radio (WUR) integrity group temporal key (WIGTK): A random value, assigned by a WUR
access point (AP) that is used to protect broadcast and group addressed WUR frames from that AP.

wake-up radio (WUR) mode: A negotiation status between a WUR access point (AP) and a WUR non-AP
station (STA) in which the WUR power state of the WUR non-AP STA in power save mode alternates
between the WUR awake state and the WUR doze state or stays in the WUR awake state based on the
negotiated WUR parameters.

wake-up radio (WUR) primary channel: The channel used by a WUR access point (AP) to transmit WUR
Beacon frames.

wake-up radio (WUR) primary 40 MHz channel: The 40 MHz channel that is used to transmit 40 MHz
WUR Frequency Division Multiple Access (FDMA) physical layer (PHY) protocol data units (PPDUs).

wake-up radio (WUR) scanning: The process of scanning WUR discovery channels for WUR Discovery
frames. 

wake-up radio (WUR) secondary channel: The 20 MHz channel adjacent to the WUR primary channel
that together form the WUR primary 40 MHz channel. 

wake-up radio (WUR) secondary 40 MHz channel: The 40 MHz channel adjacent to the WUR primary
40 MHz channel that together form the WUR 80 MHz channel. 

wake-up radio (WUR) temporal key (WTK): A temporal key used to protect individually addressed
WUR Wake-up frames.
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3.4 Abbreviations and acronyms

Insert the following acronym definitions (maintaining alphabetical order):
FDMA frequency division multiple access
FL fixed-length
HDR high data rate
KDK key derivation key 
LDR low data rate
MC-OOK multicarrier on-off keying
PPN partial packet number 
VL variable-length
WIGTK wake-up radio integrity group temporal key
WIGTKSA wake-up radio integrity group temporal key security association
WIPN wake-up radio IGTK packet number
WTK wake-up radio temporal key
WTPN wake-up radio TK packet number
WUR wake-up radio
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4. General description

4.3 Components of the IEEE Std 802.11 architecture

Insert a new subclause after subclause 4.3.15 as follows

4.3.15b Wake-up radio (WUR) AP and WUR non-AP STA

A WUR non-AP STA is a non-HT, HT, VHT, or HE non-AP STA that is capable of receiving WUR PPDUs
and supports the WUR operation. A WUR non-AP STA has a capability to receive a WUR PPDU at a power
consumption of less than 1 milliwatt. 

A WUR AP is a non-HT, HT, VHT, or HE AP that is capable of transmitting WUR PPDUs and supports the
WUR operation. 

A WUR Basic PPDU carries a WUR frame. A WUR FDMA PPDU carries more than one WUR frame. A
WUR AP transmits a WUR PPDU to an intended recipient WUR non-AP STA or multiple intended
recipient WUR non-AP STAs. There are five types of WUR frames that provide the following functions:

— WUR Beacon frames are transmitted by a WUR AP and used by a WUR non-AP STA to maintain
timing synchronization to support the WUR duty cycle operation.

— WUR Wake-up frames provide notification to one or more WUR non-AP STA(s) that a WUR AP
has buffered data and/or critical update of BSS parameters for the WUR non-AP STA(s), which
enables the WUR non-AP STAs to remain in power save when there is no data to receive and
enables the WUR non-AP STAs to react promptly to incoming traffic and critical update of BSS
parameters.

— WUR Short Wake-up frames are shortened version of the WUR Wake-up frames.
— WUR Discovery frames support the discovery of WUR APs by a WUR non-AP STA at low power

consumption.
— WUR Vendor Specific frames support vendor specific operations.

WUR PPDUs are either WUR Basic PPDUs or WUR FDMA PPDUs. The transmission and reception of
WUR PPDUs is defined for the 2.4 GHz and 5 GHz bands. The transmission of 40 MHz WUR FDMA
PPDUs is defined for the 2.4 GHz and 5 GHz bands and the transmission of 80 MHz WUR FDMA PPDUs
is defined for the 5 GHz band.

The details of the WUR power management procedure are defined in 29.8. 

A WUR AP has the following mandatory main features:

— Transmission of a WUR Basic PPDU on a 20 MHz channel at low data rate (LDR).
— Transmission of a WUR Basic PPDU on a 20 MHz channel at high data rate (HDR).
— Support of the WUR power management procedure.
— Support of the WUR wake-up operation.
— Support of the WUR duty cycle operation.
— Transmission of an individually addressed fixed-length (FL) WUR Wake-up frame. 
— Transmission of a broadcast FL WUR Wake-up frame. 
— WUR Beacon frame generation. 
24
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A WUR AP has the following optional main features:

— Transmission of a WUR FDMA PPDU on a 40 MHz or 80 MHz channel.
— Transmission of a variable-length (VL) WUR frame. 
— Support for WUR frame protection.
— Transmission of a WUR Wake-up frame with a WUR group ID.
— Transmission of a WUR Short Wake-up frame.
— Support for WUR Discovery.

A WUR non-AP STA has the following mandatory main features:

— Reception of a WUR Basic PPDU on a 20 MHz channel at LDR.
— Support of the WUR power management procedure. 
— Support of the WUR wake-up operation.
— Reception of an individually addressed FL WUR Wake-up frame. 
— Reception of a broadcast FL WUR Wake-up frame. 
— Synchronization using WUR Beacon frame.

A WUR non-AP STA has the following optional main features:
— Reception of a WUR Basic PPDU on a 20 MHz channel at HDR.
— Support of the WUR FDMA operation (see 29.11).
— Support of the WUR duty cycle operation (see 29.7).
— Reception of a VL WUR frame. 
— Support for WUR frame protection.
— Reception of a WUR Wake-up frame with a WUR group ID.
— Reception of a WUR Short Wake-up frame.
— Support for WUR Discovery.

4.5 Overview of the services

4.5.4 Access control and data confidentiality services

4.5.4.3 Deauthentication

Change the 4th paragraphs as follows:

In an RSNA, deauthentication also deletes any related pairwise transient key security association (PTKSA),
group temporal key security association (GTKSA), TPK security association (TPKSA), integrity group
temporal key security association (IGTKSA)), beacon integrity group temporal key security association
(BIGTKSA), wake-up radio integrity group temporal key security association (WIGTKSA), mesh GTKSA,
and mesh TKSA that exist in the STA and closes the associated IEEE 802.1X Controlled Port, if used for
this association. If pairwise master key security association (PMKSA) caching is not enabled,
deauthentication also deletes the PMKSA or mesh PMKSA.

4.5.11 Wake-up radio (WUR) services

The WUR service allows non-AP STAs to have access to basic services provided by a BSS while operating
at very low power. The basic WUR services that the BSS might provide to non-AP STAs include discovery,
synchronization, and wake up instructions (scheduled or unscheduled).
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4.10 IEEE Std 802.11 and IEEE Std 802.1X-2010

4.10.3 Infrastructure functional model overview

4.10.3.2 AKM operation with AS

Change the 2nd paragraphs as follows:

A 4-way handshake or FT 4-way handshake utilizing EAPOL-Key frames is initiated by the Authenticator
to do the following:

— Confirm that a live peer holds the PMK.
— Confirm that the PMK is current.
— In the case of fast BSS transition, derive PMK-R0s and PMK-R1s.
— Derive a fresh pairwise transient key (PTK) from the PMK or, in the case of fast BSS transition, from

the PMK-R1, the derived PTK including the key derivation key (KDK) if WUR frame protection is
negotiated. 

— If WUR frame protection is negotiated, derive a fresh WTK from the KDK. 
— Install the pairwise encryption and integrity keys, and if WUR frame protection is negotiated, the

WTK. 
— Transport the group temporal key (GTK) and GTK sequence number from Authenticator to

Supplicant and install the GTK and GTK sequence number in the STA and, if not already installed,
in the AP.

— If management frame protection is negotiated, transport the IGTK and the IGTK packet number
(IPN) from the Authenticator to the Supplicant and install these values in the STA and, if not already
installed, in the AP.

— If beacon protection is enabled, transport the BIGTK and the BIGTK packet number (BIPN) from
the Authenticator to the Supplicant and install these values in the STA and, if not already installed,
in the AP.

— If WUR frame protection is negotiated, transport the wake-up radio integrity group temporal key
(WIGTK) and the WIGTK packet number (WIPN) from the Authenticator to the Supplicant and
install these values in the STA and, if not already installed, in the AP.

— Verify that the RSN capabilities negotiated are valid as defined in 9.4.2.24.4.
— Confirm the cipher suite selection.

Change the 3rd paragraphs as follows:

Installing the PTK, and where applicable the GTK and, if management frame protection is negotiated, the
IGTK, causes the MAC to encrypt and decrypt all subsequent MSDUs irrespective of their path through the
controlled or uncontrolled ports. Installing the WTK when WUR frame protection is negotiated also causes
the MAC to integrity protect subsequent individually addressed WUR Wake-up frames at the AP or to
validate subsequent individually addressed WUR Wake-up frames at the non-AP STA. Installing the
BIGTK when beacon protection is enabled causes the MAC to integrity protect at the AP or validate
subsequent Beacon frames at the non-AP STA. Installing the WIGTK when WUR frame protection is
negotiated causes the MAC to integrity protect subsequent broadcast or group addressed WUR Wake-up
frames at the AP or to validate subsequent broadcast or group addressed WUR Wake-up frames at the non-
AP STA.  

Change the 6th paragraphs as follows:

When management frame protection is negotiated, the Authenticator also uses the group key handshake with
all associated STAs to change the IGTK, and BIGTK if beacon protection is enabled, and WIGTK if WUR
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frame protection is negotiated. The Authenticator encrypts the GTK, IGTK, and BIGTK, and WIGTK
values in the EAPOL-Key frame as described in 12.7.

4.10.3.3 AKM operations with a password or PSK

Change the 1st paragraphs as follows:

The following AKM operations are carried out when authentication is accomplished using a Password or
PSK:

— A STA discovers the AP’s security policy through passively monitoring the Beacon frames or
through active probing. After discovery the STA performs SAE authentication using Authentication
frames with the AP (see Figure 4-34).

— Upon the successful conclusion of SAE, both the STA and AP generate a PMK. The STA then
associates to an AP and negotiates security policy. The AKM in the Association Request and
Response frames is confirmed to be the AKM of SAE or of fast BSS transition.

— Thee PMK generated by SAE is used in a 4-way handshake using EAPOL-Key frames, just as with
IEEE 802.1X authentication when an AS is present. See Figure 4-32.

— The GTK and GTK sequence number are sent from the Authenticator to the Supplicant just as in the
AS case. See Figure 4-32 and Figure 4-33.

— If WUR frame protection is negotiated, the WIGTK and WIPN are sent from the Authenticator to the
Supplicant just as in the AS case. See Figure 4-32 and Figure 4-33.
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Replace Figure 4-32—Establishing pairwise and group keys with the following: 

Figure 4-32—Establishing pairwise and group keys

Supplicant Authenticator

Key (PMK) is known
Generate SNonce

Key (PMK) is known
Generate ANonce

Message 1: EAPOL-Key(ANonce, Individual)

Derive PTK
Message 2: EAPOL-Key(SNonce, Individual, MIC)

Derive PTK
If needed, Generate 
GTK, IGTK, BIGTK, and 
WIGTK

Message 3: EAPOL-Key(Install PTK, Individual, MIC, Wrapped 
GTK, Wrapped IGTK, Wrapped BIGTK, Wrapped WIGTK)

Message 4: EAPOL-Key(Individual, MIC)

Install PTK, GTK. 
IGTK, BIGTK, WTK 

and WIGTK

Install PTK, GTK. 
IGTK, BIGTK, WTK 

and WIGTK
IEEE 802.1X Controlled port 

unblocked
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Replace Figure 4-33—Delivery of subsequent group keys with the following:

Figure 4-33—Delivery of subsequent group keys

Supplicant Authenticator

Generate GTK, IGTK, 
BIGTK, WIGTK

Encrypt GTK, IGTK, BIGTK, 
WIGTK with KEK

Message 1: EAPOL-Key(Wrapped GTK, Wrapped 
IGTK, Wrapped BIGTK, Wrapped WIGTK, Group, 

MIC)

Message 2: EAPOL-Key(Group, MIC)

Install GTK, IGTK, 
BIGTK, and 

WIGTK
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6. Layer management

6.1 Overview of management model

6.2 Generic management primitives

6.3 MLME SAP interface

6.3.3 Scan

6.3.3.2 MLME-SCAN.request

6.3.3.2.2 Semantics of the service primitive

Change the primitive parameters as follows (not all existing parameters in the baseline are shown):

The primitive parameters are as follows:

MLME-SCAN.request(

...,

WUR Capabilities,

VendorSpecificInfo

)

Insert the following entry into the unnumbered table in this subclause maintaining the primitive order
above:

6.3.3.3 MLME-SCAN.confirm

6.3.3.3.2 Semantics of the service primitive

Insert the following rows at the end of the table that lists the BSSDescription parameters: 

Name Type Valid range Description
WUR Capabilities As defined in

WUR Capabili-
ties element

As defined in
9.4.2.291

Specifies the parameters within the WUR
Capabilities element that are supported by the
STA. The parameter is present if
dot11WUROptionImplemented is true and
ScanType = ACTIVE; otherwise, this parameter
is not present.
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Name Type Valid range Description IBSS adoption

WUR Capabilities As defined in frame 
format

As defined in 9.4.2.291 The value from 
WUR Capabilities 
element. The 
parameter is 
present if 
dot11WUROptionI
mplemented is true 
and a WUR 
Capabilities 
element was 
present in the Probe 
Response or 
Beacon frame from 
which the 
BSSDescription 
was determined; 
otherwise, the 
parameter is not 
present.

Do not adopt

WUR Operation As defined in frame 
format

As defined in 9.4.2.292 The value from 
WUR Operation 
element. The 
parameter is 
present if 
dot11WUROptionI
mplemented is true 
and a WUR 
Operation element 
was present in the 
Probe Response or 
Beacon frame from 
which the 
BSSDescriptionSet 
was determined; 
otherwise, the 
parameter is not 
present.

Do not adopt

WUR Discovery As defined in frame 
format

As defined in 9.4.2.294 The value from 
WUR Discovery 
element. The 
parameter is 
present if 
dot11WUROptionI
mplemented is true 
and a WUR 
Discovery element 
was present in the 
Probe Response or 
Beacon frame from 
which the 
BSSDescriptionSet 
was determined; 
otherwise, the 
parameter is not 
present.

Do not adopt
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6.3.4 Synchronization

6.3.4.2 MLME-JOIN.request

6.3.4.2.2 Semantics of the service primitive

Change the primitive parameters as follows (not all existing parameters in the baseline are shown):

The primitive parameters are as follows:

MLME-JOIN.request(
...,
WUR Capabilities,
VendorSpecificInfo
)

Insert the following entry into the unnumbered table in this subclause maintaining the primitive order
above:

6.3.7 Associate

6.3.7.2 MLME-ASSOCIATE.request

6.3.7.2.2 Semantics of the service primitive

Change the primitive parameters as follows (not all parameters are shown):

The primitive parameters are as follows:

MLME-ASSOCIATE.request(
...,
WUR Mode,
VendorSpecificInfo
)

Name Type Valid range Description

WUR Capabilities As defined in WUR 
Capabilities element

As defined in 9.4.2.291 Specifies the parameters 
within the WUR 
Capabilities element that 
are supported by the STA. 
The parameter is present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.
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Insert the following entry into the unnumbered table in this subclause maintaining the primitive order
above:

6.3.7.3 MLME-ASSOCIATE.confirm

6.3.7.3.2 Semantics of the service primitive

Change the primitive parameters as follows (not all parameters are shown):

The primitive parameters are as follows:

MLME-ASSOCIATE.confirm(
...,
WUR Capabilities,
WUR Operation,
WUR Mode,
VendorSpecificInfo
)

Name Type Valid range Description

WUR Mode WUR Mode 
element

As defined in 
9.4.2.293

Specifies the proposed service parameters for 
the WUR Mode Setup request. The parameter 
is optionally present if dot11WUROptionIm-
plemented is true; otherwise, this parameter is 
not present.
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Insert the following entries into the unnumbered table in this subclause maintaining the primitive order
above:

6.3.7.4 MLME-ASSOCIATE.indication

6.3.7.4.2 Semantics of the service primitive

Change the primitive parameters as follows (not all existing parameters in the baseline are shown):

The primitive parameters are as follows:
MLME-ASSOCIATE.indication(

...,
WUR Capabilities,
WUR Mode,
VendorSpecificInfo
)

Name Type Valid range Description

WUR Capabilities As defined in WUR 
Capabilities element

As defined in 9.4.2.291 Specifies the parameters 
within the WUR 
Capabilities element that 
are supported by the WUR 
AP. The parameter is 
present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.

WUR Operation As defined in WUR 
Operation element

As defined in 9.4.2.292 Provides additional 
information for WUR 
operation. The parameter 
is present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present. 

WUR Mode As defined in WUR 
Mode element

As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR Mode Setup 
request. The parameter is 
present if 
dot11WUROptionImplem
ented is true and the WUR 
Mode element is present 
in the Association 
Response frame received 
from the AP; otherwise, 
this parameter is not 
present.
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Insert the following entry into the unnumbered table in this subclause maintaining the primitive order
above:

6.3.7.5 MLME-ASSOCIATE.response

6.3.7.5.2 Semantics of the service primitive

Change the primitive parameters as follows (not all existing parameters in the baseline are shown):

The primitive parameters are as follows:

MLME-ASSOCIATE.response(
...,
WUR Capabilities,
WUR Operation,
WUR Mode,
VendorSpecificInfo
)

Insert the following entries into the unnumbered table in this subclause maintaining the primitive order
above:

Name Type Valid range Description

WUR Capabilities As defined in WUR 
Capabilities element

As defined in 9.4.2.291 Specifies the parameters 
within the WUR 
Capabilities element that 
are supported by the peer 
STA. The parameter is 
present if it is present in 
the Association Request 
frame received from the 
STA; otherwise, this 
parameter is not present.

WUR Mode As defined in WUR 
Mode element

As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR Mode Setup 
request. The parameter is 
present if 
dot11WUROptionImplem
ented is true and the WUR 
Mode element is present 
in the Association Request 
frame received from the 
STA; otherwise, this 
parameter is not present.

Name Type Valid range Description

WUR Capabilities As defined in WUR 
Capabilities element

As defined in 9.4.2.291 Specifies the parameters 
within the WUR 
Capabilities element that 
are supported by the STA. 
The parameter is present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.
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6.3.8 Reassociate

6.3.8.2 MLME-REASSOCIATE.request

6.3.8.2.2 Semantics of the service primitive

Change the primitive parameters as follows (not all existing parameters in the baseline are shown):

The primitive parameters are as follows:

MLME-REASSOCIATE.request(
...,
WUR Mode,
VendorSpecificInfo
)

Insert the following entries into the unnumbered table in this subclause maintaining the primitive order
above:

6.3.8.3 MLME-REASSOCIATE.confirm

6.3.8.3.2 Semantics of the service primitive

Change the primitive parameters as follows (not all existing parameters in the baseline are shown):

The primitive parameters are as follows:

WUR Operation As defined in WUR 
Operation element

As defined in 9.4.2.292 Provides additional 
information for WUR 
operation. The parameter 
is present if 
dot11WUROptionImplem
ented is true; otherwise 
not present.

WUR Mode As defined in WUR 
Mode element

As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR Mode Setup 
request. The parameter is 
optionally present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.

Name Type Valid range Description

WUR Mode As defined in WUR Mode 
element

As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR Mode Setup 
request. The parameter is 
optionally present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.
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MLME-REASSOCIATE.confirm(
...,
WUR Capabilities,
WUR Operation,
WUR Mode,
VendorSpecificInfo
)

Insert the following entries into the unnumbered table in this subclause maintaining the primitive order
above:

6.3.8.4 MLME-REASSOCIATE.indication

6.3.8.4.2 Semantics of the service primitive

Change the primitive parameters as follows (not all parameters are shown):

The primitive parameters are as follows:
MLME-REASSOCIATE.indication(

...,
WUR Capabilities,
WUR Mode,
VendorSpecificInfo
)

Name Type Valid range Description

WUR Capabilities As defined in WUR Capa-
bilities element

As defined in 9.4.2.291 Specifies the parameters 
within the WUR 
Capabilities element that 
are supported by the WUR 
AP. The parameter is 
present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.

WUR Operation As defined in WUR Oper-
ation element

As defined in 9.4.2.292 Provides additional 
information for WUR 
operation. The parameter 
is present if 
dot11WUROptionImplem
ented is true; otherwise 
not present.

WUR Mode As defined in WUR Mode 
element

As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR Mode Setup 
request. The parameter is 
present if 
dot11WUROptionImplem
ented is true and the WUR 
Mode element is present 
in the Reassociation 
Response frame received 
from the AP; otherwise, 
this parameter is not 
present.
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Insert the following entry into the unnumbered table in this subclause maintaining the primitive order
above:

6.3.8.5 MLME-REASSOCIATE.response

6.3.8.5.2 Semantics of the service primitive

Change the primitive parameters as follows (not all existing parameters in the baseline are shown):

The primitive parameters are as follows:

MLME-REASSOCIATE.response(
...,
WUR Capabilities,
WUR Operation,
WUR Mode,
VendorSpecificInfo
)

Insert the following entries into the unnumbered table in this subclause maintaining the primitive order
above:

Name Type Valid range Description

WUR Capabilities As defined in WUR 
Capabilities element

As defined in 9.4.2.291 Specifies the parameters 
within the WUR 
Capabilities element that 
are supported by the peer 
STA. The parameter is 
present if it is present in 
the Association Request 
frame received from the 
STA; otherwise, this 
parameter is not present.

WUR Mode As defined in WUR 
Mode element

As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR Mode Setup 
request. The parameter is 
present if 
dot11WUROptionImplem
ented is true and the WUR 
Mode element is present 
in the Reassociation 
Request frame received 
from the STA; otherwise, 
this parameter is not 
present.

Name Type Valid range Description

WUR Capabilities As defined in WUR 
Capabilities element

As defined in 9.4.2.291 Specifies the parameters 
within the WUR 
Capabilities element that 
are supported by the STA. 
The parameter is present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.
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6.3.11 Start

6.3.11.2 MLME-START.request

6.3.11.2.2 Semantics of the service primitive

Change the primitive parameters as follows (not all existing parameters in the baseline are shown):
MLME-START.request(

...,
WUR Capabilities,
WUR Operation,
WUR Discovery,
VendorSpecificInfo
)

Insert the following entry into the unnumbered table in this subclause maintaining the primitive order
above:

WUR Operation As defined in WUR 
Operation element

As defined in 9.4.2.292 Provides additional 
information for WUR 
operation. The parameter 
is present if 
dot11WUROptionImplem
ented is true; otherwise 
not present.

WUR Mode As defined in WUR 
Mode element

As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR Mode Setup 
request. The parameter is 
optionally present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.

Name Type Valid range Description

WUR Capabilities As defined in WUR 
Capabilities element

As defined in 9.4.2.291 Specifies the parameters 
within the WUR 
Capabilities element that 
are supported by the STA. 
The parameter is present if 
dot11WUROptionImplem
ented is true; otherwise, 
this parameter is not 
present.

WUR Operation As defined in WUR 
Operation element

As defined in 9.4.2.292 Provides additional 
information for WUR 
operation. The parameter 
is present if 
dot11WUROptionImplem
ented is true; otherwise 
not present.
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6.3.19 SetKeys

6.3.19.1 MLME-SETKEYS.request

6.3.19.1.2 Semantics of the service primitive

Change the 2nd table as follows:

6.3.19.1.4 Effect of receipt

Change the 1st paragraph as follows:

When the Key Type is Group, IGTK, or BIGTK, or WIGTK, and the key matches the existing GTK, IGTK,
or BIGTK, or WIGTK, installed as a result of exiting WNM sleep mode (see 11.2.3.16.1), if any, or matches
the existing GTK or IGTK installed as a result of receipt of EAPOL-Key frames (see 12.7.7.4) receipt of this
primitive shall have no effect. Otherwise, receipt of this primitive causes the MAC to apply the keys as
follows, subject to the MLME-SETPROTECTION.request primitive:

WUR Discovery A defined in WUR 
Discovery element

As defined in 9.4.2.294 Specifies the parameters 
used for transmission of 
WUR Discovery frames. 
The parameter is present if 
dot11WUROptionImplem
ented is true and 
dot11WURDiscoveryImpl
emented is true; otherwise, 
this parameter is not 
present. 

Name Type Valid range Description
Key Bit string N/A The temporal key value
Length Integer N/A The number of bits in the Key to be used.
Key ID Integer 0–3 shall be used 

with WEP, TKIP, 
CCMP, and 
GCMP; 
4–5 with BIP for 
IGTK; 6–7 with 
BIP for BIGTK;8–
9 with BIP for 
WIGTK;
and 810–4095 are 
reserved

Key identifier

Key Type Integer Group, Pairwise, 
PeerKey, IGTK, 
BIGTK, WIGTK

Defines whether this key is a group key, 
pairwise key, PeerKey, or Integrity Group 
key, or beacon protection key, or wake-up 
radio integrity group temporal key.

Address MACAddress Any valid 
individual MAC 
address

This parameter is valid only when the Key 
Type value is Pairwise, when the Key Type 
value is Group and the STA is in IBSS, or 
when the Key Type value is PeerKey.

Receive Sequence Count 8 octets N/A Value to which the RSC(s) is initialized.
This parameter is valid only when the Key 
Type is Group, IGTK, or BIGTK, or 
WIGTK.
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6.3.20 DeleteKeys

6.3.20.1 MLME-DELETEKEYS.request

6.3.20.1.2 Semantics of the service primitive

Change the 2nd table as follows:

6.3.23 SetProtection

6.3.23.1 MLME-SETPROTECTION.request

6.3.23.1.2 Semantics of the service primitive

Change the 2nd table as follows:

Name Type Valid range Description
Key ID Integer 0–3 shall be used

with WEP, TKIP,
CCMP, and
GCMP;
4–5 with BIP; 6–7 
with BIP for BIGTK; 
8–9 with BIP for 
WIGTK; and
810–4095 are 
reserved

Key identifier.

Key Type Integer Group, Pairwise, 
PeerKey, IGTK, 
BIGTK, WIGTK

Defines whether this key is a group key, 
pairwise key, PeerKey, Integrity Group key, 
or beacon integrity group temporal key, or 
wake-up radio integrity group temporal key.

Address MACAddress Any valid individual 
MAC address

This parameter is valid only when the Key 
Type value is Pairwise, or when the Key 
Type value is Group and is from an IBSS 
STA, or when the Key Type value is 
PeerKey.

Name Type Valid range Description
Address MACAddress Any valid individual 

MAC address
This parameter is valid only when the Key 
Type value is Pairwise or when the Key 
Type value is Group and is from an IBSS 
STA or PeerKey.

ProtectType Enumeration None, Rx, Tx, 
Rx_Tx

The protection value for this MAC.

Key Type Integer Group, Pairwise, 
PeerKey, IGTK, 
BIGTK, WIGTK

Defines whether this key is a group key, 
pairwise key, PeerKey, Integrity Group 
key, or beacon integrity group temporal 
key, or wake-up radio integrity group 
temporal key.
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6.3.92 PN event report

6.3.92.2 MLME-PN-EXHAUSTION.indication

6.3.92.2.2 Semantics of the service primitive

Change the 1st table as follows:

6.3.92.3 MLME-PN-WARNING.indication

6.3.92.3.2 Semantics of the service primitive

Change the 1st table as follows:

Insert the following subclauses at the end of Clause 6:

Name Type Valid range Description
Key ID Integer 0–3 shall be used

with WEP, TKIP,
CCMP, and
GCMP;
4–5 with BIP; 6–7 
with BIP for BIGTK; 
8–9 with BIP for 
WIGTK; and
810–4095 are reserved

Key identifier.

Key Type Integer Group, Pairwise, 
PeerKey, IGTK, 
BIGTK, WIGTK

Defines whether this key is a group key, pairwise 
key, PeerKey, Integrity Group key, or beacon 
integrity group temporal key, or wake-up radio 
integrity group temporal key.

Address MAC address Any valid individual 
MAC address

This parameter is valid only when the Key Type 
value is Pairwise, or when the Key Type value is 
Group and is from an IBSS STA, or when the Key 
Type value is PeerKey.

Name Type Valid range Description
Key ID Integer 0–3 shall be used

with WEP, TKIP,
CCMP, and
GCMP;
4–5 with BIP; 6–7 
with BIP for 
BIGTK; 8–9 with 
BIP for WIGTK; 
and
810–4095 are 
reserved

Key identifier.

Key Type Integer Group, Pairwise, 
PeerKey, IGTK, 
BIGTK, WIGTK

Defines whether this key is a group key, 
pairwise key, PeerKey, Integrity Group key, 
or beacon integrity group temporal key, or 
wake-up radio integrity group temporal key.

Address MAC address Any valid 
individual MAC 
address

This parameter is valid only when the Key 
Type value is Pairwise, or when the Key 
Type value is Group and is from an IBSS 
STA, or when the Key Type value is 
PeerKey.
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6.3.123 WUR mode setup

6.3.123.1 General

The following MLME primitives support the signaling of WUR mode setup procedure described in 29.8.2.

6.3.123.2 MLME-WURMODESETUP.request

6.3.123.2.1 Function

This primitive requests that a WUR Mode Setup frame be sent as specified in 29.8.2.

6.3.123.2.2 Semantics of the service primitive

The primitive parameters are as follows:
MLME-WURMODESETUP.request(

PeerSTAAddress,
DialogToken,
WURMode,
WURPNUpdate)

6.3.123.2.3 When generated

This primitive is generated by the SME to request that a WUR Mode Setup frame be sent.

6.3.123.2.4 Effect of receipt

On receipt of this primitive, the MLME constructs a WUR Mode Setup frame. The STA then attempts to
transmit this WUR Mode Setup frame.

6.3.123.3 MLME-WURMODESETUP.confirm

6.3.123.3.1 Function

This primitive reports the result of a WUR Setup request/response procedure in 29.8.2.

Name Type Valid range Description

PeerSTAAddress MAC Address Any valid individual 
MAC Address

Specifies the address of
the peer MAC entity with
which to perform the
WUR mode setup request/ 
response procedure.

DialogToken Integer 0–255 The dialog token to identify the 
WUR Mode Setup request/
response transaction.

WURMode WUR Mode element As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR mode setup request

WURPNUpdate WUR PN Update element One or more WUR PN 
Update elements as 
defined in 9.4.2.295

Provides information related to 
update of WUR PNs. The 
parameter is optionally present if 
dot11RSNAWURFrameProtection
Activated is true; otherwise not 
present.
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6.3.123.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-WURMODESETUP.confirm(
PeerSTAAddress,
DialogToken,
WURMode,
WUR Operation,
WURPNUpdate)

6.3.123.3.3 When generated

This primitive is generated by the MLME as a result of an MLME-WURMODESETUP.request primitive
and indicates the results of the request. This primitive is generated when the STA receives a WUR Mode
Setup frame from its associated AP in response to a WUR Mode Setup frame transmitted by the STA.

6.3.123.3.4 Effect of receipt

On receipt of this primitive, the SME should operate according to the procedure in 29.8.2.

6.3.123.4 MLME-WURMODESETUP.indication

6.3.123.4.1 Function

This primitive indicates that a WUR Mode Setup frame was received from an associated non-AP STA.

Name Type Valid range Description

PeerSTAAddress MAC Address Any valid individual 
MAC Address

Specifies the address of
the peer MAC entity with
which to perform the
WUR mode setup request/ 
response procedure.

DialogToken Integer 0–255 The dialog token to 
identify the WUR mode 
setup request/response 
transaction.

WURMode WUR Mode element As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR Mode Setup request

WUR Operation As defined in WUR 
Operation element 

As defined in 9.4.2.292 Provides additional 
information for WUR 
operation. The parameter 
is optionally present if 
dot11WUROptionImplem
ented is true; otherwise 
not present.

WURPNUpdate WUR PN Update 
element

One or more WUR PN 
Update elements as 
defined in 9.4.2.295

Provides information 
related to update of WUR 
PNs. The parameter is 
optionally present if 
dot11RSNAWURFrameP
rotectionActivated is true; 
otherwise not present.
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6.3.123.4.2 Semantics of the service primitive

The primitive parameters are as follows:
MLME-WURMODESETUP.indication(

PeerSTAAddress,
DialogToken,
WURMode,
WURPNUpdate)

6.3.123.4.3 When generated

This primitive is generated by the MLME when a WUR Mode Setup frame is received from an associated
non-AP STA.

6.3.123.4.4 Effect of receipt

On receipt of this primitive, the SME should operate according to the procedure in 29.8.2.

6.3.123.5 MLME-WURMODESETUP.response

6.3.123.5.1 Function

This primitive is used to send a WUR Mode Setup frame, in response to a received WUR Mode Setup frame.

6.3.123.5.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-WURMODESETUP.response(
PeerSTAAddress,
DialogToken,
WURMode,
WUR Operation,

Name Type Valid range Description

PeerSTAAddress MAC Address Any valid individual 
MAC Address

Specifies the address of the peer 
MAC entity from which a WUR 
Mode Setup frame was received.

DialogToken Integer 0–255 The dialog token to identify the 
WUR mode setup request/response 
transaction.

WURMode WUR Mode element As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR mode setup request.

WURPNUpdate WUR PN Update element One or more WUR PN 
Update elements as 
defined in 9.4.2.295

Provides information related to 
update of WUR PNs. The 
parameter is optionally present if 
dot11RSNAWURFrameProtection
Activated is true; otherwise not 
present.
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WURPNUpdate)

6.3.123.5.3 When generated

This primitive is generated by the SME to request that a WUR Mode Setup frame be sent to a peer entity to
convey the WUR parameter information.

6.3.123.5.4 Effect of receipt

On receipt of this primitive, the MLME constructs a WUR Mode Setup frame. The STA then attempts to
transmit this frame to the non-AP STA indicated by the PeerSTAAddress parameter in 29.8.2.

6.3.124 WUR mode teardown

6.3.124.1 General

The following MLME primitives support the signaling of WUR mode teardown procedure described in
29.8.2.

6.3.124.2 MLME-WURMODETEARDOWN.request

6.3.124.2.1 Function

This primitive requests that a WUR Mode Teardown frame be sent as specified in 29.8.2.

Name Type Valid range Description

PeerSTAAddress MAC Address Any valid individual 
MAC Address

Specifies the address of 
the peer MAC entity from 
which a WUR Mode 
Setup frame was received.

DialogToken Integer 0–255 The dialog token to 
identify the WUR mode 
setup request/response 
transaction.

WURMode WUR Mode element As defined in 9.4.2.293 Specifies the proposed
service parameters for the
WUR mode setup 
response.

WUR Operation As defined in WUR Oper-
ation element 

As defined in 9.4.2.292 Provides additional 
information for WUR 
operation. The parameter 
is optionally present if 
dot11WUROptionImplem
ented is true; otherwise 
not present.

WURPNUpdate WUR PN Update element One or more WUR PN 
Update elements as 
defined in 9.4.2.295

Provides information 
related to update of WUR 
PNs. The parameter is 
optionally present if 
dot11RSNAWURFrameP
rotectionActivated is true; 
otherwise not present.
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6.3.124.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-WURMODETEARDOWN.request(
PeerSTAAddress
)

6.3.124.2.3 When generated

This primitive is generated by the SME to request that a WUR Mode Teardown frame be sent to the peer
entity.

6.3.124.2.4 Effect of receipt

On receipt of this primitive, the MLME constructs a WUR Mode Teardown frame. The STA then attempts
to transmit this frame to the peer entity with which it performed the WUR Mode Setup request/response
procedure.

6.3.124.3 MLME-WURMODETEARDOWN.indication

6.3.124.3.1 Function

This primitive indicates that a WUR Mode Teardown frame was received.

6.3.124.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-WURMODETEARDOWN.indication(
PeerSTAAddress
)

6.3.124.3.3 When generated

This primitive is generated by the MLME when a WUR Mode Teardown frame is received.

Name Type Valid range Description

PeerSTAAddress MAC Address Any valid individual 
MAC Address

Specifies the address of
the peer MAC entity with
which to perform the
WUR mode teardown 
procedure.

Name Type Valid range Description

PeerSTAAddress MAC Address Any valid individual 
MAC Address

Specifies the address of
the peer MAC entity with
which to perform the
WUR mode teardown 
procedure.
47
Copyright © 2021 IEEE. All rights reserved.uthorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 00:51:25 UTC from IEEE Xplore.  Restrictions apply. 

ails: IEEE 802.11ba-2021

http://www.avadocuments.com/doc/ieee-802-11ba-2021
http://www.avadocuments.com/doc/ieee-802-11ba-2021


IEEE Std 802.11ba-2021
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements—

Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 3: Wake-UP Radio Operation

A

Full document det
6.3.124.3.4 Effect of receipt

On receipt of this primitive, the SME should operate according to the procedure in 29.8.2.

6.3.125 WUR Discovery

6.3.125.1 General

The following MLME primitives support the WUR discovery procedure described in 29.12.

6.3.125.2 MLME-WURDISCOVERY.request

6.3.125.2.1 Function

This primitive requests to initiate WUR scanning.

6.3.125.2.2 Semantics of the service primitive

This primitive parameters are as follows:

MLME-WURDISCOVERY.request(

WURDiscoveryChannelList,

MinChannelTime,

MaxChannelTime,

Transmitter ID,

CompressedBSSID_MSB,

Compressed SSID)

Name Type Valid range Description

WURDiscoveryChannel-
List

A set of operating class 
and channel information 
as defined in 9.4.1.22.

Each channel is
selected from the
valid channel range
for the appropriate
PHY and carrier set.

Specifies the WUR 
discovery channels that 
are examined when 
scanning for a WUR 
Discovery frame.

MinChannelTime Integer N/A The minimum time (in 
TU) to spend on
each WUR discovery 
channel when scanning for 
WUR Discovery frames.

MaxChannelTime Integer >=MinChannelTime The maximum time (in 
TU) to spend on
each WUR discovery 
channel when scanning for 
WUR Discovery frames.

Transmitter ID Integer As defined in 29.5.3 The Transmitter ID of the 
WUR AP to be 
discovered. This 
parameter is optionally 
present.
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6.3.125.2.3 When generated

This primitive is generated by the SME for a WUR non-AP STA to determine if there are other BSSs that it
can join.

6.3.125.2.4 Effect of receipt

This request initiates the WUR discovery procedure.

6.3.125.3 MLME-WURDISCOVERY.confirm

6.3.125.3.1 Function

This primitive indicates the receipt of a WUR Discovery frame during WUR discovery procedure.

6.3.125.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-WURDISCOVERY.confirm(

BSSDescriptionFromWDSet,

ResultCode)

CompressedBSSID_MSB Integer As defined in 9.9.3.3 The 12 MSBs of the 
compressed BSSID of the 
WUR AP to be 
discovered. This 
parameter is optionally 
present.

Compressed SSID Integer As defined in 9.9.3.3 The 16 LSBs of the short 
SSID of the WUR AP to 
be discovered. This 
parameter is optionally 
present.

Name Type Valid range Description

BSSDescription-
FromWDSet

Set of BSSDescription-
FromWDs

N/A The BSSDescriptionFromWDSet 
is returned to indicate the results of 
the WUR discovery derived from 
WUR Discovery frames. It is a set 
containing zero or more instances 
of a BSSDescriptionFromWD. 
Present if both 
dot11WUROptionImplemented 
and 
dot11WURDiscoveryImplemented 
are true;
otherwise, not present.

ResultCode Enumeration SUCCESS,
NOT_SUPPORTED

Indicates the result of the MLME-
WURDISCOVERY.confirm 
primitive.
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