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Abstract: Modifications to the IEEE 802.11 medium access control layer (MAC) for the enhanced
transmission and reception of broadcast content, both while associated with an infrastructure basic
service set (BSS) and while not associated with an infrastructure BSS, are defined in this
amendment.

Keywords: Enhanced Broadcast Services (EBCS), IEEE 802%, IEEE 802.11™, IEEE 802.11bc™
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.iece.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers are not necessarily members of IEEE
or IEEE SA and participate without compensation from IEEE. While IEEE administers the process and
establishes rules to promote fairness in the consensus development process, IEEE does not independently
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained
in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. IEEE Standards documents do not
guarantee safety, security, health, or environmental protection, or guarantee against interference with or
from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS IS”
and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon their
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that an
IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter's views should be considered the personal views of that individual rather than
the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements made
by volunteers may not represent the formal position of their employer(s) or affiliation(s).

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of
interests. For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board
of Governors are not able to provide an instant response to comments, or questions except in those cases
where the matter has previously been addressed. For the same reason, IEEE does not respond to
interpretation requests. Any person who would like to participate in evaluating comments or in revisions to
an IEEE standard is welcome to join the relevant IEEE working group. You can indicate interest in a
working group using the Interests tab in the Manage Profile & Interests area of the IEEE SA myProject

system.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy
Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and

data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

I Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https:/standards.ieee.org/content/ieee-standards/en/about/contact/index.html.
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Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright
to the documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://
www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official [IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.
4 Available at: hitps://standards.ieee.org/standard/index.html.
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Patents

IEEE standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in
ways not foreseen during the standard's development. IEEE standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

5 Available at: https://standards.ieee.org/about/sasb/patcom/materials.html.
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Participants

At the time this amendment was sent to the IEEE SA board for approval, the IEEE 802.11 Working Group
had the following members:
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Robert Stacey, 2nd Vice Chair
Stephen McCann, Secretary

Marc Emmelmann, /EEE 802.11bc Task Group Chair
Hitoshi Morioka, [EEE 802.11bc Task Group Vice Chair
Stephen McCann, /[EEE 802.11bc Task Group Vice Chair

Xiaofei Wang, I[EEE 802.11bc Task Group Secretary

Carol Ansley, [EEE 802.11bc Task Group Technical Editor
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SunHee Baek Rojan Chitrakar Roi Fridman
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Introduction

This introduction is not part of IEEE Std 802.11bc-2023, IEEE Standard for Information Technology—
Telecommunications and Information Exchange between Systems—Local and Metropolitan Area Networks—
Specific Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications—Amendment 7: Enhanced Broadcast Services.

This amendment specifies modifications to the IEEE 802.11 medium access control (MAC) specifications
that enable enhanced transmission and reception of broadcast data both in an infrastructure BSS where there is
an association between the transmitter and the receiver(s) and in cases where there is no association between
transmitter(s) and receiver(s).

This amendment introduces origin authenticity protection for broadcast data frames.
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IEEE Standard for Information Technology—
Telecommunications and Information Exchange between Systems
Local and Metropolitan Area Networks—

Specific Requirements

Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications

Amendment 7: Enhanced Broadcast Services

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strikethreugh (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make
changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editing
instructions, change markings, and this NOTE will not be carried over into future editions because the changes will be
incorporated into the base standard.

6 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 7: Enhanced Broadcast Services

1. Overview

1.1 Supplementary information on purpose

Insert the following new list item at the end of the dashed list:

—  Defines a mechanism to enable IEEE 802.11 stations to transmit and receive broadcast content, both
in cases when the transmitter(s) and the receiver(s) are associated in an infrastructure BSS and when
they are not; and a mechanism to enable uplink content to be relayed to a specified destination
typically within an external network.
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Amendment 7: Enhanced Broadcast Services

2. Normative references

Insert the following references in alphanumeric order:

IETF RFC 1112, Host Extensions for IP Multicasting, S. Deering, Aug. 1989.

IETF RFC 2464, Transmission of IPv6 Packets over Ethernet Networks, M. Crawford, Dec. 1998.

IETF RFC 4082, Timed Efficient Stream Loss-Tolerant Authentication (TESLA): Multicast Source
Authentication Transform Introduction, June 2005.

IETF RFC 6979, Deterministic Usage of the Digital Signature Algorithm (DSA) and Elliptic Curve Digital
Signature Algorithm (ECDSA), Aug. 2013.

IETF RFC 8017, PKCS #1: RSA Cryptography Specifications Version 2.2, Nov. 2016.
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Amendment 7: Enhanced Broadcast Services

3. Definitions, acronyms, and abbreviations

3.2 Definitions specific to IEEE Std 802.11

Insert the following definitions in alphabetical order:
content identifier (ID): An identifier of an enhanced broadcast services (EBCS) traffic stream.

enhanced broadcast services (EBCS): Services that enable the relaying of uplink broadcast traffic to a
specified destination and enhanced broadcasting of downlink streams to both associated and unassociated
stations (STAs).

enhanced broadcast services (EBCS) access point (AP): An AP that has enabled EBCS.

enhanced broadcast services (EBCS) access point (AP) group: A group of one or more EBCS APs such
that all EBCS APs in the group use common EBCS content identifiers (IDs). An EBCS AP group is a
subgroup of an EBCS certificate group if the member APs use AP certificates.

enhanced broadcast services (EBCS) access point (AP) group identifier (ID): An identifier (ID) of an
EBCS AP group that can be used by EBCS receivers to filter EBCS traffic streams.

enhanced broadcast services (EBCS) certificate group: A group of one or more EBCS access points
(APs) such that all EBCS APs in the group use a common certificate for EBCS traffic streams.

enhanced broadcast services (EBCS) content MAC address: A MAC address used in a frame header to
identify an EBCS Data or EBCS uplink (UL) frame. See 33.2.

enhanced broadcast services (EBCS) Data frame: A Data frame used to carry data for an EBCS downlink
traffic stream.

enhanced broadcast services (EBCS) downlink (DL): A broadcast from an EBCS access point (AP)
carrying an EBCS traffic stream.

NOTE—This broadcast can be received by another EBCS AP.

enhanced broadcast services (EBCS) downlink (DL) content server: An entity reachable via the
distribution system (DS) that is the source of an EBCS DL traffic stream.

enhanced broadcast services (EBCS) info MAC address: A MAC address used in a frame header to
identify an EBCS Info frame. See 33.2.

enhanced broadcast services (EBCS) proxy: A logical component affiliated with an EBCS relaying
station (STA), which might be collocated with the EBCS relaying STA, that can relay a higher layer
protocol (HLP) payload carried in an EBCS uplink (UL) frame received by the EBCS relaying STA to a
destination specified in the frame, typically within an external network.

enhanced broadcast services (EBCS) receiver: A station (STA) that can receive and process EBCS Data
frames or EBCS uplink (UL) frames.

enhanced broadcast services (EBCS) relaying station: An EBCS receiver that is affiliated with an EBCS
proxy and provides a relaying service as described in 4.5.12.3 and 33.4.

NOTE—An EBCS relaying station (STA) can be an access point (AP) that has established its own infrastructure basic
service set (BSS) or a STA that provides a relaying service without establishing an infrastructure BSS.
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enhanced broadcast services (EBCS) service period: A period of time during which an EBCS access
point (AP) intends to conduct EBCS transmissions associated with one or more content identifiers (IDs).

enhanced broadcast services (EBCS) traffic stream: A traffic stream that carries content on EBCS.

enhanced broadcast services (EBCS) transmitter: A station (STA) that can transmit EBCS Data frames
or EBCS uplink (UL) frames.

enhanced broadcast services (EBCS) uplink (UL): A broadcast from an EBCS non-access point (non-AP)

station (STA) carrying higher layer protocol (HLP) payload intended to be relayed by one or more EBCS
relaying STAs to a destination specified in the broadcast.

NOTE—An EBCS relaying STA might not be in range.

3.4 Abbreviations and acronyms

Insert the following abbreviations/acronyms in alphabetical order:
EBCS enhanced broadcast services

HCFA hash chain frame authentication

HLSA higher layer source authentication

PKFA public key frame authentication
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Amendment 7: Enhanced Broadcast Services

4. General description

4.5 Overview of the services

4.5.4 Access control and data confidentiality services

4.5.4.6 Data origin authenticity

Change the second paragraph as follows:

Data origin authenticity is applicable only to individually addressed Data frames, and individually addressed

robust Management frames, and group addressed EBCS Data, EBCS Info, and EBCS UL frames.—Fhe

HSing 3 ’ 3 St 3 ve—The
protocols do not guarantee data origin authenticity for group addressed frames that are not EBCS Data,
EBCS Info, or EBCS UL frames.

4.5.11 Wake-up radio (WUR) services

Insert a new subclause 4.5.12 after 4.5.11 as follows:
4.5.12 Enhanced broadcast services

4.5.12.1 General

Enhanced broadcast services (EBCS) provide the enhanced transmission and reception of broadcast content,
both while associated with an infrastructure BSS and while not associated with an infrastructure BSS. EBCS
provides a service in which an EBCS proxy affiliated with an EBCS relaying STA can relay the contents of
a higher layer protocol (HLP) payload received from an EBCS non-AP STA to a destination typically within
an external network. The relaying EBCS proxy can embed additional information.

When there is an association, EBCS provides additional means for protecting broadcast traffic and the
privacy of the stations receiving that traffic, including data origin authenticity.

4.5.12.2 EBCS DL service
4.5.12.2.1 General

The EBCS DL service provides a mechanism for an EBCS AP to broadcast one or more EBCS traffic
streams. The service allows the receiver of an EBCS traffic stream to authenticate the transmitter
irrespective of whether the receiver and transmitter are associated with the EBCS AP.

4.5.12.2.2 EBCS traffic stream mapper

The EBCS traffic stream mapper is used to map multicast traffic arriving from an EBCS DL content server
to EBCS traffic streams. The EBCS traffic stream mapper exists only in an EBCS AP. The location of the
EBCS traffic stream mapper is shown in Figure 5-1. It inspects the inbound traffic and assigns the content
ID and the corresponding EBCS content MAC address according to dotl IEBCSTrafficStreamTable.
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4.5.12.2.3 EBCS filter

The EBCS filter exists only in an EBCS receiver. The EBCS filter is located in the MAC data plane as
shown in Figure 5-1. It filters the received EBCS traffic streams by their EBCS content MAC address
according to dotl IEBCSTrafficStreamTable. Details are described in 33.3.3.

4.5.12.2.4 Example of EBCS DL operation

Figure 4-20a provides an example of EBCS DL operation.

T r
| EBCS certificate group | i
' ~TTTTTTTTTTTTToTTTTToToTTon H(EBCS certificate group,
Group Addressed Traffic | { |  EBCS AP group 1 0 EBCS AP group ID,
(including IP multicast) L (SR | Content ID)
EBCS DL EBCSAP | ContentA i@, 11:11,01) EBCS receiver
content server Content A .
(ServerA) (AP1) (IDo1) e (Receiver 1)
\ B 0 11:47 7
N\ Content A L0, 11:11,01) | EBCS receiver
T EBCSAP | (IDO1) - (Receiver 2)
B (AP2) | Content B1 T TI v
= oz [T——=111.02)
/ EBCS receiver
Content B1 (Receiver 3)
EBCS DL CSAP
content server | Content B2
(Server B) \ EBCS receiver
Content B3 ~A| Content B2 (Receiver 4)
\ EBCS AP (ID 01)
~A\| (AP3) Content B3
(ID 02)
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T v ;
1 EBCS certificate group Il i (Receiver 5)
H H
[T EBCSAPgroup3
LI on
\ Content B3 W% om-==—mee .
(D01) i L0 1119, 01)
EBCS AP | Content C1 4 (11, 11:11, 02) 1 EBCS receiver
EBCS DL Content C1 (AP4) (D 02) e (Receiver 6)
content server Content C2 o\, A1,
(Server C) | Content C2 O(rDeS s [T

Figure 4-20a—Example of EBCS DL operation

EBCS DL content servers are distributing group addressed traffic streams. Each EBCS DL content server
can distribute multiple traffic streams that can be identified by the source MAC address and the destination
MAC address. If a traffic stream is an IP multicast traffic stream, the traffic stream is identified by the source
IP address, the destination IP address, and the destination UDP port.

Server A in Figure 4-20a distributes Content A. Server B distributes Content B1, Content B2, and Content
B3. Server C distributes Content C1 and Content C2.

An EBCS AP can receive multiple traffic streams from one or more EBCS DL content server(s). The SME
in an EBCS AP selects traffic streams to be broadcast by setting the appropriate values in
dotl IEBCSTrafficStreamTable. An EBCS AP broadcasts the selected traffic streams as EBCS traffic
streams. An EBCS AP can add authentication information to the streams.

AP1, AP2, and AP3 belong to the EBCS certificate group I. AP1 and AP2 belong to EBCS AP group 1 with
an AP group ID of 11:11. AP3 belongs to the EBCS AP group 2 with a group ID of 22:22. AP4 belongs to
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the EBCS certificate group II and the EBCS AP group 3 with an AP group ID of 11:11. Although both the
EBCS AP group 1 and EBCS AP group 3 use the EBCS AP group ID of 11:11, they are different EBCS AP
groups as they belong to different EBCS certificate groups.

AP1 in Figure 4-20a receives and broadcasts Content A. AP2 receives and broadcasts Content A and
Content B1. AP3 receives and broadcasts Content B2 and Content B3. AP4 receives and broadcasts Content
B3, Content C1, and Content C2.

An EBCS receiver can receive multiple EBCS traffic streams from one or more EBCS AP(s). An EBCS
receiver filters EBCS traffic streams to be consumed using the EBCS filter. Each EBCS traffic stream can be
authenticated if the transmitting EBCS AP adds authentication information.

Receiver 1 in Figure 4-20a can receive Content A from AP1. Receiver 2 can receive Content A from both
AP1 and AP2. Receiver 3 can receive Content B1 from AP2 and Content B2 from AP3. Receiver 4 can
receive both Content B2 and Content B3 from AP3. Receiver 5 can receive Content B3 from both AP3 and
AP4. Receiver 6 can receive Content B3, Content C1, and Content C2 from AP4.

Receiver 2 can potentially recognize the presence of multiple copies of Content A by receiving from 2 APs
as both EBCS traffic streams from AP1 and AP2 belong to the same EBCS certificate group and the same
EBCS AP group, and have the same Content ID. Receiver 5 cannot recognize the presence of multiple
copies of Content B3 as the EBCS traffic streams from AP3 and AP4 belong to the different EBCS
certificate groups and different EBCS AP groups. Receiver 5 has to assume the two versions include
different content.

4.5.12.3 EBCS relaying service
4.5.12.3.1 General

The EBCS relaying service facilitates EBCS UL operation (as described in 33.4) by providing a mechanism
for an EBCS non-AP STA to transmit an EBCS UL frame containing an HLP payload that is intended to be
relayed by one or more EBCS relaying STAs to a destination specified in the frame.

4.5.12.3.2 EBCS proxy operation

An EBCS proxy, as a part of providing relaying service, evaluates certain criteria before relaying the HLP
payload carried in an EBCS UL frame to the destination specified in the frame. Such criteria can include, but
are not limited to, verifying the STA certificate, if present, to determine whether the STA transmitting the
frame is authorized to send an HLP payload to the specified destination, performing replay checking, and
limiting the per destination amount (e.g., octets) or per destination frequency (e.g., packets per second) of
HLP payload that is relayed to the specified destination. The evaluation of the criteria can be based on local
policies installed at the EBCS proxy and/or based on a relationship established with an entity at the specified
destination. The establishment of such a relationship is out of scope of this standard.

An EBCS proxy can establish more than one relationship, each relationship with entities residing at a
different destination and potentially requiring different evaluation criteria. An EBCS proxy can establish
more than one relationship with the same entity, each matching a different destination URI and requiring
evaluation of different criteria.

An EBCS proxy can also embed additional information before it relays the HLP payload. The format and
content of the information embedded are based on the agreement with the specified destination. The relaying
service is best effort and the EBCS proxy can decide not to relay the HLP payload if any of the implemented
criteria for relaying are not satisfied or for any other reason.
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For example, an AP vendor (or an operator) that has one or more APs deployed at a certain venue (such as
an airport or a hotel) can establish a business relationship with one or more cloud providers (such as the one
that specializes in baggage tracking or logging of sensor data). The AP vendor (or the operator) can
configure (default) rules at an EBCS proxy (which is affiliated with the APs at the venue) for providing the
relaying service while additional (destination specific) rules are set up based on the service agreement with
the cloud provider. Based on these rules an EBCS proxy determines whether to relay the HLP payload
carried in an EBCS UL frame that it receives. For example, if it receives an EBCS UL frame with a
destination that is not part of any agreement, then based on local policies, it will not relay the HLP payload
carried in the frame. Similarly, if the authentication of the EBCS UL frame fails, then based on the
relationship with the entity at the specified destination, it will not relay the HLP payload carried in the
frame.

NOTE 1 —The communication between an EBCS relaying STA and its affiliated EBCS proxy and the communication
between an EBCS proxy and a specified destination are out of scope of this standard.

NOTE 2 —An EBCS proxy evaluating various criteria before it relays an HLP payload helps reduce the likelihood of a
DoS attack on the specified destination.

NOTE 3—An operator can install one or more EBCS relaying STAs at a certain location with the intention of only
providing relaying service. In such a deployment scenario, the EBCS relaying STAs will not beacon or establish an
infrastructure BSS.

4.5.12.3.3 Example configurations for EBCS proxy

The figures in this subclause show EBCS APs each affiliated with their respective EBCS proxy providing
relaying service. However, the same explanation would apply if any of the EBCS APs is replaced with an
EBCS relaying STA that does not transmit a Beacon frame.

Figure 4-20b provides an example of the relaying service based on a relationship with a specified
destination.

EBCS non-AP ((9) escs
STA(S) Proxy P3

~-17 7
= I [
“fame. oA e
EBCS UL EBCSAPS . Destination {
frame (D)

() N (@) T
-1 |
b= ‘EBCS

EBCS Proxy P1
Proxy P2 EBCS AP1

EBCS AP2

Figure 4-20b—lllustration of relaying operation at EBCS APs with
collocated EBCS proxy

In this figure, EBCS proxies P1, P2 and P3 are collocated with EBCS APs Al, A2, and A3, respectively.
EBCS proxy P1 and EBCS proxy P3 have established a relationship with a destination (D). An EBCS non-
AP STA (S) transmits an EBCS UL frame that is received by EBCS APs in the neighborhood (i.e., AP1,
AP2, and AP3). The EBCS UL frame carries the HLP payload, a field carrying the address of D and other
fields for security. P1 and P3 verify the certificate of S based on their agreement with D and perform a
replay check to determine whether the criteria for relaying the HLP payload to D are met. If the local policy
or the agreement with D requires limiting the amount or frequency of payloads being sent to D, then P1 and
P3 determine whether or not to relay their received payloads to D, based on whether or not prior
transmissions have reached the limit. If the agreement with D requires the inclusion of additional
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information, P1 and P3 embed appropriate information, before relaying the HLP payload. In Figure 4-20b,
EBCS AP2 discards the EBCS UL frame. This could be for any number of reasons such as that the AP does
not provide a relaying service, that the AP’s collocated proxy has not established a relationship with D, or
that one or more criteria for relaying have not been satisfied.

NOTE—If an entity at a destination has relationships with multiple EBCS proxies, it might, as part of the agreement
with each proxy, set a relaying limit (e.g., amount or frequency of relaying per proxy) so that the aggregate from all the
proxies is below a certain threshold. In addition, EBCS proxies might collaborate to limit the aggregate payload being
relayed to the specified destination. Such mechanisms are out of scope of this standard.

In another example, depicted in Figure 4-20c, the EBCS proxy (P) is not collocated with either EBCS AP1
or EBCS AP3, but resides on an entity (such as a network controller) in the LAN that AP1 and AP3 belong
to. EBCS AP1 and EBCS AP3 send the contents of the EBCS UL frame to P, which evaluates whether the
criteria for relaying are met before it relays a single copy of the HLP payload to the specified destination.
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Figure 4-20c—lllustration of relaying when EBCS proxy is not collocated
within an EBCS AP

The configuration shown in Figure 4-20c could be prevalent in commercial deployments, such as airports,
train stations, malls, or a warehouse, where multiple EBCS APs are likely to be connected to a single entity
on a common LAN (such as a network controller), which provides access to destinations outside the LAN.
In such a configuration, the EBCS proxy resides on an entity in the LAN. On the other hand, the
configuration shown in Figure 4-20b could be prevalent in residential deployments where an EBCS AP has
direct connectivity to destinations outside the LAN.
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5. MAC service definition

5.1.4 MSDU format

Insert the following new item into the list and renumber item g) as shown:
f) If the transmitting mesh STA peers only with an EPD mesh STA, use EPD.
g) For EBCS transmissions, use EPD.

gh) For all other cases, use LPD.

5.1.5 MAC data service architecture

Change Figure 5-1 as follows:
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Figure 5-1—MAC data plane architecture
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5.1.5.2 Non-GLK non-AP role

Change the text in paragraph 1, insert a new paragraph 2, number the existing note as Note 1, and insert
a new Note 2 as follows:

The MAC data plane architecture of a non-GLK non-AP STA is completed by replacing the role-specific
behavior block with that the block shown in Figure 5-3. The function of this block in a non-AP STA is to
perform destination address filtering as described in 10.2.7.

In the context of EBCS DI, the EBCS filter fills the source address and the destination address in
MA-UNITDATA.indication according to 33.2.

NOTE_1—In implementations, the DA address filtering function may be done “lower in the stack.” It is shown in the
role-specific behavior block location for simplicity, and any implementation choice needs to provide equivalent
behavior.

NOTE 2—Since the [EEE 802.1X Controlled and Uncontrolled Port Filtering block shown in Figure 5-1 does not exist

in_an unassociated non-AP STA. an EBCS DL traffic stream passes through the IEEE 802.1X Controlled and
Uncontrolled Port Filtering block shown in Figure 5-1.

5.1.5.3 Non-GLK AP role

Insert a new paragraph preceding the existing note, number the existing note as Note 1, and add a new
Note 2 as shown.

The assigned Content ID and the configured EBCS AP group ID are encoded into the Address fields in the
MAC header by the EBCS traffic stream mapper according to 33.2.

NOTE_1—This behavior block indicates that there is no access through the controlled port to or from the local
upper-layers (the LLC sublayer) at an AP. Any such access is logically achieved in the architecture via transition of the
DS and Portal to an integrated LAN. In actual implementations, this is likely to be optimized, and Data frames appear to
be delivered directly to one or more local LLC sublayer entities on the same physical device as the AP. Such
optimization is effectively distributing the functions of the DS and Portal, and it is the responsibility of the
implementation to ensure the logical behavior of these entities is maintained.

NOTE 2—The EBCS DL traffic stream might originate from another STA in the ESS or from a device outside the ESS,
through a portal.
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6. Layer management

6.3 MLME SAP interface

6.3.129 MLME-EBCSINFO procedures

Insert the following new subclauses, 6.3.129.1 to 6.3.132, after 6.3.129:

6.3.129.1 General

This subclause describes the management procedures associated with EBCS Info frames.

6.3.129.2 MLME-EBCSINFO.request

6.3.129.2.1 Function

This primitive requests the transmission of an EBCS Info frame. It is valid only at an EBCS transmitter.

6.3.129.2.2 Semantics of the service primitive

The primitive parameters are as follows:
MLME-EBCSINFO.request(

EBCSInfoAuthenticationAlgorithm,

PrivateKey,
Certificate,
EBCSTIM,
ContentInformationSet
)

Name Type Valid range Description
EBCSInfoAuthenti- | Integer Asdefinedin 9.6.7.54 | Specifies the authentication algorithm of
cationAlgorithm the EBCS Info frame.

PrivateKey Sequence of octets As defined in 12.14.1 | Specifies the private key for signature
generation.
Certificate Sequence of octets As definedin 9.6.7.54 | Specifies the certificate to be included in
the EBCS Info frame. Present if the EBCS
Info Authentication Algorithm subfield
indicates that a certificate is present.
EBCSTIM EBCS TIM element | As defined in The information for the EBCS TIM.
9.4.2.310
ContentInforma- Set of Content As definedin9.6.7.54 | A set of Content Information fields, each
tionSet Information fields representing a content information EBCS
as defined in the transmitter advertised.
EBCS Info frame
format

6.3.129.2.3 When generated

This primitive is generated by the SME to request the transmission of an EBCS Info frame.
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