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Abstract: Recommended practices for implementation of an Inter-Access Point Protocol (IAPP)
on a Distribution System (DS) supporting ISO/IEC 8802-11:1999 and IEEE 802.11™ wireless
local access network (WLAN) links are described. The recommended DS utilizes an IAPP that pro-
vides the necessary capabilities to achieve multi-vendor Access Point (AP) interoperability within

the DS. This IAPP is described for a DS consisting of IEEE 802® LAN components utilizing an
Internet Engineering Task Force (IETF) Internet Protocol (IP) environment. Throughout this recom-
mended practice, the terms ISO/IEC 8802-11:1999, IEEE 802.11, 802.11™, and IEEE Std
802.11™-1999 are used interchangeably to refer to the same document, ISO/IEC 8802-11:1999,
and its amendments and supplements published at the time this recommended practice was
adopted.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the IEEE Stan-
dards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus development process, approved
by the American National Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve
the final product. Volunteers are not necessarily members of the Institute and serve without compensation. While the IEEE administers
the process and establishes rules to promote fairness in the consensus development process, the IEEE does not independently evaluate,
test, or verify the accuracy of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other damage, of any
nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use
of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims any express or
implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that the use of the material
contained herein is free from patent infringement. IEEE Standards documents are supplied AS IS.

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or provide
other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the time a standard is
approved and issued is subject to change brought about through developments in the state of the art and comments received from users
of the standard. Every IEEE Standard is subjected to review at least every five years for revision or reaffirmation. When a document is
more than five years old and has not been reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Stan-
dard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or entity to another. Any per-
son utilizing this, and any other IEEE Standards document, should rely upon the advice of a competent professional in determining the
exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific applications.
When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare appropriate responses.
Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any interpretation has also received the
concurrence of a balance of interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees
are not able to provide an instant response to interpretation requests except in those cases where the matter has previously received for-
mal consideration.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with IEEE. Sug-
gestions for changes in documents should be in the form of a proposed change of text, together with appropriate supporting comments.
Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may require use of subject matter| covered

by patent rights. By publication of this standard, no position is taken with respect to the existence or validity of ahy patent
rights in connection therewith. The IEEE shall not be responsible for identifying patents for which a license|may be
required by an IEEE standard or for conducting inquiries into the legal validity or scope of those patents that arp brought

to its attention. A patent holder has filed a statement of assurance that it will grant licenses under these rights wifhout com-
pensation or under reasonable rates and nondiscriminatory, reasonable terms and conditions to all applicants|desiring to
obtain such licenses. The IEEE makes no representation as to the reasonableness of rates and/or terms and ¢onditions of
the license agreements offered by patent holders. Further information may be obtained from the IEEE $tandards
Department.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of Electrical and
Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To arrange for payment of licens-
ing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750
8400. Permission to photocopy portions of any individual standard for educational classroom use can also be obtained through the
Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 802.11F-2003, IEEE Trial-Use Recommended Prac}ice for
Multi-Vendor Access Point Interoperability via an Inter-Access Point Protocol Across Distributiop Sys-
tems Supporting IEEE 802.11™ Operation.

This recommended practice is part of a family of standards for local and metropolitan area networks. The
relationship between the standard and other members of the family is shown below. (The numbers in the fig-
ure refer to IEEE standard designatidps.
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This family of standards deals with the Physical and Data Link layers as defined by the International
Organization for Standardization (ISO) Open Systems Interconnection (OSI) Basic Reference Model (1ISO/
IEC 7498-1: 1994). The access standards define five types of medium access technologies and associated
physical media, each appropriate for particular applications or system objectives. Some access standards

have been withdrawn and other types are under investigation.

The standards defining the technologies noted above are as follows:

« |IEEE Std 802 Overview and Architecturd@his standard provides an overview to the family of
IEEE 802 Standards.

* |IEEE Std 802.1B LAN/MAN Managemenbefines an OSI management-compatible architecture
and 802.1K and services and protocol elements for use in a LAN/MAN environment for
[ISO/IEC 15802-2] performing remote management.

* IEEE Std 802.1D™ Media Access Control (MAC) BridgeSpecifies an architecture and protocol

for the interconnection of IEEE 802 LANs below the MAC service boundary.

The IEEE standard designations referred to in the above figure and list are trademarks owned by the Institute of Electrical and

Electronics Engineers, Incorporated.

2The IEEE 802 Overview and Architecture Specification, originally known as IEEE Std 802.1A, has been renumbered as IEEE Std 802.
This has been done to accommodate recognition of the base standard in a family of standards. References to IEEE Std@62.1A shou

considered as references to IEEE Std 802.

Copyright © 2003 IEEE. All rights reserved.
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 [EEE Std 802.1E System Load Protocdipecifies a set of services and protocol for those aspects

[ISO/IEC 15802-4] those aspects of management concerned with the loading of systems on IEEE
802 LANS.
* IEEE Std 802.1F Common Definitions and Procedures for IEEE 802 Management Information.
* [EEE Std 802.1G Remote Media Access Control (MAC) Bridgi8gecifies extensions for the
[ISO/IEC 15802-5]: interconnection, using non-LAN systems communication technologies, of

geographically separated IEEE 802 LANs below the level of the logical link
control protocol.

* IEEE Std 802.1H Recommended Practice for Media Access Control (MAC) Bridging of Ethernet
[ISO/IEC TR 11802-5] V2.0inlEEE 802 Local Area Networks.

* [IEEE Std 802.1Q Virtual Bridged Local Area NetworkBefines an architecture for Virtual
Bridged LANS, the services provided in Virtual Bridged LANs, and the proto-
cols and algorithms involved in the provision of those services.

* IEEE Std 802.2 Logical Link Control.
[ISO/IEC 8802-2]

* IEEE Std 802.3 CSMA/CD Access Method and Physical Layer Specifications.

* IEEE Std 802.5 Token Ring Access Method and Physical Layer Specifications.
[ISO/IEC 8802-5]

* IEEE Std 802.10 Standard for Interoperable LAN Security (SILSWrrently approved: Secure
Data Exchange (SDE).

* IEEE Std 802.11 Wireless LAN Medium Access Control (MAC) Sublayer and Physical Layer
[ISO/IEC 8802-11] Specifications.

* IEEE Std 802.15 Wireless Medium Access Control (MAC) and Physical Layer (PHY)
Specifications for: Wireless Personal Area Networks.

* |IEEE Std 802.16 Air Interface for Fixed Broadband Wireless Access Systems.

The reader of this recommended practice is urged to become familiar with the complete family of standards.

Publication of this trial-use standard for comment and criticism has been approved by the
Institute of Electrical and Electronics Engineers. Trial-use standards are effective for 24
months from the date of publication. Comments for revision will be accepted for 18 months
after publication. Suggestions for revision should be directed to the Secretary, IEEE-SA
Standards Board, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331, and should
be received no later than 14 January 2005. It is expected that following the 24-month period,
this trial-use standard, revised as necessary, shall be submitted to the IEEE-SA Standards
Board for approval as a full-use standard.
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When the IEEE 802.11 Working Group approved this recommended practice, it had the following officers:
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Tim Godfrey, Secretary
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contributions to the development of this recommended practice:
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David Bagby Pat Carson Rolf De Vegt

Jay Bain Joan Ceuterick Peter de Wit

Bala Balachander Hung-Kun Chen Michael Derby

Simon Barber James C. Chen Georg Dickmann
Steve Bard Kwang-Cheng Chen Wim Diepstraten
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|IEEE Trial-Use Recommended Practice
for Multi-Vendor Access Point
Interoperability via an Inter-Access
Point Protocol Across Distribution
Systems Supporting IEEE 802.11™
Operation

1. Overview

1.1 Scope

The scope of this document is to describe recommended practices for implementation of an Inter-Access
Point Protocol (IAPP) on a Distribution System (DS) supporting ISO/IEC 8802-11:1999 and IEEE 802.11™
wireless local access network (WLAN) links. The recommended DS utilizes an IAPP that provides the nec-
essary capabilities to achieve multi-vendor Access Point (AP) interoperability within the DS. This IAPP is
described for a DS consisting of IEEE 802AN components utilizing an Internet Engineering Task Force
(IETF) Internet Protocol (IP) environment. Throughout this recommended practice, thel$&HsC
8802-11:1999IEEE 802.11802.11™ andIEEE Std 802.11™-1998re used interchangeably to refer to

the same document, ISO/IEC 8802-11:1999, and its amendments and supplements published at the time this
recommended practice was adopted.

1.2 Purpose

IEEE 802.11 specifies the MAC and PHY layers of a WLAN system and includes the basic architecture of
such systems, including the concepts of APs and DSs. Implementations of these concepts were purposely not
defined by IEEE 802.11 because there are many ways to create a WLAN system. Additionally, many of the
possible implementation approaches involve higher network layers. While this leaves great flexibility in DS
and AP functional design, the associated cost is that physical AP devices are unlikely to interoperate across a
DS. In particular, the enforcement of the restriction that a station (STA) has a single association at a given
time is unlikely to be achieved.

As IEEE 802.11 systems have grown in popularity, it has become clear that there are a small number of DS
environments that comprise the bulk of the commercial and private WLAN system installations.
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This recommended practice specifies the information to be exchanged between APs amongst themselves and
higher-layer management entities to support the 802.11 DS functions. The information exchanges are speci-
fied for DSs built on the IETF IP in a manner sufficient to enable the interoperation of DSs containing APs
from different vendors that adhere to the recommended practice.

1.3 Inter-AP recommended practice overview

This recommended practice describes a service access point (SAP), service primitives, a set of functions and
a protocol that will allow APs to interoperate on a common DS, using the Transmission Control Protocol
over IP (TCP/IP) or User Datagram Protocol over IP (UDP/IP) to carry IAPP packets between APs, as well
as describing the use of the Remote Authentication Dial-in User Service (RADIUS) Protocol, so APs may
obtain information about one another. A proactive caching mechanism is also described that provides faster
roaming times by sending STA context to neighboring APs. The devices in a network that might use the
IAPP are 802.11 APs. Other devices in a network that are affected by the operation of the IAPP are layer 2
networking devices, such as bridges and switches.

Throughout this recommended practice, reference is made to an “AP management entity (APME).” These
are references to a function that is external to the IAPP, though likely still a function of the AP device.
Typically, this management entity is the main operational program of the AP, implementing an AP manufac-
turer's proprietary features and algorithms, and incorporating the station management entity (SME) of
802.11. Figure 1 depicts an architecture of a typical AP in which the IAPP operates. The grey areas indicate
areas where there is an absence of connection between blocks. The IAPP services are accessed by the APME
through the IAPP SAP. The IAPP SAP is shown in Figure 1, as the small block between the APME and the
IAPP blocks. IAPP service primitives are defined that allow the AP management entity to cause the IAPP to
perform some function or to communicate with other APs in the DS or with a RADIUS server. Other service
primitives indicate to the AP management entity that operations have taken place at other APs in the DS that
can have an effect on information local to the AP.

The invocation of some IAPP service primitives relies on the RADIUS protocol to implement certain func-
tions that are required for the correct and secure operation of the IAPP. In particular, the IAPP entity must be
able to find and use a RADIUS server to look up the IP addresses of other APs in the ESS when given the
Basic Service Set Identifier (BSSIDs) of those other APs (if a local capability to perform such a translation is
not present), and to obtain security information to protect the content of certain IAPP packets. The RADIUS
server must provide extensions for IAPP-specific operations. There is currently work being performed in the
IETF on RADIUS client configuration. Refer to RADIUS Client Kickstart by Robert Moskowitz the

topic. This work may be useful in conjunction with this recommended practice.

Linformation on references can be found in Clause 2.
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Figure 1—AP architecture with IAPP

The IAPP is not a routing protocol. The IAPP does not deal directly with the delivery of 802.11 data frames
to the STA, instead the DS utilizes existing network functionality for data frame delivery. The data delivery
service of the DS will function as desired when the STAs maintain a network layer address, e.g., IP address,
or addresses that are valid for their point of connection to the network, i.e., when a STA associates or reasso-
ciates, the STA must ascertain that its network layer address(es) is configured such that the normal routing
functions of the network attaching to the BSS will correctly deliver the STA's traffic to the BSS to which it is
associated. If the mobile device incorporating the STA determines that the network layer address(es) is not
configured so as to allow the normal routing functions of the network to deliver the STA's traffic to the BSS
to which it is associated, the STA must obtain such an address(es), before any network traffic can be deliv-
ered to it. A STA can meet the local IP address requirement in many ways. Two mechanisms for a STA to
accomplish this are to renew a Dynamic Host Configuration Protocol (DHCP) lease for its IP address and to
use Mobile IP to obtain a local IP address. Other mechanisms are possible that meet this requirement.

With the requirement that STAs maintain a valid network layer address, APs function much the same as
IEEE 802.1D™ bridges. Additionally, the IAPP supports the following functions:

— DS Services, as defined in ISO/IEC 8802-11:1999.
— Address mapping of wireless medium addresses of APs (their BSSID) to DS network layer addresses

(IP addresses).
— Formation of a DS.
— Maintenance of the DS.
— Enforcement of the restriction of ISO/IEC 8802-11:1999 that a STA may have only a single associa-

tion at any given time.
— Transfer of STA context information between APs.
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IAPP transactions are over the DS. Hence, IAPP is independent of the security scheme defined in ISO/IEC
8802-11:1999.

This recommended practice makes use of the IETF RFCs listed in Clause 2 to implement many of its func-
tions. It also relies on a STA making use of the 802.11 Reassociation Request frame when roaming from one
AP to another, in order to provide the most complete services to the APs using the IAPP. When a STA uses
the 802.11 Association Request, rather than the Reassociation Request, the IAPP may not be able to notify
the AP at which the STA was previously associated of the new association. This may result in the old AP
(indicated in the “current AP” field of the reassociation request frame) maintaining context for the STA that
has roamed to a new AP for a longer time than is strictly necessary. This may cause undue waste of resources
at the old AP, as well as limiting the ability of the IAPP to help enforce the single STA association require-
ment of 802.11.

One issue that AP designers should address that can cause significant problems in a WLAN is the continued
operation of an AP when it has lost its link to the DS. When an AP continues to accept associations without

a link to the DS, it is a black hole in the WLAN, where STAs associate and cannot communicate with
anything beyond the AP’s BSS. When an AP loses its link to the DS, it should cease transmitting Beacons,
disassociate all associated stations, and cease responding to Probe Request, Authentication, and Association
Request frames.

1.4 Inter-AP security risks

Inter-AP communications present opportunities to an attacker. The attacker can use IAPP or forged 802.11
MAC management frames as a Denial-of-Service (DoS) attack against a STA state in its AP. It can capture
MOVE packets to gather information on the STA that is roaming. It can act as a rogue AP in the ESS.

A bogus MOVE or ADD-Notify might cause an AP to drop all state it has with a STA. Since these IAPP
packets are transmitted over IP, they could be introduced anywhere, from any device that has the necessary
knowledge. This attack can best be eliminated by providing packet authentication to all MOVE and ADDs.
The protection for the MOVEs can be provided by IP Encapsulating Security Payload (ESP) (RFC
2406:1998) pair-wise Security Associations (SA). The protection for the ADDs requires a group ESP SA.
The content of the MOVE can be encrypted by the same ESP pair-wise SAs, protecting it from scrutiny of an
attacker.

The use of ESP with RADIUS for the Key Management provides for discovery of Rogue APs. The use of
ESP for IAPP MOVESs prevents a STA from roaming from a Rogue AP to a valid AP in the ESS. It also
blocks the move of the STA context information to a Rogue AP if the STA roams to it. The RADIUS Access-
Request provides the RADIUS server with knowledge of the presence of a Rogue AP.

2. References

The following standards contain provisions which, through references in this text, constitute provisions of
this recommended practice. At the time of publication, the editions indicated were valid. All standards are
subject to revision. When a standard is superceded by an approved revision, the revision applies.

IEEE Std 802.11, 1999 Edition (R2003) (ISO/IEC 8802-11: 1999), IEEE Standard for Information Technol-
ogy—Telecommunications and Information Exchange between Systems—Local and Metropolitan Area
Network—Specific Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical
Layer (PHY) Specification.

2The IEEE standards referred to in Clause 2 are trademarks belonging to the Institute of Electrical and Electronics BEngineers, |

SIEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 18®@&yPisca
NJ 08855-1331, USA (http://www.standards.ieee.org/).
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IEEE Std 802.1X™-2001, IEEE Standards for Local and Metropolitan Area Networks: Port-Based Network
Access Control.

IEEE Std 802.2™-1998 (ISO/IEC 8802-2:1998), IEEE Standard for Information technology—Telecommu-
nications and information exchange between systems—Local and metropolitan area networks—Specific
requirements—Part 2: Logical Link Control.

IETF Internet Draft (October 2002)— RADIUS Client Kickstart.

RFC 768:1980, User Datagram Prototol.

RFC 791:1981, Internet Protocol—DARPA Internet Program Protocol Specification.

RFC 1112:1989, Host Extensions for IP Multicasting.

RFC 1305:1992, Network Time Protocol Specification, Implementation and Analysis.

RFC 1812:1995, Requirements for IP Version 4 Routers.

RFC 2002:1996, IP Mobility Support.

RFC 2131:1997, Dynamic Host Configuration Protocol.

RFC 2181:1997, Clarifications to the DNS Specification.

RFC 2390:1998, Inverse Address Resolution Protocol.

RFC 2406:1998, IP Encapsulating Security Payload (ESP).

RFC 2407:1998, The Internet IP Security Domain of Interpretation for ISAKMP.

RFC 2411:1998, IP Security—Document Roadmap.

RFC 2548:1999, Microsoft Vendor-specific RADIUS Attributes.

RFC 2857:2000, The Use of HMAC-RIPEMD-160-96 within ESP and AH.

RFC 2865:2000, Remote Authentication Dial In User Service (RADIUS).

RFC 2869:2000, RADIUS Extensions.

RFC 3162:2001, RADIUS in IPv6.

3. Definitions, abbreviations, and acronyms

AAA Authentication, Authorization, and Accounting
AP Access Point

APME  Access Point Management Entity

BSS Basic Service Set

“This internet draft is available from the Internet Engineering Task Force (IETF) http://www.ietf.org/internet-drafts/draftitnosk
radius-client-kickstart-00.txt.

SRequests for Comments (RFCs) are available from the Internet Engineering Task Force (IETF) at http://www.ietf.org/rfc.
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BSSID
DHCP
DS
DSM
ESP
ESS
IANA
IAPP
IETF
P
LLC
MAC
MLME
PAE
PHY
PLME
RADIUS
SA
SAP
SME
SPI
SSID
STA
TCP
UbP
URL
VSA
WM
XID

Basic Service Set Identifier
Dynamic Host Configuration Protocol
Distribution System

Distribution System Medium

IP Encapsulating Security Payload
Extended Service Set
Internet Assigned Numbers Authority
Inter-Access Point Protocol

Internet Engineering Task Force
Internet Protocol

Logical Link Control

Medium Access Control

MAC Layer Management Entity

Port Access Entity

Physical layer

PHY Layer Management Entity
Remote Authentication Dial In User Service
Security Association

Service Access Point

Station Management Entity
Security Parameter Index

Service Set Identifier

Station

Transmission Control Protocol

User Datagram Protocol

Uniform Resource Locator
Vendor-specific attribute

Wireless Medium

Exchange Identifier

4. |APP service definition

MULTI-VENDOR ACCESS POINT INTEROPERABILITY VIA AN IAPP

The IAPP entity provides services to an AP in which it resides through the IAPP SAP. The SAP allows the
management entity of the AP (APME) to invoke IAPP services and receive indications of service invocations
at other APs in a single ESS. This clause defines the services that are available at the SAP. There are four
types of service primitives that exist at the SAP. They are requests, confirms, indications, and responses. Ser-
vice requests and responses are submitted to the IAPP entity by the entity at the next higher layer. In this
document, the next higher layer is the APME. Service confirms and indications are delivered by the IAPP
entity to the entity at the next higher layer.

This clause provides an abstract description of the services that an implementation should provide in order to
interoperate with other implementations of the IAPP. This is not an exposed interface. A diagram of the rela-
tionships between the primitives is shown in Figure 2.

6
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Figure 2—Primitive relationships

4.1 IAPP-INITIATE.request

4.1.1 Function

This service primitive causes the AP to initialize the IAPP entity, including its data structures, functions, and

protocol.

4.1.2 Semantics of the service primitive

The IAPP-INITIATE.request has the following semantics:

IAPP-INITIATE.request {
TCP Port,
UDP Port,
IP Address,
BSSID Secret

}
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The UDP Port parameter is the UDP port number to be opened for the IAPP for transmission and reception
of IAPP packets. The port assigned by IANA for this protocol is 3517.

The TCP Port parameter is the TCP port number that the IAPP entity opens to listen for new IAPP TCP con-
nections from the IAPP entities of other APs. The port assigned by IANA for this protocol is 3517.

The IP address is the IP address or fully qualified domain name of the RADIUS server.

The BSSID Secret is used to provide integrity, authentication, and confidentiality of the security block sent
between the RADIUS server and the AP. See 5.3. If RADIUS is not used, this parameter is null.

4.1.3 When generated

This service primitive is generated by an APME to initiate the operation of the IAPP. At the time the IAPP-
INITIATE.request is generated, the BSS controlled by this AP should not be operating, and no STAs should
be associated with this AP. If necessary, the APME can issue an 802.11 MLME-RESET.request prior to gen-
eration of the IAPP-INITIATE.request.

4.1.4 Effect of receipt

Upon receipt of this service primitive from an APME, the action of the IAPP entity depends on the service
level that is implemented. See 5.2. For level 1, there is no RADIUS usage. For levels 2 and 3, the IAPP entity
sends the RADIUS Initiate-Request and receives the RADIUS Initiate-Accept or Initiate-Reject. If the Ini-
tiate-Accept is received, then the IAPP entity initializes its data structures, functions, and protocols. The port
for the IAPP should be opened by the IAPP entity at this time. The previous information in any IAPP data
structures is lost. If an Initiate-Reject is received, the IAPP does not start.

4.2 IAPP-INITIATE.confirm
4.2.1 Function

This service primitive notifies an APME that the actions begun by an IAPP-INITIATE.request have been
completed.

4.2.2 Semantics of the service primitive
The IAPP-INITIATE.confirm primitive has the following semantics:

IAPP-INITIATE.confirm {
Status

}

The Status parameter indicates the result of the corresponding IAPP-INITIATE.request. The allowable value
for the Status parameter are SUCCESSFUL, RUNNING, and FAILURE. SUCCESSFUL status should be
returned if the IAPP entity is able to complete its initialization and open the requested port for the IAPP.
RUNNING status should be returned if the IAPP entity receives an IAPP-INITIATE.request when the entity
is already running. When RUNNING status has been returned, the IAPP ignored the parameters from the
corresponding IAPP-INITIATE.request and the operation of the IAPP was unaffected. FAILURE status
should be returned otherwise.
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4.2.3 When generated

This service primitive is generated when the actions begun by an IAPP-INITIATE.request are completed or
the invocation of that primitive has failed.

4.2.4 Effect of receipt

Upon receipt of the IAPP-INITIATE.confirm(Status=SUCCESSFUL) corresponding to a previously issued
IAPP-INITIATE.request, an APME should initialize the operation of the AP by issuing an 802.11 MLME-
START.request primitive to the local 802.11 MLME. The APME should not issue an 802.11 MLME-
START.request until an IAPP-INITIATE.confirm(Status=SUCCESSFUL) is received, i.e., to ensure that all

associations in this BSS are reported to the ESS using IAPP, the AP should not begin operating until after the
IAPP-INITIATE.confirm(Status=SUCCESSFUL) is received.

4.3 IAPP-TERMINATE.request

4.3.1 Function

This service primitive causes the IAPP entity to cease operation of the IAPP functions and protocol.
4.3.2 Semantics of the service primitive

The IAPP-TERMINATE.request primitive has the following semantics:

IAPP-TERMINATE.request {
}

4.3.3 When generated

This service primitive is generated by an APME when it is desired to terminate the operation of the IAPP
entity. The APME should terminate operation of the local BSS, including disassociation of any associated
STAs and ceasing of beacon transmissions, prior to terminating IAPP operation. The sole or final action by
the APME in termination of local BSS operation should be issuance of an MLME-RESET.request. The
IAPP-TERMINATE.request should be generated upon receipt of the corresponding MLME-
RESET.confirm.

4.3.4 Effect of receipt

The UDP and TCP ports for the IAPP should be closed and the IAPP entity should cease operations.

4.4 |APP-TERMINATE.confirm
4.4.1 Function

This service primitive notifies an APME that the actions begun by an IAPP-TERMINATE.request have been
completed.

4.4.2 Semantics of the service primitive

The IAPP-TERMINATE.confirm primitive has the following semantics:
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IAPP-TERMINATE.confirm {
Status

}

The Status parameter indicates the result of the corresponding IAPP-TERMINATE.request. The allowable
value for the Status parameter is SUCCESSFUL.

4.4.3 When generated

This service primitive is generated by the IAPP entity when the actions begun by an IAPP-TERMI-
NATE.request are completed.

4.4.4 Effect of receipt

Upon receipt of the IAPP-TERMINATE.confirm corresponding to a previously issued IAPP-TERMI-
NATE.request, the APME should make no further service requests to the IAPP SAP without starting the
IAPP entity again, using the IAPP-INITIATE.request primitive. Furthermore, the APME should not issue an
MLME-START.request primitive prior to receipt of the subsequent IAPP-INITIATE.confirm primitive
which indicates that the IAPP has been restarted successfully.

4.5 |APP-ADD.request
4.5.1 Function

This service primitive is used when a STA associates with the AP using an 802.11 association request frame.
The function of the IAPP-ADD.request primitive is two-fold. One purpose of this primitive is to cause the
forwarding tables of layer 2 internetworking devices, e.g. bridges and switches, to be updated. This updates
the layer 2 internetworking devices before a transmission from the associating STA, which might occur
some arbitrary amount of time after the association. The second purpose of this primitive is to notify other
APs within the multicast domain, i.e., that portion of a network in which a layer two frame addressed to a
multicast address can be received, of the STA's new association, to allow those APs to clean up context infor-
mation left behind by STAs that do not properly reassociate when moving from one AP to another, but rather
only use the 802.11 Association Request.

4.5.2 Semantics of the service primitive
The IAPP-ADD.request primitive has the following semantics:

IAPP-ADD.request {
MAC Address,
Sequence Number,
Timeout

}

The MAC Address is the address of the STA that recently has successfully associated with the AP.

The Sequence Number is the value of the 802.11 Sequence Number field of the Association Request frame
received from the associating STA. The sequence number is provided to aid the APME in other APs in the
determination of whether the association represented by this IAPP-ADD.request is the most recent associa-
tion for the STA identified by the MAC Address. The 802.11 sequence number may be an ambiguous
indication of the most recent association. But, this information may be useful to an algorithm making a
determination of the location of the most recent association of a STA.
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The Timeout parameter is the value, in seconds that the IAPP-ADD.confirm primitive will be generated with

a status of TIMEOUT, if both the ADD-notify packet (see 6.2) and the Layer 2 Update frame (see 6.3) have
not been sent. The TIMEOUT status will not be generated by the IAPP-ADD.confirm only when both the

ADD-notify packet and Layer 2 Update frame have been transmitted before the expiration of the period indi-
cated by the Timeout parameter.

4.5.3 When generated

This service primitive should be generated by an APME when the local AP generates an 802.11 MLME-
ASSOCIATE.indication.

4.5.4 Effect of receipt
Receipt of this service primitive should cause the following actions to occur:

a) The IAPP entity sends a Layer 2 Update frame to the DS, addressed such that it will cause forward-
ing tables in layer 2 devices that receive the frame to be updated so that all future traffic received by
those layer 2 devices is forwarded to the port on which the frame was received,

b) The IAPP entity notifies the APs in the local multicast domain of the DS of the association between
the AP and STA by sending an IAPP ADD-notify packet to the IAPP IP multicast address. The IAPP
multicast address is 224.0.1.178. See RFC 1112:1989.

c) The IAPP-ADD function also indicates that any cache entry for the STA must be cleared since a new
association has occurred.

4.6 IAPP-ADD.confirm
4.6.1 Function

This service primitive is used to confirm that the actions initiated by an IAPP-ADD.request have been com-
pleted and inform an APME of the status of those actions.

4.6.2 Semantics of the service primitive
The IAPP-ADD.confirm primitive has the following semantics:

IAPP-ADD.confirm {
Status

}

The Status parameter indicates the success or failure of the corresponding IAPP-ADD.request. The allow-
able values for this parameter are SUCCESSFUL, FAIL and TIMEOUT. SUCCESSFUL status indicates
that the corresponding IAPP-ADD.request was able to send both the IAPP ADD-notify packet and Layer 2
Update frame before the timeout expired. FAIL indicates that for some reason, the IAPP ADD-notify packet
and the Layer 2 Update frame could not be sent at all. TIMEOUT status indicates that one or both of the
ADD-notify packet and Layer 2 Update frame were not sent before the timeout expired.

4.6.3 When generated

This service primitive is generated upon completion of the actions of the IAPP-ADD.request or expiration of
the timeout specified in the corresponding IAPP-ADD.request primitive.
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4.6.4 Effect of receipt

Upon receipt of this service primitive by an APME with Status=SUCCESSFUL, the APME should cause the
DS Services to begin forwarding frames for the associated STA. Receipt of this primitive with Status=TIM-

EOUT should cause the APME to attempt to determine the cause of the failure to send the ADD-notify
packet and Layer 2 Update frames and possibly invoke the IAPP-ADD.request again. When Status=FAIL,
the STA's association should be denied or the STA disassociated.

4.7 IAPP-ADD.indication
4.7.1 Function

The IAPP-ADD.indication primitive is used to indicate to an APME that an association relationship has been
established between a STA and another AP in the DS.

4.7.2 Semantics of the service primitive
The IAPP-ADD.indication primitive has the following semantics:

IAPP-ADD.indication {
MAC Address,
Sequence Number

}

The MAC Address is the address of the STA received in the IAPP ADD-notify packet.

The Sequence Number is the value of the 802.11 Sequence Number field of the Association Request frame
received from the associating STA as received by the local IAPP entity in the ADD-notify packet. The
sequence number is provided to aid the APME in the determination of whether the association represented
by this IAPP-ADD.indication is the most recent association for the STA identified by the MAC Address. The
802.11 sequence number is not an unambiguous indication of the most recent association. But, this informa-
tion may be useful to an algorithm making this determination.

4.7.3 When generated
This service primitive is generated upon receipt of an IAPP ADD-notify packet from the DS.
4.7.4 Effect of receipt

Upon receipt of this service primitive the APME should determine if the STA indicated by the MAC Address

is shown to be associated with the AP receiving the IAPP-ADD.indication, with a sequence number older
than that in the IAPP ADD-notify packet. If so, this service primitive should cause the generation of an

802.11 MLME-DISASSOCIATE.request by the APME. See 4.7.2. If the sequence number received in the
IAPP ADD-notify packet is older than that received from the STA when it associated with the AP receiving

the IAPP ADD-notify packet, the APME should ignore the indicated association and issue an IAPP-

ADD.request.

Implementers of STA MAC entities are advised of the importance of continuing the sequential assignment of
sequence numbers for outgoing MPDUs and MMPDUSs throughout STA operation, as required by 802.11. A
discontinuity in the sequence numbering at the time of reassociation could cause roaming in an IAPP envi-
ronment to be unreliable. The 802.11 sequence number may be an ambiguous indication of the most recent
association. But, this information may be useful to an algorithm making a determination of the location of
the most recent association of a STA.
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4.8 IAPP-MOVE.request
4.8.1 Function

This primitive should be issued by the APME when it receives an MLME-REASSOCIATE.indication from
the MLME indicating that an STA has reassociated with the AP. It will attempt to send an IAPP MOVE-
notify packet to the AP with which the reassociating STA was previously associated to notify that AP of the
STA's reassociation.

4.8.2 Semantics of the service primitive
The IAPP-MOVE.request primitive has the following semantics:

IAPP-MOVE.request {
MAC Address,
Sequence Number,
Old AP,
Context Block,
Timeout

}

The MAC Address is the address of the STA that recently has successfully reassociated with the AP.

The Sequence Number is the value of the 802.11 Sequence Number field of the Reassociation Request frame
received from the reassociating STA. The sequence number is provided to aid the APME in other APs in the
determination of whether the association represented by this IAPP-MOVE.request is the most recent associ-
ation for the STA identified by the MAC Address. The 802.11 sequence number is not an unambiguous
indication of the most recent association. But, this information may be useful to an algorithm making this
determination.

Old AP is the MAC address of the AP with which the reassociating STA was last associated. This value is
obtained by the APME from the Current AP Address field of the 802.11 Reassociation Request frame.

The Context Block is the context to be sent to the Old AP. Otherwise, the Context Block is null. The Context
Block is a container for information defined in 802.11 that is to be forwarded from one AP to another upon
the reassociation of a STA.

The Timeout parameter value is the number of seconds expected for the IAPP MOVE-notify packet to be
sent and the IAPP MOVE-response packet received. Failure to send the packet and receive a response in this
time results in the IAPP-MOVE.confirm primitive being generated with a status of TIMEOUT.

4.8.3 When generated

This service primitive is generated by an APME when the MLME receives an 802.11 MLME-REASSOCI-
ATE.indication from the local AP.

4.8.4 Effect of receipt
Receipt of this service primitive should cause the following actions to occur:
a) The IAPP entity determines the DSM Layer 3 address of the AP identified by the old BSSID pre-

sented in the reassociation request and the security information needed to communicate with that AP
using the methods described in Clause 5.
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