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Abstract: This amendment specifies the extensions to IEEE Std 802.11-2007 for wireless local
area networks (WLANSs) providing mechanisms for fast basic service set (BSS) transition.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which brings
together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While the IEEE administers the process
and establishes rules to promote fairness in the consensus development process, the IEEE does not independently
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained in its
standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or
other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or
indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a
specific purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards
documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure,
purchase, market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the
viewpoint expressed at the time a standard is approved and issued is subject to change brought about through
developments in the state of the art and comments received from users of the standard. Every IEEE Standard is
subjected to review at least every five years for revision or reaffirmation. When a document is more than five
years old and has not been reaffirmed, it is reasonable to conclude that its contents, although still of some value,
do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely
upon the advice of a competent professional in determining the exercise of reasonable care in any given
circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will
initiate action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned
interests, it is important to ensure that any interpretation has also received the concurrence of a balance of
interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees are not
able to provide an instant response to interpretation requests except in those cases where the matter has
previously received formal consideration. A statement, written or oral, that is not processed in accordance with
the IEEE-SA Standards Board Operations Manual shall not be considered the official position of IEEE or any of
its committees and shall not be considered to be, nor be relied upon as, a formal interpretation of the IEEE. At
lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards
shall make it clear that his or her views should be considered the personal views of that individual rather than the
formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Comments on standards and requests for interpretations should
be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of
any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.
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Introduction

This introduction is not part of IEEE Std 802.11-2007, IEEE Standard for information technology—
Telecommunications and information exchange between systems—Local and metropolitan area networks—
Specific requirements—Part 11: Wireless Medium Access Control (MAC) and Physical Layer (PHY)
Specifications—Amendment 2: Fast Basic Service Set (BSS) Transition.

This amendment describes mechanisms that minimize the amount of time data connectivity is lost between
the station (STA) and the distribution system (DS) during a basic service set (BSS) transition. The STA
determines when to transition and to which access point (AP) to transition based on a number of factors,
some of which may be out of the scope of this standard.

The following summarizes the typical behavior of the non-AP STA and AP when a transition occurs without
fast BSS transition (FT) services:

— The STA uses scanning or neighbor reports to discover APs available for transition.

— The STA chooses a target AP and performs an IEEE 802.11 authentication exchange with that AP;
typically this exchange will be an “open auth” exchange. During this time, the STA may still
exchange data with the DS through its current AP.

— The STA sends a (Re)Association frame to establish a connection at the target AP.

— In a robust security network (RSN), the STA and the AP then generate and confirm matching
temporal keys based on a preshared key (PSK) or an IEEE 802.1X authentication (which could be
through an earlier preauthentication or key caching).

— Inan RSN, the STA and AP install the keys and start to exchange data with the DS.

— For a quality of service (QoS) STA connected to a QoS AP, the STA may then request QoS
resources by issuing one or more ADDTS (add traffic stream) requests.

The FT mechanism allows a STA to establish security and/or QoS state at the target AP prior to or during
reassociation, avoiding delays in connecting to the DS after transition. The overall changes to the protocol
do not introduce any new security vulnerabilities beyond the current IEEE 802.11 standard and its
amendments. The FT mechanism preserves the behavior of legacy STAs and APs.

The FT time is the total transition time that starts after the receipt of the last acknowledged data frame sent
within an originating BSS and ends after the receipt of the first acknowledged data frame sent within the
destination BSS, while the non-AP STA transitions from one BSS to another using the FT mechanisms.

This amendment addresses solutions to two classes of network infrastructures from a QoS perspective: one
where the transition-enabled AP is willing to provision QoS resources at reassociation time; and another
where the AP needs to reserve the network infrastructure resources before transitioning.

This amendment does not specifically address the solution of when or where a STA will roam. Other tools
give the STA information that could be used in making this decision.

IEEE 802.11 enables the AP to convey a BSS Load information element in Probe Response and Beacon
frames. The BSS Load information element has three fields that indicate the number of associated STAs, the
channel utilization for the BSS, and the available admission capacity. These QoS BSS metrics give
information on the AP's ability to accept new QoS streams.

IEEE 802.11 defines the neighbor reports, which can assist in optimizing scanning.
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Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation,
standardization, and the promotion of engineering practices and methods. By making this document
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in
copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance
of amendments, corrigenda, or errata, visit the IEEE Standards Association website at http://
ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the [EEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.icee.org/reading/icee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/icee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention. A patent
holder or patent applicant has filed a statement of assurance that it will grant licenses under these rights
without compensation or under reasonable rates and nondiscriminatory, reasonable terms and conditions to

Documents

Copyright © 2008 IEEE. All rights reserved. Documé&nt Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:02:45 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.11r-2008


http://www.avadocuments.com/doc/ieee-802-11r-2008
http://www.avadocuments.com/doc/ieee-802-11r-2008

applicants desiring to obtain such licenses. The IEEE makes no representation as to the reasonableness of
rates, terms, and conditions of the license agreements offered by patent holders or patent applicants. Further
information may be obtained from the IEEE Standards Department.
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IEEE Standard for
Information Technology—
Telecommunications and information
exchange between systems—
Local and metropolitan area networks—
Specific requirements

Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) Specifications

Amendment 2: Fast Basic Service Set (BSS)
Transition

IMPORTANT NOTICE: This standard is not intended to assure safety, security, health, or environmental protection
in all circumstances. Implementers of the standard are responsible for determining appropriate safety, security,
environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These notices and
disclaimers appear in all publications containing this document and may be found under the heading “Important
Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.” They can also be obtained on
request from IEEFE or viewed at http://standards.ieee.org/IPR/disclaimers. html.

(This amendment is based on IEEE Std 802.11""-2007, as amended by IEEE Std 802.11k""-2008.)

NOTE—The editing instructions contained in this amendment define how to merge the material contained herein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strikethreugh (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instructions. Replace is used to make
changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editorial
notes will not be carried over into future editions because the changes will be incorporated into the base standard.

2. Normative references
Insert the following references in alpha numeric order into Clause 2:
FIPS PUB 180-2-2002, Secure Hash Standard.

FIPS SP800-38B, Dworkin, M., “Recommendation for Block Cipher Modes of Operation: The CMAC
Mode for Authentication.”
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3. Definitions
Change the following definitions in Clause 3 as indicated:

3.97 pairwise master key (PMK): The highest-erder-key used—within—this—standard—The PMK—maybe
derived from a key generated by an Extensible Authentication Protocol (EAP) method or may-be-obtained

directly from a preshared key (PSK).

3 99 pa1rw1se transient key (PTK) A—va%ue—th&Hs—dem*ed—fema—the—pamse—m&ster—key—%ﬂé)—

GKEJQ)—EAPQL-Key—eméﬂﬁ&&eﬂ—kw—(—KGIQ—A concatenatlon of session kevs derlved from the pairwise
master key (PMK) or from the PMK-R1. Its components include a key confirmation key (KCK), a key

encryption key (KEK). and one or more temporal keys that are used to protect information exchanged over
the link.

3.130 robust security network association (RSNA) key management: Key management that includes the
4-Way Handshake, the Group Key Handshake, and the PeerKey Handshake. If fast basic service set (BSS)
transition (FT) is enabled, the FT 4-Way Handshake and FT authentication sequence are also included.

Insert the following new definitions in alphabetical order into Clause 3, renumbering as necessary:

3.193 fast basic service set (BSS) transition: A station (STA) movement that is from one BSS in one
extended service set (ESS) to another BSS within the same ESS and that minimizes the amount of time that
data connectivity is lost between the STA and the distribution system (DS).

3.194 fast basic service set (BSS) transition (FT) 4-Way Handshake: A pairwise key management
protocol used during FT initial mobility domain association. This handshake confirms mutual possession of
a pairwise master key, the PMK-R1, by two parties and distributes a group temporal key (GTK).

3.195 fast basic service set (BSS) tramsition (FT) initial mobility domain association: The first
association or first reassociation procedure within a mobility domain, during which a station (STA) indicates
its intention to use the FT procedures.

3.196 mobility domain: A set of basic service sets (BSSs), within the same extended service set (ESS), that
support fast BSS transitions between themselves and that are identified by the set’s mobility domain
identifier (MDID).

3.197 mobility domain identifier (MDID): An identifier that names a mobility domain.

3.198 network access server (NAS) client: The client component of a NAS that communicates with the
Authentication Server (AS).

3.199 over-the-air fast basic service set (BSS) transition (FT): An FT method in which the station (STA)
communicates over a direct IEEE 802.11 link to the target access point (AP).

3.200 over-the-DS (distribution system) fast basic service set (BSS) transition (FT): An FT method in
which the station (STA) communicates with the target access point (AP) via the current AP.

3.201 pairwise master key RO (PMK-R0): The key at the first level of the fast basic service set (BSS)
transition (FT) key hierarchy.
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3.202 pairwise master key (PMK) RO key holder (ROKH): The component of robust security network
association (RSNA) key management of the Authenticator that is authorized to derive and hold the
PMK-RO, derive the PMK-R1s, and distribute the PMK-R1s to the R1KHs.

3.203 pairwise master key (PMK) RO key holder identifier (ROKH-ID): An identifier that names the
holder of the PMK-RO in the Authenticator.

3.204 pairwise master key R1 (PMK-R1): A key at the second level of the fast basic service set (BSS)
transition (FT) key hierarchy.

3.205 pairwise master key (PMK) R1 key holder (R1KH): The component of robust security network
association (RSNA) key management of the Authenticator that receives a PMK-R1 from the ROKH, holds
the PMK-R1, and derives the PTKs.

3.206 pairwise master key (PMK) R1 key holder identifier (R1IKH-ID): An identifier that names the
holder of a PMK-R1 in the Authenticator.

3.207 pairwise master key (PMK) S0 key holder (SOKH): The component of robust security network
association (RSNA) key management of the Supplicant that derives and holds the PMK-RO, derives the
PMK-R1s, and provides the PMK-R1s to the SIKH.

3.208 pairwise master key (PMK) S0 key holder identifier (SOKH-ID): An identifier that names the
holder of the PMK-RO in the Supplicant.

3.209 pairwise master key (PMK) S1 key holder (S1IKH): The component of robust security network
association (RSNA) key management in the Supplicant that receives a PMK-R1 from the SOKH, holds the
PMK-R1, and derives the PTKs.

3.210 pairwise master key (PMK) S1 key holder identifier (SIKH-ID): An identifier that names the
holder of the PMK-R1 in the Supplicant.

3.211 pairwise transient key (PTK) name (PTKName): An identifier that names the PTK.
3.212 pairwise master key (PMK) R0 name (PMKROName): An identifier that names the PMK-RO.
3.213 pairwise master key (PMK) R1 name (PMKR1Name): An identifier that names a PMK-R1.

3.214 remote request broker (RRB): The component of the station management entity (SME) of an access
point (AP) that supports fast basic service set (BSS) transitions over the distribution system (DS).

3.215 resource information container (RIC): A sequence of information elements that include resource
request and response parameters.

4. Abbreviations and acronyms

Insert the following abbreviations in alphabetical order into Clause 4:

AES-128-CMAC advanced encryption standard (with 128-bit key) cipher-based message authentication

code
FT fast BSS transition
FTAA fast BSS transition authentication algorithm
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FTIE fast BSS transition information element

KDF key derivation function

MDID mobility domain identifier

MDIE Mobility Domain information element

NAS network access server

PMK-RO pairwise master key, first level

PMK-R1 pairwise master key, second level

RDIE RIC Data information element

RIC resource information container

RRB remote request broker

RSNIE Robust Security Network information element
ROKH PMK-RO key holder in the Authenticator
ROKH-ID PMK-RO key holder identifier in the Authenticator
R1KH PMK-R1 key holder in the Authenticator
R1KH-ID PMK-R1 key holder identifier in the Authenticator
SOKH PMK-RO key holder in the Supplicant

SOKH-ID PMK-RO key holder identifier in the Supplicant
S1KH PMK-R1 key holder in the Supplicant

S1KH-ID PMK-R1 key holder identifier in the Supplicant
TIE Timeout Interval information element

5. General description

5.2 Components of the IEEE 802.11 architecture
5.2.3 Distribution system (DS) concepts

5.2.3.2 Robust security network association (RSNA)
Change the first paragraph of 5.2.3.2 as follows:

An RSNA defines a number of security features in addition to wired equivalent privacy (WEP) and IEEE
802.11 authentication. These features include the following:

— Enhanced authentication mechanisms for STAs
— Key management algorithms
—  Cryptographic key establishment

— An enhanced data cryptographic encapsulation mechanism, called Counter mode with Cipher-block
chaining Message authentication code Protocol (CCMP), and, optionally, Temporal Key Integrity
Protocol (TKIP)

— Fast basic service set (BSS) transition (FT) mechanism
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Insert the following paragraph at the end of 5.2.3.2:

An RSNA using fast BSS transition relies on an external protocol to distribute keys between the pairwise
master key (PMK) RO key holder (ROKH) and PMK-R1 key holder (R1KH) Authenticator components. The
requirements for this protocol are described in 11A.2.2.

5.4 Overview of the services
5.4.2 Services that support the distribution services
5.4.2.1 Mobility types
Change list item (b) in 5.4.2.1 as follows:
b)  BSS-transition: This type is defined as a station (STA) movement from one BSS in one extended
service set (ESS) to another BSS within the same ESS. A fast BSS transition is a BSS transition that

establishes the state necessary for data connectivity before the reassociation rather than after the
reassociation.

Insert the following paragraph after the lettered list in 5.4.2.1:

The FT Protocol provides a mechanism for a non-AP STA to perform a BSS transition between access
points (APs) in a robust security network (RSN) or when quality of service (QoS) admission control is
enabled in the ESS.

5.4.3 Access control and data confidentiality services
5.4.3.1 Authentication
Change the third paragraph of 5.4.3.1 as follows:

IEEE Std 802.11 defines twethree authentication methods: Open System authentication, and Shared Key
authentication, and FT authentication. Open System authentication admits any STA to the DS. Shared Key
authentication relies on WEP to demonstrate knowledge of a WEP encryption key. FT authentication relies
on keys derived during the initial mobility domain association to authenticate the non-AP stations as defined
in Clause 11A. The IEEE 802.11 authentication mechanism also allows definition of new authentication
methods.

5.4.3.4 Key management
Change 5.4.3.4 as follows:

The enhanced data confidentiality, data authentication, and replay protection mechanisms require fresh
cryptographic keys. The procedures defined in this standard provide fresh keys by means of protocols called
the 4-Way Handshake, FT 4-Way Handshake, FT Protocol, FT Resource Request Protocol, and Group Key
Handshake.
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Insert the following new subclause (5.4.3.7) after 5.4.3.6:

5.4.3.7 Fast BSS transition

The FT mechanism defines a means for a non-AP STA to set up security and QoS parameters prior to
reassociation to a new AP. This mechanism allows time-consuming operations to be removed from the time-
critical reassociation process.

5.8 IEEE Std 802.11 and IEEE Std 802.1X-2004
5.8.1 IEEE 802.11 usage of IEEE Std 802.1X-2004
Change the second paragraph of 5.8.1 as follows:

IEEE Std 802.11 depends upon IEEE Std 802.1X-2004 and the 4-Way Handshake, FT 4-Way Handshake,
FT Protocol, FT Resource Request Protocol, and Group Key Handshake, described in Clause 8 and
Clause 11A, to establish and change cryptographic keys. Keys are established after authentication has
completed. Keys may change for a variety of reasons, including expiration of an IEEE 802.1X
authentication timer, key compromise, danger of compromise, or policy.

5.8.2 Infrastructure functional model overview

5.8.2.1 Authentication and key management (AKM) operations with Authentication Server
(AS)

Change the second paragraph of 5.8.2.1 as follows:

A 4-Way Handshake or FT 4-Way Handshake utilizing IEEE 802.1X EAPOL-Key frames is initiated by the
Authenticator to do the following:

—  Confirm that a live peer holds the PMK.
—  Confirm that the PMK is current.
— In the case of fast BSS transition, derive PMK-R0s and PMK-R1s.

— Derive a fresh pairwise transient key (PTK) from the PMK or, in the case of fast BSS transition,
from the PMK-R1.

— Install the pairwise encryption and integrity keys into IEEE Std 802.11.

— Transport the group temporal key (GTK) and GTK sequence number from Authenticator to
Supplicant and install the GTK and GTK sequence number in the STA and, if not already installed,
in the AP.

—  Confirm the cipher suite selection.

6. Medium access control (MAC) service definition

6.1 Overview of MAC services
6.1.2 Security services
Change the third paragraph of 6.1.2 as follows:

During the authentication exchange, both parties exchange authentication information as described in
Clause 8_and Clause 11A.
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7. Frame formats
7.2 Format of individual frame types
7.2.3 Management frames

7.2.3.1 Beacon frame format

Insert order 33 information field into Table 7-8:

Table 7-8—Beacon frame body

Order Information Notes

33 Mobility domain The Mobility Domain information element (MDIE) is present when
dot11FastBSSTransitionEnabled is set to TRUE.

7.2.3.4 Association Request frame format

Insert order 11 information field into Table 7-10:

Table 7-10—Association Request frame body

Order Information Notes

11 Mobility domain The MDIE is present in an Association Request frame if dot11FastBSS-
TransitionEnabled is set to TRUE and if the frame is being sent to an AP
that advertised its FT capability in the MDIE in its Beacon or Probe
Response frame (i.e., AP also has dot11FastBSSTransitionEnabled set to
TRUE).

7.2.3.5 Association Response frame format

Insert order 10 and 11 information fields into Table 7-11:

Table 7-11—Association Response frame body

Order Information Notes

10 Mobility domain An MDIE is present in an Association Response frame when
dot11FastBSSTransitionEnabled is set to TRUE and this frame is a
response to an Association Request frame that contained an MDIE
(i.e., an FT initial mobility domain association exchange).

11 Fast BSS A Fast BSS Transition information element (FTIE) is present in an
transition Association Response frame when dot11FastBSSTransitionEnabled is set
to True, dot11RSNAEnabled is set to TRUE and this frame is a response to
an Association Request frame that contained an MDIE (i.e., an FT initial
mobility domain association exchange in an RSN).
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7.2.3.6 Reassociation Request frame format

Insert order 12, 13, and 14 information fields into Table 7-12:

Table 7-12—Reassociation Request frame body

Order Information Notes

12 Mobility domain The MDIE is present in a Reassociation Request frame when
dotl1FastBSSTransitionEnabled is set to True and the frame is being sent
to an AP that advertised its FT Capability in the MDIE in its Beacon or
Probe Response frame (i.e., AP also has dot11FastBSSTransitionEnabled
is set to TRUE).

13 Fast BSS An FTIE is present in a Reassociation Request frame when

transition dot11FastBSSTransitionEnabled is set to TRUE and

dot1 IRSNA AuthenticationSuiteSelected is 00-0F-AC:3 or 00-0F-AC:4
(i.e., part of a fast BSS transition in an RSN).

14 Resource The set of information elements that formulate a RIC-Request may be
information present in a Reassociation Request frame when
container (RIC) — dotl1FastBSSTransitionEnabled is set to TRUE,

— The FT Resource Request Protocol is not used,

— The frame is being sent to an AP that advertised its FT capability in
the MDIE in its Beacon or Probe Response frame (i.e., AP also has
dotl1FastBSSTransitionEnabled is set to TRUE), and

— Either dotl1RSNAAuthenticationSuiteSelected is 00-OF-AC:3 or
00-0F-AC:4 (i.e., part of a fast BSS transition in an RSN) or
dot]1 1IRSNAEnabled is set to FALSE (i.e., not in an RSN).

7.2.3.7 Reassociation Response frame format

Insert order 10 through 13 information fields into Table 7-13:

Table 7-13—Reassociation Response frame body

Order Information Notes

10 RSN An RSN information element (RSNIE) is present in a Reassociation
Response frame when dot11FastBSSTransitionEnabled is set to True,
dotl1 IRSNAEnabled is set to TRUE and this frame is a response to a
Reassociation Request frame that contained an FTIE (i.e., part of a fast
BSS transition in an RSN).

11 Mobility domain An MDIE is present in a Reassociation Response frame when
dot11FastBSSTransitionEnabled is set to TRUE and this frame is a
response to a Reassociation Request frame that contained an MDIE (i.e.,
either an FT initial mobility domain association exchange or part of a fast
BSS transition).

12 Fast BSS An FTIE is present in a Reassociation Response frame when

transition dotl1FastBSSTransitionEnabled is set to TRUE, dotl11IRSNAEnabled is
set to TRUE and this frame is a response to a Reassociation Request frame
that contained an MDIE (i.e., either an FT initial mobility domain
association exchange or part of a fast BSS transition in an RSN).
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Table 7-13—Reassociation Response frame body (continued)

Order Information Notes

13 RIC The set of information elements that formulate a RIC-Response is present
in a Reassociation Response frame when dot11FastBSSTransitionEnabled
is set to TRUE and this frame is a response to a Reassociation Request
frame that contained a RIC-Request.

7.2.3.9 Probe Response frame format

Insert order 31 information field into Table 7-15:

Table 7-15—Probe Response frame body

Order Information Notes

31 Mobility domain The MDIE is present when dot11FastBSSTransitionEnabled is set to
TRUE.

7.2.3.10 Authentication frame format

Change the first paragraph of 7.2.3.10 as shown:

The frame body of a management frame of subtype Authentication contains the information shown in
Table 7-16. Only Authentication frames with the authentication algorithm set to Open System authentication
or FT authentication may be used within an RSNA. RSNA STAs shall not associate if shared authentication
was invoked prior to RSN association. FT authentication is used when FT support is advertised by the AP
and dot11FastBSSTransitionEnabled is set to TRUE in the non-AP STA.

Insert order 5 through 9 information fields into Table 7-16:

Table 7-16—Authentication frame body

Order Information Notes
5 RSN The RSNIE is present in the FT Authentication frames as defined in
Table 7-17.
6 Mobility domain The MDIE is present in the FT Authentication frames as defined in
Table 7-17.
7 Fast BSS An FTIE is present in the FT Authentication frames as defined in
transition Table 7-17.
8 Timeout interval A Timeout Interval information element (TIE) containing the reassociation
(reassociation deadline interval is present in the FT Authentication frames as defined in
deadline) Table 7-17.
9 RIC A Resource Information Container, containing a variable number of
information elements, is present in the FT Authentication frames as
defined in Table 7-17.
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Change Table 7-17 as follows:

Table 7-17—Presence of ehallenge-textinformation elements_
in Authentication frames

Authentication

Authentication transaction Status code
algorithm Presence of fields 4-9
sequence no. e S e T2

Open System 1 Reserved Not present

Open System 2 Status Not present

Shared Key 1 Reserved Not present

Shared Key 2 Status Challenge text pPresent

Shared Key 3 Reserved Challenge text pPresent

Shared Key 4 Status Not present

FT

|—

Reserved Mobility domain is present.

If dot]1 IRSNAEnabled is set to TRUE fast BSS
transition and RSN are present.

FT 2 Status If Status is zero, Mobility domain is present.

If Status is zero and dotl11RSNAEnabled is set
to TRUE fast BSS transition and RSN are

present.

FT 3 Reserved Mobility domain is present.

If dot] IRSNAEnabled is set to TRUE fast BSS
transition and RSN are present.

RIC may be present.

FT 4 Status If Status is zero, mobility domain is present.

If Status is zero and dotl11RSNAEnabled is set
to TRUE fast BSS transition and RSN are

present.

If Status is zero, RIC is optionally present.

If a RIC is present in a non-RSN, timeout
interval (reassociation deadline) is present.

7.3 Management frame body components
7.3.1 Fields that are not information elements
7.3.1.1 Authentication Algorithm Number field
Insert the following line after “Authentication algorithm number = 1”:

Authentication algorithm number = 2: Fast BSS Transition
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7.3.1.9 Status Code field
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Insert status codes 28 and 52 through 55 and change the Reserved status code rows in Table 7-23 as
follows (note that the entire table is not shown here):

Table 7-23—Status codes

Status Code Meaning
273+ Reserved
28 ROKH unreachable
29-31 Reserved
52 Invalid FT Action frame count
53 Invalid pairwise master key identifier (PMKID)
54 Invalid MDIE
55 Invalid FTIE
5256-65535 Reserved

7.3.1.11 Action field

Insert category code 6 and change the Reserved category code row in Table 7-24 as follows (note that the
entire table is not shown here):

Table 7-24—Category values

Code Meaning See subclause
6 Fast BSS Transition 7.4.8
67-126 Reserved —

7.3.2 Information elements

Insert element identifiers (IDs) 54 through 57 and element ID 75 and change the Reserved element ID
rows in Table 7-26 as follows (note that the entire table is not shown here):

Table 7-26—Element IDs

Copyright © 2008 IEEE. All rights reserved.

Information Element Element ID (if;eollgtg:ls) Extensible
Mobility Domain (MDIE) (see 7.3.2.47) 54 5
Fast BSS Transition (FTIE) (see 7.3.2.48) 55 84 to 257
Timeout Interval (see 7.3.2.49) 56 7
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Table 7-26—Element IDs (continued)

Information Element Element ID (iﬁeolzgtzltls) Extensible
RIC Data (RDIE) (see 7.3.2.50) 57 6
Reserved 545862
Reserved 72-74126
RIC Descriptor (see 7.3.2.51) 75 3-257
Reserved 76-126

7.3.2.25 RSN information element (RSNIE)
7.3.2.25.2 AKM suites

Insert suite types 3 and 4 and change the Reserved suite type row in Table 7-34 as shown (note that the
entire table is not shown here):

Table 7-34—AKM suite selectors

Meaning
oul Suite type
Authentication type Key management type
00-0F-AC 3 FT authentication negotiated over FT key management as defined in
IEEE 802.1X 8.5.1.5
00-0F-AC 4 FT authentication using PSK FT key management as defined in
8.5.1.5
00-0F-AC 35-255 Reserved Reserved

7.3.2.25.4 PMKID
Change first two paragraphs of 7.3.2.25.4 as follows:

The PMKID Count and List fields shall-beare used only in the RSNIE in the (Re)Association Request frame
to an AP_and in FT authentication sequence frames. The PMKID Count specifies the number of PMKIDs in
the PMKID List field. The PMKID list contains 0 or more PMKIDs that the STA believes to be valid for the
destination AP. The PMKID can refer to

a) A cached pairwise master key security association (PMKSA) that has been obtained through
preauthentication with the target AP

b) A cached PMKSA from an EAP authentication
c¢) A PMKSA derived from a PSK for the target AP
d) A PMK-RO security association derived as part of an FT initial mobility domain association

e) A PMK-RI security association derived as part of an FT initial mobility domain association or as
part of a fast BSS transition.
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See 8.5.1.2 for the construction of the PMKID, 11A.8 for the population of PMKID for fast BSS
transitions, and 8.5.1.5 for the construction of PMKROName and PMKR 1Name.

7.3.2.37 Neighbor Report element

Replace Figure 7-95c with the following:

BO B1 B2 B3 B4 B9 B10 B11 B31
Rea<§12bility Security Key Scope Capabilities I'\Dﬂgr%ig}x Reserved
Bits: 2 1 1 6 1 21

Figure 7-95c—BSSID Information field

Insert the following paragraph after the ninth paragraph in 7.3.2.37 as follows:

The Mobility Domain bit, when set to 1, indicates that the AP represented by this basic service set
identification (BSSID) is including an MDIE in its Beacon frames and that the contents of that MDIE are
identical to the MDIE advertised by the AP sending the report.

Change the following paragraph in 7.3.2.37 as follows:

Bits 461131 are reserved.

Insert the following subclauses (7.3.2.47 through 7.3.2.51) after 7.3.2.46:

7.3.2.47 Mobility domain information element (MDIE)

The MDIE contains the Mobility Domain Identifier (MDID) and the FT Capability and Policy Field. The AP
uses the MDIE to advertise that it is included in the group of APs that constitute a mobility domain, to
advertise its support for FT capability, and to advertise its FT policy information. The format for this
information element is given in Figure 7-9501.

Element ID Length MDID FT Capability and Policy

Octets: 1 1 2 1

Figure 7-9501—MDIE format

The Length field is set to 3.
The MDID field is a 2-octet value that follows the ordering conventions defined in 7.1.1.

The FT Capability and Policy field is one octet. The FT Capability and Policy field is defined in Figure 7-
9502.
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B1 B2 B7
Fast BSS
o Resource Request
Transition Protocol Capability Reserved
Bits: 6

Figure 7-9502—FT Capability and Policy field

Bits 0—1 of the FT Capability and Policy field control the behavior of STAs performing fast BSS transitions
(see 11A.3). The STA can use information from the MDIE to determine the transition methods
recommended by the AP and protocols supported by the AP. The choice of executing any specific transition
method is outside the scope of this standard.

If Resource Request Protocol Capability subfield is set to 1, then the STA may perform the FT Resource

Request Protocol of 11A.6.

When sent by a non-AP STA to a target AP, the FT Capability and Policy field matches the value advertised

by that target AP. See 11A.8.

7.3.2.48 Fast BSS transition information element (FTIE)

The FTIE includes information needed to perform the FT authentication sequence during a fast BSS
transition in an RSN. This information element is shown in Figure 7-9503.

MIC Optional
Element ID Length Control MIC ANonce SNonce Parameter(s)
Octets: 1 1 2 16 32 32 variable

Figure 7-9503—FTIE format

The Length field for this element indicates the length of the information field, as defined below.

The MIC Control field is two octets and is defined in Figure 7-9504.

Bits:

BO

B7

B8

B15

Reserved

Information element count

8

8

Figure 7-9504—MIC Control field

The Information Element Count subfield of the MIC Control field contains the number of information
elements that are included in the message integrity code (MIC) calculation. A value of zero indicates no

MIC is present.

The MIC field contains a MIC that is calculated using the algorithm specified in 11A.8.4 and 11A.8.5.
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The ANonce field contains a value chosen by the R1KH. It is encoded following the conventions in 7.1.1.
The SNonce field contains a value chosen by the SIKH. It is encoded following the conventions in 7.1.1.

The format of the Optional Parameter(s) field is shown in Figure 7-9505.

Subelement ID Length Data

Octets: 1 1 variable

Figure 7-9505—Optional Parameter(s) field

The Subelement ID is one of the values from Table 7-43g:

Table 7-43g—Subelement IDs

Value Contents of Data field Length (in octets)
0 Reserved
1 PMK-R1 key holder identifier (R1KH-ID) 6
2 GTK 15-42
3 PMK-RO key holder identifier (ROKH-ID) 1-48
4-255 Reserved

R1KH-ID indicates the identity of the R1KH, which is used by the SOKH and the ROKH for deriving the
PMK-R1s. It is encoded following the conventions in 7.1.1.

The GTK subelement contains the group temporal key, which is encrypted (see procedures in 11A.8.5)
and is defined in Figure 7-9506.

Subelement ID Length Key Info Key Length RSC Key

Octets: 1 1 2 1 8 5t0 32

Figure 7-9506—GTK subelement format

The GTK subelement Key Info subfield is defined in Figure 7-9507.

BO B1 B2 B15

Key ID Reserved

Bits: 2 14
Figure 7-9507—GTK subelement’s Key Info subfield
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Key Length field is the length of the Key field in octets. This length value does not include the possible
padding (see 11A.8.5).

RSC field contains the receive sequence counter (RSC) for the GTK being installed. The RSC field gives the
current message number for the GTK to allow a STA to identify replayed MPDUs. If the RSC field value is
less than 8 octets in length, the remaining octets are set to 0. The least significant octet of the transmit
sequence counter (TSC) or packet number (PN) is in the first octet of the RSC field.

NOTE—The RSC field value for TKIP is the TSC and is stored in the first 6 octets; for CCMP, it is the PN and is stored
in the first 6 octets. See Table 61.!

For WEP, the RSC value is set to 0 on transmit and is not used at the receiver.

When sent by a non-AP STA, the ROKH-ID indicates the ROKH with which the SOKH negotiated the
PMK-RO it is using for this transition. When sent by an AP, the ROKH-ID indicates the ROKH that the SOKH
will be using to generate a PMK-RO security association. It is encoded following the conventions from 7.1.1.

7.3.2.49 Timeout Interval information element (TIE)

The TIE specifies time intervals and timeouts. Figure 7-9508 shows this information element.

Element ID Length Timeout Interval Type Timeout Interval Value

Octets: 1 1 1 4

Figure 7-9508—TIE format

The Length field is set to 5.

The Timeout Interval Type field contains one of the values from Table 7-43h.

Table 7-43h—Timeout Interval Type field value

Timeout interval type Meaning Units
0 Reserved
1 Reassociation deadline interval Time units (TUs)
2 Key lifetime interval Seconds
3-255 Reserved

The Timeout Interval Value field contains an unsigned 32-bit integer. It is encoded according to the
conventions in 7.1.1.

A reassociation deadline interval value of zero indicates no deadline exists. A key lifetime interval value of
zero is reserved.

INotes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement the
standard.
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7.3.2.50 RIC Data information element (RDIE)

The RIC refers to a collection of information elements that are used to express a resource request and to
convey responses to the corresponding requests.

A RIC is a sequence of one or more Resource Requests, or a sequence of one or more Resource Responses.
Each Resource Request or Response consists of a RDIE, followed by one or more information elements that

describe that resource. See 11A.11 for examples and procedures.

The RDIE format is shown in Figure 7-9509.

Element ID Length RDIE Identifier Resource Descriptor Count Status Code

Octets: 1 1 1 1 2

Figure 7-9509—RDIE format

The Length field is set to 4.

The RDIE Identifier field has an arbitrary 8-bit value, chosen by the resource requestor to uniquely identify
the RDIE within the RIC.

The Resource Descriptor Count field indicates the number of alternative Resource Descriptors that follow
this RDIE.

The Status Code field is used in Resource Responses to indicate the result of the request. Valid values for the
Status Code field are given in 7.3.1.9. When an RDIE is included in a Resource Request, the Status Code
field is set to 0 and ignored upon receipt.

7.3.2.51 RIC Descriptor information element

The RIC Descriptor information element is used with an RDIE during a fast BSS transition to negotiate
resources that are not otherwise described by information elements. See 11A.11 for procedures for including
this information element in a RIC.

Figure 7-95010 shows the format of this information element.

Element ID Length Resource Type Variable parameters

Octets: 1 1 1 variable

Figure 7-95010—RIC Descriptor information element format

The Length field is set to the number of octets in this information element (variable).
The Resource Type field contains one of the values given in Table 7-43i.

Variable parameters contain any additional data based on the resource type.
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Table 7-43i—Resource type code in RIC Descriptor information element

Resource type Meaning Variable parameters
value
1 Block Ack Block Ack parameter set as defined in 7.3.1.14,
Block Ack timeout value as defined in 7.3.1.15, and
Block Ack starting sequence control as defined in
7.2.1.7.
0, 2-255 Reserved

7.4 Action frame format details

Insert the following subclauses (7.4.8 through 7.4.8.4) after 7.4.7.2.

7.4.8 FT Action frame details

Four Action frame formats are defined to support fast BSS transitions over the DS, which are initiated
through the currently associated AP. The FT Action frames are sent over the air between the STA and the
current AP. The Action frame is used as a transport mechanism for data that are destined for the target AP.
The Action field values associated with each FT Action frame format are defined in Table 7-57g.

Table 7-57g—Action field values in FT Action frames

Action field value Description
0 Reserved
1 FT Request frames
2 FT Response frames
3 FT Confirm frames
4 FT Ack frames
5-255 Reserved

7.4.8.1 FT Request frame

The FT Request frame is sent by the STA to its associated AP to initiate an over-the-DS fast BSS transition.

Figure 7-101i shows the format of the FT Request frame.

Category Action Adsd-ll:éss Ti&%ergﬁsp FT Request frame body
Octets: 1 1 6 6 variable

Figure 7-101i—FT Request frame format
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The Category field is set to the value given in 7.3.1.11 for FT Action frames.
The Action field is set to the value given in Table 7-57g for FT Request frames.
The STA Address field is set to the STA’s MAC address.

The Target AP Address field is set to the BSSID value of the target AP.

The FT Request frame body contains the information shown in Table 7-57h.

Table 7-57h—FT Request frame body

Order Information Notes
1 RSN A RSNIE is present if dotl IRSNAEnabled is set to TRUE.
2 Mobility domain The MDIE is present.
3 Fast BSS transition An FTIE is present if dotl IRSNAEnabled is set to TRUE.

The usage of these information elements is defined in 11A.8.2.
7.4.8.2 FT Response frame

The FT Response frame is transmitted by the currently associated AP as a response to the STA’s FT Request
frame. Figure 7-101j shows the format of the FT Response frame.

. STA Target AP Statt
Category Action Address 2&%?%5 ngues FT Response frame body
Octets: 1 1 6 6 2 variable

Figure 7-101j—FT Response frame format

The Category field is set to the value given in 7.3.1.11 for FT Action frames.
The Action field is set to the value given in Table 7-57g for FT Response frames.
The STA Address field is set to the STA’s MAC address.

The Target AP Address field is set to the BSSID value of the target AP.

The Status Code field is a value from the options listed in 7.3.1.9.

If the Status Code field is zero, then the FT Response frame body contains the information shown in
Table 7-57i.

The usage of these information elements is defined in 11A.8.3.
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Table 7-57i—FT Response frame body

Order Information Notes
1 RSN The RSNIE is present if dot]11RSNAEnabled is set to TRUE.
2 Mobility domain The MDIE is present.
3 Fast BSS transition An FTIE is present if dot11RSNAEnabled is set to TRUE.

7.4.8.3 FT Confirm frame

The FT Confirm frame is an RSN confirms to the target AP receipt of the ANonce and indicate the liveness
of the PTKSA. The FT Confirm frame is optionally used by the STA to request resources. Figure 7-101k
shows the FT Confirm frame.

Category Action Adsd-[éss TE;%?;QSP FT Confirm frame body
Octets: 1 1 6 6 variable

Figure 7-101k—FT Confirm frame format

The Category field is set to the value given in 7.3.1.11 for FT Action frames.
The Action field is set to the value given in Table 7-57g for FT Confirm frames.
The STA Address field is set to the STA’s MAC address.

The Target AP Address field is set to the BSSID value of the target AP.

The FT Confirm frame body contains the information shown in Table 7-57;.

Table 7-57j—FT Confirm frame body

Order Information Notes
1 RSN The RSNIE is present if dot11RSNAEnabled is set to TRUE.
2 Mobility domain The MDIE is present.
3 Fast BSS transition An FTIE is present if dot11RSNAEnabled is set to TRUE.
4 RIC The RIC Request field is present if resources are being requested.

The usage of these information elements is defined in 11A.8.4.
7.4.8.4 FT Ack frame

The FT Ack frame is transmitted by the currently associated AP as a response to the STA’s FT Confirm
frame. Figure 7-1011 shows the FT Ack frame.
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