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Abstract: This amendment specifies enhancements to the IEEE 802.11 medium access control 
(MAC) that support wireless local area network (WLAN) interworking with external networks. It 
enables higher layer functionalities to provide overall end-to-end solutions. The main goals of this 
amendment are aiding network discovery and selection, enabling information transfer from external 
networks, enabling emergency services, and interfacing subscription service provider networks 
(SSPNs) to IEEE 802.11 networks that support interworking with external networks.�
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the 
IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus 
development process, approved by the American National Standards Institute, which brings together volunteers 
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the 
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote fairness 
in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the 
information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other 
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting 
from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims 
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that 
the use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, 
or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the 
time a standard is approved and issued is subject to change brought about through developments in the state of the art and 
comments received from users of the standard. Every IEEE Standard is subjected to review at least every five years for 
revision or reaffirmation, or every ten years for stabilization. When a document is more than five years old and has not been 
reaffirmed, or more than ten years old and has not been stabilized, it is reasonable to conclude that its contents, although still 
of some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services 
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or 
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon his or her 
independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a 
competent professional in determining the appropriateness of a given IEEE standard.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific 
applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare 
appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any 
interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its 
societies and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except 
in those cases where the matter has previously received formal consideration. A statement, written or oral, that is not 
processed in accordance with the IEEE-SA Standards Board Operations Manual shall not be considered the official position 
of IEEE or any of its committees and shall not be considered to be, nor be relied upon as, a formal interpretation of the IEEE.
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall make 
it clear that his or her views should be considered the personal views of that individual rather than the formal position, 
explanation, or interpretation of the IEEE. 

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with 
IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate 
supporting comments. Recommendations to change the status of a stabilized standard should include a rationale as to 
why a revision or withdrawal is required. Comments on standards and requests for interpretations should be submitted to the 
following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854
USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by The Institute of 
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To 
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive, 
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational 
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Introduction

This introduction is not part of IEEE Std 802.11u-2011, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area 
networks—Specific requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical 
Layer (PHY) Specifications—Amendment 9: Interworking with External Networks.

The interworking with external networks is a key enabler to allow IEEE 802.11 devices to interwork with 
external networks, as typically found in hotspots or other public networks irrespective of whether the service 
is subscription-based or free. 

The interworking service aids network discovery and selection, which in turn enables information transfer 
from external networks and enables emergency services. It provides information to the stations (STAs) about 
the networks prior to association. Interworking will not only help users within home, enterprise, and public 
access markets, but also assist manufacturers and operators to provide common components and services for 
IEEE 802.11 customers.

The interworking service addresses medium access control (MAC) layer enhancements that allow higher lay-
er functionality to provide the overall end-to-end interworking solution.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the provisions 
of this standard does not imply compliance to any applicable regulatory requirements. Implementers of the 
standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, 
by the publication of its standards, intend to urge action that is not in compliance with applicable laws, and 
these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private 
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation, 
standardization, and the promotion of engineering practices and methods. By making this document available 
for use and adoption by public authorities and private users, the IEEE does not waive any rights in copyright 
to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the issuance 
of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or 
errata. An official IEEE document at any point in time consists of the current edition of the document together 
with any amendments, corrigenda, or errata then in effect. In order to determine whether a given document is 
the current edition and whether it has been amended through the issuance of amendments, corrigenda, or 
errata, visit the IEEE Standards Association website at http://ieeexplore.ieee.org/xpl/standards.jsp, or contact 
the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process, visit 
the IEEE-SA website at http://standards.ieee.org.

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:04:58 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 802.11u-2011

http://standards
http://www.avadocuments.com/doc/ieee-802-11u-2011
http://www.avadocuments.com/doc/ieee-802-11u-2011


Copyright © 2011 IEEE. All rights reserved. v

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://standards.ieee.org/
reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this amendment may require use of subject 
matter covered by patent rights. By publication of this standard, no position is taken with respect to the 
existence for validity of any patent rights in connection therewith. A patent holder or patent applicant has 
filed a statement of assurance that it will grant licenses under these rights without compensation or under 
reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair 
discrimination to applicants desiring to obtain such licenses. Other Essential Patent Claims may exist for 
which a statement of assurance has not been received. The IEEE is not responsible for identifying Essential 
Patent Claims for which a license may be required, for conducting inquiries into the legal validity or scope 
of Patents Claims, or determining whether any licensing terms or conditions are reasonable or 
nondiscriminatory. Users of this standard are expressly advised that determination of the validity of any 
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further 
information may be obtained from the IEEE Standards Association.
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1. Overview 

1.2 Purpose

Insert the following new list item at end of the dashed list in 1.2:

— Defines functions and procedures aiding network discovery and selection by STAs, information 
transfer from external networks using QoS mapping, and a general mechanism for the provision of 
emergency services.

2. Normative references

Insert the following new references in alphanumeric order into Clause 2:

3GPP TS 24.234, 3GPP System to Wireless Local Area Network (WLAN) interworking; WLAN User 
Equipment (WLAN UE) to network protocols; Stage 3.2

IANA EAP Method Type Numbers, http://www.iana.org/assignments/eap-numbers.

IEEE Std 802.21™-2008, IEEE Standard for Local and Metropolitan Area Networks: Media Independent 
Handover Services, January 2009.3, 4

IETF RFC 1035, Domain Names — Implementation and Specification, P. Mockapetris, November 1987.5

IETF RFC 3629, UTF-8, a transformation format of ISO 10646, F. Yergeau, November 2003.

IETF RFC 3748, Extensible Authentication Protocol (EAP), B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson, 
H. Levkowetz, June 2004.

IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, January 2005.

IETF RFC 4282, The Network Access Identifier, December 2005.

IETF RFC 5216, The EAP-TLS Authentication Protocol, D. Simon, B. Aboba, R. Hurst, March 2008.

OASIS Emergency Management Technical Committee, “Emergency Data Exchange Language (EDXL) 
Distribution Element, v. 1.0.” OASIS Standard EDXL-DE v1.0, May 2006.

3. Definitions

Insert the following new definitions in alphabetical order into Clause 3, renumbering as necessary:

3.267 Access Network Query Protocol (ANQP): The query protocol for access network information 
retrieval transported by generic advertisement service (GAS) Public Action frames.

23GPP documents are available from the 3rd Generation Partnership Project Web site (http://www.3gpp.org).
3IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards.ieee.org/).
4The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics 
Engineers, Inc.
5Internet RFCs are available from the Internet Engineering Task Force at http://www.ietf.org/.
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3.268 advertisement protocol: Access Network Query Protocol (ANQP) and higher layer protocols defined 
external to  IEEE Std 802.11 that are used for network and service discovery.

3.269 advertisement server: A logical server that provides the information repository for a specific 
advertisement protocol. The location of the physical server that instantiates the advertisement server is 
outside the scope of this specification.

3.270 authorization: The act of determining if a particular right, such as access to some resource, can be 
granted to an authenticated entity.

NOTE—See RFC 2903 [B44].6

3.271 emergency alert system (EAS): A U.S. national public warning system.

3.272 emergency services association: A robust security network association (RSNA) between an access 
point (AP) and a non-AP station (STA) without security credentials; the non-AP STA is granted access to 
emergency services using unprotected frames via this association.

3.273 extended service set (ESS) link: In the context of an IEEE 802.11 medium access control (MAC) 
entity, a connection path through the wireless medium between a non-access point (non-AP) station (STA)
and one of the APs that is a member of the ESS. 

3.274 generic advertisement service (GAS): An IEEE 802.11 service that provides over-the-air 
transportation for frames of higher layer advertisements between stations (STAs) or between an 
advertisement server and a non-access point (non-AP) STA. The protocol(s) used to relay frames between 
an AP, portal, and advertisement server is outside the scope of this standard. GAS supports higher layer 
protocols that employ a query/response mechanism.

3.275 infrastructure authorization information: The information that specifies the access rights of the 
user of a non-access point (non-AP) station (STA) in an IEEE 802.11 infrastructure. This information may 
include the rules for routing the user traffic, a set of permissions about services that a user is allowed to 
access, quality of service (QoS) configuration information, or the accounting policy to be applied by the 
IEEE 802.11 infrastructure.

3.276 homogenous extended service set (ESS): A collection of basic service sets (BSSs), within the same 
extended service set (ESS), in which every subscription service provider network (SSPN) or other external 
network reachable at one BSS is reachable at all of them.

3.277 interworking service: A service that supports use of an IEEE 802.11 network with non-IEEE 802.11 
networks. Functions of the interworking service assist non-access point (non-AP) stations (STAs) in 
discovering and selecting IEEE 802.11 networks, in using appropriate quality of service (QoS) settings for 
transmissions, in accessing emergency services, and in connecting to subscription service providers (SSPs).

3.278 multi-level precedence and preemption (MLPP): A framework used with admission control for the 
treatment of traffic streams based on precedence, which supports the preemption of an active traffic stream 
by a higher precedence traffic stream when resources are limited. Preemption is the act of forcibly removing
a traffic stream in progress in order to free up resources for another higher precedence traffic stream.

3.279 network access identifier (NAI): The user identity submitted by the Supplicant during IEEE 802.1X 
authentication.

NOTE—See RFC 4282.7

6The numbers in brackets correspond to the numbers of the bibliography in Annex P.
7Information on references can be found in Clause 2.
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3.280 public safety answering point (PSAP): A physical location where emergency calls are received and 
routed to the proper emergency services such as police and ambulance. 

NOTE—See NENA 08-002 [B51].

3.281 roaming consortium: A  group of subscription service providers (SSPs) having inter-SSP roaming 
agreements.

3.282 subscription service provider (SSP): An organization (operator) offering connection to network 
services, perhaps for a fee. 

3.283 subscription service provider network (SSPN): The network controlled by a subscription service 
provider (SSP). The network maintains user subscription information.

3.284 subscription service provider (SSP) roaming: The act when a station (STA) uses an SSP’s 
IEEE 802.11 infrastructure, with which the terminal has no direct agreement, based on a subscription and 
formal agreement with the STA’s own SSP.

4. Abbreviations and acronyms

Insert the following new abbreviations and acronyms into Clause 4 in alphabetical order:

3GPP™ 3rd Generation Partnership Project
802.x LAN IEEE 802®-based local area networks such as IEEE 802.3 and IEEE 802.11
AAA authentication, authorization, and accounting
ANQP Access Network Query Protocol
ASRA additional step required for access
DN destination network
EAS emergency alert system
EBR expedited bandwidth request
ESR emergency services reachable
GAS generic advertisement service
GPRS general packet radio service 
HESSID homogenous extended service set identifier
MIH media-independent handover
MLPP multi-level precedence and preemption 
MSGCF MAC state generic convergence function
NAI network access identifier
OI organization identifier
PHB per-hop behavior
PSAP public safety answering point
SSP subscription service provider
SSPN subscription service provider network
UESA unauthenticated emergency service accessible
URL uniform resource locator
URI uniform resource identifier
VLAN virtual local area network
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5. General description

5.2 Components of the IEEE 802.11 architecture

Insert the following new subclause (5.2.13) after 5.2.12.22:

5.2.13 Subscription service provider network (SSPN) interface

An AP can interact with external networks using a SSPN interface for the purpose of authenticating users and 
provisioning services, as shown in Figure 5-6a. The exchange of authentication and provisioning information 
between the SSPN and the AP passes transparently through the Portal. The protocol used to exchange this 
information is outside the scope of this standard. The logical SSPN interface provides the means for an AP 
to consult an SSPN for authenticating and authorizing a specific non-AP STA and to report statistics and 
status information to the SSPN. Authentication and provisioning information for non-AP STAs received from 
the SSPN are stored in the AP management information base (MIB) and are used to limit layer-2 services 
provided to that non-AP STA. Detailed interactions describing the SSPN interface are provided in 11.23.5.

BSS 2

AP

AP

DS

SSPN = DN

ESS

Portal

802.11 MAC/PHY

802.11 MAC/PHY

STA1

STA2

STA3

STA4

802.x LAN

SSPN 
Interface

AAA & Data 
Connection

BSS1

Figure 5-6a—SSPN interface service architecture

The SSPN interface provides the non-AP STA access to the services provisioned in the SSPN via the 
currently associated BSS. SSPN access may involve virtual local area network (VLAN) mapping or tunnel 
establishment that are transparent to the non-AP STA and outside the scope of this standard. The SSPN 
interface also allows the non-AP STA to access services in destination networks (DNs) other than the SSPN. 
An example of a DN other than SSPN is the provision of Internet access via the IEEE 802 LAN, or an 
intermediary network that connects the IEEE 802.11 infrastructure and the SSPN.

NOTE—The SSPN Interface Service is not supported in an IBSS.
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5.4 Overview of the services

Insert the following new subclause (5.4.8) after 5.4.7:

5.4.8 Interworking with external networks 

The interworking service allows non-AP STAs to access services provided by an external network according 
to the subscription or other characteristics of that external network. An IEEE 802.11 non-AP STA may have 
a subscription relationship with an external network, e.g., with an SSPN.

An overview of the interworking functions addressed in this standard is provided below:
— Network discovery and selection

— Discovery of suitable networks through the advertisement of access network type, roaming 
consortium and venue information, via management frames

— Selection of a suitable IEEE 802.11 infrastructure using advertisement services (e.g., Access 
Network Query Protocol (ANQP) or an IEEE 802.21 Information Server) in the BSS or in an 
external network reachable via the BSS. 

— Selection of an SSPN or external network with its corresponding IEEE 802.11 infrastructure
— Emergency services

— Emergency Call and Network Alert support at the link level
— QoS Map distribution
— SSPN interface service between the AP and the SSPN

The generic advertisement service (GAS), described in 5.9, can be used by a STA to provide support for the 
network selection process and as a conduit for communication by a non-AP STA with other information 
resources in a network before joining the wireless LAN.

The interworking service supports emergency services by providing methods for users to access emergency 
services via the IEEE 802.11 infrastructure, advertising that emergency services are supported (see 11.23.6)
and identifying that a traffic stream is used for emergency services.

The interworking service provides QoS mapping for SSPNs and other external networks. Since each SSPN 
or other external network may have its own layer-3 end-to-end packet marking practice (e.g., DSCP usage 
conventions), a means to re-map the layer-3 service levels to a common over-the-air service level is 
necessary. The QoS Map service provides STAs a mapping of network-layer QoS packet marking to over-
the-air QoS frame marking (i.e., user priority).

The SSPN Interface service supports service provisioning and transfer of user permissions from the SSPN to 
the AP. The method and protocol by which these permissions are transferred from the SSPN are outside the
scope of this standard.

5.7 Reference model

Insert the following new subclause heading 5.7.1 immediately after the subclause heading 5.7 and before 
the existing text:

5.7.1 General 
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Change the first paragraph of 5.7.1 as follows:

This standard presents the architectural view, emphasizing the separation of the system into two major parts: 
the MAC of the data link layer (DLL) and the PHY. These layers are intended to correspond closely to the 
lowest layers of the ISO/IEC basic reference model of Open Systems Interconnection (OSI) (ISO/IEC 7498-
1: 1994). The MAC state generic convergence function (MSGCF) provides services to higher layer protocols 
based on MAC state machines and interactions between the layers. The layers and sublayers described in this 
standard are shown in Figure 5-10.

Insert the following new subclause (5.7.2) after 5.7.1:

5.7.2 Interworking reference model

Interworking functions may require correlating information from multiple management entities. It is the 
function of the MSGCF to correlate information for higher layer entities. The MSGCF observes the 
interactions between the MLME and SME, and between the PLME and SME. After correlation of lower-layer 
MLME and PLME events, the MSGCF may synthesize indications to higher layer entities.

Figure 5-10a shows an entity, the MSGCF, defined in  Clause 11B, that has access to all management 
information through exposure to the MAC and PHY Sublayer Management Entities, and provides 
management information to higher level entities, such as Mobility Managers, supporting heterogeneous 
medium mobility.

An example of how the MSGCF interfaces to these higher layer entities, is provided by the media-
independent handover (MIH) interface, as defined in IEEE 802.21-2008.

Figure 5-10a—Interworking reference model

The MSGCF is designed to provide the status of the connection of a non-AP STA to a set of BSSs comprising 
a single ESS. Figure 5-10b illustrates the concept of an ESS Link. This reflects the state of a connection to an 
ESS independent of any particular access point. In Figure 5-10b, STA3 is associated with either AP1 or AP2. 
The state of the ESS Link is up when STA3 is associated with any of the APs comprising an ESS.
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Insert the following new subclause (5.9) after 5.8:

5.9 Generic advertisement service (GAS)

GAS provides functionality that enables STAs to discover the availability of information related to desired 
network services, e.g., information about services such as provided in an IBSS, local access services, 
available subscription service providers (SSPs) and/or SSPNs or other external networks. GAS uses a generic 
container to advertise network services' information over an IEEE 802.11 network. Public Action frames are 
used to transport this information.

While the specification of network services information is outside the scope of this standard, in an 
Infrastructure BSS there is a need for STAs to query for information on network services provided by SSPNs 
or other external networks beyond an AP, before they associate to the wireless LAN. The exchange of 
information may also be performed after associating to the BSS. 

In an IBSS, GAS functionality enables a STA to access the availability and information related to desired 
services provided by other STAs in the IBSS. Exchange of information using GAS may be performed either 
prior to joining an IBSS or after joining the IBSS.

There are a number of reasons why providing information to a STA in a pre-associated state is beneficial:

— It supports more informed decision making about an IEEE 802.11 infrastructure with which to 
associate. This is generally more efficient than requiring a non-AP STA to associate with an AP 
before discovering the information and then deciding whether or not to stay associated.

— It is possible for the non-AP STA to query multiple networks in parallel.

— The non-AP STA can discover information about APs that are not part of the same administrative 
group as the AP with which it is associated, supporting the selection of an AP belonging to a 
different IEEE 802.11 infrastructure that has an appropriate SSP roaming agreement in place.

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:04:58 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 802.11u-2011

http://www.avadocuments.com/doc/ieee-802-11u-2011
http://www.avadocuments.com/doc/ieee-802-11u-2011


IEEE�
AMENDMENT 9: INTERWORKING WITH EXTERNAL NETWORKS Std 802.11u-2011

Copyright © 2011 IEEE. All rights reserved. 9

6. MAC service definition

6.1 Overview of MAC services

6.1.5 MAC data service architecture

Change the first two paragraphs of 6.1.5 as follows:

The MAC data plane architecture (i.e., processes that involve transport of all or part of an MSDU) is shown 
in Figure 6-1. During transmission, an MSDU goes through some or all of the following processes: MSDU
rate limiting, A-MSDU aggregation, frame delivery deferral during power save mode, sequence number 
assignment, fragmentation, encryption, integrity protection, and frame formatting and A-MPDU aggregation. 
IEEE Std 802.1X-2004 may block the MSDU at the Controlled Port. At some point, the data frames that 
contain all or part of the MSDU are queued per AC/TS. This queuing may be at any of the three points 
indicated in Figure 6-1.

During reception, a received data frame goes through processes of possible A-MPDU de-aggregation, MPDU 
header and cyclic redundancy code (CRC) validation, duplicate removal, possible reordering if the Block Ack 
mechanism is used, decryption, defragmentation, integrity checking, and replay detection. After replay 
detection (or defragmentation if security is used), and possible A-MSDU de-aggregation and possible MSDU 
rate limiting, the one or more MSDUs is are delivered to the MAC_SAP or to the DS. The IEEE 802.1X 
Controlled/Uncontrolled Ports discard the any received MSDU if the Controlled Port is not enabled and if the 
MSDU does not represent an IEEE 802.1X frame. TKIP and CCMP MPDU frame order enforcement occurs 
after decryption, but prior to MSDU defragmentation; therefore, defragmentation will fail if MPDUs arrive 
out of order.

Replace Figure 6-1—MAC data plane architecture with the following figure:
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Figure 6-1—MAC data plane architecture
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6.2 Detailed service specification

6.2.1 MAC data services

6.2.1.1 MA-UNITDATA.request

6.2.1.1.4 Effect of receipt

Insert the following text after the first paragraph of 6.2.1.1.4:

At an AP for which dot11SSPNInterfaceActivated is true, upon receipt of an MA-UNITDATA.request 
primitive having an individually addressed destination address and a priority of Contention or Contention-
Free, the AP’s MAC sublayer shall perform rate limiting to enforce the resource utilization limit in 
dot11NonAPStationMaxAuthBestEffortRate in the dot11InterworkingEntry identified by the destination 
MAC address of the frame to be transmitted. The specific mechanism to perform rate limiting is outside the 
scope of this specification.

— If the rate limiting mechanism does not discard the frame, then dot11NonAPStationBestEffort-
MSDUCount shall be incremented by 1 and dot11NonAPStationBestEffortOctetCount shall be 
incremented by the number of octets in the MSDU. 

— If the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedBestEffort-
MSDUCount shall be incremented by 1 and dot11NonAPStationDroppedBestEffortOctetCount shall 
be incremented by the number of octets in the MSDU.

At an AP for which dot11SSPNInterfaceActivated is true, upon receipt of an MA-UNITDATA.request 
primitive having an individually addressed destination address for which the priority is an integer in the 
range of 0 to 7, inclusive, then the AP’s MAC sublayer shall derive the access category from the priority 
using the mapping in Table 9-1. The AP’s MAC sublayer shall retrieve the MIB variables listed below from 
the dot11InterworkingEntry identified by the destination MAC address of the frame to be transmitted and 
perform the following operations:

— If the access category is AC_VO, then the AP’s MAC sublayer shall perform rate limiting to enforce 
the resource utilization limit in dot11NonAPStationMaxAuthVoiceRate; the specific mechanism to 
perform rate limiting is outside the scope of this specification. If the rate limiting mechanism does 
not discard the frame, then dot11NonAPStationVoiceMSDUCount shall be incremented by 1 and 
dot11NonAPStationVoiceOctetCount shall be incremented by the number of octets in the MSDU. If 
the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedVoiceMSDU-
Count shall be incremented by 1 and dot11NonAPStationDroppedVoiceOctetCount shall be 
incremented by the number of octets in the MSDU.

— If the access category is AC_VI, then the AP’s MAC sublayer shall perform rate limiting to enforce 
the resource utilization limit in dot11NonAPStationMaxAuthVideoRate; the specific mechanism to 
perform rate limiting is outside the scope of this specification. If the rate-limiting mechanism does 
not discard the frame, then dot11NonAPStationVideoMSDUCount shall be incremented by 1 and 
dot11NonAPStationVideoOctetCount shall be incremented by the number of octets in the MSDU. If 
the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedVideoMSDU-
Count shall be incremented by 1 and dot11NonAPStationDroppedVideoOctetCount shall be 
incremented by the number of octets in the MSDU.

— If the access category is AC_BE, then the AP’s MAC sublayer shall perform rate limiting to enforce 
the resource utilization limit in dot11NonAPStationMaxAuthBestEffortRate; the specific 
mechanism to perform rate limiting is outside the scope of this specification. If the rate-limiting 
mechanism does not discard the frame, then dot11NonAPStationBestEffortMSDUCount shall be 
incremented by 1 and dot11NonAPStationBestEffortOctetCount shall be incremented by the number 
of octets in the MSDU. If the rate limiting mechanism discards the frame, then 
dot11NonAPStationDroppedBestEffortMSDUCount shall be incremented by 1 and 
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dot11NonAPStationDroppedBestEffortOctetCount shall be incremented by the number of octets in 
the MSDU.

— If the access category is AC_BK, then the AP’s MAC sublayer shall perform rate limiting to enforce 
the resource utilization limit in dot11NonAPStationMaxAuthBackgroundRate; the specific 
mechanism to perform rate limiting is outside the scope of this specification. If the rate-limiting 
mechanism does not discard the frame, then dot11NonAPStationBackgroundMSDUCount shall be 
incremented by 1 and dot11NonAPStationBackgroundOctetCount shall be incremented by the 
number of octets in the MSDU. If the rate limiting mechanism discards the frame, then 
dot11NonAPStationDroppedBackgroundMSDUCount shall be incremented by 1 and 
dot11NonAPStationDroppedBackgroundOctetCount shall be incremented by the number of octets in 
the MSDU.

At an AP for which dot11SSPNInterfaceActivated is true, upon receipt of an MA-UNITDATA.request 
primitive having an individually addressed destination address whose priority is an integer in the range of 8 
to 15, inclusive, then the AP’s MAC sublayer shall perform rate limiting to enforce the resource utilization 
limit in dot11NonAPStationAuthMaxHCCAHEMMRate; the specific mechanism to perform rate limiting is 
outside the scope of this specification. 

— If the rate-limiting mechanism does not discard the frame, then dot11NonAPStationHCCAHEMM-
MSDUCount shall be incremented by 1, and dot11NonAPStationHCCAHEMMOctetCount shall be 
incremented by the number of octets in the MSDU.

— If the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedHCCAHEMM-
MSDUCount shall be incremented by 1 and dot11NonAPStationDroppedHCCAHEMMOctetCount 
shall be incremented by the number of octets in the MSDU.

6.2.1.2 MA-UNITDATA.indication

6.2.1.2.4 Effect of receipt

Insert the following text after the first paragraph of 6.2.1.2.4:

At an AP for which dot11SSPNInterfaceActivated is true, upon receipt of a frame of type data having a 
broadcast/multicast DA, the AP’s MAC sublayer shall discard the frame if 
dot11NonAPStationAuthSourceMulticast is false in the dot11InterworkingEntry identified by the source 
MAC address of the received frame. If dot11NonAPStationAuthSourceMulticast is true, the AP’s MAC 
sublayer shall perform rate limiting to enforce the resource utilization limit in 
dot11NonAPStationAuthMaxSourceMulticastRate in the dot11InterworkingEntry identified by the source 
MAC address of the received frame. The specific mechanism to perform rate limiting is outside the scope of 
this specification.

— If the rate limiting mechanism does not discard the frame, then dot11NonAPStationMulticast-
MSDUCount shall be incremented by 1 and dot11NonAPStationMulticastOctetCount shall be incre-
mented by the number of octets in the MSDU.

— If the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedMulticast-
MSDUCount. shall be incremented by 1 and dot11NonAPStationDroppedMulticastOctetCount. 
shall be incremented by the number of octets in the MSDU.

At an AP for which dot11SSPNInterfaceActivated is true, upon receipt of an individually addressed frame of 
type data and a priority of Contention or ContentionFree, then the AP’s MAC sublayer shall perform rate 
limiting to enforce the resource utilization limit in dot11NonAPStationMaxAuthBestEffortRate in the 
dot11InterworkingEntry identified by the source MAC address of the received frame. The specific 
mechanism to perform rate limiting is outside the scope of this specification. 
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— If the rate limiting mechanism does not discard the frame, then dot11NonAPStationBestEffort-
MSDUCount shall be incremented by 1 and dot11NonAPStationBestEffortOctetCount shall be 
incremented by the number of octets in the MSDU. 

— If the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedBestEffort-
MSDUCount shall be incremented by 1 and dot11NonAPStationDroppedBestEffortOctetCount shall 
be incremented by the number of octets in the MSDU.

At an AP for which dot11SSPNInterfaceActivated is true, upon receipt of an individually addressed frame of 
type data, for which the priority is an integer in the range of 0 to 7, inclusive, then the AP’s MAC sublayer 
shall derive the access category from the priority using the mapping in Table 9-1. The AP’s MAC sublayer 
shall retrieve the MIB variables from the dot11InterworkingEntry identified by the source MAC address of 
the received frame and perform the following operations:

— If the access category is AC_VO, then the AP’s MAC sublayer shall perform rate limiting to enforce 
the resource utilization limit in dot11NonAPStationMaxAuthVoiceRate; the specific mechanism to 
perform rate limiting is outside the scope of this specification. If the rate-limiting mechanism does 
not discard the frame, then dot11NonAPStationVoiceMSDUCount shall be incremented by 1 and 
dot11NonAPStationVoiceOctetCount shall be incremented by the number of octets in the MSDU. If 
the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedVoiceMSDU-
Count shall be incremented by 1 and dot11NonAPStationDroppedVoiceOctetCount shall be 
incremented by the number of octets in the MSDU.

— If the access category is AC_VI, then the AP’s MAC sublayer shall perform rate limiting to enforce 
the resource utilization limit in dot11NonAPStationMaxAuthVideoRate; the specific mechanism to 
perform rate limiting is outside the scope of this specification. If the rate-limiting mechanism does 
not discard the frame, then dot11NonAPStationVideoMSDUCount shall be incremented by 1 and 
dot11NonAPStationVideoOctetCount shall be incremented by the number of octets in the MSDU. If 
the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedVideoMSDU-
Count shall be incremented by 1 and dot11NonAPStationDroppedVideoOctetCount shall be 
incremented by the number of octets in the MSDU.

— If the access category is AC_BE, then the AP’s MAC sublayer shall perform rate limiting to enforce 
the resource utilization limit in dot11NonAPStationMaxAuthBestEffortRate; the specific mecha-
nism to perform rate limiting is outside the scope of this specification. If the rate-limiting mechanism 
does not discard the frame, then dot11NonAPStationBestEffortMSDUCount shall be incremented by 
1 and dot11NonAPStationBestEffortOctetCount shall be incremented by the number of octets in the 
MSDU. If the rate limiting mechanism discards the frame, then 
dot11NonAPStationDroppedBestEffortMSDUCount shall be incremented by 1 and 
dot11NonAPStationDroppedBestEffortOctetCount shall be incremented by the number of octets in 
the MSDU.

— If the access category is AC_BK, then the AP’s MAC sublayer shall perform rate limiting to enforce 
the resource utilization limit in dot11NonAPStationMaxAuthBackgroundRate; the specific mecha-
nism to perform rate limiting is outside the scope of this specification. If the rate-limiting mechanism 
does not discard the frame, then dot11NonAPStationBackgroundMSDUCount shall be incremented 
by 1 and dot11NonAPStationBackgroundOctetCount shall be incremented by the number of octets 
in the MSDU. If the rate limiting mechanism discards the frame, then 
dot11NonAPStationDroppedBackgroundMSDUCount shall be incremented by 1 and 
dot11NonAPStationDroppedBackgroundOctetCount shall be incremented by the number of octets in 
the MSDU.

At an AP for which dot11SSPNInterfaceActivated is true, upon receipt of an individually addressed frame of 
type data for which the priority is an integer in the range of 8 to 15, inclusive, the AP’s MAC sublayer shall 
perform rate limiting to enforce the resource utilization limit in 
dot11NonAPStationAuthMaxHCCAHEMMRate; the specific mechanism to perform rate limiting is outside 
the scope of this specification. 
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— If the rate-limiting mechanism does not discard the frame, then dot11NonAPStationHCCAHEMM-
MSDUCount shall be incremented by 1, and dot11NonAPStationHCCAHEMMOctetCount shall be 
incremented by the number of octets in the MSDU.

— If the rate limiting mechanism discards the frame, then dot11NonAPStationDroppedHCCAHEMM-
MSDUCount shall be incremented by 1 and dot11NonAPStationDroppedHCCAHEMMOctetCount 
shall be incremented by the number of octets in the MSDU.

6.2.1.3 MA-UNITDATA.confirm

6.2.1.3.1 Function

Insert the following items into the lettered list in 6.2.1.3.1 after item i):

j) For an AP in which dot11SSPNInterfaceActivated is true, Undeliverable (violation of limit specified 
by dot11NonAPStationMaxAuthVoiceRate in the dot11InterworkingTable for the non-AP STA 
identified by the destination address of the MA-UNITDATA.request primitive).

k) For an AP in which dot11SSPNInterfaceActivated is true, Undeliverable (violation of limit specified 
by dot11NonAPStationMaxAuthVideoRate in the dot11InterworkingTable for the non-AP STA 
identified by the destination address of the MA-UNITDATA.request primitive).

l) For an AP in which dot11SSPNInterfaceActivated is true, Undeliverable (violation of limit specified 
by dot11NonAPStationMaxAuthBestEffortRate in the dot11InterworkingTable for the non-AP STA 
identified by the destination address of the MA-UNITDATA.request primitive).

m) For an AP in which dot11SSPNInterfaceActivated is true, Undeliverable (violation of limit specified 
by dot11NonAPStationBackgroundRate in the dot11InterworkingTable for the non-AP STA identi-
fied by the destination address of the MA-UNITDATA.request primitive).

n) For an AP in which dot11SSPNInterfaceActivated is true, Undeliverable (violation of limit specified 
by dot11nonAPStationAuxMaxHCCAHEMMrate in the dot11InterworkingTable for the non-AP 
STA identified by the destination address of the MA-UNITDATA.request primitive).

7. Frame formats

7.1 MAC frame formats

7.2 Format of individual frame types

7.2.3 Management frames

7.2.3.1 Beacon frame format

Change order 31 information field and insert order 45 through 48 information fields into Table 7-8 as 
follows (note that the entire table is not shown here):
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Table 7-8—Beacon frame body

Order Information Notes

31 Multiple BSSID One or more Multiple BSSID elements are present if 
dot11RRMMeasurementPilotCapability is a value between 2 and 7 
and the AP is a member of a Multiple BSSID Set (see 11.10.11) with 
two or more members, or if dot11MgmtOptionMultiBSSIDActivated 
is true. , or if dot11InterworkingServiceActivated is true and the AP 
is a member of a Multiple BSSID Set with two or more members and 
at least one dot11GASAdvertisementID MIB attribute exists.

45 Interworking The Interworking element is present if 
dot11InterworkingServiceActivated is true.

46 Advertisement Protocol Advertisement Protocol element is present if 
dot11InterworkingServiceActivated is true and at least one 
dot11GASAdvertisementID MIB attribute exists.

47 Roaming Consortium The Roaming Consortium element is present if 
dot11InterworkingServiceActivated is true and the 
dot11RoamingConsortiumTable has at least one entry.

48 Emergency Alert Identifier One or more Emergency Alert Identifier elements are present if 
dot11EASActivated is true and there are one or more EAS mes-
sage(s) active in the network.
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7.2.3.4 Association Request frame format

Insert the order 18 information field into Table 7-10 (note that the entire table is not shown here):

Table 7-10—Association Request frame body

Order Information Notes

18 Interworking The Interworking element is present if 
dot11InterworkingServiceActivated is true and the non-AP STA is 
requesting unauthenticated access to emergency services (see 
11.3.2).

7.2.3.5 Association Response frame format

Insert the order 21 information field into Table 7-11 (note that the entire table is not shown here):

Table 7-11—Association Response frame body

Order Information Notes

21 QoS Map QoS Map is present if dot11QosMapActivated is true and the QoS 
Map field in the Extended Capabilities element of the corresponding 
Association Request frame is 1.
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7.2.3.6 Reassociation Request frame format

Insert the order 23 information field into Table 7-12 (note that the entire table is not shown here):

Table 7-12—Reassociation Request frame body

Order Information Notes

23 Interworking The Interworking element is present if 
dot11InterworkingServiceActivated is true and the non-AP STA is 
requesting unauthenticated access to emergency services (see 
11.3.2).

7.2.3.7 Reassociation Response frame format

Insert the order 25 information field into Table 7-13 (note that the entire table is not shown here):

Table 7-13—Reassociation Response frame body

Order Information Notes

25 QoS Map QoS Map is present if dot11QosMapActivated is true and the QoS 
Map field in the Extended Capabilities element of the corresponding 
Reassociation Request frame is 1.

7.2.3.8 Probe Request frame format

Insert order 12 information field into Table 7-14 (note that the entire table is not shown here):

Table 7-14—Probe Request frame body

Order Information Notes

12 Interworking The Interworking element is present if 
dot11InterworkingServiceActivated is true.

7.2.3.9 Probe Response frame format

Change order 24 information field and insert order 44 through 47 information fields into Table 7-15 as 
follows (note that the entire table is not shown here):
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Table 7-15—Probe Response frame body

Order Information Notes

24 Multiple BSSID One or more Multiple BSSID elements are present if 
dot11RRMMeasurementPilotCapability is a value between 2 and 7 
and the AP is a member of a Multiple BSSID Set (see 11.10.11) with 
two or more members, or if dot11MgmtOptionMultiBSSIDActivated 
is true., or if dot11InterworkingServiceActivated is true and the AP 
is a member of a Multiple BSSID Set with two or more members and 
at least one dot11GASAdvertisementID MIB attribute exists.

44 Interworking The Interworking element is present if 
dot11InterworkingServiceActivated is true.

45 Advertisement Protocol Advertisement Protocol element is present if 
dot11InterworkingServiceActivated is true and at least one 
dot11GASAdvertisementID MIB attribute exists.

46 Roaming Consortium The Roaming Consortium element is present if 
dot11InterworkingServiceActivated is true and the 
dot11RoamingConsortiumTable has at least one entry.

47 Emergency Alert Identifier One or more Emergency Alert Identifier elements are present if 
dot11EASActivated is true and there are one or more EAS mes-
sage(s) active in the network.
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7.3 Management frame body components

7.3.1 Fields that are not information elements

7.3.1.7 Reason Code field

Insert reason codes 27 through 30 and 46 and 47 into Table 7-22 (note that the entire table is not shown 
here):

Table 7-22—Reason codes

Reason code Meaning

27 Disassociated because session terminated by SSP request

28 Disassociated because of lack of SSP roaming agreement

29 Requested service rejected because of SSP cipher suite or AKM requirement

30 Requested service not authorized in this location

46 Disassociated because authorized access limit reached

47 Disassociated due to external service requirements

7.3.1.9 Status Code field

Insert status codes 59 through 65 and 67, 68, and 79 into Table 7-23 as follows (note the entire table is not 
shown here):
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Table 7-23—Status codes

Status code Meaning

59 GAS Advertisement Protocol not supported

60 No outstanding GAS request

61 GAS Response not received from the Advertisement Server

62 STA timed out waiting for GAS Query Response

63 GAS Response is larger than query response length limit

64 Request refused because home network does not support request

65 Advertisement Server in the network is not currently reachable

67 Request refused due to permissions received via SSPN interface

68 Request refused because AP does not support unauthenticated access

79 Transmission failure
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Insert the following new subclauses (7.3.1.33 and 7.3.1.34) after 7.3.1.32:

7.3.1.33 GAS Query Response Fragment ID field

A GAS Query Fragment Response ID field is used by the STA to indicate when a GAS Query Response 
spans multiple MMPDUs. STAs responding to GAS request use this field to inform the requesting STA of 
the GAS fragment number of the transmitted frames as well as identifying the last GAS fragment of the 
Query Response. Requesting STAs use this field to determine if any fragments of the Query Response are 
missing. The maximum value permitted in the GAS Query Response Fragment ID is 127. The More GAS 
Fragments field is set to 1 in GAS Query Response fragments of GAS Comeback Response frames that have 
another GAS fragment of the current query response to follow; otherwise, it is set to 0. The format of GAS 
Query Response Fragment ID is shown in Figure 7-36r.

Figure 7-36r—GAS Query Response Fragment ID field

B0 B6 B7

GAS Query Response 
Fragment ID

More GAS Fragments

Bits: 7 1

7.3.1.34 Venue Info field

The Venue Info field is a 2-octet field. It contains Venue Group and Venue Type subfields. The format of 
Venue Info subfield is shown in Figure 7-36s.

Figure 7-36s—Venue Info field format

Venue Group Venue Type

Octets: 1 1
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The Venue Group and Venue Type subfields are both one octet values selected from Table 7-25m and 
Table 7-25n respectively. The entries in Table 7-25m and Table 7-25n are drawn from the International 
Building Code’s Use and Occupancy Classifications [B48].

Table 7-25m—Venue Group codes and descriptions

Venue Group code Venue Group description

0 Unspecified

1 Assembly

2 Business

3 Educational

4 Factory and Industrial

5 Institutional

6 Mercantile

7 Residential

8 Storage

9 Utility and Miscellaneous

10 Vehicular

11 Outdoor

12 – 255 Reserved

Table 7-25n—Venue Type assignments

Venue Group code Venue Type code Venue description

0 0 Unspecified

0 1 – 255 Reserved

1 0 Unspecified Assembly

1 1 Arena

1 2 Stadium

1 3 Passenger Terminal (e.g., airport, bus, ferry, train station)

1 4 Amphitheater

1 5 Amusement Park

1 6 Place of Worship

1 7 Convention Center

1 8 Library

1 9 Museum

1 10 Restaurant

1 11 Theater

1 12 Bar

1 13 Coffee Shop
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1 14 Zoo or Aquarium

1 15 Emergency Coordination Center

1 16 – 255 Reserved

2 0 Unspecified Business

2 1 Doctor or Dentist office

2 2 Bank

2 3 Fire Station

2 4 Police Station

2 6 Post Office

2 7 Professional Office

2 8 Research and Development Facility

2 9 Attorney Office

2 10 – 255 Reserved

3 0 Unspecified Educational

3 1 School, Primary

3 2 School, Secondary

3 3 University or College

3 4 – 255 Reserved

4 0 Unspecified Factory and Industrial

4 1 Factory

4 2 – 255 Reserved

5 0 Unspecified Institutional

5 1 Hospital

5 2 Long-Term Care Facility (e.g., Nursing home, Hospice, etc.)

5 3 Alcohol and Drug Re-habilitation Center

5 4 Group Home

5 5 Prison or Jail

5 6 – 255 Reserved

6 0 Unspecified Mercantile

6 1 Retail Store

6 2 Grocery Market

6 3 Automotive Service Station

6 4 Shopping Mall

6 5 Gas Station

6 6 – 255 Reserved

7 0 Unspecified Residential

7 1 Private Residence

Table 7-25n—Venue Type assignments  (continued)

Venue Group code Venue Type code Venue description
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7 2 Hotel or Motel

7 3 Dormitory

7 4 Boarding House

7 5 – 255 Reserved

8 0 Unspecified Storage

8 1 – 255 Reserved

9 0 Unspecified Utility and Miscellaneous

9 1 – 255 Reserved

10 0 Unspecified Vehicular

10 1 Automobile or Truck

10 2 Airplane

10 3 Bus

10 4 Ferry

10 5 Ship or Boat

10 6 Train

10 7 Motor Bike

10 8 – 255 Reserved

11 0 Unspecified Outdoor

11 1 Muni-mesh Network

11 2 City Park

11 3 Rest Area

11 4 Traffic Control

11 5 Bus Stop

11 6 Kiosk

11 7 – 255 Reserved

Table 7-25n—Venue Type assignments  (continued)

Venue Group code Venue Type code Venue description
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7.3.2 Information elements

Insert element identifiers (IDs) 107 through 112 and change the Reserved row in Table 7-26 as follows 
(note the entire table is not shown here):

Table 7-26—Element IDs

Information element Element ID Length
(in octets) Extensible

Interworking (see 7.3.2.92) 107 3, 5, 9, 11

Advertisement Protocol (see 7.3.2.93) 108  variable

Expedited Bandwidth Request (see 7.3.2.94) 109 3

QoS Map Set (see 7.3.2.95) 110 18 to 60 Yes

Roaming Consortium (see 7.3.2.96) 111 variable Yes

Emergency Alert Identifier (see 7.3.2.97) 112 10

Reserved 113 107 –140 
and 143 – 220

7.3.2.27 Extended Capabilities information element

Insert the rows for Bit 31 through Bit 36 into Table 7-35a as follows (note the entire table is not shown 
here):

Table 7-35a—Capabilities field

Bit(s) Information Notes

31 Interworking When dot11InterworkingServiceActivated is true, the Interworking field is set 
to 1 to indicate the STA supports interworking service as described in 11.23.
When dot11InterworkingServiceActivated is false, the Interworking field is set 
to 0 to indicate the STA does not support this capability.

32 QoS Map When dot11QosMapActivated is true, the QoS Map field is set to 1 to indicate 
the STA supports QoS Map service as described in 11.23.9. When 
dot11QosMapActivated is false, the QoS Map field is set to 0 to indicate the 
STA does not support this capability.

33 EBR When dot11EBRActivated is true, the EBR field is set to 1 to indicate the STA 
supports EBR operation as described in 11.4. When dot11EBRActivated is false, 
the EBR field is set to 0 to indicate the STA does not support this capability.

34 SSPN Interface When dot11SSPNInterfaceActivated is true, the SSPN Interface field is set to 1 
to indicate the AP supports SSPN Interface service as described in 11.23.5.
When dot11SSPNInterfaceActivated is false, the SSPN Interface is set to 0 to 
indicate the AP does not support this capability. Non-AP STAs set this field to 0.

35 Reserved This bit is reserved and is set to 0 on transmission and ignored on reception.

36 MSGCF 
Capability

When dot11MSGCFActivated is true, the MSGCF Capability field is set to 1 to 
indicate the non-AP STA supports the MSGCF in 11B. When 
dot11MSGCFActivated is false, the MSGCF Capability is set to 0 to indicate the 
non-AP STA does not support this capability. APs set this field to 0.
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Insert the following new subclauses (7.3.2.92 through 7.3.2.97) after 7.3.2.91:

7.3.2.92 Interworking information element

The Interworking information element contains information about the interworking service capabilities of a 
STA as shown in Figure 7-95o118.

Figure 7-95o118—Interworking element format

Element ID Length Access
Network
Options

Venue Info 
(optional)

HESSID
(optional)

Octets: 1 1 1 0 or 2 0 or 6

The Length is a one-octet field whose value is 1 plus the sum of the lengths of each optional field present in 
the element. 

The format of Access Network Options field is shown in Figure 7-95o119.

Figure 7-95o119—Access Network Options format

Bits: B0 – B3 B4 B5 B6 B7

Access 
Network

Type

Internet ASRA ESR UESA

A non-AP STA sets Internet, ASRA, ESR, and UESA fields to 0 when including the Interworking element 
in the Probe Request frame. A non-AP STA sets the Internet, ASRA and ESR bits to 0 when including the 
Interworking element in (Re)association Request frames. In (Re)association Request frames, a non-AP STA 
sets the UESA bit according to the procedures in 11.3.2. The Access Network Types are shown in Table 7-
43bh. The Access Network Type field is set by the AP to advertise its Access Network Type to non-AP 
STAs. A non-AP STA uses this field to indicate the desired Access Network Type in an active scan. See X.1
for informative text on usage of fields contained within the Interworking element.

Bit 4 is the Internet field. The AP sets this field to 1 if the network provides connectivity to the Internet; 
otherwise it is set to 0 indicating that it is unspecified whether the network provides connectivity to the 
Internet. 

Bit 5 is the Additional Step Required for Access (ASRA) field. It is set to 1 by the AP to indicate that the 
network requires a further step for access. It is set to 0 whenever dot11RSNAEnabled is true. For more 
information, refer to Network Authentication Type Information in 7.3.4.5.

Bit 6 is the ESR (emergency services reachable) field. It is set to 1 by the AP to indicate that emergency ser-
vices are reachable through the AP; otherwise it is set to 0 indicating that it is unspecified whether emer-
gency services are reachable, see 11.23.6.

Bit 7 is the UESA (unauthenticated emergency service accessible) field. When the AP sets it to 0, this field 
indicates that no unauthenticated emergency services are reachable through this AP. When set to 1, this field 
indicates that higher layer unauthenticated emergency services are reachable through this AP. A STA uses 
the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to a BSS to 
access emergency services. See 11.3.2.
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Table 7-43bh—Access network type

Access 
network type Meaning Description

0 Private network Non-authorized users are not permitted on this network. Examples of this 
access network type are home networks and enterprise networks, which may 
employ user accounts. Private networks do not necessarily employ 
encryption.

1 Private network 
with guest access

Private network but guest accounts are available. Example of this access 
network type is enterprise network offering access to guest users.

2 Chargeable 
public network

The network is accessible to anyone, however, access to the network requires 
payment. Further information on types of charges may be available through 
other methods (e.g., IEEE 802.21, http/https redirect or DNS redirection). 
Examples of this access network type is a hotspot in a coffee shop offering 
internet access on a subscription basis or a hotel offering in-room internet 
access service for a fee.

3 Free public 
network

The network is accessible to anyone and no charges apply for the network 
use. An example of this access network type is an airport hotspot or 
municipal network providing free service.

4 Personal device 
network

A network of personal devices. An example of this type of network is a 
camera attaching to a printer, thereby forming a network for the purpose of 
printing pictures.

5 Emergency 
services only 
network

A network dedicated and limited to accessing emergency services.

6 to 13 Reserved Reserved

14 Test or 
experimental

The network is used for test or experimental purposes only.

15 Wildcard Wildcard access network type
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The Venue Info field is defined in 7.3.1.34.

The HESSID field, which is the identifier for a homogeneous ESS, specifies the value of HESSID, see 
11.23.2. A STA uses this field to indicate the desired HESSID in an active scan per 11.1.3. The HESSID 
field for an AP is set to the value of dot11HESSID.

7.3.2.93 Advertisement Protocol element

The Advertisement Protocol element contains information that identifies a particular advertisement protocol 
and its corresponding Advertisement Control. The Advertisement Protocol element format is shown in 
Figure 7-95o120.

Figure 7-95o120—Advertisement Protocol element format

Element 
ID

Length Advertisement 
Protocol Tuple

# 1

Advertisement 
Protocol Tuple 

# 2
(optional)

... Advertisement 
Protocol Tuple 

# n
(optional)

Octets: 1 1 variable variable variable
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The Length is a one-octet field whose value is equal to the sum of the lengths of the Advertisement Protocol 
Tuple fields.

The format of Advertisement Protocol Tuple is shown in Figure 7-95o121.

Figure 7-95o121—Advertisement Protocol Tuple format

Query Response 
Info

Advertisement
Protocol ID

Octets: 1 variable

The format of Query Response Info field is shown in Figure 7-95o122.

Figure 7-95o122—Query Response Info format

Bits: B0 – B6 B7

Query Response 
Length Limit

PAME-BI

The Query Response Info field is defined as follows:

— The Query Response Length Limit indicates the maximum number of octets a STA will transmit in 
the Query Response field contained within one or more GAS Comeback Response frames. The 
Query Response Length Limit may be set to a value larger than the maximum MMPDU size in 
which case the Query Response spans multiple MMPDUs. The Query Response Length Limit is 
encoded as an integer number of 256 octet units. A value of zero is not permitted. A value of 0x7F 
means the maximum limit enforced is determined by the maximum allowable number of fragments 
in the GAS Query Response Fragment ID (see 7.3.1.33). The requesting STA sets the Query 
Response Length Limit to zero on transmission and the responding STA ignores it upon reception. 

— Bit 7, the Pre-Association Message Exchange BSSID Independent (PAME-BI) bit, is used by an AP 
to indicate whether the Advertisement Server, which is the non-AP STA’s peer for this 
Advertisement Protocol, will return a Query Response that is independent of the BSSID used for the 
GAS frame exchange. This bit is set to 1 to indicate the Query Response is independent of the 
BSSID; it is set to zero to indicate that the Query Response may be dependent on the BSSID. See 
11.23.3.1 for further information. Bit 7 is reserved for non-AP STAs.

The Advertisement Protocol ID is a variable length field. When this field contains a vendor specific 
Advertisement Protocol ID then this field will be structured per the Vendor Specific information element 
defined in 7.3.2.26, where the Element ID of the Vendor Specific information element of 7.3.2.26 is the first 
octet of the field and contains the vendor specific value for Advertisement Protocol ID defined in Table 7-
43bi; otherwise its length is one octet and its value is one of the values in Table 7-43bi. When one or more 
vendor-specific tuples are included in the Advertisement Protocol element, their total length needs to be 
constrained such that the total length of all the Advertisement Protocol Tuple fields (both vendor specific 
and otherwise) is less than or equal to 255 octets.

— ANQP supports information retrieval from an Advertisement Server. ANQP is a protocol used by a 
requesting STA to query another STA (i.e., the receiving STA can respond to queries with or without 
proxying the query to a server in an external network). See 11.23.3.2 for information on ANQP 
procedures.

— MIH Information Service is a service defined in IEEE Std 802.21-2008 to support information 
retrieval from an information repository. 
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Table 7-43bi—Advertisement protocol ID definitions

Name Value

Access Network Query Protocol (ANQP)

MIH Information Service

MIH Command and Event Services Capability Discovery

Emergency Alert System (EAS) 

Reserved

Vendor Specific

Reserved
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— MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 
(see IEEE Std 802.21-2008) to support discovering capabilities of command service and event 
service entities in a STA or an external network. 

— The EAS allows a network to disseminate emergency alert notifications from an external network to 
non-AP STAs. EAS uses the message format as defined in OASIS EDXL.

— Advertisement Protocol ID 221 is reserved for Vendor Specific Advertisement Protocols. When the 
Advertisement Protocol ID is equal to 221, the format of the Advertisement Protocol ID subfield 
follows the format of the Vendor Specific information element in 7.3.2.26.

7.3.2.94 Expedited Bandwidth Request information element

The Expedited Bandwidth Request information element is transmitted from a non-AP STA to an AP in an 
ADDTS Request frame containing a TSPEC element and provides usage information for the bandwidth 
request. The Expedited Bandwidth Request element format is shown in Figure 7-95o123.

Figure 7-95o123—Expedited Bandwidth Request element format

Element
ID

Length Precedence Level

Octets: 1 1 1

The Length field is 1. 

The precedence level field is provided in Table 7-43bj.

The precedence levels are derived from the 3rd Generation Partnership Project (3GPP) document 3GPP TS 
22.067 [B40].

The first responders (public) in Table 7-43bj are government agencies or entities acting on behalf of the 
government, and the first responders (private) are private entities, such as individuals or companies.

0

1

2

3

4 – 220

221

222 – 255
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Table 7-43bj—Precedence Level field description

Precedence level value Description

0 – 15 Reserved

16 Emergency call, defined in NENA 08-002 [B51]

17 First responder (public)

18 First responder (private)

19 MLPP Level A

20 MLPP Level B

21 MLPP Level 0

22 MLPP Level 1

23 MLPP Level 2

24 MLPP Level 3

25 MLPP Level 4

26 – 255 Reserved
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7.3.2.95 QoS Map Set information element 

The QoS Map Set information element is transmitted from an AP to a non-AP STA in a (Re)association 
Response frame or a QoS Map Configure frame and provides the mapping of higher layer quality of service 
constructs to User Priorities defined by transmission of Data frames in this standard. This information 
element maps the higher layer priority from the DSCP field used with the Internet Protocol to User Priority 
as defined by this standard. The QoS Map Set element is shown in Figure 7-95o124.

Figure 7-95o124—QoS Map Set element description

Element
ID

Length DSCP
Exception

#1
(optional)

... DSCP
Exception

#n
(optional)

UP 0 
DSCP 
Range

UP 1 
DSCP
Range

UP 2 
DSCP
Range 

... UP 7 
DSCP
Range 

Octets: 1 1 2 2 2 2 2 2

The Length field is set to 16+2×n, where n is the number of Exception fields in the QoS Map set.

DSCP Exception fields are optionally included in the QoS Map Set. If included, the QoS Map Set has a 
maximum of 21 DSCP Exception fields. The format of the exception field is shown in Figure 7-95o125.

Figure 7-95o125—DSCP Exception format

DSCP Value User Priority

Octets: 1 1

The DSCP value in the DSCP Exception field is in the range 0 to 63 inclusive, or 255; the User Priority 
value is between 0 and 7, inclusive. 
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— When a non-AP STA begins transmission of a Data frame containing the Internet Protocol, it 
matches the DSCP field in the IP header to the corresponding DSCP value contained in this element. 
The non-AP STA will first attempt to match the DSCP value to a DSCP exception field and uses the 
UP from the corresponding UP in the same DSCP exception field if successful; if no match is found 
then the non-AP STA attempts to match the DSCP field to a UP n DSCP Range field, and uses the n 
as the UP if successful; and otherwise uses a UP of 0.

— Each DSCP Exception field has a unique DSCP Value. 

Figure 7-95o126—DSCP Range description

DSCP Low Value DSCP High Value

Octets: 1 1

The QoS Map Set has a DSCP Range field corresponding to each of the 8 user priorities. The format of the 
range field is shown in Figure 7-95o126. The DSCP Range value is between 0 and 63 inclusive, or 255. 

— The DSCP range for each user priority is non-overlapping.

— The DSCP High Value is greater than or equal to the DSCP Low Value.

— If the DSCP Range high value and low value are both equal to 255, then the corresponding UP is not 
used.

7.3.2.96 Roaming Consortium information element

The Roaming Consortium Information element contains information identifying the roaming consortium 
and/or SSP whose security credentials can be used to authenticate with the AP transmitting this element; see 
11.23.8. The element’s format is shown in Figure 7-95o127.

Figure 7-95o127—Roaming Consortium information element format

Element ID Length Number of 
ANQP

OIs

OI
#1 and #2
Lengths

OI
#1

OI
#2

(optional)

OI
#3

(optional)

Octets: 1 1 1 1 variable variable variable

The Length is a one-octet field whose value is equal to 2 plus the sum of the number of octets in each OI 
field present.

The format of the Number of ANQP OIs field is a one-octet unsigned integer whose value is the number of 
additional roaming consortium organization identifiers (OIs) obtainable via ANQP. A value of zero means 
that no additional OIs will be returned in response to a ANQP query for the Roaming Consortium list. A 
value of 255 means that 255 or more additional OIs are obtainable via ANQP.

The OI #1 and #2 Lengths field format is shown in Figure 7-95o128.

— The value of the OI #1 Length subfield is the length in octets of the OI #1 field.

— The value of the OI #2 Length subfield is the length in octets of the OI #2 field. If the OI #2 field is 
not present, the value of the OI #2 Length subfield is set to zero.
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NOTE—When there are three OIs, the OI #3 Length is calculated by subtracting sum of 2 plus the value of the OI #1 
Length subfield plus the value of the OI #2 Length subfield from the value of the Length field.

Figure 7-95o128—OI #1 and #2 Lengths field format

Bits: B0 – B3 B4 – B7

OI #1 Length OI #2 Length

The OI field is defined in 7.3.1.31. Each OI identifies a roaming consortium (group of SSPs with inter-SSP 
roaming agreement) or a single SSP. The value of the OI(s) in this table are equal to the value of the first 
3 OIs in the dot11RoamingConsortiumTable. If fewer than 3 values are defined in the 
dot11RoamingConsortiumTable, then only as many OIs as defined in the table are populated in this element. 
The values of the OIs in this element are equal to the values of the first OIs, up to 3, from the table.

7.3.2.97 Emergency Alert Identifier information element

The Emergency Alert Identifier information element provides a hash to identify instances of the active EAS 
messages that are currently available from the network. The hash allows the non-AP STA to assess whether 
an EAS message advertised by an AP has been previously received and therefore whether it is necessary to 
download from the network. The format of the Emergency Alert Identifier information element is provided 
in Figure 7-95o129.

Figure 7-95o129—Emergency Alert Identifier information element format

Element ID Length Alert Identifier Hash

Octets: 1 1 8

The Length is a 1-octet field whose value is equal to 8.

The Alert Identifier Hash (AIH) is a 8-octet field. It is a unique value used to indicate an instance of an EAS 
message. The value of this field is the hash produced by the HMAC-SHA1-64 hash algorithm operating on 
the EAS message.

AIH =HMAC-SHA1-64(“ES_ALERT”, Emergency_Alert_Message)

Where AIH is then truncated to the first 64 bits of this function.

Emergency_Alert_Message is the EAS message itself.
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Insert the following new subclauses (7.3.4 through 7.3.4.16) after 7.3.3:

7.3.4 Access Network Query Protocol (ANQP) elements

ANQP elements are defined to have a common format consisting of a 2-octet Info ID field, a 2-octet length 
field, and a variable-length element-specific information field. Each element is assigned a unique Info ID as 
defined in this standard. The ANQP element format is shown in Figure 7-95q. See X.1 for informative text 
on ANQP usage. 

Figure 7-95q—ANQP element format

Info ID Length Information

Octets: 2 2 variable

Each ANQP element in 7.3.4 is assigned a unique 2-octet Info ID. The set of valid Info IDs are defined in 
Table 7-43bk. The 2-octet Info ID is encoded following the conventions given in 7.1.1.

The Length field specifies the number of octets in the Information field and is encoded following the 
conventions given in 7.1.1.

The ANQP elements that may be configured are shown in Table 7-43bk. If information is not configured for 
a particular ANQP element, then a query for that element will return that element with all optional fields not 
present.

Table 7-43bk—ANQP information ID definitions

Information name Information ID

ANQP
information 

element 
(clause)

Reserved 0 – 255 n/a

ANQP Query list 256 7.3.4.1

ANQP Capability list 257 7.3.4.2

Venue Name information 258 7.3.4.3

Emergency Call Number information 259 7.3.4.4

Network Authentication Type information 260 7.3.4.5

Roaming Consortium list 261 7.3.4.6

IP Address Type Availability information 262 7.3.4.8

NAI Realm list 263 7.3.4.9

3GPP Cellular Network information 264 7.3.4.10

AP Geospatial Location 265 7.3.4.11

AP Civic Location 266 7.3.4.12

AP Location Public Identifier URI 267 7.3.4.13

Domain Name list 268 7.3.4.14
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7.3.4.1 ANQP Query list 

The ANQP Query list provides a list of identifiers of ANQP elements for which the requesting STA is 
querying in an ANQP Query. The ANQP Query list element is included in a GAS Query Request.

The format of the ANQP Capability list is provided in Figure 7-95t.

Figure 7-95r—ANQP Query list format

Info ID Length ANQP Query 
ID #1

ANQP Query 
ID #2

(optional)

… ANQP Query 
ID #N

(optional)

Octets: 2 2 2 0 or 2 … 0 or 2

The Info ID is a 2-octet field whose value is drawn from Table 7-43bn corresponding to the ANQP Query 
list.

The Length is a 2-octet field whose value is equal to 2 times the number of ANQP Query ID fields.

Each ANQP Query ID field value is an Info ID drawn from Table 7-43bn. Including an Info ID in the ANQP 
Query list declares that the STA performing the ANQP Query is requesting the ANQP element correspond-
ing to that Info ID be returned in the ANQP Query Response. The Info IDs included in the ANQP Query list 
are ordered by monotonically increasing Info ID value.

7.3.4.2 ANQP Capability list

The ANQP Capability list provides a list of information/capabilities that has been configured on a STA. The 
ANQP Capability list element is returned in response to a GAS Query Request.

Emergency Alert Identifier URI 269 7.3.4.15

Emergency NAI 271 7.3.4.16

Reserved 272– 56796 n/a

ANQP vendor-specific list 56797 7.3.4.7

Reserved 56798 – 65535 n/a

Table 7-43bk—ANQP information ID definitions  (continued)

Information name Information ID

ANQP
information 

element 
(clause)
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The format of the ANQP Capability list is provided in Figure 7-95s.

Figure 7-95s—ANQP Capability list format

Info ID Length ANQP 
Capability

#1

ANQP 
Capability

#2
(optional)

… ANQP 
Capability

#N
(optional)

ANQP
Vendor-

Specific list 
#1

(optional)

… ANQP
Vendor-

Specific list 
#N

(optional)

Octets: 2 2 2 0 or 2 … 0 or 2 variable … variable

The Info ID is a 2-octet field whose value is drawn from Table 7-43bk corresponding to the ANQP 
Capability list.

The Length is a 2-octet field whose value is equal to 2 times the number of ANQP Capability fields 
following the Length field plus the sum of the lengths of the ANQP Vendor Specific lists.

Each ANQP Capability field value is an Info ID drawn from Table 7-43bk. If included in the ANQP 
Capability list, it declares that a query request for that Info ID will return the requested ANQP element. The 
Info ID for ANQP Capability list is always included in the ANQP Capability list returned in a GAS Query 
Response. The list does not include any duplicate Info IDs, except possibly the Info ID for the ANQP 
Vendor-specific list. The Info IDs returned in the ANQP Capability list are ordered by non-decreasing Info 
ID value.

The ANQP Vendor-specific list is defined in 7.3.4.7. The ANQP Vendor-specific list is structured such that 
the first 2 octets of the ANQP Vendor-specific list is the Info ID whose value corresponds to the ANQP 
Vendor-specific list (see Table 7-43bk). When an ANQP Vendor-specific list is present in the ANQP 
Capability list, the ANQP Vendor-specific list element contains the capabilities of that vendor-specific 
query protocol.

7.3.4.3 Venue Name information 

The Venue Name information provides zero or more venue names associated with the BSS. The format of 
the Venue Name information is shown in Figure 7-95t. The Venue Name information may be used to 
provide additional metadata on the BSS. For example, this information may be used to assist a user in 
selecting the appropriate BSS with which to associate. Zero or more Venue Name fields may be included in 
the same or different languages.

Figure 7-95t—Venue Name information format

Info ID Length Venue Info Venue Name 
Duple #1
(optional)

Venue Name 
Duple #2 
(optional)

… Venue Name 
Duple #N 
(optional)

Octets: 2 2 2 variable variable … variable

The Info ID field is equal to the value in Table 7-43bk corresponding to the Venue Name information as 
defined in Figure 7-95t.

The Length is a 2-octet field whose value is equal to two plus the number of octets in Venue Name Duple 
fields. 

The Venue Info field is defined in 7.3.1.34.
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