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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the IEEE Stan-
dards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus development process, approved
by the American National Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve
the final product. Volunteers are not necessarily members of the Institute and serve without compensation. While the IEEE administers
the process and establishes rules to promote fairness in the consensus development process, the IEEE does not independently evaluate,
test, or verify the accuracy of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other damage, of any
nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use
of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims any express or
implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that the use of the material
contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or provide
other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the time a standard is
approved and issued is subject to change brought about through developments in the state of the art and comments received from users
of the standard. Every IEEE Standard is subjected to review at least every five years for revision or reaffirmation. When a document is
more than five years old and has not been reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Stan-
dard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or entity to another. Any per-
son utilizing this, and any other IEEE Standards document, should rely upon the advice of a competent professional in determining the
exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific applications.
When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare appropriate responses.
Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any interpretation has also received the
concurrence of a balance of interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees
are not able to provide an instant response to interpretation requests except in those cases where the matter has previously received for-
mal consideration.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with IEEE. Sug-
gestions for changes in documents should be in the form of a proposed change of text, together with appropriate supporting comments.
Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may require use of subject matter covered
by patent rights. By publication of this standard, no position is taken with respect to the existence or validity of any patent
rights in connection therewith. The IEEE shall not be responsible for identifying patents for which a license may be
required by an IEEE standard or for conducting inquiries into the legal validity or scope of those patents that are brought to
its attention. A patent holder has filed a statement of assurance that it will grant licenses under these rights without com-
pensation or under reasonable rates and nondiscriminatory, reasonable terms and conditions to all applicants desiring to
obtain such licenses. The IEEE makes no representation as to the reasonableness of rates and/or terms and conditions of
the license agreements offered by patent holders. Further information may be obtained from the IEEE Standards
Department.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of Electrical and
Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To arrange for payment of licensing
fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400.
Permission to photocopy portions of any individual standard for educational classroom use can also be obtained through the Copyright
Clearance Center.
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Introduction

This introduction is not part of IEEE Std 802.15.3-2003, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area net-
works—Specific requirements—Part 15.3: Wireless Medium Access Control (MAC) and Physical Layer
(PHY) Specifications for High Rate Wireless Personal Area Networks (WPANS).

IEEE Std 802.15.3-2003 was designed to enable wireless connectivity of high-speed, low-power, low-cost,
multimedia-capable portable consumer electronic devices. This standard provides data rates from 11 to 55
Mb/s at distances of greater than 70 m while maintaining quality of service (QoS) for the data streams. In
addition, this standard is designed to provide simple, ad-hoc connectivity that allows the devices to automat-
ically form networks and exchange information without the direct intervention of the user. Privacy and integ-
rity are provided for data and commands with 128-bit AES encryption used in CCM mode. This standard has
also provided a variety of techniques that can be used to enhance the coexistence of 802.15.3 piconets with
other wireless networks.

The idea of a high-rate addition to the IEEE 802.15 family of standards was first proposed in November
1999 at the IEEE Plenary meeting in Kaua’i, HI. The 802.15.3 task group began its official work at the
March 2000 IEEE Plenary meeting in Albuquerque, NM, creating a criteria document and evaluation
method. The down-selection of MAC and PHY proposals was completed at the November 2000 IEEE 802
Plenary meeting in Tampa, FL, and the writing of the draft began in December 2000. After working on the
draft for one year, the document was ready for the task group ballot process in December 2001. The draft
received final working group approval at the November 2002 IEEE Plenary meeting in Kaua’i, HI, and
began the sponsor ballot process following the meeting. The draft went through one sponsor ballot and two
recirculations before it was submitted to the IEEE Standards Association Standards Board (IEEE-SASB) for
approval. The IEEE-SASB approved 802.15.3 as an IEEE standard in June 2003.

Interpretations and errata

Interpretations and errata associated with this standard may be found at one of the following Internet
locations:

— http://standards.ieee.org/reading/ieee/interp/

— http://standards.ieee.org/reading/ieee/updates/errata

Conformance test methodology

An additional standards series, identified by the number 1802"™, has been established to identify the
conformance test methodology documents for the IEEE 802® family of standards. Thus the conformance
test documents for IEEE 802.3™ are numbered 1802.3TM, the conformance test documents for IEEE 802.5™
will be 1802.5TM, and so on. Similarly, ISO will use 18802 to number conformance test standards for 8802
standards.
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The following members of the balloting committee voted on this recommended practice. Balloters may have
voted for approval, disapproval, or abstention.
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When the IEEE-SA Standards Board approved this recommended practice on 12 June 2003, it had the fol-
lowing membership:
Don Wright, Chair
Howard M. Frazier, Vice Chair
Judith Gorman, Secretary

H. Stephen Berger Donald M. Heirman Daleep C. Mohla
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Arnold M. Greenspan Tom McGean Doug Topping
Raymond Hapeman Steve Mills Howard L. Wolfman

*Member Emeritus

Also included are the following nonvoting IEEE-SA Standards Board liaisons:

Alan Cookson, NIST Representative
Satish K. Aggarwal, NRC Representative

Andy Ickowicz
IEEE Standards Project Editor
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IEEE Standard for
Information technology—
Telecommunications and information
exchange between systems—
Local and metropolitan area networks—
Specific requirements

Part 15.3: Wireless Medium Access Control
(MAC) and Physical Layer (PHY)
Specifications for High Rate Wireless
Personal Area Networks (WPANS)

1. Overview

Wireless personal area networks (WPANS) are usambmtoey information over relatively short distances
among a relatively few participants. Unlike wirelessalcarea networks (WLANS), connections effected via
WPANSs involve little or no infrastructure. This allows small, power efficient, inexpensive solutions to be
implemented for a wide range of devices.

The term WPAN in this document refers specificallyatwireless personal area network as defined by this
document. The terms “wireless personal area network,” “WPAN,” and “802.15.3 WPAN?" in this document
are synonymous.

1.1 Scope

This standard defines the PHY and MAC specifications for high data rate wireless connectivityedith
portable and moving devices within@mtering a personal operating space. A goal of this standard will be to
achieve a level of interoperability or coexistence with other 8024tandards. It is also the intent of this
standard to work toward a level of coexistence with other wireless devices ina@ruwith coexistence
task groups such as 802.15.2

Based on the previous calls for a@pptions collected for 802.15, there remained a significant group of appli-
cations that could not be addressed by 802"15High data rates are required for time dependent and large
file transfer applications such as video or digital still imaging without sacrificing the requiremeots of
complexity, low cost and low power consumption. 20 Mb/s is proposed to be the lowest rate forpese ty
of data.

It is possible, for example, that several data rategld be supported for different consumer applications.
Consequently, the notions of cost, frequency band, performance, power and data rate scalability we
addressed in the development of this standard.

A personal operating space is a space about a person or object that typically extends up to 10 m in all direc-
tions and envelops the person whether stationaiy motion. Personal operating space use models permit
more freedom over the design of the radio than in ca¢dr enterprise LAN apigations where the primary
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goal is link robustness at long range. In an area covered by a WLAN, it is expected that a robust link would
be established anywhere within the coverage art#outi any special action on the part of the user. Link
robustness is equally important for a WPAN but it is atadgp to take an action like moving closer to estab-

lish it. Consequently, WPAN standards are able to focus on other priorities, such as cost, sze, pow
consumption and data rate.

It is not the intent of this standard to be an extanef 802.15.1, because the MAC needs are different. It is,
however, in the best interest of users and the industry to strive for compatibilityeastatdexistence with

other wireless systems, especially those in similar market spaces such as 802.15.1. Compatibility and coex
istence criteria were included the proposal evaluations.

1.2 Purpose

The purpose of this standard is to provide for low complexity, low cost, low pmwsumption (compara-
ble to the goals of 802.15.1) and high data rate wireless connectivity among device®méthtering the
personal operating space. The data rate is high enough, 20 Mb/s or more, to satisfy ansahwromulti-
media industry needs for WPAN communications. This standard also addresses the qualijcef ser
capabilities required to support multimedia data types.

2. References

This standard shall be used in conjunction with the following publications. At the time @fgbianl, the
editions indicated were valid. All standards are suliecevision, and parties to agreements based on this
standard are encouraged to investigate the possibility of applying the most recent editiontaofitrds
listed below.

ANSI X3.66-1979: Advanced data communication control procedures (ADECP).

IEEE Std 802-2001, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture? 3

ISO/IEC 646:1991, Information Technology—ISO 7-bit coded character set for information interéhange.

ISO/IEC 7498-1:1994, Information Technology—Open Systems Interconnection—Basic Reference Model:
The Basic Model.

ISO/IEC 8802-2:1994, Information technology—Telecommunications and Information Exchange Between
Systems—Local and Metropolitan Area Networks—Sii@&lequirements—Part 2: Logical Link Control.

ISO/IEC 10039:1991, Information Technology—Open Systems Interconnection—Local Area Networks—
Medium Access Control (MAC) Service Definition.

ISO/IEC 15802-1:1995 Information technology—Telecommunications and Information Exchange Between
Systems—Local and Metropolitan Area Networks—Common Specifications—Part 1: Medium Access Con-
trol (MAC) service definition.

IANSI publications are available from the Sales Department, American National Swhuditiite, 11 West 42nd Street, 13thdflo
New York, NY 10036, USA (http://www.ansi.org).

2IEEE publications are available from the Institute of Electrical and Elecgd@rigineers, 445 Hoes Lane, P.O. Box 1331, Riscy,
NJ 08855-1331, USA (http://standards.ieee.org/).

3The IEEE standards referred to in Clause 2 are trademarks belongingrtstitaeel of Electrical and Electronics Engineers, |

4SO/IEC publications are available from the ISO Central Secretariat, Case Postale 56¢ Vavembé, CH-1211, Geneve 20, Swi
zerland/Suisse. ISO/IEC publications are also available in the United Statethf Sales Department, American National Stedsl
Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036, USA.
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NIST FIPS Pub 197: Advanced Encryption Standard (AES), Federal Information ProcessingiStBaotar
lication 197, US Department of Commerce/N.1.S.T., November 26, 2001.

3. Definitions

For the purposes of this standard, the following terms and definitions @&pphAuthoritative Dictionary of
Standards TermsSeventh Edition [Bﬂ should be referenced for terms not defined in this clause.

3.1 ad hoc network:A network typically created in a spontaus manner. The principal characteristic of
an ad hoc network is its limited temporal and spatial extent.

3.2 alternate coordinator: A member of the piconet that is capable of being the coordinator but is not cur-
rently functioning as the coordinator.

3.3 associationThe service used to assign a device idemtifiea device to enable communications in a
piconet.

3.4 channel time allocation:A contiguous period of time in the superframe allocated by the piconet coordi-
nator for communication between specified source and destination.

3.5 child piconet: A piconet that exists entirely within a channel time allocation of another piconet, the par-
ent piconet, and is controlled by a device that is enb& of the parent piconet. The area of overlapping
coverage between the two piconets may vary betweegruency with the parent coverage area to mostly
non-overlapping.

3.6 coexistenceThe ability of one system to perform a task in a given shared environmeiet other sys-
tems have an ability to perform their tasks and may or may not be using theet@fheiles.

3.7 coverage areaThe area where two 802.15'3levices are able to exchange messages with acceptable
quality and performance.

3.8 data authentication: Authentication of the sender of the data and provision of data integrity.
3.9 data integrity: The assurance that the data hasyeen modified from its original form.

3.10 dependent picoentA piconet that exists entirely within a channel time allocation of another piconet,
the parent piconet. Child and neighbor piconets are both types of dependent piconets.

3.11 deviceAn entity that implements an IEEE Std. 802.152003 conformant media access control and
physical layer interface to the wireless medium.

3.12 device addressThe 64-bit IEEE 802 address of a device in an 802.15 @iconet.

3.13 device-hostThe equipment that incorporates an 802.15d&vice. The device-host may have more
than one device incorporated in it as well as otiworking connections, both wired and wireless.

3.14 disassociationThe service which removes an existing association.

3.15 extended beaconA beacon followed by one or more broadcasted Announce commands from the pico-
net controller.

5NIST FIPS publications are available from the National Institute for Standards emaokegy, 100 Bureau Drive, Stop 8900, tBai
ersburg, MD 20899-8900 (http://www.nist.gov).

5The numbers in brackets correspond to those of the bibliography in Annex E.
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3.16 frame: Format of aggregated bits that are transmitted together in time.
3.17 interoperable: The ability of two systems to perform a given task using a single set of rules.

3.18 integrity code: A data string generated using a symmetric key that is typically appended to data in
order to provide data integrity and source authentication similar to a digital signature.

3.19 medium access control command protocol data unithe unit of data exchanged between two peer
medium access control entities using the servic#isegbhysical layer to implement the medium access con-
trol management protocol.

3.20 medium access control protocol data unifThe unit of data exchanged between two peer medium
access control entities using the services of the physical layer.

3.21 medium access conttcservice data unit: Information that is delivesd as a unit between medium
access control service access points.

3.22 mobile deviceA device that uses network communications while in motion.

3.23 neighbor piconet:A piconet that exist entirely within a channel time allocation of another piconet, the
parent piconet, and is controlled by a device that is not a member of the parent piconet. The area of overlap-
ping coverage between the two piconets may vatywden congruency with the parent coverage area to
mostly non-overlapping.

3.24 parent piconet:A piconet which allocates guaranteed time slots for another piconet (child or neighbor
types) operating in the same channel.

3.25 payload protection: The generic term for providing securigrvices on the contents of a data mes-
sage, including confidentiality, integrity and authentication.

3.26 piconet: A collection of one or more logically associatelices that share a single identifier with a
common coordinator.

3.27 piconet coordinator: An entity that has device functionality and also provides coordination and other
services, e.g. quality of service, synchronization, association, via the wireless mediassdorated
devices.

3.28 pseudo-random number generationThe process of generating a deterministic sequence of bits from
a given seed that has the statistical properties of a random sequence of bits when the seed is not known.

3.29 quality of service:A collective measure of the level ofrgiee delivered between devices. Quality of
service is characterized by several basic performance criteria, including availability (low dowatime)
performance, response time and throughput, lost calfarmsmissions, connection set-up time, and speed of
fault detection and correction.

3.30 random number generator:A device that provides a sequence of bits that is unpredictable.

3.31 secure frame:A command or data frame in which crygtaphic techniques arapplied to provide
encryption or integrity.

3.32 secure piconetA piconet in which cryptographic techniqua® implemented to provide security ser-
vices.

3.33 seedData that is used as input to an algorithm to produce additional data.
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3.34 stream:A unidirectional, logical data connection between two devices that may or may not have qual-
ity of service requirements associated with it.

3.35 sub-rate allocation:A channel time allocation #t occurs only once everysuperframes (n > 1).
3.36 super-rate allocation:A channel time allocation that occuasleast once in every superframe.

3.37 superframe: The basic time division of an 802.15 %iconet containing a beacon, the channel time
allocation period and optionally the contention access period.

3.38 symmetric key:A secret key shared between two or mpagties that may be used for encryption/
decryption or integrity protection/integrity verification.

3.39 time token:A sequence number that is transmitted altkacon to indicate the current relative time of
the piconet.

3.40 wake beaconThe beacon to which the synchronous power save device will listen. For other beacons,
the synchronous power save mode device is presumed to be unavailable for communications.

3.41 wake superframe:A superframe when the synchronous power save device will listen to the beacon
and based on beacon information also belabiai for sending or receiving operations.

3.42 wireless medium:The medium used to impleat the transfer of protocol data units between peer
physical layer entities of a wireless personal area network.

4. Acronyms a nd abbreviations

ACK acknowledgment

ACTIVE  active mode

AES advanced encryption standard

ASIE application specific information element
AssocID  association identifier

ATP association timeout period

AWAKE awake state
AWGN additive white Gaussian noise

BcstID broadcast identifier

BER bit error rate

BIFS backoff interframe space

BSID beacon source identifier

CAP contention access period

CBC cipher block chaining

CBC-MAC cipher block chaining-message authentication code
CCA clear channel assessment

CCM counter mode encryption and cipher lil@baining message authentication code
CPS common part sublayer

CRC cyclic redundancy check

CSMA/CA carrier sense multiple access with collision avoidance
CTA channel time allocation

CTAP channel time allocation period

Documents

Documgnt Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:16:44 UTC from IEEE Xplore. Restrictions apply.

Copyright © 2003 IEEE. All rights reserved.

Full document details: IEEE 802.15.3-2003


http://www.avadocuments.com/doc/ieee-802-15-3-2003
http://www.avadocuments.com/doc/ieee-802-15-3-2003

IEEE

Std 802.15.3-2003

CTRq
CTRgB
CWB
DCsS
DestID
DEV
DEV-host
DEVID
Dly-ACK
DME
DQPSK
DSPS
FCS
FCSL
FEC
FER
HCS
ID

IE

IFS
Imm-ACK
IP
ISM
KO
LAN
LFSR
LLC
LME
LQI
Isb
MAC
MAN
MCDU
McstID
MCTA
MIFS
MIC
MLME
MPDU
msb
MSC
MSDU
NbrID
oID
OriglD
Qul

6

channel time request
channel time request block
continued wake beacon
dynamic channel selection
destination identifier

device

device-host

device identifier
delayed acknowledgment
device management entity
differential quadrature phase-shift keying
device synchronized power save
frame check sequence
frame convergence sublayer
forward error correction
frame error rate
header check sequence
identifier

information element
interframe space

immediate acknowledgment
internet protocol

industrial scientific medical
key originator

local area network

linear feedback shift register
logical link control

layer management entity

link quality indication

least significant bit

medium access control
metropolitan area network
MAC command data unit
multicast identifier
management channel time allocation
minimum interframe space
message integrity code

MAC layer management entity
MAC protocol data unit

most significant bit

message sequence chart
MAC service data unit
neighbor identifier

object identifier

originator identifier
organizationally unigue identifier
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PAN
PCTM
PDU
PHY
PIB
PLME
PN
PNC
PNCID
PNID
PPDU
ppm
PRNG
PS
PSPS
PSRC
QAM
QoS
QPSK
RAC
RF
RIFS
RNG
RSSI
RX
SAP
SDU
SEC
SECID
SFC
SIFS
SNR
SPS
SrcIlD
TCM
TrgtID
TPC
TU
TX
WAN
WM
WLAN
WPAN

personal area network
pending channel time map
protocol data unit
physical layer
PAN information base
PHY layer management entity
pseudo noise
piconet coordinator
piconet coordinator identifier
piconet ID
PHY protocol data unit
parts per million
pseudo-random number generator
power save
piconet synchronized power save
power source
quadrature amplitude modulation
quality of service
guadrature phase-shift keying
registration authority committee
radio frequency
retransmission interframe space
random number generator
received signal strength indication
receive or receiver
service access point
service data unit
security
security identifier
secure frame counter
short interframe space
signal to noise ratio
synchronous power save
source identifier
trellis coded modulation
target identifier
transmit power control
time unit
transmit or transmitter
wide area network
wireless medium
wireless local area network
wireless personal area network
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5. General description

5.1 What is a piconet?

A piconet is a wireless ad hoc data communicatgysiem which allows a number of independent data
devices (DEVs) to communicate with each other. A piconet is distimggiifom other types of data net-

works in that communications are naity confined to a small area around person or object that typically
covers at least 10 m in all directions and envelops the person or a thing whether stationary or in motion.

This is in contrast to local area network (LAN), metropolitan area network (MAN), and wide area network
(WAN), each of which covers a successively larger gagaigic area, such as a single building or a campus or
that would interconnect facilities in different parts of a country or of the world.

5.2 Components of an 802.15.3 piconet

An 802.15.3 piconet consists of several components, as shown in Figure 1. The basic compeneiMs th
One DEV is required to assume the role of the piconet coordinator (PNC) of the piconet. TheoRPNES

the basic timing for the piconet with the beacon. Additionally, the PNC manages the quality of servjce (QoS
requirements, power save modes and access control to the piconet.

DEV data , DEV

datg
w)

w m
<

o

@

©

o
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5

|

DEV

o
/\0/
DEV

Figure 1—802.15.3 piconet elements

Because 802.15.3 piconets form without pre-planning@nainly as long as the piconet is needed, this type
of operation is referred to as an ad hoc network.

This standard allows a DEV to request the formation of a subsidiary piconet. The original picoeetad ref

to as the parent piconet. The subsidiary piconet is egfeoras either a child or neighbor piconet, depending
on the method the DEV used to adate with the parent PNC. Child and neighbor piconets are also referred
to as dependent piconets since thay on the parent PNC to allocatkannel time for the operation of the
dependent piconet. An indepedent piconet isargt that does not have any dependent piconets.

5.3 Overview of MAC functionality
IEEE 803.15.3 MAC is designed to support the following goals:

— Fast connection time
— Ad hoc networks
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— Data transport with quality of service (QoS)
— Security

— Dynamic membership

— Efficient data transfer

5.3.1 Coordination

A piconet is formed when an 802.15.3 DEV that is capable of acting as the PNC begins traniseatting
cons. Thus, even if there are no associated DEV&N& sending the beacon is considered to be a piconet.
One of the primary functions of the PNC is to transmit a beacon with appropriate information about the pico-
net.

5.3.1.1 Starting a piconet

To start a piconet, a DEV that is capable of actingp@a$NC scans the available channels to find one that is

not being used, as described in 8.2.1. If it finds one that is clear, it starts the piceimeply sending the

beacon after making sure that the channel has remampty for a specified period of time, as described in
8.2.2. If no channels are available, the DEV ha&sdption of attempting to start a dependent piconet, as
described in 8.2.5 and 8.2.6 and summarized in 5.3.1.3 and 5.3.1.4. While the process of stadireg a pi
does not ensure that the “most capable” PNC is initially selected based on the criteria in 8.2.3, the associa-
tion and handover process does allow the “most cap&itV to eventually beaoe the PNC of the pico-

net.

While the PNC is allowed to handover to a dependent PNC, this does not imply that the dependent PNC will
merge the two piconets. The 802.15.3 standard does not provide a process for merging two piconets into a
single piconet.

5.3.1.2 Handing over control of the piconet

When a DEV associates with an existing piconetesscribed in 8.3.1 and 5.3.3, the PNC checks the capa-
bilities of the new DEV to see if it is more capable to be the PNC of the piconet based on the critexda defi

in 8.2.3. If the new DEV is more capable and the current security policies allow it, then the PNC has the
option of handing over control of the piconet to the DEV that has just joined. This hampdowgess, as
described in 8.2.3, maintains all existing time allocations so that there is no interingtiendelivery of

data in the piconet. If the PNC is shutting down or wants to leave the piconet, it also usesltvehpro-

cess to give control to another DEV in the piconet. The handover process also supports the handing over of a
dependent PNC, as described in 8.2.4, which is sdraemore complex than the handover of an indepen-

dent or parent PNC.

5.3.1.3 Creating a child piconet

A child piconet is one thas formed under an established picofidte established picohthen becomes the
parent piconet. The child piconet functionality is uséduleither extending the area of coverage of the pico-
net or shifting some computational or memory requirements to another PN@edafab It is possible for
the parent piconet to have more than one child piconet. In addition, it is alsblgdssia child PNC to
allow a child piconet as a part of its own piconet.

The child piconet uses a distinct piconet ID (PNHMJ acts as an autonomous piconet except that it is
dependent on a private CTA from the parent picoAssociation and securithembership for the child
piconet are handled within the child piconet and do not involve the parent PNC.

The child PNC is a member of the parent piconet andishaisle to exchange data with any DEV in the par-
ent piconet. The child PNC is also a member of the gliddnet and thus is able exchange data with any
DEV in the child piconet. The use of the child piconet is described in 8.2.5.
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5.3.1.4 Creating a neighbor piconet

A neighbor piconet is formed under an established piconet. The established piconet then becomes the parent
piconet. The neighbor piconet functionality is a mechanism for sharing the frgcgpatrum between dif-

ferent piconets when there are raxant PHY channels. It is possible éosingle piconet to have more than

one neighbor piconet or to have both child and neighbor piconets as a part of the parent piconebrin additi

it is possible for the neighbor PNC to allocate a child or neighbor piconets within its comepi

The neighbor piconet uses a distinct PNID and is &mmamous piconet except that it is dependent on a pri-
vate CTA from the parent piconet. Association aedurity membership for the neighbor piconet are han-
dled within the neighbor piconet and do not involve the parent PNC.

The neighbor PNC is not a member of the parent piconet and thus does not exchange information with any
DEV in the parent piconet. The neighbor piconet meisiais available to other wireless DEVs as a means

of sharing the frequency spectrum. Any entity capable of initiating (i.e. requesting status368)1&n3
neighbor piconet would also be capable of using this as a coexistence method. The use of thepiaighbor

net is described in 8.2.6.

5.3.2 Ending a piconet

If the PNC is going to stop operation and thereraredsther PNC capable DEVs in the piconet, the PNC
places the PNC Shutdown informatielement (IE), as described in B4into the beacon as described in
8.2.7.1 to notify the members of the piconet.

In the case that the PNC abruptly leaves the piconet without haodéngontrol to another PNC capable
DEV in the piconet, the piconet stops operation. Atite association timeout period (ATP) expires, a PNC
capable DEV from the old piconet will be able to start a new piconet using the normal preaiss;ribed

in 8.2.2.

In the case of dependent piconets, the parent PNC is able to end the dependent piconet via the Disassociation
Request command, described in 7.5.1.3, for neighbor piconets, or by using the stream termination proce-
dure, described in 8.5.1.3, for child piconets, as described in 8.2.7.2.

5.3.2.1 Ending a piconet with a dependent piconet involved

If the parent piconet ends operation, the parent PNC will indicate in the PNC Shutdown IE, as described in
7.4.5, a dependent piconet that v able to continue to operatel 8ther dependent piconets will cease
operation when the parent piconet ends operation. ddpendent PNC that was selected to remain will
remove the Parent Piconet IE, as described in 7.48) its beacon frame, signifying that it is no longer a
dependent piconet. In the case where the parent pis@setemporarily disrupted, the parent PNC is able to
attempt to join the dependent piconet and potentiatigive a transfer of control via PNC handover.

A child piconet ends its piconet with the shutdowagedure and then uses the Channel Time Request com-
mand, as described in 7.5.6.1, to terminate the stegmhmelease the resources in the parent piconet. When
the child PNC shuts down its piconet, it is not required to leave the parent piconet.

The neighbor piconet uses the Disassociation Request command, as described in 7.5.1.3,redatiohits
ship with the parent PNC.

When a dependent piconet ends operation it has ect &ffi the parent piconet except to release resources.
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5.3.3 Association and disassociation

In order to participate in a piconea DEV needs to join the piconet using the association process, as
described in 8.3.1. Associating with the piconet provides the DEV with a unique identifier, the DBVID, f
that piconet, as described in 7.2.3. The DEVID, onetan length, is used instead of the DEV’s address, 8
octets in length, to save overhead in the system. The association process optionally providatianfor
about the services available in the piconet as welleasdtvices provided by the DEV, as described in 8.3.2.

The association process also provides the PNC with the capabilities of the new DEV to enable the PNC to
decide if it wants to hand over control of the piconet to the new DEV, as described in 8.2.3. Azl

When a new DEV joins the piconetetPNC broadcasts the information about all of the DEVSs in the pico-
net, as described in 8.3.3, and places informatidhdérbeacon about the new DEV. This allows other DEVs

in the piconet to become aware of the new DEV as well as giving information to the new DEV about the
members of the piconet.

When a DEV wants to leave the picooeif the PNC wants to remove a DEV from the piconet, the disasso-
ciation process, as described in 8.3.4, is used. The DEVID of the disassociatedriaBbdhiger valid, until
reissued by the PNC. However, the PNC is not allowed to reissue the DEVID until a waitou) hees
expired, as described in 8.3.1.

5.3.4 Security overview
Security for the piconet is one of two modes, as described in 9.2:

a) Mode 0—Open: Security membership is not required and payload protectiondaithitegrity or
data encryption) is not used by the MAC. TPRC is allowed to use a list of DEV addresses to
admit or deny entry to the piconet.

b) Mode 1—Secure membership and payload pratecDEVs establish secure membership with the
PNC before they have access to the piconet’s regsubata sent in the piconet is allowed to use
payload protection (data integrity and/or data encryption). Data integrity is requine$oof the
commands that are sent in the piconet.

When security is enabled, i.e. the piconet is using security mode 1, DEVs that wish to join the piconet are
required to establish secure membership with th€.PThe DEVs are also allowed to establish a secure
relationship with other DEVs for secure communicatigh®EV has established a secure membership or a
secure relationship when it gets a managment key for the security relationshipodéss pf establishing

secure membership or a secure relationship is outside of the scope of this standard. The PNC or DEV that
generates and distributes the key is called the key originator.

The payload protection protocol, as described in 10.2.2, uses a symmetric key that is generated by the key
originator and is securely distributed to DEVs that have established secure membership or a séante rel
ship with the key originator, as described in 9.4.2.

5.3.5 The 802.15.3 superframe

Timing in the 802.15.3 piconet is based on the suped, which is illustrated in Figure 2. The superframe
is composed of three parts:

— The beacon, as described in 7.3.1, which is used to set the timing allocations and tmicaiem
management information for the piconet. The beacon consists of the beacon frame, as described in
7.3.1, as well as any Announce commands sent by the PNC as a beacon extension, as described in
8.6.3.

— The contention access period (CAP), as desciib8dt.2, which is used to communicate commands
and/or asynchronous data if it is present in the superframe.
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— The channel time allocation period (CTAP), 8.4MBiich is composed of channel time allocations
(CTAs), including management CTAs (MCTAS). CTAs are used for commands, isochronous streams
and asynchronous data connections.

In Figure 2 the MCTAs are shown first, but the PNC is allowed to place any number of them at any position
in the superframe.

Superframe #m-1 Superframe #m Superframe #m-+1
Contention Channel time allocation period
Beacon |~ 5ccess [MCTA|MCTA
#m period 1 > CTA 1 CTA2 |e e ¢| CTAN-1| CTAN

Figure 2—802.15.3 piconet superframe

The length of the CAP is determined by the PNC@mmunicated to the DEVs the piconet via the bea-
con. However, the PNC is able to replace the tfonality provided in the CAP with management CTAs
(MCTASs), except in the case of the 2.4 GHz PHY whbkeePNC is required to allow DEVs to use the CAP,
as described in 11.2.10. MCTAs are a type of CT& th used for communications between the DEVs and
the PNC.

The CAP uses CSMA/CA for the medium access, as described in 8.4.2. The CTAP, on the other hand, uses a
standard TDMA protocol where the DEVs have specified time windows, as described in 8.4.3.1. MCTAs, as
described in 8.4.3.3, are either assigned to a fapsource/destination pair and use TDMA for access or

they are shared CTAs that are accessed using the slotted aloha protocol, as described in 8.4.3.4.

5.3.6 Channel time management

All data in the 802.15.3 piconet is exchanged ieerfio-peer manner. There are three methods for commu-
nicating data between DEVs in the piconet:

a) Sending asynchronous data in the CAP, if present, as described in 8.4.2.
b) Allocating channel time for isochronous streams in the CTAP, as described in 8.5.1.
c) Allocating asynchronous channel time in the CTAP, as described in 8.5.2.

If the CAP is present in the superframe and the PNC allows data in the CAP, DEVs in the piconet are able to
use the CAP to send small amounts of data without having to allocate channel time.

If the DEV needs channel time on a regular basis, it makes a request from the PNC for isochronous channel
time, as described in 8.5.1.1. If the resources aagadle, the PNC allocates tain a CTA for the DEV. If

the requirements for the data charthpen the DEV is able to request a change to the allocation, as described

in 8.5.1.2. The source DEV, destination DEV oe tANC are all allowed tterminate the stream, as
described in 8.5.1.3.

For regular CTAs, the PNC is able to change their position within the superframe evefiamumef a

DEV misses a beacon, it is unable to use the altmtdtir a regular CTA. To avoid lost throughput due to
missed beacons, DEVs are allowed to request a special type of CTA called a pseudo-static CTA, as described
in 8.4.3.1. If the DEV is allocated a pseudo-static CTA, it is allowed to use the CTA for up to mMaxLost-
Beacons missed beacons. The PNC is allowed to move the locations of these CTAs, but needs to maintain
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the time for the old allocation for mMaxLostBeacasgperframes to avoid collisions, as described in
8.4.3.1.

Asynchronous allocation is slightly different. Rather than requesting recurring chiameebn asynchro-
nous channel time request, as described in 8.5.2.1, is a request for a total amount of time ttlisnsed
fer its data. The PNC is then able to schedule time for this request when available basedam#éi¢icte
requirements. Unlike an isochronous allocation, ¢imysource DEV or PNC ard allowed to terminate an
asynchronous allocation, as described in 8.5.2.2.

5.3.7 Data communications between DEVs

In order to handle large data frames from layers above the MAC sublayetatidarsl supports the frag-
mentation and defragmentation of these data frameeszsibed in 8.7. The ability to fragment data frames
is also useful to reduce the frame error rate (F&EER)marginal link by decreasing the frame size. The frag-
ments are numbered with a sequence number for the Igyee frame as well as a sequence number for the
fragment itself. The total number of fragments of theth frame is also sent to enable the receiving DEV to
allocate the correct amount of intermaémory to hold the incoming frame.

If the source DEV wishes to verify the delivery of a frame, then one of the acknowledgement (ACK) poli-
cies is used, as described in 8.8. This standard provides for three types ofo’igble different applica-

tions. The no-ACK policy, as described in 8.8.1, is appropriate for frames that do not require guaranteed
delivery, where the retransmitted frame would arrive too late or where an upper layerlpsobaealing

the ACK and retransmission protocol. The immediate-ACK (Imm-ACK) policy, as describegl 2n @.o-

vides an ACK process in which each frame is indivigu&CKed following the recefion of the frame. The
delayed-ACK (Dly-ACK) policy, as described in 8.8.3 lets the source send haditimes without the inter-

vening ACKs. Instead, the ACKs of the individual fresrare grouped into a single response frame that is
sent when requested by the source DEV. The Dly-ACK process decreasesrtieadvn the Imm-ACK
process while allowing the source DEV to ¥ethe delivery of frames to the destination.

If the source DEV does not receive the requested ACK, then it has the option of retransmitting the frame, as

described in 8.8.4, or dropping the frame. The decision to retransmit or drop the frame depends on the type
of data or command that is being sent, the number of times that the source DEV has attempted sending the
frame, the length of time it has spent attempting to send the frame, or other implemeniatiocede

factors.

5.3.8 Information discovery in the piconet

Since 802.15.3 piconets are ad hoc in nature, it is important for the DEVSs in the piconet to be abtaito find
information about the services and capabilities of the other DEVs in the piconet at any instagt Trigm
standard supports four methods for discovering infdion about other DEVs in the piconet: the PNC Infor-
mation Request command, as described in 7.5.4.1, the Request command, as described in 7.5.4.5, the
Announce command, as described in 7.5.5.2, and tom&i Services command, as described in 7.5.5.1. In
addition, the PNC is able to ask a DEV in the piconet to evaluate the channel conditions in either the current
channel or in an alternate channel with the Rersaten Request command, as described in 7.5.7.3. Any
DEV in the piconet is able to ask another DEV aboatstiatus of the current channel with the Channel Sta-

tus Request command, as described in 7.5.7.1.

The PNC Information Request command, as described in 8.9.1, is used to obtain infoino@tide PNC
about either a specific DEV in the piconet or alltlé DEVs in the piconet. The PNC responds to the
request with the PNC Information command, as destiiib&.5.4.2, which contains information about the
DEV or DEVs that was requested by the originator of the command.
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A DEV uses the Probe Request command, 8.9.2, to find out more detailed information about gthar DE
the piconet. This command allows the originating DEV to retrieve many of the valid IEs, 7.4 fewget
DEV in the piconet.

One of the goals of connecting DEVs in a piconet isnable them to share services. However, to do this a
DEV needs to be able to discovee tervices are available in the picoas well as to advertise its services

to other DEVs in the piconet. This standard enables this with the Piconet Services IE, as desc#lig] in 7.
which optionally is exchanged in tlassociation process, as described in 8.3.1. Both the DEV and the PNC
have the option of not sending the element if either entity is concerned about titg aspects involved in
advertising this information.

The PNC is responsible for deciding in which channel the piconet will operate. In additionntotheat
tion that the PNC is able to determine about the quality of the channels at its location, itablalsn
request information about the channel from other DEVs in the piconet using the Remote ScancBeguest
mand, as described in 8.9.5. Since the DEVs in the piconet in general are at different ge agrajitns |
they provide additional information about interference or other piconets in the arepoimseeto the PNC’s
request, the DEV is able to either scan the channetsgaested or reject the request from the PNC if it is
not going to perform the scan.

Any DEV in the piconet is able to request information about the quality of the link betweHlraiid

another DEV with the Channel Status Request commardgsasibed in 7.5.7.1. This command is used for

two purposes. The first is to allow the DEVs to change transmit power, the data rate oreéb&etecjuannel

time based on the quality of the data connection between the DEVs. The other use is for the PNC to deter-
mine if the DEVSs in the piconet are having trouble with the channel. This information \&itm@NC’s

scanning of the channel and optional remote scan requests assists the PNC in determining if it needs to
change the channel that the piconet is currently using.

5.3.9 Dynamic channel selection

The piconet operates in a dynamic environment anérumalicensed operation rules. Thus, it is subject to
interference from licensed users, other 802.15.3 piconets as well as other unlicensesl evititles in its
channels. To enable the piconet to continue operation in this type of environment, the PidC-hpability

to dynamically change the channel that the piconet is using without requiring eghartas/ention or the
disruption of services in the piconet. To evaluate thwistof the current channel as well as other channels,
the PNC is able to use many methods including:

— Gathering information about the current channel from other DEVs in the piconet using the Channel
Status Request command, as described in 8.9.4.

— Performing a passive scan of ttteannels, as described in 8.11.1.

— Requesting other DEVs to perform a channel scan using the Remote Scan Request command, as
described in 8.9.5.

If the PNC determines that the current channel suiitable, it uses the dynamic channel selection proce-
dure, as described in 8.11.1, to move the piconttgmew channel. The configuration of the piconet and
the channel time allocations do not change with a chaagge so that the services provided by the pico-
net are not interrupted by the change.

5.3.10 Power management

An important goal of the 802.15.3 standard is to enable long operation time for battery poweésed B

best method for extending battery life is to enable DEVs to turn off completely wrerg@dwer for long

periods of time, where a long period is relative to theesuame duration. This standard provides three tech-
nigues to enable DEVs to turn off for one or more superframes: device synchronized power save (DSPS)
mode, piconet-synchronized power save (PSPS) mode and asynchronous power save (APS) mode. In the
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piconet, DEVs operate in one of four power management (PM) modes; ACTIVE mode, DSPS mode, PSPS
mode or APS mode.

PSPS mode, as described in 8.13.1, allows DEVs to sleep at intervaéddafithe PNC. The DEV sends a
request to the PNC when it wants to enter the PSPS mode. The PNC informs the picettidyhe
DEV's bit in its PS Status I the beacon. The PNC then selects besitioat will be the system wake bea-
cons and indicates the next one in the PS Statfer e PSPS set. All DEVs in PSPS mode are required to
listen to the system wake beacons.

DSPS mode, as described in 8.13.2, is designed to enable groups of DEVs to sleeppler supkiframes

but still be able to wake up during the same superframe. DEVs synchronize their sleep pajtenivsgley

DSPS set which specifies the interval between vpeksds for the DEVs and the next time the DEVs will

be awake. Besides allowing the DEVs to wake upexuthange traffic at the same time, the use of DSPS
sets makes it easy for other DEVs in the piconet to determine exactly when a DSPS DEV will be available to
receive traffic.

APS mode, as described in 8.13.3, allows a DEV to conserve power for extended periods until the DEV
chooses to listen for a beacon. The only responsibility of a DEV in APS mode is to communicate with the
PNC before the end of its ATP in order to preserve its membership in the piconet.

The PNC allocates asychronous CTAs to a destin@iev that is in either PSPS mode or DSPS mode in
the wake superframes for that DEV.

Regardless of the DEV’s power management mode, every DEV in the piconet isdaltopewer down
during parts of the superframe when the DEV is not scheduled to transmit or receive data.

5.3.11 Controlling transmit power in the piconet

The ability to control transmit power in the piconet enables DEVs to minimize interference with other wir
less networks that share the same channel as welldexrease the power usdg some PHY implementa-

tions. Two methods are provided by this standard for controlling transmitter powerrstimedfihod allows

the PNC to set a maximum transimatwer for the CAP, beacon, and MCTAs, excluding association MCTAs,
as described in 8.11.2.1. Since the link betweerP€ and the DEV defines the size of the piconet, con-
trolling the power during these times allows the PNC to reduce transmit power without adversely affecting
operation of the piconet.

The second method allows DEVs using a CTA to retjeéher an increase or a decrease in the transmit
power of the remote DEV, as described in 8.11.2.2sTihtwo DEVs have a “good” link in a CTA, they are
able to reduce their transmitter power to decreélasepower usage in some PHY implementations, and to
reduce interference to other networks.

5.4 Characteristics of the 2.4 GHz PHY
5.4.1 General characteristics

The 2.4 GHz PHY, Clause 11, uses the 2.4 to 2.4835 GHz band that is available for unlicensed use in much
of the world, as described in 11.1. Two channel plaaslafined, one with 4 channels for high density appli-
cations and one with 3 channels to endfeliter coexistence with IEEE Std 802.11b-19[88] networks,

as described in 11.2.3. The PHY also supports 5 data rates, ranging from 11 to 55 Mb/s. The base rate of 2
Mb/s is uncoded, while the 11, 33, 44 and 55 Mb/s use trellis coded modulation, 11.3.
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For efficiency, the PHY calculatebe header check sequence ovathiitbe MAC and PHY headers and
appends this to the MAC header. Theader for all frames is sent at the base rate, 22 Mb/s, to allow all
DEVs in the piconet to detect traffic. In the 11 Mlimode, the entire MAC arfeHY header is repeated at
the lower modulation rate to increase the probighili receiving the entire header correctly.

The PHY uses a constant-amplitude, zero-autocorrelation (CAZAC) sequence for the preamble, as described
in 11.4.2. This sequence has good properties for obtaining synchronization, timing information and fre-
guency offset.

The on-air bandwidth is limited to 15 MHz in order ttoal more channels as well as to decrease the inter-
ference to other systems and to decrease the susceptibility to interference from other systearsriitie tr
ter power is constrained by the limitations of the appropriate regulatory bodies.

The receiver of a compliant system reports both theasilevel and, if the higher order modulations are
used, an indication of the signal quality. This all@MSEV to determine if errors in the channel are due to
poor signal quality or due to interference from other systems.

5.4.2 Coexistence and interoperability

While the 802.15.3 standard does not require interoperability with other stgnitheme were choices made
with the 2.4 GHz PHY specification that make it easier to design dual-mode radios. The commtimatlities
allow interoperable radios are discussed in C.1.

Because the 2.4 GHz PHY operates as an unlicenseurgysheeds to share the medium with both licensed
and other unlicensed users in the band. The 802.15.3 MAC and the 2.4 GHz PHY offer a variety of tech
niques to enhance the coexistence with other ugmeitse band. The methods provided by this standard
include:

— passive scanning

— dynamic channel selection

— the ability to request channel quality information
— link quality and RSSI

— achannel plan that minimizes channel overlap
— lower transmit power

— transmit power control

— neighbor piconet capability

The use of these methods to improve coexistence is described in C.2.

6. Layer management

6.1 Overview of management model

Both MAC and PHY layers conceptually include management entities, called the MAC sublayge-mana
ment entity and PHY layer management entity (MLME and PLME, respectively). These entities previde th
layer management service interfaéasthe layer management functions.

In order to provide correct MAC operation, a device management entity (DME) shouldseatpwithin

each DEV. The DME is a layer-independent entity that may be viewed as residing in a separate management
plane or as residing “off to the side.” The exact functionality of the DME is not specifidd giahdard, but

in general this entity may be viewed as being responsible for such functitwesgaghering of layer-depen-

dent status from the various layer management entities, and similarly setting theofvédyer-specific
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parameters. The DME typically performs such functions on behalf of the general system management enti
ties and implements standard management protdeigisre 3 depicts the relationship among the manage-
ment entities.

FCSL SAP T
A v
F Device management entity
DME
c Frame convergence - > (DME)
S sublayer A
L
A 4
M 802.15.3
A Media access control -4—P» MLME
C sublayer (MAC)
y PHY SAP
A
P = o
H PHY layer <« e 0o [
Y

Figure 3—The reference model used in this standard

The various entities within this model interact in various ways. Certain of these interactions reed defi
explicitly within this standard, via a service access point (SAP) across which defined primitives are
exchanged. Other interactions are not defined explicitly within this standard, such as the interface between
the MAC and the MLME or the interface between Bt¢Y and the PLME. The specific manner in which
these MAC and PHY interfaces are integrated into the overall MAC and PHY layers are not specified within
this standard.

The various SAPs within this model are the following:

a) FCSLSAP

b) MAC SAP

c) PHY SAP

d) MLME SAP

e) PLME SAP

fy MLME-PLME SAP

The latter two SAPs support identical primitives, and in fact may be viewed as a single SAP (called simply
the PLME SAP) that may be used either directly by the MLME or by the DME. In this fashion, the model
reflects the approach that is aipited to be a common implementation in which the PLME functions are
controlled by the MLME (on behalf of the DME). In particular, PHY implementations are not retmired
have separate interfaces defined other thair interfaces withhe MAC and the MLME.

The MAC SAP is described further in Annex A.

If the SAP interfaces are not exposed in an 802.D&9, then these interfaces do not have to be imple-
mented as described here. If the interfaces are exposed, then they should support thespdnsitibed in
this clause.
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The split in functionality between the MLME and DME in this standard is intended to facilitate the formal

verification of the protocol. It is not intended to & architectural descriptiarf a particular implementa-
tion.

6.2 Generic management primitives

The management information specific to each layeepsesented as a personal area network (PAN) infor-
mation base (PIB) for that layer. In a LAN/MAN the corresponding informationtfeimanagement infor-

mation base (MIB) and is often associated with aamg@ment protocol such as SNMP (simple network
management protocol) (see [B12]). However, piconets are not intended to be managed across a network but
rather use the management information to asoettia characteristics of the layer or sublayer.

The MLME and PLME are viewed as “containing” the PIB for that layer or sublayer. The generic model of
PIB-related management primitives exchanged across the management SAPs is to &lffvubker entity

to either “GET” the value of a PIBtabute, or to “SET” the value of a PIB attribute. The invocation of a
SET.request primitive may require the layer entity to perform certain defined actions.

The GET and SET primitives are represented as rexjuéth associated confirm primitives. These primi-
tives are prefixed by MLME or PLME depending upon whether the MAC or PHY layer management SAP is
involved. The DME uses the services provided by the MLME through the MLME SAP. The primitives are

summarized in Table 1. In Table 1 and in the subclauses that describe the primitives, XX denotes either
MLME or PLME.

Table 1—Summary of generic management primitives

Name Request Confirm
XX-GET 6.2.1 6.2.2
XX-SET 6.2.3 6.2.4

The parameters used for these primitives are defined in Table 2.

Table 2—MLME and PLME generic management primitive parameters

Name Type Valid range Description
PIBattribute Octet string Any PIB attribute as defined in 6.5 or| The name of the PIB
11.7 attribute.
PIBvalue Variable As defined in 6.5 or 11.7 The PIB value.
ResultCode Enumeration SUCCESS, Indicates the result of the

INVALID_PIB_ATTRIBUTE_NAME, MLME or PLME request.
INVALID_PIB_ATTRIBUTE_VALUE,
READ_ONLY_PIB_ATTRIBUTE,
WRITE_ONLY_PIB_ATTRIBUTE

Other SAP-specific primitives are identified in 6.3 and 6.4.
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6.2.1 MLME-GET.request and PLME-GET.request

This primitive requests information about a given MAC or PHY PIB attribute. The sematiés primi-

tive are:
XX-GET.request (
PIBattribute
)

The primitive parameter is defined in Table 2.
6.2.1.1 When generated

This primitive is generated by either the DME or the MLME (in the case of PLME-GET.request) to obtain
information from either the MAC or PHY PIB.

6.2.1.2 Effect of receipt

The appropriate management entity attempts to retrieve the requested PIB attribute fetab#asedand
responds with XX-GET.confirm that gives the result.

6.2.2 MLME-GET.confirm and PLME-GET.confirm

This primitive reports the results of an information request about either the MAC or PHY PIBnTdme se
tics of this primitive are:

XX-GET.confirm (
ResultCode,
PIBattribute,

PIBvalue

)

The primitive parameters are defined in Table 2.
6.2.2.1 When generated

This primitive is generated in response to an XX-GET.request by either the DME or the MLME (in the case
of PLME-GET.confirm).

6.2.2.2 Effect of receipt

The primitive returns the appropriate PIB attribute value if the ResultCode is SUCCESS, othertigesit re
an error indication in the ResultCode. Possible vabighe ResultCode that would indicate an error are
INVALID_PIB_ATTRIBUTE_NAME and WRITE_ONLY_PIB_ATTRIBUTE.
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6.2.3 MLME-SET.request and PLME-SET.request

This primitive attempts to set the indicated MAC or PHY PIB attribute to the given value. Thdissrmofin
this primitive are:

XX-SET.request (
PIBattribute,
PIBvalue

)

The primitive parameters are defined in Table 2.
6.2.3.1 When generated

This primitive is generated by either the DME or the MLME (in the case of PLME-SET.request) to set the
indicated MAC or PHY PIB attribute.

6.2.3.2 Effect of receipt

The appropriate management entity attempts to set the requested PIB attribute in its datalm$dBIf th
attribute implies a specific action, then this requests that the action be performed. Thenmeahagdity
that receives this primitive responds with XX-SET.confirm that gives the result.

6.2.4 MLME-SET.confirm and PLME-SET.confirm

This primitive reports the results of an attempt to set the value of an attribute in ethi&xEhor PHY PIB.
The semantics of this primitive are:

XX-SET.confirm (
ResultCode,
PIBattribute

)
The primitive parameters are defined in Table 2.

6.2.4.1 When generated

This primitive is generated in response to an XX-SET.request by either the DME or the MLME (in the case
of PLME-SET.confirm).

6.2.4.2 Effect of receipt

If the ResultCode is SUCCESS, this confirms that the indicated PIB attribute was set to the requested value,
otherwise it returns an error condition in the ResultCode. If this PIBattribute im@pecdic action, then
this confirms that the action was performed. Possible ResultCodes for an error are:

— INVALID_PIB_ATTRIBUTE_NAME
— INVALID_PIB_ATTRIBUTE_VALUE
— READ_ONLY_PIB_ATTRIBUTE.
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The services provided by the MLME to the DME are specified in this subclause. These services are
described in an abstract way and do not imply gangicular implementatioor exposed interface. MLME

SAP primitives are of the general form ACTION.request followed by ACTION.confirmA@MION.indi-

cation provides information to the DME that originated from another DEV. The DEdhaiii responds to

the indication by issuing an ACTION.response. Theises the services provided by the MLME through

the MLME SAP. The primitives are summarized in Table 3.

Table 3—Summary of MLME primitives

Name Request Indication Response Confirm
MLME-RESET 6.3.1.1 - - -
MLME-SCAN 6.3.2.1 - - 6.3.2.2
MLME-START 6.3.3.1 - - 6.3.3.2
MLME-START-DEPENDENT 6.3.3.3 - - 6.3.3.4
MLME-SYNCH 6.3.4.1 - - 6.3.4.2
MLME-ATP-EXPIRED - 6.3.4.3 - -
MLME-ASSOCIATE 6.3.5.1 6.3.5.2 6.3.5.3 6.3.5.4
MLME-DEV-ASSOCIATION-INFO - 6.3.5.5 - -
MLME-DISASSOCIATE 6.3.6.1 6.3.6.2 - 6.3.6.3
MLME-REQUEST-KEY 6.3.7.1 6.3.7.2 6.3.7.3 6.3.7.4
MLME-DISTRIBUTE-KEY 6.3.8.1 6.3.8.2 6.3.8.3 6.3.8.4
MLME-MEMBERSHIP-UPDATE 6.3.9.1 - - -
MLME-SECURITY-ERROR - 6.3.9.2 - -
MLME-SECURITY-MESSAGE 6.3.9.3 6.3.9.4 6.3.9.5
MLME-PNC-HANDOVER 6.3.10.1 6.3.10.2 6.3.10.3 6.3.10.4
MLME-NEW-PNC - 6.3.10.5 - -
MLME-PNC-INFO 6.3.11.1 6.3.11.2 6.3.11.3 6.3.11.4
MLME-SECURITY-INFO 6.3.12.1 6.3.12.2 6.3.12.3 6.3.12.4
MLME-CREATE-ASIE 6.3.13.1 - - 6.3.13.2
MLME-RECEIVE-ASIE - 6.3.13.3 - -
MLME-PROBE 6.3.14.1 6.3.14.2 6.3.14.3 6.3.14.4
MLME-ANNOUNCE 6.3.15.1 6.3.15.2 - 6.3.15.3
MLME-PICONET-SERVICES - 6.3.16.1 6.3.16.2 6.3.16.3
MLME-CREATE-STREAM 6.3.17.1 - - 6.3.17.2
MLME-MODIFY-STREAM 6.3.17.3 - - 6.3.17.4
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Table 3—Summary of MLME primitives ( Continued)

Name Request Indication Response Confirm
MLME-TERMINATE-STREAM 6.3.17.5 6.3.17.6 - 6.3.17.7
MLME-MULTICAST-RX-SETUP 6.3.17.8 - - -
MLME-CHANNEL-STATUS 6.3.18.1 6.3.18.2 6.3.18.3 6.3.18.4
MLME-REMOTE-SCAN 6.3.19.1 6.3.19.2 6.3.19.3 6.3.19.4
MLME-PICONET-PARM-CHANGE 6.3.20.1 - - 6.3.20.2
MLME-TX-POWER-CHANGE 6.3.21.1 6.3.21.2 - 6.3.21.3
MLME-PS-SET-INFORMATION 6.3.22.1 - - 6.3.22.2
MLME-SPS-CONFIGURE 6.3.22.3 - - 6.3.22.4
MLME-PM-MODE-CHANGE 6.3.22.5 - - 6.3.22.6
MLME-PM-MODE-ACTIVE - 6.3.22.7 - -

6.3.1 Reset

This mechanism supports the process of resetting the MAC. The parameters used for thegespaimiti
defined in Table 4.

Table 4—MLME-RESET primitive parameters

Name Type Valid range Description
SetDefaultPIB| Boolean TRUE, If TRUE, all PIB attributes are set to their default valugs.
FALSE The default values are implementation dependent. If

FALSE, the MAC is reset, but all PIB attributes retain the
values that were in place prior to the generation of the
MLME-RESET.request primitive.

ResetTimeout | Duration 0-65535 The time in milliseconds allowed to complete the rgset
procedure.

6.3.1.1 MLME-RESET.request
This primitive requests that the MAC entity be reset. The semantics of this primitive are:

MLME-RESET.request (
SetDefaultPIB,
ResetTimeout

)

The primitive parameters are defined in Table 4.
6.3.1.1.1 When generated

This primitive is sent by the DME to its MLME to reset the MAC to its initial conditions.
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6.3.1.1.2 Effect of receipt

If the DEV is currently associated with a picortee DEV MLME, upon receiving this primitive, sends a
Disassociation Request command, as described in 7.5.1.3, to the PNC. In all cases, the DEV MUME sets t
MAC to its initial conditions and sets all of its internal variables to their default values but ssittmt

with the SetDefaultPIB parameter of Table 4.

The PNC MLME, upon receiving this primitive, behawbe same as the DBMLME with the exception
that it performs either a PNC handover, as described in 8.2.3, followed by disémsariatst performs the
piconet shutdown operation, as described in 8.2.7.1. The PNC MLME decides which action to take.

If the ResetTimeout expires while the DEV (or PNC) MLME is still performing disassmtidtandover or
shutdown, the MLME resets the MAC and as a result, all pending operations are cancelled.

6.3.2 Scan

This mechanism supports the process of determinegitiésence or absence of piconets in a communica-
tions channel. The parameters used for these primitives are defined in.Table 5

A PiconetDescriptionSet is an array of PiconetDesiornig. Each PiconetDescription consists of the ele-
ments shown in Table 6.

In Table 5, the ChannelRatingList is an array of Mgdger values, where N equals the number of channel
numbers provided in the ChannelList of the receMedE-SCAN.request. The ements of the array are
channel numbers and they are ordered from best (laadeirence) at the lowest array index to worst (most
interference) at the highest array index.

Any security features of an existingcpnet are ignored during the scan process.
6.3.2.1 MLME-SCAN.request

This primitive is used to initiate a passive scan for either a specific PNID/BSID or any PNID/BSID in each
of the channels listed in the ChannelList parameter. The semantics of this primitive are:

MLME-SCAN.request (
OpenScan,
BSID,
PNID,
ChannelList,
ChannelScanDuration

)
The primitive parameters are defined in Table 5.
6.3.2.1.1 When generated

This primitive is sent from the DME to its MLME to initiate a passive scan for either a specific BSID, PNID,
or for any BSID and/or PNID.
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Table 5—MLME-SCAN primitive parameters

d

integers

channel ID as defined in
11.2.3

examined when scanning for
either a specific PNID/BSID or
any PNID/BSID.

Name Type Valid range Description

OpenScan Boolean TRUE, FALSE Indicates whether scan is an
scan or not. Open scan is defing
in 8.2.1.

PNID Integer 0-65535 The ID of a specific piconet fo
which to scan.

BSID Octet string As defined in 7.4.2 The text string of a specific p
net for which to scan. This
parameter is not used if open
scan, 8.2.1, is requested.

ChannelList Ordered set of 0 to the maximum PHY Specifies a list of channels to b¢

ChannelScanDuration

Duration

0-65535

The length of time in milliseq
onds that the DEV is to spend
scanning a channel to find eithg
a specific PNID/BSID, or any
PNID/BSID.

NumberOfPiconets

Integer

0-255

during the scanning process.

PiconetDescriptionSet

Set of piconet
descriptions as
defined in Table 6

A set containing zero or

more instances of a Piconet-returned to indicate the results g

Description

The PiconetDescriptionSet is

the scan request.

NumberOfChannels

Integer

0—n PHY dependent chandndicates the number of channe

nels defined in 11.2.3

scanned.

ChannelRatingList

Ordered list of

0 to the maximum number

Specifies a list of found channel

integers. of PHY dependent channels ordered from the best to the
defined in 11.2.3 worst in terms of interference.
ResultCode Enumeration SUCCESS, Indicates the result of the MLMHE

INVALID_PARAMETERS

The number of piconets found

vl

=

=

request.

6.3.2.1.2 Effect of receipt

bpen

When the MLME receives this primitive from its DME,initiates a passive scan in each of the channels
specified in the ChannelList parameter as describéd2iri. Upon completion of the scan procedure, the
MLME will send an MLME-SCAN.confirm to its DME to report the results of the scan.

24
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Table 6—Elements of PiconetDescription

Name Type Valid range Description
BSID Octet string As defined in 7.4.2 The text string identifier of a discovered
piconet.

PNCDEVAddress MAC address  Any valid individual The MAC address of the PNC of the picongt
MAC address that was found.

PNID Integer 0-65535 The PNID of a discovered piconet.

PiconetType Enumeration DEPENDENT, The type of a discovered piconet.
NON-DEPENDENT

ParentPiconetBSID Octet string As defined in 7.4.3 The BSID of the parent pitartsacon

of a dependent piconet was found.

ParentPNCAddress MAC address  Any valid individual The MAC address of the parent PNC of the
MAC address. piconet that was found.

ScannedFrameType Enumeration BEACON, Indicates the type of frame that was found.
NON-BEACON

Channelindex Integer 0-255 A PHY dependent channel number.

SuperframeDuration Duration 0-65535 As defined in 7.3.1.

CAPENdTime Integer 0-65535 As defined in 7.3.1.

SECID 2 octets As defined in 7.2.7.2.  As defined in 7.2.7.2.

CAPData Boolean TRUE, FALSE As defined in 7.3.1.

CAPCommands Boolean TRUE, FALSE As defined in 7.3.1.

CAPAssociation Boolean TRUE, FALSE As defined in 7.3.1.

SECmode Enumeration MODE_0, MODE_1  As defined in 7.3.1.

MCTAAIllocationRate Integer 0-15 As defined in 7.3.1.

6.3.2.2 MLME-SCAN.confirm

This primitive and its parameters, which were collected during the scan process, are regonneainple-
tion of the scan process. The semantics of this primitive are:

MLME-SCAN.confirm (
NumberOfPiconets,
PiconetDescriptionSet,
NumberOfChannels,
ChannelRatingList,
ResultCode

)

The primitive parameters are defined in Table 5.
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6.3.2.2.1 When generated

This primitive is sent by the MLME to its DME when the passive scan of all the channels listed in the Chan-
nelList parameter is complete or when it determines that the parameters of the MLANEFS€quest are
invalid.

6.3.2.2.2 Effect of receipt
The DME is notified of the results of the scan procedure.
6.3.3 Start

This mechanism supports the process of creating a new piconet. The parameters used fonithesegne
defined in Table 7.

Table 7—MLME-START and MLME-START-DEPENDENT primitive parameters

Name Type Valid range Description
PNID Integer 0-65535 The PNID of the new piconet.
BSID Octet string As defined in 7.4.2 The BSID of the new piconet
Channelindex Integer 0-255 Indicates the PHY dependent
channel, 11.2.3, in which to stait
a piconet.
StreamIndex Integer As defined in 7.2.5 The stream index that was

assigned in the channel time
allocation process for the depef
dent piconet.

SuperframeDuration Duration ®635 As defined in 7.3.1.
CAPENdTime Integer 0-65535 As defined in 7.3.1.
SECID 2 octets As defined in 7.2.7.2. As defined in 7.2.7.2.
CAPData Boolean TRUE, FALSE As defined in 7.3.1.
CAPCommands Boolean TRUE, FALSE As defined in 7.3.1.
CAPAssociation Boolean TRUE, FALSE As defined in 7.3.1.
SECMode Enumeration MODE_0, MODE_1 As defined in 7.3.1.
MaxTXPowerLevel As defined | As definedin 7.3.1 Maximum TX power allowed if
in7.3.1 the piconet.
MCTAUsed Enumeration. TRUE, FALSE As defined in 7.3.1.
MCTAAllocationRate | Integer 0-15 As defined in 7.3.1.
ParentPiconetlE Information| As defined in 7.4.3. Provides the DEV address anfl
element BSID of the parent piconet.
ResultCode Enumeration @ SUCCESS, Indicates the result of the
ALREADY_STARTED, requested action.

CHANNEL_INTERFERENCE
PICONET_DETECTED,
INVALID_PARAMETERS

Documents

. =oAL . .
26 Copyright © 2003 IE=E M ERE Gt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:16:44 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.3-2003


http://www.avadocuments.com/doc/ieee-802-15-3-2003
http://www.avadocuments.com/doc/ieee-802-15-3-2003

IEEE
MAC AND PHY SPECIFICATIONS FOR HIGH RATE WPANS Std 802.15.3-2003

6.3.3.1 MLME-START.request
This primitive requests that the MAC entity start a new piconet. The semantics of this pringitive ar

MLME-START.request (
PNID,
BSID,
Channellindex,
SuperframeDuration,
CAPENdTime,
SECID,
CAPData,
CAPCommands,
CAPAssociation,
SECMode,
MaxTXPowerLevel,
MCTAUsed,
MCTAAIllocationRate

)
The primitive parameters are defined in Table 7.
6.3.3.1.1 When generated
This primitive is generated by the DME to start a piconet with the DEV acting as the PNC.
6.3.3.1.2 Effect of receipt

This primitive initiates the piconet initialization procedure defined in 8.2.2. The MLME sulbgbgissues
an MLME-START.confirm that reflects the results of the creation procedure.

6.3.3.2 MLME-START.confirm
This primitive reports the results of a piconet creation procedure. The semantics of thisgemaitiv

MLME-START.confirm (
ResultCode

)

The primitive parameter is defined in Table 7.

6.3.3.2.1 When generated

This primitive is generated by the MLME as a result of an MLME-START.request.
6.3.3.2.2 Effect of receipt

The DME is notified of the results of the picoretation procedure. A ResultCode of SUCCESS indicates
that the DEV is the PNC. If theqeested channel is occupied by other 802.15.3 piconets, the ResultCode is
set to PICONET_DETECTED. If the piconet is already started the ResultCode is set to
ALREADY_STARTED. If the requested channel for sitag the piconet has unaccapte interference, then

the ResultCode is set to CHANNEL_INTERFERENCE. If any of the parameters are in error the ResultCode
is INVALID_PARAMETERS.
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6.3.3.3 MLME-START-DEPENDENT.request

This primitive requests that the MAC entity start operations of a dependent piconet as RNEmEmtics
of this primitive are:

MLME-START-DEPENDENT.request (
PNID,
BSID,
Streamlndex,
SuperframeDuration,
CAPENdTime,
SECID,
CAPData,
CAPCommands,
CAPAssociation,
SECMode,
MaxTXPowerLevel,
MCTAUsed,
MCTAAIllocationRate,
ParentPiconetlE

)

The primitive parameters are defined in Table 7.

6.3.3.3.1 When generated

This primitive is generated by the DME to convey operating parameters to the PNC of dedé¢péonet.
6.3.3.3.2 Effect of receipt

This primitive initiates the piconet initialization procedure, as described in 8.2.5 ar®h2.8LME subse-
guently issues an MLME-START-DEPENDENT.confithat reflects the results the start procedure.

6.3.3.4 MLME-START-DEPENDENT.confirm
This primitive reports the results of a dependent piconet start procedure. Theiceofahts primitive are:

MLME-START-DEPENDENT.confirm (
ResultCode

)

The primitive parameter is defined in Table 7.

6.3.3.4.1 When generated

This primitive is generated by the MLME as a result of an MLME-START-DEPENDENT.request.
6.3.3.4.2 Effect of receipt

The DME is notified of the results of the dependent PNC start procedure. A ResultCode of SUCCESS indi-
cates that the DEV has started dependent PNC operdfidns.dependent PNC is already established, the
ResultCode is ALREADY_STARTED.
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6.3.4 Synchronization

The synchronization procedure is a preliminary step for a DEV associating with a particular piconet. A
primitive is also provided to inform the DME when the DEV loses synchronization. The pararsetéferu
these primitives are defined in Table 8.

Table 8—MLME-SYNCH primitive parameters

Name Type Valid range Description

PNID Integer 0-65535 The piconet identifier of the picondt
with which to synchronize.

BSID Octet string As defined in 7.4.2 The beacon source identifier of tHe
piconet with which to synchronize.

Channelindex Integer 0-255 The PHY channel to be used to fihd
the piconet.

ChannelScanDuration|  Duration 0-65535 The time duration to be spent sgarch-

ing for the piconet.

ResultCode Enumeration SUCCESS, TIMEOUT Indicates the result of the MLME-
INVALID_PARAMETERS SYNCH.request.

6.3.4.1 MLME-SYNCH.request

This primitive is used to initiate synchronization with a specific piconet beacon. The semtitispom-

itive are:
MLME-SYNCH.request (
PNID,
BSID,

Channelindex,
ChannelScanDuration

)

The primitive parameters are defined in Table 8.

6.3.4.1.1 When generated

This primitive is generated by the DME to establish synchronization with a particular pieacenb
6.3.4.1.2 Effect of receipt

When the MLME receives this primitive from its DMte MLME scans the specified channel until either
the desired beacon is detected or the ChannelScati@u interval is exceededn the case where the
desired beacon is detected, the MLME sends to its DME an MLME-SYNCH.confirm with a ResultCode of
SUCCESS. In the case where theaf@helScanDuration interval is@eded, the MLME sends an MLME-
SYNCH.confirm with a ResultCode of TIMEOUT.
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6.3.4.2 MLME-SYNCH.confirm

This primitive informs the origirntang DME whether the requested piconet synchronization is successful or
unsuccessful. The semantics of this primitive are:

MLME-SYNCH.confirm (
ResultCode
)

The primitive parameter is defined in Table 8.
6.3.4.2.1 When generated

This primitive is generated by the MLME upon completion of the requested piconet synchronization
procedure.

6.3.4.2.2 Effect of receipt
The DME is notified of the results of the synchronization procedure.
6.3.4.3 MLME-ATP-EXPIRED.indication

This primitive is used to indicate that the DEV is no longer able to hear the beacon. The semantics of this
primitive are:

MLME-ATP-EXPIRED.indication 0
6.3.4.3.1 When generated

This primitive is generated by a non-PNC MLME when it does not correctly receive a beacon for greater
than the association timeout period (ATP) interval of time, as described in 7.5.1.1.

6.3.4.3.2 Effect of receipt
The DME is notified that the ATP has expired.
6.3.5 Association

The following primitives support the process of a DEV associating with a PNC. The parameters used for
these primitives are defined in Table 9.
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Table 9—MLME-ASSOCIATE primitive parameters

Name Type Valid range Description

OriglD Integer Any valid DEVID as The UnassoclD or the DEVID that

defined in 7.2.3. was just assigned by the PNC.

DEVAddress MAC address Any valid individual The MAC address of the DEV that is

MAC address. requesting association with the PNC

PSRC Boolean TRUE, FALSE If TRUE, the DEV is receiving power
from alternating current mains instegd
of battery power.

SEC Boolean TRUE, FALSE If TRUE, the DEV is capable of acting
as a key originator.

PNCDesMode Boolean TRUE, FALSE If TRUE, the DEV desires to be the
PNC of a piconet.

PNCCapable Boolean TRUE, FALSE If TRUE, the DEV is capable of bging
a PNC in a piconet.

MaxAssociatedDEVs Integer 0-mMaxNumValidDEVs ~ The maximum numbergdf$ihat
this DEV is able to handle as a PNC

MaxCTRgBs Integer 0-255 The maximum number of isochronpus
CTR@Bs that this DEV is able to han
dle as a PNC.

MaxTXPower Integer As defined in 7.4.11 The maximum transmitter power fpr
the DEV.

SupportedDataRates As defined in| As defined in7.4.11 A PHY dependent mapping of the

7.4.11. optional data rates supported by a
DEV.

PreferredFragmentSize Integer As defined in 7.4.11. A PHY dependent mapdinglth
cates the maximum MAC frame size
preferred to be received by the DEV
when fragmentation is used.

ATP Duration As defined in 7.5.1.1. As defined in 7.5.1.1.

PiconetServiceslInquiry Enumeration REQUEST, Requests that the PNC sends the sef-

NO_REQUEST vices information about the piconet gs
described in 7.5.1.1.

NeighborPNCRequest Boolean TRUE, FALSE If TRUE, indicates that the DEV ip
associating as a neighbor piconet and
not as a member of the current piconet.

DEVID Integer Any valid DEVID as If association is successful, the

defined in 7.2.3. assigned ID for the DEV. Otherwise,
the UnassoclID, 7.2.3.
VendorSpecificlE Octet string As defined in 7.4.17. As defined in 7.4.17.
AssociationStatus Enumeration ASSOCIATED, Indicates if the DEV is either newly
DISASSOCIATED associated or disassociated.

AssocTimeout Duration 0-65535 The time in milliseconds in which the
operation initiated by the MLME
request needs to be completed befole
responding with a ResultCode of TIM-
EOUT.
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Table 9—MLME-ASSOCIATE primitive parameters (  Continued)

Name Type Valid range Description
AlwaysAWAKE Boolean TRUE, FALSE As defined in 7.4.11.
ListenToSource Boolean TRUE, FALSE As defined in 7.4.11.
ListenToMulticast Boolean TRUE, FALSE As defined in 7.4.11.
ReasonCode Integer As defined in 7.5.1.2. Indicates the reason why theedtgmpt

association failed as indicated in the
Association Response command or
indicates that the association was suc-

cessful.
ResultCode Enumeration COMPLETED, Indicates if the primitive completed
TIMEOUT successfully or timed out.

6.3.5.1 MLME-ASSOCIATE.request
This primitive is used to request an association with a specified PNC. The semantics of this @imitive

MLME-ASSOCIATE.request (
DEVAddress,
PSRC,
SEC,
PNCDesMode,
PNCCapable,
MaxAssociatedDEVs,
MaxCTRgBs,
MaxTXPower,
SupportedDataRates,
PreferredFragmentSize,
ATP,
PiconetServiceslnquiry,
NeighborPNCRequest,
AlwaysAWAKE,
ListenToSource,
ListenToMulticast,
AssocTimeout

)

The primitive parameters are defined in Table 9.

6.3.5.1.1 When generated

This primitive is generated by the originating DME to initiate an association with a PNC.
6.3.5.1.2 Effect of receipt

When the originating DEV MLME receives this priiae from its DME via the MLME-SAP, it generates an
Association Request command, as described in 7.5.1.1, which is sent to the PNC MLME.
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6.3.5.2 MLME-ASSOCIATE.indication

This primitive is used to indicate a received Association Request command, as described in 7.5.1.1. The
semantics of this primitive are:

MLME-ASSOCIATE.indication (
OrigID,
DEVAddress,
PSRC,
SEC,
PNCDesMode,
PNCCapable,
MaxAssociatedDEVS,
MaxCTRgBs,
MaxTXPower,
SupportedDataRates,
PreferredFragmentSize,
ATP,
PiconetServicesinquiry,
NeighborPNCRequest,
AlwaysAWAKE,
ListenToSource,

ListenToMulticast

)

The primitive parameters are defined in Table 9.
6.3.5.2.1 When generated

This primitive is sent by the PNC MLME to its DME upon receiving an Association Request command, as
described in 7.5.1.1, from an unassociated DEV.

6.3.5.2.2 Effect of receipt

When the PNC DME receives this primitive and the @rig the UnassoclD, it will determine whether to
accept or reject the unassociated DEV’s request to asspuasing an algorithm thi outside of the scope
of this standard. The PNC DME will then sendMbME-ASSOCIATE.response, with appropriate parame-
ter values, to its MLME via the MLME-SAP.

When the PNC DME receives this pitime and the OriglD is the DEVIQust assigned to the associating
DEV, the PNC DME is notified that the assigned\DB has been received by the associating DEV. The
PNC DME will not send an MLME-ASSOCIATE.response in this case.
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6.3.5.3 MLME-ASSOCIATE.response

This primitive is used to initiate a response to an MLME-ASSOCIATE.indication. The semanthis of
primitive are:

MLME-ASSOCIATE.response (
DEVAddress,
DEVID,
ATP,
VendorSpecificlE,
ReasonCode

)

The primitive parameters are defined in Table 9.

6.3.5.3.1 When generated

This primitive is generated by the PNC DME upon receiving an MLME-ASSOCIATE.indication.
6.3.5.3.2 Effect of receipt

When the PNC MLME receives this primitive from B8VE, it generates an Association Response com-
mand, as described in 7.5.1.2.

6.3.5.4 MLME-ASSOCIATE.confirm

This primitive is used to inform the originating DME whether its request to associate is successful or unsuc-
cessful. The semantics of this primitive are:

MLME-ASSOCIATE.confirm (
DEVID,
ATP,
ReasonCode,
VendorSpecificl E,
ResultCode
)

The primitive parameters are defined in Table 9.
6.3.5.4.1 When generated

This primitive is sent from the MLME to the DME either after the completion of the association process
described in 8.3.1 or the timeout has occurred.

6.3.5.4.2 Effect of receipt

The originating DEV upon receiving this primitive istified whether its request to associate with the PNC

is successful or unsuccessful. If successful, thenatimg DME is provided with a unique DEVID. If
unsuccessful, the originating DME is not provided with a valid DEVID and consequently remains
unassociated.
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6.3.5.5 MLME-DEV-ASSOCIATION-INFO.indication

This primitive is used to indicate to other asatmil DEVs the reception of a beacon containing a DEV
Association IE, as described in 7.4.4. The semantics of this primitive are:

MLME-DEV-ASSOCIATION-INFO.indication

(
DEVAddress,

DEVID,
SupportedDataRates,
AssociationStatus

)
The primitive parameters are defined in Table 9.
6.3.5.5.1 When generated

This primitive is sent by the MLME to its DME upon receiving from the PNC a beacon containing a DEV
Association IE, as described in 7.4.4. If the DE\6ddation |IE contains more than one DEV Association
Info field, this primitive is sent once for each DEAgsociation Info field contained in the received DEV
Association IE.

6.3.5.5.2 Effect of receipt

The DME upon receiving this primitive is provided witiformation about the DEV that has either just
completed the association or disassociation procedure.

6.3.6 Disassociation

The following primitives are used when a DEV disassociates from a PNC and when the PNC disassociates a
DEV from the piconet, as described in 8.3.4. The parameters used for these primitivefinac id

Table 10.
Table 10—MLME-DISASSOCIATE primitive parameters
Name Type Valid range Description

TrgtlD Integer Any valid DEVID as defined| Specifies the DEVID of the target of the

in7.2.3. MLME request.

OrigID Integer Any valid DEVID as defined| Specifies the DEVID of the originator of]

in7.2.3. the MLME request.

DisassocTimeout  Duration 0-65535 The time in milliseconds in which the
operation initiated by the MLME reques}
needs to be completed before respondipg
with a ResultCode of TIMEOUT.

ReasonCode Integer As defined in 7.5.1.3 Indicates the reason theddiatien
Request command was issued.

ResultCode Enumeration ~ SUCCESS, ACK_TIMEOUT Indicates the result of the MLME request.
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6.3.6.1 MLME-DISASSOCIATE.request
This primitive is used to initiate a disassociation request. The semantics of this primitive are:

MLME-DISASSOCIATE.request (
TrgtlD,
ReasonCode,

DisassocTimeout

)
The primitive parameters are defined in Table 10.
6.3.6.1.1 When generated
This primitive is sent by the DME to its MLME to initiate the disassociation process.
6.3.6.1.2 Effect of receipt

In the case where a DEV MLME receives this pringfithe DEV MLME sends a directed Disassociation
Request command, as described in 7.5.1.3, to the PNC MLME.

In the case where the PNC MLME receives this prirajtthe PNC MLME sends a directed Disassociation
Request command to the DEV MLME to be disassociated.

6.3.6.2 MLME-DISASSOCIATE.indication

This primitive is used to indicate the reception of a Disassociation Request command, as described in
7.5.1.3. The semantics of this primitive are:

MLME-DISASSOCIATE.indication (
OrigID,
ReasonCode

)

The primitive parameters are defined in Table 10.
6.3.6.2.1 When generated

This primitive is sent by the MLME to its DME upon receiving a Disassociation Request command, as
described in 7.5.1.3, from either a PNC or a DEV.

6.3.6.2.2 Effect of receipt

The target DME is notified of the reason for the disassociation request.
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6.3.6.3 MLME-DISASSOCIATE.confirm

This primitive reports the results of a disassociation request. The PNC DME, when it receives the MLME-
DISASSOCIATE.confirm primitive, is notified as to wh DEV has been disassociated. The semantics of
this primitive are:

MLME-DISASSOCIATE.confirm (
TrgtlD,
ResultCode
)

The primitive parameters are defined in Table 10.

6.3.6.3.1 When generated

This primitive is sent by the originating MLME to its DME after sending a Disassociation Request com-
mand, as described in 7.5.1.3, and receiving eg¢hekCK or an ACK_TIMEOUT. The disassociation pro-
cedure is considered successful if an ACK d@seived by the originating MLME. The disassociation
procedure is considered unsuccessful if alKATMEOUT is received by the originating MLME.

6.3.6.3.2 Effect of receipt

The originating DME, when it receives the MLME-DASSOCIATE.confirm primitive, is notified of the
result of the disassociation procedure.

6.3.7 Key request

This mechanism supports the process of a DEV requesting and receiving a key from the key originator. The
parameters used for these primitives are defined in Table 11.

Table 11—MLME-REQUEST-KEY primitive parameters

Name Type Valid range Description

TrgtlD Integer Any valid DEVID as | Specifies the DEVID of the target of the MLME
defined in 7.2.3. request.

OrigID Integer Any valid DEVID as | Specifies the DEVID of the DEV that initiated
defined in 7.2.3. the MLME request.

SECID 2 octets As defined in 7.2.7.2.  As defined in 7.2.7.2.

Key Octet string Any valid key as The key to be used as the current payload profec-
defined by the sym- | tion key for this security relationship. The MAQ/
metric key security | MLME encrypts the key before it is placed in tHe
operations, 10.3 Encrypted Key field and decrypts the field befofe

passing the received key to the DME.

KeyRequestTime- | Duration 0-65535 The time in milliseconds in which the operation

out initiated by the MLME request needs to be comf-

pleted before responding with a ResultCode o
TIMEOUT.

ResultCode Enumeration @ SUCCESS, Indicates the result of the MLME request.
FAILURE,

TIMEOUT
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6.3.7.1 MLME-REQUEST-KEY.request

This primitive is used by a DEV to request the transmission of a key from the key origih&semantics
of this primitive are:

MLME-REQUEST-KEY.request (
TrgtiD,
KeyRequestTimeout

)

The primitive parameters are defined in Table 11.
6.3.7.1.1 When generated
This primitive is generated by the DME for a DEV to obtain the designated key from the kegtorig
6.3.7.1.2 Effect of receipt
The MLME creates a Request Key command, 7.5.2.1, and sends it to the indicated DEV.
6.3.7.2 MLME-REQUEST-KEY.indication
This primitive reports the request of a key from a DEV. The semantics of this primitive are:
MLME-REQUEST-KEY.indication  (
OrigID,
TrgtlD,

ResultCode
)

The primitive parameters are defined in Table 11.

6.3.7.2.1 When generated

This primitive is generated by the MLME as a result of receiving a Request Key command, as described in
7.5.2.1. If the integrity code is not valid, then the ResultCode is set to FAILURE. @ibetire ResultCode
is SUCCESS.

6.3.7.2.2 Effect of receipt

Upon receipt of the MLME-REQUEST-KEY.indicatiomith the ResultCode set to SUCCESS, the DME
issues an MLME-REQUEST-KEY.response to the MLME.

Documents

. =oAL . .
38 Copyright © 2003 IE=E M ERE Gt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:16:44 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.3-2003


http://www.avadocuments.com/doc/ieee-802-15-3-2003
http://www.avadocuments.com/doc/ieee-802-15-3-2003

IEEE
MAC AND PHY SPECIFICATIONS FOR HIGH RATE WPANS Std 802.15.3-2003

6.3.7.3 MLME-REQUEST-KEY.response

This primitive is used by a DEV to respond to a key request from a DEV with the request&tikseman-
tics of this primitive are:

MLME-REQUEST-KEY.response (
OrigID,
SECID,
Key
)

The primitive parameters are defined in Table 11.
6.3.7.3.1 When generated

This primitive is generated by the DME as a result of the receipt of an MLME-REQUEST-KEY.indication
primitive with ResultCode equal to SUCCESS where the OrigID corresponds to a DEV that has established
secure membership or a securetieteship with the key originator.

6.3.7.3.2 Effect of receipt

The MLME generates a Request Key Response commaddsasbed in 7.5.2.2, and sends it to the speci-
fied DEV. The MLME encrypts the key before transmission.

6.3.7.4 MLME-REQUEST-KEY.confirm

This primitive reports the results of a key request #ritle response was received, the requested key to the
DME. The semantics of this primitive are:

MLME-REQUEST-KEY.confirm (
TrgtlD,
SECID,
Key,
ResultCode
)

The primitive parameters are defined in Table 11.
6.3.7.4.1 When generated

This primitive is generated as a result of the MLME receiving a Request Key Response command, as
described in 7.5.2.2, from the key originator of this relationship or due to a timeowetefishno response

from the key originator within KeyRequestTimeout, the ResultCode is set to TIMEOUT. If dugitiynt

code is not valid, then the ResultCode is set to FAILURE. Otherwise, the ResultCode is SUCCESS and the
MLME decrypts the key.

6.3.7.4.2 Effect of receipt

The DME is informed of the results of a previousdgued key request and, if successful, obtains the
requested key.
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6.3.8 Key distribution

This mechanism supports a DEV acting as key caiginsending a key to another DEV. The parameters
used for these primitives are defined in Table 12.

Table 12—MLME-DISTRIBUTE-KEY primitive parameters

Name Type Valid range Description
TrgtlD Integer Any valid DEVID as | Specifies the DEVID of the target of the MLMHE
defined in 7.2.3. request.
OrigID Integer Any valid DEVID as | Specifies the DEVID of the DEV that initiated
defined in 7.2.3. the MLME request.
SECID 2 octets As defined in 7.2.7.2.  As defined in 7.2.7.2.
Key Octet string Any valid key as The key to be used as the current payload prgtec-

~

defined by the sym- | tion key for this security relationship. The MA(Q
metric key security | MLME encrypts the key before it is placed in the
operations, 10.3 Encrypted Key field and decrypts the field befofe
passing the received key to the DME.

DistributeKeyTime- Duration 0-65535 The time in milliseconds in which the operatio’L
out initiated by the MLME request needs to be cofn-
pleted before responding with a ResultCode of
TIMEOUT.
ResultCode Enumeratio SUCCESS, Indicates the result of the MLME request.
FAILURE,
TIMEOUT

6.3.8.1 MLME-DISTRIBUTE-KEY.request
This primitive is used by a DEV to distribute a key to another DEV. The semantics of thisvprare:

MLME-DISTRIBUTE-KEY.request  (
TrgtiD,
SECID,
Key,
DistributeKeyTimeout

)

The primitive parameters are defined in Table 12.
6.3.8.1.1 When generated

This primitive is generated by the DME for a DEV to distribute a key to a DEV that has estaldishied s
membership or a secure relationship with the key originator.

6.3.8.1.2 Effect of receipt

The MLME creates a Distribute Key Request commandeasribed in 7.5.2.3, and sends it to the indicated
DEV. The MLME encrypts the key before transmission.
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6.3.8.2 MLME-DISTRIBUTE-KEY.indication

This primitive reports the reception of a key from a DEV in a key originator role. The semantics of this
primitive are:

MLME-DISTRIBUTE-KEY.indication (
OrigID,
SECID,
Key,
ResultCode

)

The primitive parameters are defined in Table 12.
6.3.8.2.1 When generated

This primitive is generated by the MLME as a result of receiving a Distribute Key Request command, as
described in 7.5.2.3. If the integrity code is not valid, then the ResultCode is seLWREAIOtherwise, the
ResultCode is SUCCESS and the MLME decrypts the key.

6.3.8.2.2 Effect of receipt

If the ResultCode is SUCCESS, the DME will store the designated key and generate an MLME-DISTRIB-
UTE-KEY.response primitive to acknowledge successful receipt of the key.

6.3.8.3 MLME-DISTRIBUTE-KEY.response

This primitive is used by a DEV to respond to a key distribution from a DEV in the lgigaidr role with
an acknowledgement of successful receipt of the key. The semantics of this primitive are:

MLME-DISTRIBUTE-KEY.response (
OrigID,
SECID
)

The primitive parameters are defined in Table 12.
6.3.8.3.1 When generated

This primitive is generated by the DME as a restithe receipt of an MLME-DISTRIBUTE-KEY.indica-
tion primitive from a peer DEV. It is not generated by the DME as a result of the receipt of an MLME-DIS-
TRIBUTE-KEY.indcation primitive from the PNC.

6.3.8.3.2 Effect of receipt

The MLME generates a Distribute Key Response command, as described in 7.5.2.4, and sends it to the spec-
ified DEV.
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