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Abstract: An alternative physical layer (PHY) and a modified medium access control (MAC) layer
is defined in this amendment.

Two PHY modes have been defined that enable data rates up to 100 Gb/s using the 60 GHz band.
MIMO and aggregation methods have been defined to increase the maximum achievable
communication speeds. Stack acknowledgment has been defined to improve the medium access
control (MAC) efficiency when used in a point-to-point (P2P) topology between two devices.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE-SA”)
Standards Board. IEEE (“the Institute) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: merchantability; fitness for a particular purpose; non-
infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE disclaims
any and all conditions relating to: results; and workmanlike effort. IEEE standards documents are supplied “AS IS” and
“WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, [EEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of'any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE does not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. An official IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http:/iecexplore.icee.org/browse/
standards/collection/ieee or contact IEEE at the address listed previously. For more information about the IEEE SA or
IEEE’s standards development process, visit the IEEE-SA Website at http://standards.iece.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http:/
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on the IEEE-SA Website at http://standards.ieee.org/about/
sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is willing or unwilling to grant
licenses under patent rights without compensation or under reasonable rates, with reasonable terms and conditions that
are demonstrably free of any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.15.3e-2017, IEEE Standard for High Data Rate Wireless Multi-Media
Networks—Amendment 1: High-Rate Close Proximity Point-to-Point Communications.

IEEE Std 802.15.3¢ is an amendment to IEEE Std 802.15.3-2016 that defines an alternative physical layer
operating in the millimeter wave band along with the necessary MAC changes to support this PHY. Some of
the key features and additions are as follows:

— Operation in the 60 GHz band

— New data rates, with the highest reaching 100 Gb/s

— Limiting communication range to 10 centimeters or less

— Use of a pairnet structure and Stack ACK mechanism to simplify and optimize the MAC

— Selectable PHY modes (single carrier and OOK) to achieve either high-speed operation or system
simplicity

Interest in developing a close proximity version of a 60 GHz band PHY and associated MAC changes began
in 2014. Activity was initially conducted as part of Task Group 3d, formed in May 2014, which covered
switched, point-to-point connections operating in the frequencies from 60 GHz up to the lower THz bands.
The Application Requirements Document (ARD), Technical Requirements Documents (TRD), channel
models, and regulatory issues for close proximity scenarios were reviewed in July 2014. Discussions began
to separate the close proximity efforts at 60 GHz from the other activities at the lower THz band in Septem-
ber 2014 and a decision was made in November 2014 to split the Task Group 3d into two, one optimized for
ranges under 10 centimeters (3¢) and another covering several meters or more (3d). The first meeting of 3e
as a task group was held in March 2015 in Berlin, Germany, where the Project Authorization Request (PAR)
and Criteria for Standards Development (CSD) were approved. At the May 2015 meeting, the ARD and
TRD were combined as a single Technical Guidance Document (TGD) and proposals were reviewed in the
July and September 2015 sessions, including the selection of two PHY modes. The group entered working
group letter ballot in January 2016. After two working group recirculation ballots, sponsor ballot started in
July 2016. A total of three sponsor recirculation ballots were held, leading to approval of IEEE Std
802.15.3e-2017 by the IEEE-SA Standards Board on 14 February 2017.

Documents

8 Document Sharing Hub
Authorized licensed use limited to: Tsinghua Unife@iyliobivRlcadd & FEordrjigbisomsarue®s:02 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

Contents

2. NOIMALIVE TEIETEIICES ...ttt sttt ettt eae e sa et nen 16
3. Definitions, acronyms, and abbreVIations. ..........cceeiiierieeriierieerieenie st eeeesieesee e ereeseeebeesraeeseenes 17
3.1 DETINITIONS ettt ettt sttt ettt et 17
3.2 Acronyms and abDIEVIATIONS ........eiueeriertirieitieieite ettt ettt ettt sttt ettt sae e seeeneenaeas 17
4. GENETAL AESCIIPTION 1..tiiiieeiiieiie ettt ettt et e et e e bt esaeebee s e e esbeesseessseeseessbeenseensseensaesssessseesssensseenes 17
O B L T T o (el o o OO PUSRPRSP 17
4.1 PAIIMET .ttt 18
4.2 Components of an IEEE 802.15.3 PICONET......cccuiitiiiiriiiieiinieie e 18
4.2.1  Pairnet COMPONECIILS .....eoueeutieueerieitieteeitesteeetesteesteeteeteeseenteeseenseeseentesseenseeneesseassenseeneenseans 18
4.3 Overview of medium access control (MAC) functionality ..........cceoeveerenierenienenieencee e 18
43,1 COOTAINALION ...ttt ettt sttt ettt st 18
4.3.1.1 Starting a piCONEt OF @ PAIIMEE ....c..eeueeriireieieriiitieee ettt 18
4.3.2 Ending a picONEt OF @ PAIIMEE .....eceitiriiiiiieie ettt ettt see e eeee e e e neens 19
4.3.4 Association and diSASSOCIAtION ......c..ceruiruirierierieieiieiene sttt 19
4.3.5  SCCUIILY OVEIVIEW ..teiuiiiiieiiitieteett ettt et sttt ettt e e st ent e s e teeaee bt eseenbeeneesbeesaenbeeneenteans 19
4.3.6 The IEEE 802.15.3 SUPETTIAME. .....ccuiiiieiiiiieieiiieieie ettt 19
4.3.7 Channel time ManaQZEMENT.........cceeruirierueiieientietiesteeteeteetee et eeetesseeneeseeseeeseeseeneeneeens 20
4.3.7.1 Channel time management for PICONELS.........cevereeierierierenieieee e 21
4.3.7.2  Channel time management for Pairnets .........ccccoeeeierierierenierieneee e 21
4.3.10 Dynamic channel SELeCtION ...........ceruirieriiiiiieiieeieie ettt 21
4.3.14 Frame ag@reZation .......cceeoueruieiereieienieeieeteetieieetee e st enteesee et eseeteeseesaeeneesteenaenneeneenteans 21
4.3.16 Channel ProDING........ccueiieiiriieiiee ettt ettt et e st et esbeeseeseeestenbeeneenteens 21
4.5 Characteristics of the mmWave PHY ..o 21
4.5a Characteristics Of HRCP PHY .....oooiiiiiie e e 21
4.5a.1 HRCP PHY CharacteriStiCs ........cecueruirierieiieienieeieiteetcett et steeee e ee et enee e eneeneeene 21
4.5a.2 Pairnet using HRCP PHY ......oooiiiiii et 22
5. Layer ManagemENT..........couiiiiiiiiiie ettt ettt ettt sttt et ettt sbn et 22
5.3 MLME SAP INEEITACE ....eeeiiiieitieiieie ettt ettt ettt e et et eeneeeesneeneeanean 22
5.3.2  Scanning for piconets and PaIrMEts ...........ceeoueeieriireriere e 23
5.32.1  MLME-SCAN.TEQUESL ....cccutiiiiiiiiitieiteeite ettt ettt 23
5.3.2.2  MLME-SCAN.CONIIM....cociriiriiriiniiiiiiieieieinesenecteee et 24
5.3.2.3  MLME-SCAN.INAICAtION ...eoverviriiiiniiiiiiieiieiiniiniciceceeeeeeeie e 25
5.3.3  Starting a PICONEt OF PAITNICL ......eoueeeeitieiertieieeeeeteeieeee et eeeeseeeeeseeneeeseeteeneeneeeneeneeenes 25
5.33.1  MLME-START.IEQUEST ...cuttriiiiiiitieiieiit ettt 27
5.3.4  Stopping a PiCONEt OF PAIINCE .....c.eeiviiuieiiriieieetietteee e ettt e sttt e see e eeeeneeeneeneeenes 27
5.3.4.1  MLME-STOP.TEQUEST.....eoitiiiiiiiieriiieitee ettt 28
5.3.42  MLME-STOP.CONFIIM...c.cociriiriiriiiiiiieiieieiinentcceeeeeeeeee e 28
5.3.5 Associating with a picoOnet Or PAIMNEt .........cceevieiiriiiere et 29
5.3.5.1  MLME-ASSOCIATE.TEQUESL......ccueviuieiieiieiiniinienieneeeeieeeeeese e 30
5.3.52 MLME-ASSOCIATE.CONfIrm ....ccoeoviuieiieiiiniiniiniiniceeieeeceeecse e 30
5.3.53 MLME-ASSOCIATE.INAICAtiON ....c.coveriiririiniiiinieicieieeeceesese e 30
5.3.54 MLME-ASSOCIATE.TESPONSE ....cccvveeereerieieeeiieereestieeeeereesveeseesseesseenseens 31
5.3.6 Disassociation from a picoOnet Or PAITNET ....c..ccveeiieeiierieeiieeiieeieeiee e eree e ereeseeeeenes 31
5.3.6.1 MLME-DISASSOCIATE.IEQUESL .....c.eovereuriiiiriieiinieieieiereteteie e 31
5.3.6.3 MLME-DISASSOCIATE.INAICatioN.......cccccuviririnriieieieieieieceieeeseeenen 32
Documents
9 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Unife@iyliobivRlcadd & FEordrjigbisomsarue®s:02 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

5.3.7  Security MaNaZEeMENL. ........eeueruireeeeetietertieeeeeeeteeeeeeeeseeseeensesseeseeseenseeseeseeneenseeneenseenes 32

5.3.74 MLME-SECURITY-MESSAGE.1€qUESt ......c.coveuiririiririiirieieeceeceeeeane 34

5.3.7.6 MLME-SECURITY-MESSAGE.indication..........cccceeerreinenineninecnenenn 34

5.3.8  PNC RANAOVET .....ciiieiiiii ettt ettt et e e st ent e s e e st eneeeneeeeens 34

5.3.9 Requesting DEV information from the PNC...........cccooiiiiiiiiiiieeeeee 34

5.3.10 Security information retrieVal...........ccoocieiiirieiiiiee e 34

5.3.10.1 MLME-SECURITY-INFO.IEQUESL .....ceervemiieriieiinieiirieieieeieesieteiee e 35

5.3.10.2 MLME-SECURITY-INFO.confirm ........cccoeuirieinieinieinieiecneceeceeeee 35

5.3.10.3 MLME-SECURITY-INFO.INdication ........ccccceovrueirieinieiieieeceeceeeeeenne 35

5.3.13 Stream MAaNAZEIMENT. . ....eeuteriteeieertterte et eriee et e st e et e bt esseeebeesbteeabeesieeesbeesaeesabeesaeenaees 35

5.3.15 POWET MANAZEIMENL . ....cueiiiiiriiieiieiieitt ettt sttt ettt st e st et e st esbee bt e sabeesaeenaees 36

5.3.16 MUILICASE OPEIATIONS ....c.veeueetieiieteeiieteeteetteeeeeeete et teseesteensesseenseeseenseeseenseeneanseeneeneeens 36

5.3.17 Timing SYNCATONIZAION ........eeiiiiiiiieitieiietieieie ettt ettt e eaeeneeeneeneeenee 36

5.3.18 Transmit switched diversity (TSD)......ccceiierierieiiieiiere e e 36

5.4 MAC MANAZEIMENT ......oiuiiiiiiiiiiiiiiieeie ettt sttt et esae et e et esnesae e e e saeennenneas 36

5.4.1 MAC PIB PNC and PRC roup.......ccccceceeimirininineneieicieteieieeseetese s 36

5.4.2 MAC PIB characteriStic SrOUD ......cceerreriereuieeriirtenienteeeteeteitetteeesie et sbe e 37

5.5 IMAC SAP .ottt ettt ee 38

5.5.7 MAC-HRCP-DATA.LCQUESL.....cveureteirteietiietenteteneeteteteseeteseeteeetee et eteseeseeeseseesesnenens 39

5.5.8  MAC-HRCP-DATA.CONTIMM ...ooureiiiiiiiiiiietiieteeeetes ettt 40

5.5.9 MAC-HRCP-DATA . NAICAtION .ottt 40

5.5.10 MAC-HRCP-MUL-DATA.TEQUESL ...c.eeueveeirieiiriiiseeetrieieteeeteteteeeieseeteseeseeeseseese e 40

5.5.11 MAC-HRCP-MUL-DATA.CONTIIM ...cveveviiitiietirieiesieiensteeete ettt 41

5.5.12 MAC-HRCP-MUL-DATA.INAICAtION .....ccueiuiiiiriiniinieniinietcieieeieiieiesieeiese e 41

6. MAC fTAME FOTMALS ...ttt ettt ettt ettt st be e e e 41

6.2 General frame fOIMAL.........coiiiririiiiiet ettt et 41

6.2.1  Frame Control fleld.........ccoooiiiiiiiiiiiiiiic e 43

6.2.1.1  Protocol Version field.........ccccoeiiiiniiiiiiiiniiiieeeee e 43

6.2.1.2  Frame Type field......ccoooiirieieieieee e 43
6.2.1.4 ACK Policy field, Imp-ACK Request field, and Blk-ACK field

FOT PICONEE ...ttt ettt e e b e s enbeeaeense e 44

6.2.1.4a ACK Policy field for pairnet..........ccoccevvevieiieieiieie e 44

6.2.1.9  Logical Channel...........ccooveiiiiiriieiei e 45

6.2.2a PairnetID .......coooiiiiiiiiicc et 45

6.2.3  SrcID and DestID fields fOr PiCONEL ........ceevveeiieiiriiiieie it e 45

6.2.3a SrcID and DestID fields for pairnet..........ceceeieieiiiiienie e 45

6.2.5  Stream IndeX fIeld........ccooiiiiriiiiiii s 45

6.2.6 MAC header Validation............coouiiieiiiiieiieiee e e 45

6.2.7 MAC Frame Body field ........ccocoiiiiiiieieieee e e 46

6.2.7.1  Frame Payload field..........coooeiiiioii e 46

6.2.7.2  Secure session ID (SECID) field ........ccceevvieiieeiieiieiiecieceeceeee e 46

6.2.7.3  Secure Frame Counter (SFC) field .........cccoovvievieniiiieciicieceee e 46

6.2.7.4  Secure Payload field .........cccoeririeiieiei e 46

6.2.7.5 Integrity Code field.......coooeiiriiiiieei e 47

6.2.7.7  MAC frame body fOr Pairnet .........ccoecveviieiereiieieeeiee e 47

6.2.7.8  Security header for Pairnet..........coocerieiierieiee e 47

6.2.7.9  Secure MAC frame body for pairnet ...........ccoeoveverieienieierieeee e 47

6.2.10 TX and ACK Information field for pairnets ...........ccccecevvevierverieiinininininnccecseeee 47

6.3 Format of individual frame (Y PeS.......cereeieriieieri et 48

6.3.1  BEACON fTAIMC .....eeeuiieeieie ettt ettt sttt a e ettt ne et neenes 48

6.3.1.1 Non-secure Beacon frame for piconet ...........occeeveerieierieiienieiere e 48

6.3.1.1a Non-secure Beacon frame for pairnet...........cccceeeeereeierieiienierene e 48

Documents
10 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Unife@iyliobivRlcadd & FEordrjigbisomsarue®s:02 UTC from IEEE Xplore. Restrictions apply.
Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

6.3.1.2  Secure Beacon frame for piconet..........ccoooveveriereniieieiieieeeeee e 50

6.3.1.2a Secure Beacon frame for pairnet ............occeeerieieiinienieeeeeee e 50
6.3.3 Command frame fOr PICONEL .........eouiiirriiiiieieetieiet et enee 51
6.3.3.2  Secure Command frame..........cceeeeruirieriieieie et 51
6.3.3a Command frame fOr PAIINEt..........ccueiieriirieieeiieceie et eeee 51
6.3.3a.1 Non-secure Command frame ............ccoeeeriereiienenieee e 51
6.3.32.2 Secure command frame ..........ccoeceeiieieiieieie e e 52
6.3.4 Data frame fOr PICOMET ... .c.eiuiiiiiiieiiiieiect ettt ne e nee e e 53
6.3.4a Data frame fOr PAITNET........ccceeiiiiiieiieiet ettt nee e ens 53
6.3.4a.1 Non-Secure Pairnet Aggregated Data frame ............cccoeveeevveciniiieieeeee 53
6.3.4a.2 Secure Pairnet Aggregated Data frame.........ccccocevevveieciiieinininiincncnees 55
6.3.5a Multi-protocol Data frame for pairnet ............cceeeeeirieriiiereciee e 56
6.3.5a.1 Non-Secure Pairnet Aggregated Multi-protocol Data frame...........c.ccocceeee. 56
6.3.5a.2 Secure Pairnet Aggregated Multi-protocol Data frame..........ccccoceveecnenneneee 57
6.4 Information elements (IES) .......cccoiiiiiiiiiiiiiieieeie ettt e e esaaeere e 58
6.4.11aPRC Capability TE .......ccooiiiiiiiiiine ettt 61
6.4.11bPRDEV Capability IE .......ccccceoiiiiiiiiieiiiieisiet ettt 65
6.4.11c Pairnet Operation Parameters IE...........cccccooiiiiiininininiiiicieeeceeseee 66
6.4.37 MIMO Information [E ..........cccoiiiiiiiieiiieeee e e 69
6.4.38 Higher Layer Protocol Information IE............cccciininininiiniiniiiiiirneceeeseen 70
6.5 MAC COMMANGS .....eouiiiieiieiie ettt e sttt et eaesaeeaesteesae s st eneesseenseeseanseeseensesneensesseensennean 70
6.5.1  Association and disassociation COMMANGS ...........ceeruerirreerierienieeeieieeieee e 73
6.5.1.1  Association Request command..........ccccouevveiiiiininiiieieieiiicrcseeese e 73
6.5.1.2  Association Response command ..........c.ccoecurinerinieieienieinincncseee e 73
6.5.1.3  Disassociation Request command ...........cccoeeveirininenenienieieeceeee e 74
6.5.2  Security COMMEANAS......ccceceriririrtintentent ettt ettt ettt ettt sbe e s sae s 75
6.5.2.3 Distribute Key Request command ........c..ccccoeovvinininencncniiieiccencnceen 75
6.5.4.4  Security Information command ............cccoeoiriniininiiii e 75
6.5.4.5 Probe Request command ............coocveruieiinieiieniiiesceee e 75
6.5.4.6  Probe Response command...........occeeeuieieniieienieeienieeieie e 76
6.5.9  Special COMMANGS ......ocuieieiiieieiieeieeeee ettt e e eneanseeneeeeens 76
6.5.9.1  Security Message cOmMmaNd ..........ccoccvereerrierienierieniieiene e se e see e 76
6.5.9.5 Array Training cOMmAand............c.ecveieriieieneeie et 77
6.5.9.6  Array Training Feedback ...........cccooiiiiiiieiiniieeiecee e 77
7. MAC functional deSCIIPLION ......eevieiieieeiieieeie ettt ee ettt ettt seebeetaenseesaenseeseenseensenseenes 79
7.28 STarting @ PAITNICE ... .cvieierieeieeteeierieeiete et ee st eteeeeesaesseeaesseessesseenseeseessasseansesseensesseensesseensensens 79
7.3a Association and disassociation With @ Pairnet ...........cceeceerierieiienieiiecieeee e 79
7.38.1 ASSOCIATION. .....euviiiiiiieiieteiieteit ettt ettt ettt ettt ettt st sttt sneae 79
7.38.2 DISASSOCIALION ...ttt ettt ettt ettt 81
7.3a.3 Higher layer protocol setup during association procedure for a pairnet........................ 82
7.4 CRANNE] CCESS ......eviuiiiiieieiciieict ettt sttt sttt ettt 82
7.4.1 Interframe SPace (IFS)....c.ooiiieieiee e e 82
7.4.4 PAP after aSSOCIATION .....eeeiieieiiieieie ettt ettt ettt ene e nee e e 83
7.6 Synchronization fOr PICOMNEL..........ciiiriiiieieeti ettt ettt ettt e e eeeneeneeeneas 84
7.6a Synchronization fOr PAIINET ........ceceerieiiieieie ettt ettt e eee e e seeeeesseeneeeneas 84
7.68.1 TIME ACCUTACY ..uveeueeeienieitieieeteeteeteenteeteete e st eseeeseeneeeseesesseenseaseenseeseenseeseenseeneenseeneeneeens 84
7.62.2 BEACON ZENETALION......euietieiietieiieteetieteeteeteeeeeteeaee e eeeesaeenaesseenseeseenseeseenseeneanseeneeneeens 84
7.6a.3 Beacon Information announCemMent ............ccueruieieririerieieeiesieee et e 85
AR T N3 (7.1 o) LTSRS 85
7.8.3  Pairnet @ZIEZAtION . c.eeuieeieiieieeieeieetiete et tee et ettt e see et enaeste et e et e enseese e te st eneeeneeneeens 85
7.9 Acknowledgment and retranSmMiSSION .........ecueeieruieieriirieeierte et eee et eteesee e see e sae e seeeneeeeas 87
7.9.22 SK-ACK ..ottt ettt et ene 88
Documents
11 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Unife@iyliobivRlcadd & FEordrjigbisomsarue®s:02 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

7.9.2a.1 Ping-pong transmission and Stk-ACK (Synchronous Phase)..........c..c......... 88

7.9.2a.2 Recovery Process (Asynchronous Phase).........ccccoveeeiieiinieiineiciceeene 89
R R I 101U N ST 115 o ) A TSRS 89
7.14 Power management fOr PICONELS .......ccueiuiruiriieiietieiee ettt sttt ettt e seeeneeneeeneas 90
7.14aPower management fOr PAITNELE ........ccueiuieieriieieie ettt ettt e e eeseeeneeeneas 90
7.16 MAC SUDIAYET PATAMICIETS .....evivieteeiieieetiete et eeesteeieesteeeesteentesteenee st eneesseaneeeseeneesneeneesseenseenean 91
8. N TS0 5 L7 TSRS 92
8.1 SeCUrity MECRANISINS ...c.ueiuieiiitieieite ettt ettt sttt ettt e e et e e e ese et e eneesaeeneeneeenean 92
8 1.2 K@Y trANSPOIT....eeiieiiiitie ittt ettt ettt e b e ettt s e et sba e e b e n 92
L S B 1 T 1111 0 1 RS SRPS P 92
8.1.5 Beacon inte@rity PrOtECtION. .....ccuveieirieiertieteetiete ettt ete e eeee st eee st eeee st eneeseeeneeeneeneeenes 93
8.1.6  Command INteGrity PrOTECION .....co.eruiruiruirtititetetieteetente ettt ettt ettt sb b eenennens 93
8.1.7  FreShness PrOTECION ......ccuieiieiieiereeeee ettt ettt ettt ee bt ent et e teeaeeneeeneeneeens 93
8.2 SCCUIIEY MOAES .. .euiuititeieieitet ettt ettt ettt ettt sttt ettt et ebe bt sae et be b saenees 94
8.2.2  SeCUITtY MOME 1 ..ottt sttt ettt be et et 94
8.3 SCCUTILY SUPPOIT vttt ettt sttt ettt ettt ea et b e st ettt et ettt e bt sbe e b b naenees 94
8.3.1  PNC RANAOVET ... .ccuieiieiieiieiieeie ettt ettt ettt e st e s et eeneeneeeneeneeens 94
8.3.2 Changes in the piconet group data key or pairnet group data key.........ccccecevverinennenne 94
8.3.3 Joining a secure picoOnet Or SECUIE PAITNCE .....c..eeeueeuirrerrerrerieieeereeeeieeeeeeeeresteneeseenennens 95
8.3.4  Membership UPAALe. .......ccoviruiiiiiiriniieieeccee ettt 95
8.3.5 Secure frame eNneration ...........coccoieiirerertiniiniieneeeee ettt ettt 96
8.3.6  Updating CurrentTimeTOKeN. ......coceoiririiriiiiiiiirerere et 97
8.3.7  Secure frame FECEPTION ....cc.evuiriiiiiiieiieiieiteicete ettt ettt ettt eae bbb aens 97
8.3.8 Selecting the SECID fOr @ NEW KeY ......coevuiiiiiiiiiiiinienccicecceeeec e 98
8.3.9  KEY SCIECHION. ....uiiiiiiiiiicrt ettt ettt ettt 98
8.4 ProtoCOl dELails ......c.ooueuiiiiiiiiiiiiiii e 100
8.4.1 Security information request and diStribution .............ccoeceevieviereiiieneeieiee e 100
8.4.2 Key distribution ProtOCOL.........ieieiiiiiirii ettt 101
8.4.3  Key reqUESt PrOtOCOL.....eiiieiieiieeieie ettt ettt et e e et sre et e e saeensenseens 101
9. SECUTILY SPECITICATIONS ....eeuviiieeieiieteeiiete ettt sttt te st e e ete et e saeesseeseensesneesseesseseeneenseensensenns 101
9a. Security Specifications fOr PAITNIELS...........ecueeieriereiieie ettt see e s eeaesbeeaesseenaeeeene 101
98.1 MOAES FOI SECUTILY ..eovviiieniieiieie ettt ettt ettt ettt e b st e be st e e e saenseeseaseensesseensesseensenneas 102
9a.2 Symmetric cryptography building blockS.........ccocveieiiiiiiniiie e 102
9a.2.1 Notational CONVENTIONS .....c..c.eoieuiieiiriiieirieiriete ettt 102
9a.2.2 Galois/Counter Mode (GCM) combined encryption and data authentication............. 102
08.2.3 GOCM PATAIMEGLETS ....evveeutieeiieeiiieeite et eteeste et e sttt et esbeesbeebtesabeenbeessbeenbeesnsesnseenssesnseane 102
08.2.4 NONCE VALUE ....oviiiiiiiiciiiiciic ettt 102
08.2.5 AES CNCTYPUON ...etieiiiiieiecteeiieett ettt ettt ste et te b e e eaesteesseeseessesseessesseensesseensenneas 103
9a.3 Symmetric cryptography implementation ............cooceeveererueeierieiese e 103
9a.3.1 Symmetric cryptography data fOrmats............eceveeieieiieieniee e 103
9a.3.2 Symmetric cryptographic OPErations ..........eceeeereieieriesrieeentieieseeeeeeteeeeeseeeesneeneesnees 104
08.4 GOM MOAE ...ttt ettt ettt et e te e e et e et e bt et e b e ene e et eneeeseeneesaeeneesneensesneensenseans 106
9a.4.1 Inputs for authenticated NCIYPLION ......c.eeviriieiiiiiiiiee ettt 106
9a.4.2 Authenticated eNCIYPLION .......ccuiiiiitieiieiieiete ettt ettt eeeneas 106
9a.4.3 Outputs from authenticated eNCryPtion...........cceveeeierierieiinieie e 109
9a.4.4 Inputs for authenticated deCTYPLION ......c.eeivireieiiiiiiee e 109
9a.4.5 Authenticated deCTYPION ... ...couiiieiiieiieiieieee ettt 109
08.4.6 RESIIICTIONS ...euvieuiieiieneieiieie st ettt ettt ettt et e ste et e es e ete st e eneeeseense et e enseeseenseeneenseeneenneenean 110
92.4.7 LiSt Of SYMDOLS. ....couiiiieiieit ettt ettt e e e enean 110
Documents
12 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Unife@iyliobivRlcadd & FEordrjigbisomsarue®s:02 UTC from IEEE Xplore. Restrictions apply.
Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

11a. PHY specification for HRCP .........ccooiiiiiiiieee e 110

11a.1General FEQUITEIMENLS ......ocuieiieiieieeeieie ettt ettt ettt e sttt et e et es e et enee et eneeeneeneesneenseenean 110
11a.1.1Regulatory Information...........ccooieririeiiieiee e 111
112.1.2RF POWET MEASUTEIMENTS .....eeueieuiieriiiiiieeitie ittt sttt ettt sie e st e st et e sbeesabeenaee e 111
112.1.3UnWanted €MISSIONS .......ccueiueeieriieieetieeeeteeie st ettt e e et eeaesteeste st eneeeseeneeeneeneeeneenseenean 111
112.1.4RF channeliZation ............ccooieiiiieiiieiieeee ettt 111
11a.1.5Transmit PSD MaskK ........cccoiiiiiiiiiiieeee e 112
11a.1.6Error vector magnitude calculation...........ceoieieririeieiieeseeeeee e 114
11a.1.7HRCP-PHY mManagement ............ccocceeiueeiiiiniiiniieieenitteteeeite sttt ettt 114

11a.1.7.1 Supported MOCSS .....cccoririiiiiieieietnrere ettt 114
112.1.7.2 HRCP-PHY PIB ..ottt 114

TTA2ZHRCP-SC PHY ..ottt ettt e 114
11a.2.1Channelization of HRCP-SC PHY .....ccccoiiiiiiiee e 116
11a.2.2Modulation and COAING .......cc.eeriirieriiiieie ettt ens 116

11a.2.2.1 MCS dependent parameters ..........couecveeeerererenenieienreeeeeeeeeeeresre e seennes 116
11a.2.2.2 Header rate-dependent parameters............coevveeeenrenreneneenrenieneeeeeneneeenennes 117
11a.2.2.3 Timing-related parameters .........coeeveruerieieierenenienieieeeee et 117
11a.2.2.4 Frame-related parameters ..........coeoueruerieieiiienienienieiereeeeee et 118
112.2.2.5 MOAUIATION ....c.vieiieiieiieee ettt e e e seens 119
112.2.2.6 Forward Error COITECtiON .......ccuevuieieriieiieieeieiesie et 120
118.2.2.7 STUTTDIES .etteetieeiiec et 122
112.2.2.8 Code SPreading .....c..coveeveieieieieieiieiieitee sttt 123
112.2.2.9 Scrambling ......cccoviririiiiieiiicctee ettt 123
11a.2.3HRCP-SC PHY frame format..........ccccocerimirieniiieiiiiieeeneeceeeeieeese e 123
112.2.3.1 PHY Preamble.......ccooieiiiiieiieiieie ettt 124
11a.2.3.1.1Frame synchronization (SYNC).......ccccevirieririienieienc e 124

11223 1.28FD ot 124

11223 1.3CES oottt e 125

112.2.3.2 Frame header..........ccoccciviiiiiiiiiiiicccceeee e 125
112.2.3.2.1HRCP-SC PHY header ..........ccecererineniniiiiiicicecencneeene 127
11a.2.3.2.2Header HCS .....ooooiiiiiiiiiiieeeeeceee e 128
11a.2.3.2.3Header FEC......coooiiiiiiiiicicceeeee e 128

11a.2.3.3 HRCP-SC PHY Payload field..........ccceoveiiiiininiiiiiiecicecccceenccee 129
11a.2.3.3.1HRCP-SC PHY Payload scrambling .............ccccerverenrrvennnnenn 129
112.2.3.3.2MOodUlation ......cccoeoiiieiiiiiiiiececeeicerce e 129
112.2.3.3.3FEC ittt e 129

11a.2.3.4 Pilot word and PPRE ...........cccooiiiiiiicceee e 130
11a.2.3.4.1Block and pilot WOrd..........ceeverierienieieieeieeieeee e 130
112.2.3.4.2PPRE ..o e 130
11a.2.4Transmitter SPECIfICAtIONS ... ...ccuieieriieiierie ettt ettt ea e esae e enee s ens 130
112.2.4.1 EVM F@QUITEIMCNL ....c.vievieniieiieeeieiieeieeiesteesieieeeeesseeseesseeseesseesaesseensesseessenseens 130
11a.2.4.2 Transmit center frequency tOlerance..........ccoovririeeereereereeie e 131
112.2.4.3 SYMDBOL TALE .....eoviriiieiiiiiiiictct ettt 131
11a.2.4.4 Transmit power-on and pOWer-doWn Famp ..........ccceeeveereeeierieeienieeeeneeenes 131
112.2.5RECEIVET SPECITICATIONS .....eeuveiieuiieeieiieiiesit ettt sttt ettt ne et et eeeeneeneeeneas 131
112.2.5.1 EITOT Tate CIILETION ..e.veeuiitienieiiieeieeieeie ettt e e e eee e 131
112.2.5.2 ReCEIVET SENSIEIVILY ....eveeueitieiieetieiieetieteeiee sttt sttt ene e e e e ene 131
11a.2.5.3 Receiver maximum input 1evel..........cocoooiiiiiiniieeeeee e 132
112.2.6 PHY 1aY@I tIMINE .. .eetieiieieeeieieeit ettt ettt ettt et esee e eneeeeeneenneenean 132
112.2.6.1 INErframe SPACE. ......c.eeeerueriieiieieiieete ettt ettt e eeeene 132
11a.2.6.2 Receive-to-transmit turnaround time ...........coeceeeevererieneeieenieeiee e 133
11a.2.6.3 Transmit-to-receive turnaround-time. ..........ccecereeevererieneeiese e 133
11a.2.6.4 Time between tranSmiSSION ..........cceervereerieeiereneeeeseeeieseeeee e eaees e eeeseeenes 133

Documents
13 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Unife@iyliobivRlcadd & FEordrjigbisomsarue®s:02 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

112.2.6.5 Channel SWITCH........ueviiiiiiiiiii et 133

11a.2.7PHY management for HRCP-SC PHY .......ccciiiiiiiiiieeeeeee e 133
11a.2.7.1 Maximum frame SIZ€ .........cccerieriiruieieetieie ettt 133
11a.2.7.2 Maximum transfer UNit SIZ€ .........ccceeruerierieeieieie e 133
11a.2.7.3 Minimum fragment SIZE..........ccevereerieerieriieiriene et seeens 133

11a.2.8MIMO, channel bonding, and channel aggregation .............ccecceeeeviinienenieneniee e 133
11a.2.8.1 Introduction to MIMO in SC-PHY ......ccoooiiimiiiiiieeeeeeeeee e 133
11a.2.8.2 Channel aggregation and channel bonding...........cccoocovieiiniiinienieee 134
11a.2.8.3 Link setup procedure for MIMO mode..........cccoeviirerinienieieeeiee e 134
11a.2.8.4 Selecting antenna element .............ceeeeieriieiriene e 137
112.2.8.5 MIMO PHY Preamble .........ccoouovieieieieiieieieeiesie e 137

112 2.8.5. ISYNC ..ottt ettt ene e ene e 138
T18.2.8.5.2SFD .ottt ettt es et en e 138
11a.2.8.5.3CES for frequency domain channel estimation.............c..c.c..... 138
11a.2.8.5.4CES for time domain channel estimation .............cccccevvrveniennen. 138

11a.2.8.6 Data processing for M-streams transmission in MIMO mode or
channel agEregation ........ccccveriririerienieieiet ettt 139
11a.2.8.7 HRCP-SC-MIMO PHY Header........cccecveiriiiniiieieieeeeeee e 139
11a.2.8.8 HRCP-SC PHY MIMO Payload field .........cccoceeeieieiiiiieieieieeeece 139
112.2.8.9 SCIAMDICT ..ottt et st sre e nseens 140
11a.2.8.10Transmitter SPECIfiCAtIONS ......eoverveveuieieiieiiiterenteteee et 140
11a.2.8.11Receiver SPECIfICAtIONS .......ccceeriririirieriiriinienenieteteree ettt 140
112.2.8. 11.1Er10r rate CriteriON......eecveeieeieeeeeieieeiieie et see e 140
112.2.8.11.2ReCeIVer SENSIIVILY ...covveuieiiriiriiriireiieienieeceee e 140
11a.3HRCP-OOK PHY ..ottt ettt 141

112.3.1Channel DONAING .......ccueevieiiriieiieiieie ettt sttt et esee e e e enes 141
11a.3.1.1 Channelization for HRCP-OOK PHY ......c.ccoveiiiiiiiiiieeeeeeee e 141
11a.3.1.2 Transmit PSD mask for HRCP-OOK ..........ccccociiiiiiiniiiiieieceee e 142

11a.3.2Modulation and COAING ........ceeviirieriiiieie ettt esee e e 142
11a.3.2.1 MCS dependent Parameters ............cveruerrreruerienienieeeereeeesreeeesseeseesseessenseens 142
11a.3.2.2 Header rate-dependent parameters............cvevverueereerereeeneeeeeeneeseeneesseessennnens 143
11a.3.2.3 Timing-related Parameters..........ccvevverueeiererreeieneeiereeee e eeeseeeeseeenaeneeens 143
11a.3.2.4 Frame-related parameters ..........oocvevierueeierieeiieieniieeenieeee e eee s eae e eeae e 144
112.3.2.5 MOAUIALION ..ottt ettt 145

112.3.2.5. TO0K ..ottt 145
11a.3.2.5.2Description of Signals...........cccceevevierieiiereeieiieiee e 146
11a.3.2.6 Forward Error COITECtION .......ccuevueieieieieiiienienieieee ettt 146
11a.3.2.6.1Reed-Solomon block codes in GF(28)......cccooveevevieieniiieinneen 146
112.3.2.7 Code SPIreading .....cceevvieeieriieiieriieieeieetesieetieieeee st esee e eeesseenaesseeaesseensenseens 148
11a.3.2.7.1PRBS generation with LFSR .......ccccooviiiiiiiiiic e 148
112.3.2.8 SCIAMDBIING ....cvieiiieiieiieiieie ettt et sae e sseenaesseessenseens 149
11a.3.3HRCP-OOK PHY frame fOrmat..........ccoceverieniiieiiiiiiisieienieieeieeeieese e 150
112.3.3.1 PHY Preamble .........coooiiviiiiiiiiiiiiiiii et 150
11233 T ISYNC ot 151
11233 1.2SFD o 151
11233 1.3CES ot 152
11a.3.3.1.4Preamble Repetition ..........cceevieieriirieieieeieieee e 152
112.3.3.2 Frame Header.........cooiiiiiiiieieeee et 153
11a.3.3.2.1HRCP-OOK PHY header..........ccccoeeiminiriiiieieieieiee e 154
11a.3.3.2.2Base header HCS ........coooiiieiiieeee e 155
11a.3.3.2.3Base header FEC ........ccoooiiiiiiiieeeeeee e 155
11a.3.3.3 HRCP-OOK PHY Payload field.........ccoouevieiieiiiiiiiieeeeee e 155
11a.3.3.3.1HRCP-OOK PHY Payload scrambling.............ccccceevverrrrenrnen. 156
112.3.3.3.2M0dUIation .....coviieieiieiieieeee e 156
Documents
14 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Unife@iyliobivRlcadd & FEordrjigbisomsarue®s:02 UTC from IEEE Xplore. Restrictions apply.
Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

118.3.3.33FEC . 156

112.3.3.3.4C0de SPreading..........ccceeeerierieieeiesieeieie et 156
11a.3.3.3.5Blocks and Pilot Symbol ..........cccoocvrieriiieiieieiee e 156
11a.3.4Transmitter SPECITICALIONS ......eiuieieriieeietieiieie sttt 156
11a.3.4.1 Error Vector Magnitude..........ccooevuieiiiiieiieiciee e 156
11a.3.4.2 Transmit center frequency tolerance...........ccceeveeeeererienieieseeeee e 157
112.3.4.3 SYMDBOL TALE .....eeneeiieie ettt e ene 157
112.3.5ReCeIVET SPECITICATIONS .....eeuvieieiiieeieeieiiett ettt ettt ettt et ese e e eneeeeeneenneenean 157
LT BT B 25 (o) o 2 (S o1 1<) 5 o) PSP 157
112.3.5.2 ReCEIVET SENSIEIVILY ....eveeieiiieiieetieieeeeiett et see ettt e e seeens 157
11a.3.5.3 Receiver maximum input level ..o 158
112.3.6PHY 1aYer tIMING .. .eeovieeieieeiieiieieeie ettt et sttt et e e seeneeeneeneeeneenneeneas 158
L1361 TFS .ottt ettt b e s s 158
11a.3.6.2 Receive-to-transmit turnaround time ............coecuevieeereeieesieeie e 158
11a.3.6.3 Transmit-to-receive turnaround time ...........ccoecuerieiereeriereee e 158
11a.3.6.4 Time between tranSMISSION .......cc.eeverueereerieeieienteeeeseeeeeseeeeesseeeesseensenseens 159
112.3.6.5 Channel SWItCh.........ccieiiiiiieiee e 159
11a.3.7PHY management for HRCP-OOK PHY ....cc.cocoiiiiiiiiiiniiniiniciccecec e 159
112.3.7.1 MXIMUM fTame SIZ€ ....cc.erveruerueieieiieiiiieieeiiteste ettt ettt 159
11a.3.7.2 Maximum transfer UNit S1Z€ ..........coecveveeiriienenenieieeeeeee e 159
11a.3.7.3 Minimum fragment SIZE........c.ceuerueveieieiriienienieteteeee et 159
Annex C (informative) Security CONSIAETATION .........cveuvririiriirtiieieieiiet ettt ettt see s 160
Annex E (informative) Protocol implementation conformance statement (PICS) proforma...................... 164
Documents
15 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Unife@iyliobivRlcadd & FEordrjigbisomsarue®s:02 UTC from IEEE Xplore. Restrictions apply.
Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

IEEE Standard for High Data Rate
Wireless Multi-Media Networks

Amendment 1: High-Rate Close Proximity
Point-to-Point Communications

(This amendment is based on IEEE Std 802.15.3™-2016)

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert,
and replace. Change is used to make corrections in existing text or tables. The editing instruction specifies
the location of the change and describes what is being changed by using strikethreugh (to remove old
material) and underscore (to add new material). Delete removes existing material. Insert adds new material
without disturbing the existing material. Insertions may require renumbering. If so, renumbering instructions
are given in the editing instruction. Replace is used to make changes in figures or equations by removing the
existing figure or equation and replacing it with a new one. Editing instructions, change markings, and this
NOTE W}ll not be carried over into future editions because the changes will be incorporated into the base
standard.

2. Normative references

Insert the following new reference in alphabetical order:

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/
Counter Mode (GCM) and GMAC, Morris Dworkin, November 2007.2

INotes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
INIST publications are available from the National Institute of Standards and Technology (http://csrc.nist.gov/).
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3. Definitions, acronyms, and abbreviations

3.1 Definitions

Insert the following definitions in alphabetical order:

pairnet setup phase: Phase during which the pairnet beacon is active but pairnet devices are not yet
associated.

pairnet associated phase: Phase during which the pairnet devices are associated.

stack acknowledgment (Stk-ACK): An acknowledgment method where the device receiving data returns
the frame number to jump back to and starts retransmission when the received frame(s) are corrupted.

3.2 Acronyms and abbreviations

Change the following acronym as indicated:

PNID piconet or pairnet identifier

Insert the following acronyms in alphabetical order:

GCM Galois/counter mode

HRCP high rate close proximity

P internet protocol

LLPS low-latency power save
MIMO multiple-input, multiple-output
OBEX? object exchange

PAP pairnet associated phase
PPRE pilot preamble

PRC pairnet coordinator

PRCID pairnet coordinator identifier
PRDEV pairnet DEV

PSP pairnet setup phase

SISO single-input, single-output

Stk-ACK stack acknowledgment

4. General description

4.1 What is a piconet?

After 4.1, insert the following new subclause as 4.1a:

3The OBEX word mark and logo are trademarks owned by Infrared Data Association (IrDA®).
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4.1a Pairnet

A pairnet consists of at most two DEVs, as shown in Figure 4-0a. Typical communication distance is 10 cm
or less for a PRDEV. A PRDEV always connects as a pairnet.

————— beacon -----»

DEV l¢— data ———»|

DEV

(PRC) (non PRC)

Figure 4-0a—IEEE 802.15.3 pairnet elements

4.2 Components of an IEEE 802.15.3 piconet

Insert the following new paragraph after the third paragraph of 4.2:

For HRCP PHYs, the IEEE 802.15.3 piconet is not used.

After 4.2, insert the following new subclause as 4.2.1:

4.2.1 Pairnet components
An IEEE 802.15.3 pairnet consists of at most two DEVs as components. A Beacon frame is transmitted from

a DEV to allow another DEV to connect. The DEV sending the Beacon frame is the pairnet coordinator
(PRC). Once a pairnet connection is established, the Beacon frame transmissions are turned off.

4.3 Overview of medium access control (MAC) functionality
4.3.1 Coordination

Insert the following new paragraph after the first paragraph of 4.3.1:

PRDEVs are not capable of participating in a piconet. PRDEVs are used in a pairnet.

Change the title of 4.3.1.1, and insert the following new paragraph at the end of 4.3.1.1:

4.3.1.1 Starting a piconet or a pairnet

A DEV that is capable of acting as the PRC starts the pairnet by initializing the Sequence Number field and
Last Received Sequence Number field and then sending the Beacon frame in the default channel. The
default channel is defined in 11a.1.4. The PRC need not scan the channels beforehand for availability.

Change the title of 4.3.2, and insert the following new paragraph at the end of 4.3.2:
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4.3.2 Ending a piconet_or a pairnet

In the case of a pairnet, if the PRC or PRDEV determines that the connected peer is gone, the pairnet is
terminated. The PRC or PRDEV terminates a pairnet by sending a Disassociation Request command. The
PRC can then restart sending Beacon frames in order to prepare for creating a new pairnet, as described in
8.2.7.

4.3.4 Association and disassociation

Insert the following new paragraph after the second paragraph of 4.3.4:

For a pairnet, a DEV connects to a PRC by sending an Association Request Command during one of the
available Access Slots after a Beacon frame is received as specified in 7.3a.1. The peer-to-peer data transfer
begins after completion of the association process.

Insert the following new paragraph after the third paragraph of 4.3.4:

Disassociation for pairnet takes place as specified in 7.3a.2.
4.3.5 Security overview

Change the text in 4.3.5 as indicated:

Security for the piconet or pairnet is one of the following two modes, as described in 8.2:

a)  Mode 0—Open: Security membership is not required and payload protection (either data integrity or
data encryption) is not used by the MAC. The PNC is allowed to use a list of DEV addresses to
admit or deny entry to the piconet. A PRC is allowed to use a list of DEV addresses to admit or deny
entry to the pairnet.

b) Mode 1—Secure membership and payload protection: DEVs establish secure membership with the
PNC_in a piconet, or with the PRC in a pairnet, before they have access to the piconet’s or pairnet’s
resources. Data sent in Mode 1 is allowed to use payload protection (data integrity or data
encryption with data integrity). Data integrity is required for most of the commands that are sent
when in Mode 1.

When security is enabled, i.e., when Mode 1 is being used, DEVs that wish to join the piconet or pairnet are
required to establish secure membership with the PNC or PRC, respectively. The DEVs are also allowed to
establish a secure relationship with other DEVs for secure communications. A DEV has established a secure
membership or a secure relationship when it gets a management key for the security relationship. The
process of establishing secure membership or a secure relationship is outside of the scope of this standard.
The PNC, PRC, or DEV that generates and distributes the key is called the key originator.

The payload protection protocol, as described in 9.2.2 for piconets and 9a.2.2 for pairnets, uses a symmetric
key that is generated by the key originator and is securely distributed to DEVs that have established secure
membership or a secure relationship with the key originator, as described in 8.4.2. For piconets, Fthe
symmetric key encryption algorithm used is the advanced encryption standard (AES) 128 in counter mode
encryption and cipher block chaining-message authentication code (CCM). For pairnets, Galois/counter
mode (GCM) of the AES-128 is used.

4.3.6 The IEEE 802.15.3 superframe

Insert the following new text and Figure 4-2a at the end of 4.3.6:

Documents

19 Document Sharing Hub

nght@ 2017 IEEE. All nghts reserve
Authorized licensed use limited to: Tsinghua Unlvers%/ ownloaded on February 26,2026 at 01: 23 02 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

IEEE Std 802.15.3e-2017
IEEE Standard for High Data Rate Wireless Multi-Media Networks
Amendment 1: High-Rate Close Proximity Point-to-Point Communications

The superframe structure for pairnets is shown in Figure 4-2a. Carrier sensing is not required during the
pairnet setup period (PSP) and pairnet associated period (PAP). Access method during PSP is different from
that during PAP.

a)  Pairnet setup period (PSP)

A PRC sends a Beacon frame periodically to initiate a P2P connection. A Beacon frame includes
information on the number and duration of the access slots which any target DEV can use by
responding with an Association Request. The number of access slots is defined in pNAccessSlot and
the duration of each slot is defined in pDAccessSlot. These values are specified in the Pairnet
Synchronization Parameters field set in the Beacon frames, as shown in Figure 6-50b. A target DEV
selects one of the access slots to send an Association Request command and sends it at the beginning
of the selected access slot.

During the PSP, all frames are transmitted using an MCS from the mandatory MCS set. The
superframe duration during the PSP equals the interval between the transmission of Beacon frames
with the same PHY mode and is indicated by the Pairnet Synchronization Parameters field in the
Beacon frame.

b) Pairnet associated period (PAP)

All frames are sent using SIFS or RIFS. The superframe in PAP starts from the transmission start
time of the Association Response command that replaces the Beacon frame. The superframe has no
scheduled end time and is terminated by a Disassociation Request command or an ATP expiration.

NOTE—It is recommended that, for the case of single-carrier PHY, pNAccessSlot should be set to 4 in order to optimize
the setup time and reduce the probability of collisions between DEVs during the association process.

|
: PSP | PAP ]
I | |
| : | |
I | Setup Time < 2ms | I
: Stop beacon ]|
Send Association Response PRC can send
: command instead l beacon with new
I Next DEVID
N ,

| Y N \ Multiple transmissions

[ i ~ \ of Disassociafion

| | : \ Request command

TN under No-ACK
Association policy are allowed
Response \
command \
Access Slot \\
l | l
<> PR A\ —
SIFS SIFS s

_ or
R\ Association HES Dis‘a\ssociation
Request command Request command

Figure 4-2a—One pairnet session

4.3.7 Channel time management

After 4.3.7, insert the following new subclause title as 4.3.7.1 and move all of 4.3.7 to 4.3.7.1:
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4.3.7.1 Channel time management for piconets

After 4.3.7.1, insert the following new subclause as 4.3.7.2:

4.3.7.2 Channel time management for pairnets

There is one method for transmitting data between DEVs that form a pairnet. Data exchanges are achieved
during a PAP, which is described in 7.4.4.

4.3.10 Dynamic channel selection

Add the following new sentence to the end of 4.3.10:

This operation is not applicable for pairnets.
4.3.14 Frame aggregation

Change the first paragraph in 4.3.14 as follows:

Frame aggregation, as described in 7.8, is supported for the purpose of high throughput. Two aggregation
methods are provided for mmWave DEVs, one is suitable for normal data and A/V streaming and the other

is optimized for low-latency communications. Both use the block acknowledgment (Blk-ACK) mechanism.

A third aggregation method is provided for PRDEVs, which is suitable for low-latency. high-efficiency

communications and uses the stack acknowledgment (Stk-ACK) feedback mechanism.

4.3.16 Channel probing

Insert the following new paragraph at the end of 4.3.16:
This operation is not applicable to pairnets.

4.5 Characteristics of the mmWave PHY

After 4.5, insert the following new subclauses as 4.5a, 4.5a.1, and 4.5a.2:

4.5a Characteristics of HRCP PHY
4.5a.1 HRCP PHY characteristics

The HRCP PHY, as described in Clause 11a, is designed for a high data-rate application. The frequency
band is 57.0-66.0 GHz, the same as that for the mmWave PHY.

Two PHYss are defined for the HRCP PHY. They are as follows:

a)  Single Carrier mode in HRCP (HRCP-SC) PHY, as described in 11a.2
b) OOK mode in HRCP (HRCP-OOK) PHY, as described in 11a.3

For DEVs that implement the HRCP PHY, at least one of the PHYSs is required. The HRCP PHY supports
channel bonding using up to four channels for high throughput.
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The HRCP-SC PHY is designed for extremely high PHY-SAP payload bit-rate up to 13 Gb/s with a single
channel and up to 157 Gb/s with a multiple input, multiple output (MIMO) channel. The SC PHY supports a
wide range of modulations, /2 BPSK, n/2 QPSK, 16-QAM, 64-QAM, and 256 QAM. The FEC scheme
defines user rate-compatible low-density parity-check (LDPC) codes with rates of 14/15 and 11/15. Channel
aggregation is supported in HRCP-SC PHY.

The HRCP-OOK PHY is designed for cost effective DEVs that require low power, low complexity and
simple design. The HRCP-OOK PHY supports a single modulation scheme, OOK, and a single FEC
scheme, RS. Channel aggregation and MIMO are not used in HRCP-OOK PHY.

4.5a.2 Pairnet using HRCP PHY

When a PRC-capable DEV starts a pairnet, the type of pairnet it starts depends on the PHY modes that are
supported. For example, if the PRC-capable DEV supports only the HRCP-SC mode, it would start an
HRCP-SC pairnet in which the Beacon frame is sent with the HRCP-SC mode. DEVs that support only the
HRCP-SC mode are able to find and connect to the pairnet in HRCP-SC mode.

The same process is used for a PRC-capable DEV that supports only HRCP-OOK mode. If a PRC-capable
DEV supports more than one HRCP PHY mode, then it is able to select the type of pairnet it starts. It allows
connection from each type of DEV by transmitting both the HRCP-SC mode Beacon frame and the HRCP-
OOK mode Beacon frame. Figure 4-3a is an example of transmitting dual mode Beacon frames. The number
and duration of the access slots and the superframe duration for each PHY mode are indicated by the Beacon
frame with the corresponding PHY mode.

Superframe for SC PHY ) Superframe for SC PHY
4 > : #
s¢ : 5C 5C
Beacon Access  Access ! Beacon Access Access Beacon
Fame Slot Slot Frame | St Slot Frame
% 4#4__, ,ul—b»rl—b
ot "; . .
SIFS : Eoosiks ' 5
i Superframeifor 00K PHY s iz Superframejfor OOK PHY
00K : 00K ;
Beacon Access  Access ! Beacon Access  Access |
Frame Slot Slot Frame 1 Slot Slot |
P - Poar ;
EOSIES i i SIS

Figure 4-3a—Example of transmitting dual mode beacons

5. Layer management

5.3 MLME SAP interface

Change Table 5-3 and insert the following note (the entire table is not shown) as indicated:
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Table 5-3—Summary of MLME primitives

Name Request Confirm Indication Response

MLME-ASSOCIATE 5.3.5.1 5352 5353 5354

NOTE 1-—MLME-ASSOCIATE.Response primitive is valid only for pairnets.

Insert the following new paragraph at the end of 5.3:

For piconets and pairnets, the MLME interface models a single piconet or pairnet environment; while
support for multiple pairnets for PRDEVs is not allowed, support for multiple piconets for non-PRDEVs is
implementation-dependent.

Change the title and first paragraph of 5.3.2 as follows:

5.3.2 Scanning for piconets_and pairnets

These primitives support the process of determining the presence or absence of piconets_or pairnets, as
described in 7.2.1. The parameters used for these primitives are defined in Table 5-5.

Change Table 5-5 (the entire table is not shown) as indicated:

Table 5-5—MLME-SCAN primitive parameters

Name Type Valid range Description

ScanForBsid Boolean TRUE, FALSE Indicates if the scan process should
search for a specific BSID, as
described in 7.2.1. Not applicable for

pairnets.
ScanMode Enumeration IMMEDIATE, Indicates the scan mode for pairnets.
TIMEOUT
NumberOfPairnets Integer 0-255 The number of pairnets found during
the scanning process.
PairnetDescriptionSet Set of pairnet A set containing zero or The PairnetDescriptionSet is
descriptions, more instances of a returned to indicate the results of the
as defined in PairnetDescription scan request.

Table 5-6a

Add the following new paragraph and Table 5-6a at the end of 5.3.2:

In Table 5-5, a PairnetDescriptionSet is a set of PairnetDescriptions. Each PairnetDescription consists of the
elements shown in Table 5-6a.

5.3.2.1 MLME-SCAN.request

Change the first two paragraphs of 5.3.2.1 as follows:
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Table 5-6a—Elements of PairnetDescription

Name Type Valid range Description
Bsid Octet string As defined in 6.4.2 The text string identifier of a
discovered pairnet.
Pnid Integer 0-65535 The PNID of a discovered pairnet.
PrcAddress MAC Any valid individual The MAC address of the PRC of the
address MAC address pairnet that was found.
SECmode Enumeration | MODE 0, MODE 1 The security mode of the pairnet that

was found, as described in 6.3.1.

SignalQuality Integer 0-15 Indicates the quality of the received
frame or beacon for this pairnet.

The value is implementation
dependent, with 0 indicating the lowest
quality and 15 the highest quality.

PrcCapability PRC As defined in 6.4.11a Capability of the PRC in the Beacon
Capability, as frame.
defined in
6.4.11a
HigherLayerProtocollnfor | Asdefinedin | As defined in 6.4.38 Included 3 octets Unique ID and
mation the Higher Higher Layer Protocol Information in
Layer variable length.
Protocol
Information
IE
PhyMode Enumeration | HRCP_SC PHY, The PHY mode that is being used in
HRCP_OOK_PHY, the pairnet that was found.

HRCP_BOTH_PHY

This primitive is used to initiate the passive scan procedure to search for either a specific piconet_or pairnet
if ScanForBsid is TRUE and as indicated by Bsid, or any piconet or pairnet if ScanForBsid is FALSE. The
semantics of this primitive are as follows:

MLME-SCAN. request (
ScanForBsid,
Bsid,
ScanForPnid,
Pnid,
ScanForPncAddress,
PncAddress,
ScanMode,
Timeout

)

5.3.2.2 MLME-SCAN.confirm

Change the first paragraph of 5.3.2.2 as follows:
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This primitive is used to report the result of the request to initiate the passive scan procedure to search for
either a specific piconet_or pairnet if ScanForBsid is TRUE and as indicated by Bsid, or any piconet_or
pairnet if ScanForBsid is FALSE. The semantics of this primitive are as follows:

Insert the following new parameter at the end of the list in 5.3.2.2 (before the closing parenthesis):

MLME-SCAN.confirm (

NumberOfPiconets,
PiconetDescriptionSet,
NumberOfChannels,
ChannelRatingList,
ResultCode,
ReasonCode,
NumberOfPairnets,

PairnetDescriptionSet

)

Change the second paragraph of 5.3.2.2 as follows:

The primitive parameters are defined in Table 5-5. All of the piconets found during the scan will be reported
in separate elements of the PiconetDescriptionSet, even if more than one piconet is found on a given
channel. For a PRDEV, only pairnets will be reported.

5.3.2.3 MLME-SCAN.indication
Insert the following new parameter at the end of the list in 5.3.2.3 (before the closing parenthesis):

MLME-SCAN. indication (
NumberOfPiconets,
PiconetDescriptionSet,
NumberOfChannels,
ChannelRatingList,
NumberOfPairnets,

PairnetDescriptionSet

)

Change the second paragraph as indicated:

The primitive parameters are defined in Table 5-5. For a PRDEV, only pairnets will be reported immediately
if the ScanMode parameter is set to IMMEDIATE. If the ScanMode parameter is set to TIMEOUT, the result
will be reported after the SCAN Timeout timer expires.

5.3.3 Starting a piconet_or pairnet
Change the first paragraph of 5.3.3 as follows:

These primitives support the process of creating a new piconet_or pairnet with the DEV acting as PNC or
PRC, as described in 7.2.2. The parameters used for these primitives are defined in Table 5-8.

Change Table 5-8 (the entire table is not shown) as indicated:
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Table 5-8—MLME-START primitive parameters

Name Type Valid range Description

Bsid Octet string As defined in 6.4.2 The BSID of the new piconet or
pairnet.

SecMode Enumeration | MODE 0, MODE 1 The security mode of the piconet or
pairnet, as described in 6.3.1.

Devld Integer Any valid DEVID, as defined in The assigned DEVID for the DEV
6.2.3 that is acting as the PNC, as
described in 7.2.2. This parameter is_
not valid for PRDEVs.

MinDepSuperframeP | Integer 1-100 The minimum percent of the

ercent superframe requested as a CTA for
the dependent piconet, as described
in 7.2.7 and 7.2.8. This parameter is

not valid for PRDEVs.
DesiredDepSuperfra | Integer 1-100 The desired percent of the
mePercent superframe requested as a CTA for

the dependent piconet, as described
in 7.2.7 and 7.2.8.This parameter is

not valid for PRDEVs.
AllocatedSuperframe | Integer 0-100 The percent of the superframe
Percent allocated to the new dependent

piconet. If the channel time request
was rejected, the value shall be set to
zero. This parameter is ignored if the
DEV is starting an independent
piconet. This parameter is not valid

for PRDEVs.

ResultCode Enumeration | SUCCESS, FAILURE Indicates the result of the MLME
request.

ReasonCode Enumeration | NOT _PNC CAPABLE, Indicates the reason for a

NO_CHANNELS_AVAILABLE, | ResultCode of FAILURE.
ALREADY_PNC, OTHER

PhyMode Enumeration | 2.4 GHZ, The PHY that will be used for the
SC_MMWAVE, Beacon frames and the CP(s) in the
HSI_ MMWAVE, piconet or pairnet that will be
AV_MMWAVE, HRCP SC PHY. started.
HRCP OOK PHY,
HRCP_BOTH_PHY
PrcCapabilityle PRC As defined in 6.4.11a Capability of the PRC in the Beacon
Capability, frame.
as defined in.
6.4.11a
HigherLayerProtocol | As defined As defined in 6.4.38 Includes 3 octets Unique ID and
Information in the Higher HigherLayerProtocol Information in
Layer variable length
Protocol
Information
1IE
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5.3.3.1 MLME-START.request
Change the first paragraph of 5.3.3.1 as follows:

This primitive is used to start a piconet or pairnet. If the DEV is not a member of the piconet or pairnet, this
primitive causes the DEV to start an independent piconet or pairnet. If the DEV is a member of the piconet,
this primitive causes the DEV to start a child piconet. If the DEV is associated as a neighbor member of a
piconet, this primitive causes the DEV to start a neighbor piconet. The semantics of this primitive are as
follows:

Insert the following new parameter at the end of the list in 5.3.3.1 (before the closing parenthesis):

MLME-START.request (
Bsid,
SecMode,
MinDepSuperframePercent,
DesiredDepSuperframePercent,
PhyMode,
PrcCapabilityle,
HigherLayerProtocolInformation

)

Change the title and first paragraph of 5.3.4 as follows:

5.3.4 Stopping a piconet_or pairnet

These primitives support the process of stopping operations as a PNC_or PRC. The process may result in the
shutdown of piconet_or pairnet operations, as described in 7.2.9, or the handover of PNC operations to
another DEV in the piconet, as described in 7.2.3 and 7.2.6. The parameters used for these primitives are
defined in Table 5-9.
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Change Table 5-9 (the entire table is not shown) as indicated:

Table 5-9—MLME-STOP primitive parameters

Name Type Valid range Description

RequestType Enumeration SHUTDOWN, If SHUTDOWN, the current piconet
HANDOVER operations will be stopped. [f HAN-

DOVER, an attempt to handover PNC
operations will be made. Only SHUT-
DOWN is valid for PRDEV.
AllowedHandoverTime Duration 0-65535 If RequestType is HANDOVER, the
time in milliseconds in which a hando-
ver attempt must be completed. This
parameter is not valid for PRDEV.

NumHandoverTargetDev Integer 0-mMaxNumValid- The number of DEVs in the Handover-
DEVs TargetList. This parameter is not valid

for PRDEVSs.

HandoverTargetList List of DEVIDs 0 to maximum num- | If RequestType is HANDOVER, spec-
ber of DEVIDs, as ifies a list of Target DEVIDs for a han-
defined in 6.2.3 dover attempt. This parameter is not

valid for PRDEV.

ResultCode Enumeration SUCCESS, Indicates the result of the MLME
FAILURE request.

ReasonCode Enumeration NOT_A_PNC, Indicates the reason for a ResultCode.
HANDOVER_- NOT_A_PNC and HANDOVER -
FAILED, HHGH- FAILED are not valid responses for
ERFAYERDENE | PRDEVs.

ED; HIGHER LAY-
ER REQUESTED,
OTHER

5.3.4.1 MLME-STOP.request

Change the first paragraph of 5.3.4.1 as follows:

This primitive initiates the piconet_or pairnet shutdown procedure or the piconet handover procedure. The

semantics of this primitive are as follows:

5.3.4.2 MLME-STOP.confirm

Change the first paragraph of 5.3.4.2 as follows:

This primitive reports the results of the request to stop operations as a PNC_or PRC. The semantics of this

primitive are as follows:

Change the title and first paragraph of 5.3.5 as follows:
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The following primitives support the process of a DEV associating with a PNC_or PRC, as defined in 7.3.1.
The parameters used for these primitives are defined in Table 5-10.

Change Table 5-10 as indicated. Only those rows being changed or inserted are shown:

Table 5-10—MLME-ASSOCIATE primitive parameters

Name

Type

Valid range

Description

Bsid

Octet string

As defined in 6.4.2

The BSID of the target PNC
or PRC for the association.

Pnid

Integer

0-65535

The PNID of the target PNC
or PRC for the association,
as defined in 6.2.2.

PncAddress

MAC address

Any valid individual MAC
address

The MAC address of the
target PNC or PRC for the
association.

PiconetServicesInquiry

Boolean

TRUE, FALSE

Requests that the PNC _or
PRC send the services
information about the
piconet or pairnet, as
described in 7.3.2.

NeighborPiconetRequest

Boolean

TRUE, FALSE

Indicates that the DEV will
join as a neighbor PNC
rather than as a member of
the piconet. Not valid for
PRDEV.

PrdevCapabilityle

PRDEYV Capability as

As defined in 6.4.11b

defined in 6.4.11b

Capability of the PRDEV in

the Association Request
command.

PairnetOperationParamete

As defined in 6.4.11¢

As defined in 6.4.11¢

Capability of the PRDEV in

mation

Higher Layer

Protocol Information

IE

rsle the Association Response
command.

ReasonCode Enumeration REQUEST _TIMEOUT, Indicates the reason for a
PNC NOT FOUND, ResultCode of FAILURE.
PNC _DENIED, For PRDEVs
PNCBUSY, NEIGHBOR_REFUSED is
ALREADY_ ASSOCIATED, | not applicable.
NEIGHBOR REFUSED,
HIGHER LAYER DENIED
. OTHER

HigherLayerProtocollnfor | As defined in the As defined in 6.4.38 Includes 3 octets, Unique ID

and Higher Layer Protocol
Information in variable

length.

Change the first and second paragraphs of 5.3.5.1 as follows:
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5.3.5.1 MLME-ASSOCIATE.request

This primitive initiates the association procedure. The semantics of this primitive are as follows:

MLME-ASSOCIATE.request (
Bsid,
Pnid,
PncAddress,
ChannelIndex,
NeighborPiconetRequest,
PiconetServicesInquiry,
PrdevCapabilityTle,
Timeout,
HigherLayerProtocolInformation

)

The primitive parameters are defined in Table 5-10.

Change the first and second paragraphs of 5.3.5.2 as follows:

5.3.5.2 MLME-ASSOCIATE.confirm

This primitive reports the result of the association procedure. The semantics of this primitive are as follows:

MLME-ASSOCIATE.confirm (
DevId,
VendorSpecificle,
PairnetOperationParametersle,
HigherLayerProtocolInformation,
ResultCode,
ReasonCode

)

5.3.5.3 MLME-ASSOCIATE.indication

Change the first paragraph of 5.3.5.3 as follows:

This primitive is used to indicate that a new non-PRDEV has associated with the same piconet as this DEV,
or a new PRDEV has associated with this PRDEV. The semantics of this primitive are as follows:

MLME-ASSOCIATE.indication (
DevId,
DevAddress,
PairnetOperationParametersle,
HigherLayerProtocolInformation,

)

After 5.3.5.3, insert the following new subclause as 5.3.5.4:
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5.3.5.4 MLME-ASSOCIATE.response

This primitive is used to indicate the DEVID that the PRC has selected to associate with. The semantics of
this primitive are as follows:

MLME-ASSOCIATE.response

(
DevId,
PncAddress,

HigherLayerProtocolInformation,

ResultCode,
ReasonCode

)

The primitive parameters are defined in Table 5-10.

Change the title and first paragraph of 5.3.6 as follows:

5.3.6 Disassociation from a piconet_or pairnet

The following primitives are used when a DEV disassociates from a PNC_or PRC and when the PNC or PRC
disassociates a DEV from the piconet_or pairnet, as described in 7.3.4._For the pairnet, disassociation by

either the DEV or the PRC invokes termination of the pairnet. The parameters used for these primitives are
defined in Table 5-11.

Change Table 5-11 (the entire table is not shown) as indicated:

Table 5-11—MLME-DISASSOCIATE primitive parameters

Name

Type

Valid range

Description

ReasonCode

Enumeration

REQUEST_TIMEOUT,
NOT_ASSOCIATED,
CURRENTLY_ PNC,
DEV_ATP_EXPIRED,
PNC_ATP_EXPIRED,
DEVﬁDISASSOCIATED,
OTHER _PNC_ACTION,
HIGHER LAYER INITIATED,
UNKNOWN

Indicates the reason for the
disassociation of a DEV from a

piconet or pairnet.

5.3.6.1 MLME-DISASSOCIATE.request

Change the first and second paragraphs of 5.3.6.1 as follows:

This primitive initiates the procedure for a DEV to disassociate from a piconet_or pairnet. The semantics of
this primitive are as follows:
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MLME-DISASSOCIATE.request (
DevId,
DEVAddress,
Timeout,
ReasonCode,

)
The primitive parameters arets defined inTable 5-11.
5.3.6.3 MLME-DISASSOCIATE.indication

Change the first paragraph of 5.3.6.3 as follows:

This primitive is used to indicate that either this DEV or another DEV has been disassociated from the

piconet_or pairnet. The semantics of this primitive are as follows:

5.3.7 Security ma

Change Table 5-12 and Table 5-13 as follows:

nagement

Table 5-12—MLME-MEMBERSHIP-UPDATE and MLME-SECURITY-ERROR primitive

parameters
Name Type Valid range Description

SECID 2 octets As defined in 6.2.7.2 The identifier for the

key.

Origld Integer Any valid DEVID, as defined in Either the PNCID _or
6.2.3 for piconet and as defined PRCID, if this key is for
in 6.2.3a for pairnet, except for the DEV’s PNC or PRC
the BestID, the McstID or the personality, or the
UnassocID DEV’s DEVID.

Trgtld Integer Any valid DEVID, as defined in | The DEVID of the
6.2.3 _for piconet and as defined target DEV for this
in 6.2.3a for pairnet, except for relationship.
the BestID, the McstID or the
UnassocID

MembershipStatus Enumeration MEMBER, Indicates the
NON-MEMBER membership status for

the provided SECID. If
NON-MEMBER,
KeylInfo is zero length.

KeyOriginator Boolean TRUE, FALSE Indicates if the DEV is
the key originator for
this relationship. This is
always true when the
Origld is the PNCID_or
PRCID.

KeyInfo Octet string Any valid symmetric key for the | The key used for
symmetric key security protecting frames
operations, as defined in 9.3 for between this DEV and
piconet and as defined in 9a.3 for | the Trgtld DEV.
pairnet

Documents
32 Document Sharing Hub

nght@ 2017 IEEE. All nghts reserve
Authorized licensed use limited to: Tsinghua Unlvers%/ ownloaded on February 26,2026 at 01: 23 02 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.3e-2017


http://www.avadocuments.com/doc/ieee-802-15-3e-2017
http://www.avadocuments.com/doc/ieee-802-15-3e-2017

IEEE Std 802.15.3e-2017
IEEE Standard for High Data Rate Wireless Multi-Media Networks

Amendment 1: High-Rate Close Proximity Point-to-Point Communications

Table 5-12—MLME-MEMBERSHIP-UPDATE and MLME-SECURITY-ERROR primitive
parameters (continued)

Name Type Valid range Description
SrcID Integer Any valid DEVID, as defined in | The DEVID of the
6.2.3 for piconet and as defined DEV that is the source
in 6.2.3a for pairnet, except for of a security error.
the BestID, the McstID or the
UnassocID
Timeout Integer 0-65535 The time in milliseconds
allowed for the
primitive to complete.
ResultCode Enumeration SUCCESS, FAILURE Indicates the result of
the MLME request.
ReasonCode Enumeration NOT_ASSOCIATED, The reason for a security
TARGET UNAVAILABLE, error.
UNAVAILABLE KEY,
FAILED_SECURITY_CHECK,
BAD TIME TOKEN,
INVALID_SEC_VALUE,
BAD_SFC
OTHER
Table 5-13—MLME-SECURITY-MESSAGE primitive parameters
Name Type Valid range Description
Trgtld Integer Any valid DEVID, as defined in | Specifies the DEVID of
6.2.3 for piconet and as defined | the target of the MLME
in 6.2.3a for pairnet request.

Origld Integer Any valid DEVID, as defined in | Specifies the DEVID of

6.2.3 for piconet and as defined | the originator of the
in 6.2.3a for pairnet MLME request.

Uniqueld Octet string Any valid OUI or CID, as A unique identifier for

defined in 6.4.7 the entity that defines
the format of the
security information, as
described in 6.4.7.

SecurityInformation Octet string Any valid octet string Security information
that will be passed from
one DEV to another
peer DEV in the piconet_
or pairnet.

Timeout Integer 0-65535 The time in milliseconds
allowed for the
primitive to complete.

ResultCode Enumeration SUCCESS, FAILURE Indicates the result of
the MLME request.

ReasonCode Enumeration REQUEST_TIMEOUT, The reason for a security

NOT_ASSOCIATED, CITOT.
TARGET_UNAVAILABLE,
OTHER
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5.3.7.4 MLME-SECURITY-MESSAGE.request

Change the first paragraph of 5.3.7.4 as follows:

This primitive initiates the sending of a Security Message command, as described in 6.5.9.1, to the target
DEV in the piconet_or pairnet. The semantics of this primitive are as follows:

5.3.7.6 MLME-SECURITY-MESSAGE.indication

Change the first paragraph of 5.3.7.6 as follows:

This primitive reports the reception of a Security Message command, as described in 6.5.9.1, from a DEV in
the piconet_ or pairnet. The semantics of this primitive are as follows:

5.3.8 PNC handover

Insert the following new paragraph before the first paragraph of 5.3.8:

This function is not applicable for pairnets.
5.3.9 Requesting DEV information from the PNC

Insert the following new paragraph before the first paragraph of 5.3.9:

This function is not applicable for pairnets.
5.3.10 Security information retrieval
Change the first paragraph of 5.3.10 and Table 5-16 as follows:

These primitives are used to request security information about other DEVs in the piconet_or pairnet, as
described in 8.4.1. The parameters used for the MLME-SECURITY-INFO primitives are defined in

Table 5-16.
Table 5-16—MLME-SECURITY-INFO primitive parameters
Name Type Valid range Description
QueriedDevId Integer Any valid DEVID, as defined in | The DEVID ofthe DEV
6.2.3_for piconet and as defined for which information is
in 6.2.3a for pairnet, except for being requested. If it is
the McstID or the UnassocID set to the BestID, then
the information is being
requested for all DEVs.
Trgtld Integer Any valid DEVID, as defined in | The DEVID ofthe DEV
6.2.3 for piconet and as defined for which the security
in 6.2.3a for pairnet information request is
intended.
Origld Integer Any valid DEVID, as defined in Specifies the DEVID of
6.2.3 for piconet and as defined the DEV that initiated
in 6.2.3a for pairnet the MLME request.
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Table 5-16—MLME-SECURITY-INFO primitive parameters (continued)

Name Type Valid range Description

NumSecurityRecords Integer 0-65535 Number of entries in the
SecurityRecordSet.

SecurityRecordSet A set of Security A set containing 0 or more The SecurityRecordSet

Record fields, as instances of variable-length is returned to indicate
defined in 6.5.4.4 Security Record field. The the results of a Security
maximum number of instances Information Request
depends on the size of the command.
records, pMaxFrameBodySize
and the length of the secure
command security fields, as
defined in 6.3.3.2 for piconet and
as defined in 6.3.3a for pairnet.

Timeout Integer 0-65535 The time in
milliseconds allowed
for the primitive to
complete.

ResultCode Enumeration SUCCESS, FAILURE Indicates the result of
the MLME request.

ReasonCode Enumeration REQUEST TIMEOUT, Indicates the reason for

NOT_ASSOCIATED, a ResultCode of
TARGET _NOT_ASSOCIATED, | FAILURE.
OTHER

5.3.10.1 MLME-SECURITY-INFO.request
Change the first paragraph of 5.3.10.1 and Table 5-16 as follows:

This primitive initiates a request to a DEV for security information regarding either a single DEV or all of
the DEVs in the piconet or pairnet. The semantics of the primitive are as follows:

5.3.10.2 MLME-SECURITY-INFO.confirm

Change the first paragraph of 5.3.10.2 as follows:

This primitive reports the result of the request to a DEV for security information regarding either a single
DEV or all of the DEVs in the piconet_or pairnet. The semantics of the primitive are as follows:

5.3.10.3 MLME-SECURITY-INFO.indication

Change the first paragraph of 5.3.10.3 as follows:

This primitive indicates the reception of a request by a DEV for security information it manages regarding
either a specific DEV or all of the DEVs in the piconet_or pairnet. The semantics of the primitive are as
follows:

5.3.13 Stream management

Insert the following new paragraph before the first paragraph of 5.3.13:
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This function is not applicable for pairnets.
5.3.15 Power management

Change the first sentence of 5.3.15 as follows:

This mechanism supports the process of establishment and maintenance of power management (PM) modes
of a DEV, as described in 7.14, and is applicable for piconets only.

5.3.16 Multicast operations

Change the first sentence of 5.3.16 as follows:

These primitives support multicast operations_and thus are not applicable for pairnets that do not use
multicast.

5.3.17 Timing synchronization

Insert the following new paragraph after the first paragraph of 5.3.17:

This function is not applicable for pairnets.
5.3.18 Transmit switched diversity (TSD)

Insert the following new paragraph before the first paragraph of 5.3.18:
This subclause only applies to mmWave DEVs.

5.4 MAC management

Change the title of 5.4.1 as follows:

5.4.1 MAC PIB PNC and PRC group

Insert the following new paragraph and Table 5-28a after Table 5-28:

The MAC PIB PRC group, given in Table 5-28a, describes the DEV’s PRC capabilities as well as the
characteristics of the current pairnet.

Table 5-28a—MAC PIB PRC group parameters

Managed Object Octets Definition Access
macSuperframeDuration 2 Duration of the superframe. Read Only
macNumAssocSlots 1 Number of association slot. Read Only
macDurAssocSlots 1 Duration of an association slot. Read Only
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Table 5-28a—MAC PIB PRC group parameters (continued)

Managed Object Octets Definition Access

macPrcCapable 1 bit 1 if the DEV has the capability to Read Only
become the PRC, 0 otherwise.

macPrcDesMode 1 bit 1 if it is desired that the DEV be the Read/Write
PRC, 0 otherwise. Provided only for
PRC.

macSec 1 bit 1 if the DEV is capable of operating a Read Only
secure pairnet as the PRC, 0 otherwise.

macAllowedChannelSet Variable | A set of channel indices, one for each Read/Write
channel that the MAC is allowed to use
for scanning and starting pairnet.

macAssocVendorSpecificle Variable | A Vendor Defined IE, as defined in Read/Write
6.4.3, that is sent in the Association
Response command, as described in
6.5.1.2, when the PRDEV is acting as
the PRC.

macAssocHigherLayerle Variable | A Higher layer protocol information IE, | Read/Write
as defined in 6.4.38, that is sent in the
Beacon frame and association related
commands, as described in 7.3a.3, when
the PRDEYV is acting as the PRC.
Provided only for PRC.

macDesiredAtp 2 The ATP value to send in an Read/Write
Association Request command.

macNextDevld 1 The Next DEVID value to send in a Read/Write
Beacon frame.

5.4.2 MAC PIB characteristic group

Insert the following new paragraph and Table 5-29a after Table 5-29:

The MAC PIB PRDEV characteristics group, given in Table 5-29a, contains information about the
capabilities and characteristics of the PRDEV.

Table 5-29a—MAC PIB PRDEV characteristic group parameters

Managed Object Octets Definition Access

macDevAddress 6 The MAC address of the PRDEV. Read Only
macDevld 1 The ID of the PRDEV. Read Only
macPowerManagementMode 1 The current power management mode of the Read Only

PRDEV.

0x00 = ACTIVE

From 0x01 to 04, ignored

0x05 =LLPS
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Table 5-29a—MAC PIB PRDEV characteristic group parameters (continued)

Managed Object Octets Definition Access
macLIpsSupported 1 0x00 = PRDEV does not support LLPS mode. Read Only
0x01 = PRDEV supports LLPS mode.
macPowerSource 1 0x00 = Battery power. Read/Write
0x01 = Mains power.
macSecurityOptionlmplemented 1 0x00 = Mode 0. Read Only
0x01 = Mode 1.
macAggregationCapable 1 0x00 = PRDEV does not support aggregation. Read Only
0x01 = PRDEV supports aggregation.
5.5 MAC SAP
Change Table 5-30 as follows:
Table 5-30—Summary of MAC SAP primitives
Name Request Confirm Indication Response
MAC-ASYNC-DATA 5.5.1 5.5.2 553 —
MAC-ISOCH-DATA 554 555 5.5.6 —
MAC-HRCP-DATA 5.5.7 5.5.8 5.5.9 —
MAC-HRCP-MUL-DATA 5.5.10 5.5.11 5.5.12 —

Change the title and insert the following rows at the end of Table 5-31:

Table 5-31—MAC-ISOCH-DATA ,-and MAC-ASYNC-DATA, MAC-HRCP-DATA. and MAC-
HRCP-MUL-DATA primitive parameters

Name Type Valid range Description
LogicalChannel Enumeration CHO. CH1 LogicalChannel value is available for
use by the Higher Layer Protocol user
and is therefore out of scope of this
specification. This parameter is valid
only for MAC-HRCP-DATA primitives.
MCSIdentifier Enumeration Any valid MCS MCS used in the transmitted PHY frame.
identifier, as defined in | Qnly applicable for HRCP SC PHY.
Table 11a-6
Chldentifier Enumeration Any valid The frequency channel used in the
cgmblnlatlons gf . transmitted PHY frame.
channel, as defined in Only applicable for HRCP SC PHY.
Figure 11a-1
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Table 5-31—MAC-ISOCH-DATA ,-and MAC-ASYNC-DATA, MAC-HRCP-DATA, and MAC-
HRCP-MUL-DATA primitive parameters (continued)

Name Type Valid range Description
DatalD Enumeration ETHERTYPE PROT The DatalD specifies Data header type
OCOL_DISCRIMINA
TION, OUI CID
ETHERTYPE

DestinationAddr | MAC Address Any valid individual The destination address representing the

£s8 MAC address address of data destination when the
DatalD is
“ETHERTYPE PROTOCOL_DISCRI
MINATION”

SourceAddress MAC Address Any valid individual The source address representing the

MAC address address of data origin when the DatalD
is
“ETHERTYPE PROTOCOL_DISCRI
MINATION”
Ethertype Octet string Ethertype defined in The Ethertype specified when DatalD is
IEEE Std 802-2014 “ETHERTYPE_PROTOCOL_DISCRI
MINATION” or “ETHERTYPE”

OUL CID Octet string The OUI or CID strings specified when
DatalD is “OUI_CID”

LogicalChannel | Enumeration CHO. CHI LogicalChannel value is available for
use by the Higher Layer Protocol user
and is therefore out of scope of this
specification. This parameter is valid
only for MAC-HRCP-DATA primitives.

After 5.5.6, insert the following new subclauses as 5.5.7-5.5.12:

5.5.7 MAC-HRCP-DATA.request

This primitive is used to initiate the transfer of an MSDU from one MAC entity to another MAC entity or
entities using HRCP PHY. The semantics of this primitive are as follows:

MAC-HRCP-DATA.request (
RequestID,
LogicalChannel,
ACKRequested,
ConfirmRequested,
Length,
Data
)

The primitive parameters are defined in Table 5-31.
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5.5.8 MAC-HRCP-DATA.confirm

This primitive is used to report the result of a request to transfer an MSDU from one MAC entity to another
MAC entity or entities using HRCP PHY. This primitive is only generated if the ConfirmRequested
parameter in the MAC-HRCP-DATA.request with the same RequestID value is ALWAYS or is
ON_ERROR and the ResultCode is FAILURE. MCSIdentifier and Chldentifier parameters are used to
indicate the current MCS identifier and frequency channel used in the transmitted frame to the upper layer.
These two parameters are only applicable for HRCP SC PHY. The semantics of this primitive are as follows

as follows:

MAC-HRCP-DATA.confirm (
RequestID,
TransmitDelay,
MCSIdentifier,
ChIdentifier,
ResultCode,
ReasonCode

)
The primitive parameters are defined in Table 5-31.

5.5.9 MAC-HRCP-DATA.indication

This primitive is used to indicate the reception of an MSDU. The semantics of this primitive are as follows:

MAC-HRCP-DATA.indication (
Length,
Data
)

The primitive parameters are defined in Table 5-31.

5.5.10 MAC-HRCP-MUL-DATA.request

This primitive is used to initiate the transfer of a Multi-protocol MSDU from one MAC entity to another

MAC entity or entities using HRCP PHY. The semantics of this primitive are as follows:

MAC-HRCP-MUL-DATA.request (
RequestID,
StreamIndex,
LogicalChannel,
ACKRequested,
ConfirmRequested,
Length,
DatalID,
DestinationAddress,
SourceAddress,
Ethertype,
OUI CID,
Data
)

The primitive parameters are defined in Table 5-31.
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5.5.11 MAC-HRCP-MUL-DATA.confirm

This primitive is used to report the result of a request to transfer a Multi-protocol MSDU from one MAC
entity to another MAC entity or entities. This primitive is only generated if the ConfirmRequested parameter
in the MAC-HRCP-MUL-DATA .request primitive with the same RequestID value is ALWAYS or is
ON_ERROR and the ResultCode is FAILURE. The semantics of this primitive are as follows:

MAC-HRCP-MUL-DATA.confirm (
RequestID,
TransmitDelay,
ResultCode,
ReasonCode,
MCSIdentifier,
ChIdentifier
)

The primitive parameters are defined in Table 5-31.
5.5.12 MAC-HRCP-MUL-DATA.indication

This primitive is used to indicate the reception of a Multi-protocol MSDU. The semantics of this primitive
are as follows:

MAC-HRCP-MUL-DATA.indication (
Length,
DatalD,
DestinationAddress,
SourceAddress,
Ethertype,
OUI CID,
LogicalChannel,
Data
)

The primitive parameters are defined in Table 5-31.

6 . MAC frame formats

6.2 General frame format

Change the first paragraph and dashed list in 6.2 as follows:

The MAC frame format, illustrated in Figure 6-3 for piconet DEVs and in Figure 6-3a for PRDEVs,
comprises a set of fields that occur in a fixed order in all frames. The figures in this subclause are a
representation of the MAC Header field and MAC Frame Body field. The HCS is not shown since this is
calculated and verified by the PHY. The MAC frame shall be formatted as illustrated in Figure 6-3_for
piconet DEVs and in Figure 6-3a for PRDEVs. For piconet DEVs, tFhe maximum size of the MAC Frame
Body field, pMaxFrameBodySize, is a PHY-dependent parameter that includes the frame payload and FCS
fields, but not the PHY preamble, PHY header, MAC header, MAC subheader, or MAC header validation.
For PRDEVs, the maximum size of the MAC Frame Body field, pMaxFrameBodySize, is a PHY -dependent
parameter that includes the frame payload(s), MAC subheader(s) and padding octets in the aggregated
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frames. and FCS field(s) but not the PHY preamble, PHY header, MAC header, or MAC header validation.
The parameter pMaxFrameBodySize is defined in the following subclauses:

— 10.2.8.1 for the 2.4 GHz PHY

— 11.2.7.1 for the SC PHY mode

— 11.3.6.3 for the HSI PHY mode

— 11.4.1.3.1 for the AV PHY mode
11a.2.7.1 for the HRCP-SC PHY mode
11a.3.7.1 for the HRCP-OOK PHY mode

Change the title of Figure 6-3 as follows:

Figure 6-3—MAC Header field and MAC Frame Body field formats for piconet

Insert Figure 6-3a as follows:

Octets:2 2 1 1 3 1 variable
Frame Pairnet | DestID | SrcID | TX and ACK Stream Frame Payload
Control ID Information Index
MAC header MAC Frame
Body

Figure 6-3a—MAC Header field and MAC Frame Body field format for pairnet

Change the title of Figure 6-4 as follows:

Figure 6-4—Non-secure MAC Frame Body field format_for piconet

After Figure 6-4, insert the following new paragraph and Figure 6-4a:

The non-secure MAC frame body for PRDEVs shall be formatted as illustrated in Figure 6-4a when the SEC
bit is set to zero in the Frame Control field.

Octets: variable

Frame Payload

MAC Frame Body

Figure 6-4a—Non-secure MAC Frame Body field format for pairnet

Change the title of Figure 6-5 as follows:

Figure 6-5—Secure MAC Frame Body field format_for piconet

After Figure 6-5, insert the following new paragraph and Figure 6-5a:
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The secure MAC frame body for PRDEVs shall be formatted as illustrated in Figure 6-5a when the SEC bit
is set to one in the Frame Control field.

Octets: 8

variable

Security Header

Frame Payload

Secure MAC Frame Body

Figure 6-5a—Secure MAC Frame Body field format for pairnet

6.2.1 Frame Control field

Change the title of Figure 6-6 as follows:

Figure 6-6—Frame control field format_for piconet

After Figure 6-6, insert the following new paragraph and Figure 6-6a:

The Frame Control field for a pairnet shall be formatted as illustrated in Figure 6-6a.

Bits: b0-b2 b3-b5 b6 b7-b8 b9 b10-b15
Protocol Version | Frame Type | SEC | ACK Policy | Logical Reserved
Channel

Figure 6-6a—Frame control field format for pairnet

6.2.1.1 Protocol Version field

Change the first paragraph of 6.2.1.1 as follows:

The Protocol Version field is invariant in size and placement across all revisions of IEEE Std 802.15.3. For
this revision of the standard the value of the protocol version is 0b000 for piconet and 0b001 for pairnet. All
other values are reserved. The revision level will be incremented only when a fundamental incompatibility
exists between a new revision and the prior revision of the standard. A DEV that receives a frame with a
higher revision level than it supports may discard the frame without indication to the sending DEV.

6.2.1.2 Frame Type field

Change the title of Table 6-1 as follows:

Table 6-1—Valid frame type values_for piconet

After Table 6-1, add the following new text and Table 6-1a:

Table 6-1a lists the valid frame type values and their description for pairnet.

Stk-ACK frames with no data which are sent in response to data frames are treated as data frames and those
sent in response to command frames are treated as command frames.

Change the title of 6.2.1.4 as follows:
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Table 6-1a—Valid frame type values for pairnet

ng;:aﬁge Frame type description Subclause

0b000 Beacon frame 6.3.1

0b001 Reserved —

0b010 Reserved —

0b011 Command frame 6.3.3a

0b100 Data frame 6.3.4a

0b101 Multi-protocol Data frame 6.3.5a
0b110-0b111 Reserved —

6.2.1.4 ACK Policy field, Imp-ACK Request field, and Blk-ACK field for piconet

Change the title of Table 6-2 as follows:

Table 6-2—Valid ACK policy field type values_for piconet

After 6.2.1.4, insert new subclause 6.2.1.4a as follows:

6.2.1.4a ACK Policy field for pairnet

The ACK Policy field is used to indicate the type of acknowledgment procedure that the addressed recipient
is required to perform. The allowed values of the ACK Policy field are defined in 7.9.

Table 6-2a—Valid ACK policy field type values for pairnet

ACK policy field ACK policy type Description
b8 b7

0b00 No ACK The recipient(s) does not
acknowledge the
transmission, and the
sender treats the
transmission as successful
without regard for the
result, as described 7.9.1.

0b01 Reserved —

0bl10 Stk-ACK The addressed recipient
uses a Stk-ACK procedure
for subframe exchange
described 7.9.2a.

Obl1l Reserved —

After 6.2.1.8, insert new subclause 6.2.1.9 as follows:
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6.2.1.9 Logical Channel

Logical Channel is available for use by the Higher Layer Protocol User and therefore out of scope from this
specification. The value of this field is set to zero for CHO of Logical Channel, and is set to one for CHI. All
MSDUs in the MAC frame shall be sent in same Logical Channel.

After 6.2.2, insert new subclause 6.2.2a as follows:

6.2.2a PairnetiD

The PairnetID field contains the unique identifier for the pairnet. The PairnetID normally remains constant
during the current instantiation of the pairnet and may be persistent for multiple sequential instantiations of
the pairnet by the same PRC. The PairnetID shall be set to the current PNID for the pairnet and is used to
identify frames from DEVs in the pairnet.

Change the title of subclause 6.2.3 as follows:

6.2.3 SrcID and DestID fields_for piconet

After 6.2.3, insert the following new subclause as 6.2.3a:

6.2.3a SrcID and DestID fields for pairnet

There are two DEVID fields in the MAC frame format. These fields are used to indicate the source DEVID
(SrcID) and destination DEVID (DestID). A DEVID for a DEV is preassigned by the PRC in the Beacon
frame before the association of the DEV. The DEVID is unique to an associated DEV within a pairnet. The
following DEVIDs are reserved:

—  The DEVID value of 0x00 shall be reserved for the PRC
— The DEVID values of OxED through 0xFE shall be reserved
— The DEVID value of OXFF shall be reserved for broadcast frames (BcstID)

The maximum number of valid DEVs, mMaxNumValidDEVs, is the maximum number of DEVIDs that the
PRC is able to allocate in a pairnet. This includes all of the regular DEVIDs and the PRCID but not the
remaining reserved IDs.

6.2.5 Stream Index field

Insert text immediately after the last paragraph in 6.2.5 as follows:

For pairnet, the Stream Index field assigned values are as follows:

— 0x00 is assigned for data
—  0x01 to OxFF is reserved

6.2.6 MAC header validation

Change the dashed list after the first paragraph as follows:

— 10.2.9 for the 2.4 GHz PHY
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— 11.2.3.2.2 for the SC PHY mode

— 11.3.3.4 for the HSI PHY mode

— 11.4.1.4 for the AV PHY mode

— 11a.2.3.2.2 for HRCP-SC PHY mode
11a.3.3.2.2 for HRCP-OOK PHY mode

6.2.7 MAC Frame Body field

Change the first paragraph in 6.2.7.1 as follows:

6.2.7.1 Frame Payload field

The Frame Payload field is a variable-length field that carries the information that is to be transferred to a
DEV or group of DEVs in the piconet or to a DEV in the pairnet. In the case of a secure frame, it also
includes the required security information and the secure payload, as illustrated in Figure 6-5_for piconet and
as described in 6.2.7.9 for pairnet.

Change the second paragraph in 6.2.7.2 as follows:

6.2.7.2 Secure session ID (SECID) field

The Key Originator field for all keys except the piconet group data key_or the pairnet group data key shall be
set to the DEVID of the key originator in the relationship. The Key Originator field for the piconet group
data key or the pairnet group data key shall be set to the BestID.

Change the first paragraph of 6.2.7.3 as follows:
6.2.7.3 Secure Frame Counter (SFC) field

The Secure Frame Counter (SFC) field contains a counter that is used to ensure the uniqueness of the nonce
in a secure frame. AFor piconets, a DEV shall not reuse a frame counter with the same time token, as
described in 6.3.1.1, and key, as described in 8.3.5. For pairnets, a DEV shall not reuse a frame counter with
the same key, as described in 8.3.5. FFor piconets, the DEV shall initialize the SFC to zero for the first
frame sent and increment it for each successive secure frame sent. For pairnets, the DEV shall initialize the
SFC value to zero for the first frame or subframe sent and increment it for each successive secure frame sent
or each successive subframe sent in the aggregated frame. Only the SFC value of the first subframe is
explicitly included in the transmitted aggregated frame. WFor piconets, when the time token, as described in
6.3.1, is updated, the DEV shall reset the SFC to zero. For pairnets, the SEC value shall be increased even
when the time token is updated. In the case where the DEV receives a new key, the DEV shall set the SFC to
Zero.

6.2.7.4 Secure Payload field
Change the first paragraph in 6.2.7.4 as follows:

The Secure Payload field is a variable-length field that contains the information, protected by the symmetric
key security operations, as defined in 9.3 for piconet and as defined in 9a. for pairnet, that is to be transferred
to a DEV or group of DEVs in the piconet or to a DEV in the pairnet. As illustrated in Figure 6-5 for piconet
and as described in 6.2.7.9 for pairnet, the Secure Payload field is a part of the Frame Payload field and does
not include the SECID, SFC, or Integrity Code fields.
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6.2.7.5 Integrity Code field

Change the first paragraph of 6.2.7.5 as follows:

The Integrity Code field contains an encrypted integrity code that is used to cryptographically protect the
integrity of the MAC header and Frame Payload. The integrity code is computed as specified in 9.3 for
piconets, and is computed as specified in 9a.3 for pairnets.

After 6.2.7.6, insert the following new subclauses as 6.2.7.7, 6.2.7.8, and 6.2.7.9:

6.2.7.7 MAC frame body for pairnet
The MAC frame body for pairnet is described in 6.3.1.1a, 6.3.3a.1, 6.3.4a.1 and 6.3.5a.2.
6.2.7.8 Security header for pairnet

The Security header for pairnet shall be formatted as illustrated in Figure 6-8a.

Octets: 2 6

SECID SFC

Figure 6-8a—Security header

The SECID field is used to identify the key set that is used to encrypt and/or authenticate the data in the
frame, as defined in 6.2.7.9.

The SFC field contains a counter that is used to ensure the uniqueness of the nonce of a secure frame, as
defined in 6.2.7.3.

6.2.7.9 Secure MAC frame body for pairnet
The Secure MAC frame body for pairnet is described in 6.3.1.2a, 6.3.3a.2, 6.3.4a.2 and 6.3.5a.2.

After 6.2.9.5, insert the new subclause 6.2.10:

6.2.10 TX and ACK Information field for pairnets

The TX and ACK Information field shall be formatted as illustrated in Figure 6-46a.

Bits: b0-b8 b9 b10-b19 b20 b21 b22 b23
Number of Last LastReceived Buffer Full Buffer DEV Sleep Reserved
Subframes Received Sequence Empty

Frame Type Number

Figure 6-46a—TX and ACK Information field format for pairnets

The Number of Subframes field indicates the number of subframes included in the current frame. Up to
256 subframes can be aggregated into a single frame. The valid range of this field is [0-256] and other
values outside this range are reserved.
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The Last Received Frame Type field indicates the type of frame that was sent with the sequence number
indicated by the Last Received Sequence Number field. A value of one indicates a data frame, and a value of
zero indicates a command frame.

The Last Received Sequence Number field indicates the most recent contiguous sequence number of
subframes that was successfully received by the DEV. The details are illustrated in 7.9.2a. The initial value

of the Last Received Sequence Number field for both command and data frames is 0x3FF.

The Buffer Full field indicates that the reception buffer of the sender is full. A value of one indicates that the
buffer is full and a value of zero indicates that the buffer is not full.

The Buffer empty field shall be set to one when the reception buffer becomes empty at any point in time
between the previous ACK replying frame and the current ACK transmission. Otherwise this field shall be

set to zero.

The DEV Sleep field indicates if the sender will transition to sleep state. A value of one indicates the sender
is going to sleep and shall be set to zero otherwise.

6.3 Format of individual frame types
6.3.1 Beacon frame

Change the title of subclause 6.3.1.1 as follows:

6.3.1.1 Non-secure Beacon frame_for piconet

After 6.3.1.1, insert the following new subclause as 6.3.1.1a:

6.3.1.1a Non-secure Beacon frame for pairnet

The Beacon frame shall be formatted as illustrated in Figure 6-50a.

Octets:15 variable vee variable 4

Pairnet Synchronization Parameters | Information element-1 Information element-n | FCS

Figure 6-50a—Non-secure Beacon frame Frame Payload field format for pairnets
The individual information elements (IEs) in the Beacon frame body are listed in Table 6-13a. These IEs are
defined in 6.4. The IEs in the Beacon frame’s payload may appear in any order. A Beacon frame sent by a

PRC shall contain a PRC Capability IE.

The Pairnet Synchronization Parameters field shall be formatted as illustrated in Figure 6-50b.

Octets:1 1 2 2 1 1 1 6
Number of Duration of an Superframe Recommended Next Pairnet Expected PRC
Association Association Duration ATP DEVID Mode RSSI address

Slots Slot

Figure 6-50b—Pairnet Synchronization Parameters field format
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Number of Association Slots field indicates the number of slots available for the DEVs to send Association
Request commands. This value is the same as pNAccessSlot.

Duration of an Association Slot field indicates the time length of a slot. This value is the same as
pDAccessSlot.

The Superframe Duration field contains the duration of the current superframe in the PSP. The resolution of
this field is 1 ps and has a range of [0-65535] us. However, the valid range of this field lies between
mMinSuperframeDuration and mMaxSuperframeDuration. Note that the superframe duration may be longer
than pNAccessSlot*pDAccessSlot when dual Beacon frames are transmitted.

The Recommended ATP field indicates ATP length value that is recommended by PRC. The resolution of
this field is 1 ms and therefore has a range of [0-65535] ms.

NOTE 1—It is recommended that a PRDEV should use short ATP length value less than or equal to 500 ms.

The Next DEVID field indicates the DEVID for the subsequent DEV. The DEV that wishes to associate
with the PRC shall set this value as its own DEVID. The value of the Next DEVID field shall be different
from the current DEVID and selected randomly.

The Expected RSSI field indicates the RSSI value of received signal at the antenna input of DEV located at
specific distance from the PRC. EIRP and path loss between the PRC and the PRDEV can be used to
determine the Expected RSSI value at the PRC. The DEV shall only send an Association Request command
to the PRC when the actual measured RSSI level of the received Beacon frame exceeds this value. The
resolution of this field is | dB and has a range of [+30 to —226] dBm.

NOTE 2—Expected RSSI can be calculated at the PRC as follows: Expected RSSI = EIRP — Path Loss [this value is
equal to: TX Power at RF of the PRC + (antenna gain — cable loss at the PRC) — Path Loss].

When the DEV measures the RSSI level of the received Beacon frame, antenna gain and cable loss at the
DEV should be considered in the decision on sending an Association Request. That is, the DEV transmits an
Association Request when the following condition holds: Measured RSSI at the DEV > Expected RSSI
value indicated in the Beacon frame + (antenna gain — cable loss at the DEV).

The Pairnet Mode field defines certain characteristics about the pairnet and the superframe. The encoding of
this octet shall be formatted as illustrated in Figure 6-50c.

Bits: b0-b3 b4 b5-b7
Reserved SEC Reserved
Mode

Figure 6-50c—Pairnet Mode field

The SEC Mode field indicates the current security settings in the pairnet as defined in 8.2. The field is
encoded as illustrated in Table 6-5.

The PRC Address field contains the DEV address of the PRC, as described in 6.1.
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