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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the
IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote fairness
in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the
information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting
from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained herein is free from patent infringement. IEEE Standards documents arefssiiplied “

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market,
or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every |IEEE Standard is subjected to review at least every five years for
revision or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is reasonable to
conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users ade caution

to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate acticaréo prep
appropriate responses. Since |IEEE Standards represent a consensus of concerned interests, it is important to ensure that any
interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its
societies and Standards Coordinating Committees are not able to provide an instant response to interpretation requests
except in those cases where the matter has previously received formal consideration.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with
IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate
supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may require{use of
subject matter covered by patent rights. By publication of this standard, no pstaéen with
respect to the existence or validity of any patent rights in connection therewith. HBeshall
not be responsible for identifying patents for which a license may be required by an IEEE
standard or for conducting inquiries into the legal validity or scope of those patents that are
brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

(This introduction is not part of IEEE Std 802.15.4-2003, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and meimop@a networks—Specific
requirements—Part 15.4: Wireless LAN Medium Access Control (MAC) and Physical Laye) @¢¥ifications for
Low-Rate Wireless Personal Area Networks (LR-WPANS).)

IEEE Std 802.15.4-2003

This standard defines the protocol and interconnection of devices via radio communication in a personal
area network (PAN). The standard uses carrier sense multiple access with a collision avoiddiun

access mechanism and supports star as well as peer-to-peer topologies. Thacoesdids contention
based; however, using the optional superframe structure, time slots carchtedllny the PAN coordinator

to devices with time critical data. Connectivity to higher performance networks is provided throuth a PA
coordinator.

This standard specifies two PHYs: an 868/915 MHz direct sequence speetdum (DSSS) PHY and

a 2450 MHz DSSS PHY. The 2450 MHz PHY supports an over-the-air data rate of 250 kb/s, and the
868/915 MHz PHY supports over-the-air data rates of 20 kb/s and 40 kb/s. The PHY chosen depends
on local regulations and user preference.

This standard contains state-of-the-art material. The area covered by this standardymingeéeplution.
Revisions are anticipated to this standard within the next few years to clarify existtegal, to correct
possible errors, and to incorporate new related material. Details on the contents of thid sta@ngievided
on the following pages. Information on the current revision state of this and other IERBtaadards may
be obtained from:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

P.O.Box 1331

Piscataway, NJ 08855-1331

USA
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IEEE Standard for
Information technology—
Telecommunications and information
exchange between systems—
Local and metropolitan area networks—
Specific requirements

Part 15.4: Wireless Medium Access Control

(MAC) and Physical Layer (PHY)
Specifications for Low-Rate Wireless
Personal Area Networks (LR-WPANSs)

1. Overview

Wireless personal area networks (WPANSs) are used to convey information over relatively short distances.
Unlike wireless local area networks (WLANSs), connections effected via WPANSs involve little or no
infrastructure. This feature allows small, power-efficient, inexpensive solutions to be implemented for a
wide range of devices.

This document defines a standard for a low-rate WPAN (LR-WPAN).

1.1 Scope

The scope of this project is to define the physical layer (PHY) and medium access control (MAC) sublayer
specifications for low data rate wireless connectivity with fixed, portable, and moving devices with no
battery or very limited battery consumption requirements typically operating in the personal operating space
(POS) of 10 m. It is foreseen that, depending on the application, a longer range at a lower data rate may be
an acceptable trade-off.

It is the intent of this project to work toward a level of coexistence with other wireless devices in conjunction
with Coexistence Task Groups, such as 802.15.2™ and 802.11™/ETSI-BRAN/MMAC 5GSG.

1.2 Purpose

The purpose of this document is to provide a standard for ultra-low complexity, ultra-low cost, ultra-low
power consumption, and low data rate wireless connectivity among inexpensive devices. The raw data rate
will be high enough (maximum of 250 kb/s) to satisfy a set of simple needs such as interactive toys, but
scalable down to the needs of sensor and automation needs (20 kb/s or below) for wireless communications.
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2.4 Other documents
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20, Switzerland/Suisse http://www.iso.ch/. They are also availaltheitunites States from the Sales Department, Americanridt
Standards Institute, 11 West 42nd Street, 13th Floor, New Yofk,0036, USA http://www.ansi.org.

SITU-T publications are available from the International Telecommunications Union, BémcéNations, CH-1211, Geneva 20,
Switzerland/Suisse (http://www.itu.int/).

4FIPS publications are available from the National Technical Information Service \NTIS. Dept. of Commerce, 5285 Port Roya
Rd., Springfield, VA 22161 (http://www.ntis.org/).
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3. Definitions

For the purposes of this standard, the following terms and definitions apply. Terms not thefinedlause
can be found in th&he Authoritative Dictionary of IEEE Standards Teyi®sventh Edition [B1].

3.1 access control list (ACL):A table used by a device to determine which devices are authorized to
perform a specific function.

3.2 ad hoc network: An ad hoc network is typically created in a spontaneous manner. The principal
characteristic of an ad hoc network is its limited temporal and spatial extent.

3.3 alternate personal area network (PAN) coordinator:A coordinator that is capable of replacing the
personal area network (PAN) coordinator, should it leave the network for any reason. A PANeaerbav
or more alternate PAN coordinators.

3.4 association:The service used to establish a device’s membership in a wireless persomata@
(WPAN).

3.5 authentic data:Data whose source is verifiable through cryptographic protection.

3.6 authentication: The service used to establish the identity of one device as a member of the set of
devices authorized to communicate securely to other devices in the set.

3.7 confidentiality: Assurance that communicated data remain private to the parties for whom the data are
intended.

3.8 coordinator: An full-function device (FFD) that is configured to provide synchronization services
through the transmission of beacons. If a coordinator is the principal controller of a persameadtemak
(PAN), it is called the PAN coordinator.

3.9 coverage areaThe area where two or more IEEE 802.15M units can exchange messages with
acceptable quality and performance.

3.10 data integrity: Assurance that the data have not been modified from their original form.

3.11 device:Any entity [reduced-function device (RFD) or full-function device (FFD)] containing an
implementation of the IEEE 802.15.4 medium access control (MAC) and physical interface to theswireles
medium.

3.12 disassociationThe service that removes an existing association.

3.13 frame: The format of aggregated bits from a medium access control (MAC) suldatgr that are
transmitted together in time.

3.14 full-function device (FFD): A device capable of operating as a coordinator or device and
implementing the complete protocol set.

3.15 integrity code:A data string generated using a symmetric key that is typically appended to data in
order to provide data integrity and source authentication (also catkegsage integrity cojle

3.16 key establishmentA public-key process by which two entities securely establish a symmetric key that
is known only by the participating entities.
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3.17 key managementMethods for controlling keying material throughout the life cycle of the low-rate
wireless personal area network (LR-WPAN) including creation, distribution, and destruction.

3.18 key transport: A process by which an entity sends a key to another entity.

3.19 logical channelOne of a variety of channels on a physical link.

3.20 message integrity codeSee:integrity code.

3.21 mobile deviceA device that uses network communications while in motion.

3.22 m-sequenceMaximal length linear feedback shift register sequence.

3.23 nonceA time stamp, a counter, or a special marker intended to prevent anizagithreplay.

3.24 orphaned device:A device that has lost contact with its associated personal area network (PAN)
coordinator.

3.25 personal area network (PAN) coordinator A coordinator that is the principal controller of a personal
area network (PAN). An IEEE 802.15.4 network has exactly one PAN coordinator.

3.26 payload data:The contents of a data message that is being transmitted.

3.27 payload protection: The generic term for providing security services on payload data, including
confidentiality, data integrity, and authentication.

3.28 protocol data unit (PDU):The unit of data exchanged between two peer entities.
3.29 packet:The format of aggregated bits that are transmitted together in time #oegshysical medium.

3.30 personal operating space (POSThe space about a person or object that is typically about 10 m in all
directions and envelops the person or object whether stationary or in motion.

3.31 portable device: A device that may be moved from location to location, but uses network
communications only while at a fixed location.

3.32 pseudo-random number generationThe process of generating a deterministic sequence of bits from
a given seed that has the statistical properties of a random sequence of mitisendeed is not known.

3.33 random number generator:A device that provides a sequence of bits that is unpredictable.

3.34 reduced-function device (RFD)A device operating with a minimal implementation of the IEEE
802.15.4 protocol.

3.35 security suite:A group of security operations designed to provide security services on medium access
control (MAC) frames.

3.36 self-organizing:The ability of network nodes to detect the presence of other nodes and to organize into
a structured, functioning network without human intervention.

3.37 self-healing:The ability of the network to detect, and recover from, faults appearing in either network
nodes or communication links, without human intervention.

3.38 service data unit (SDU)Information that is delivered as a unit through a service access point (SAP).
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3.39 symmetric key: A secret key that is shared between two or more parties that may be used for
encryption/decryption or integrity protection/integrity verification depending on its intended use

3.40 transaction: The exchange of related, consecutive frames between two peer medium access control
(MAC) entities, required for a successful transmission of a MAC command or da fra

3.41 wireless medium (WM):The medium used to implement the transfer of protocol data units (PDUSs)
between peer physical layer (PHY) entities of a low-rate wireless personal area netwdPANR.
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4. Acronyms and abbreviations

ACL
AES
ASN.1
AWGN
BE
BER
B

BO
BPSK
BSN
CAP
CBC-MAC
CCA
CCM
CFP
CID
CLH
CRC
CSMA-CA
CTR
cw
DSN
DSSS
ED
EIRP
EMC
ERP
EVM
FCS
FFD
FH
FHSS
GTS
IFS
IR
ISM
T
LAN
LIFS
LLC
LQ
LQI
LPDU
LR-WPAN

access control list

advanced encryption standard
Abstract Syntax Notation Number 1
additive white Gaussian noise
backoff exponent

bit error rate
beacon interval

beacon order

binary phase-shift keying

beacon sequence number
contention access period

cipher block chaining message authentication code
clear channel assessment

CTR + CBC-MAC

contention-free period

cluster identifier

cluster head

cyclic redundancy check

carrier sense multiple access with collision avoidance
counter mode

contention window (length)

data sequence number

direct sequence spread spectrum
energy detection

effective isotropic radiated power
electromagnetic compatibility
effective radiated power
error-vector magnitude

frame check sequence

full-function device

frequency hopping

frequency hopping spread spectrum
guaranteed time slot

interframe space or spacing
infrared

industrial, scientific, and medical
implementation under test
local area network

long interframe spacing

logical link control

link quality

link quality indication

LLC protocol data unit

low-rate wireless personal area network
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LSB
MAC
MCPS
MCPS-SAP
MFR
MHR
MIC
MLME
MLME-SAP
MSB
MSC
MPDU
MSDU
NB
0-QPSK
oSl
PAN
PANPC
PD-SAP
PDU
PER
PHR
PHY
PIB
PICS
PLME
PLME-SAP
PN
POS
PPDU
PRF
PSD
PSDU
ppm

RF
RFD
RSSI
RX
SAP
SD
SDL
SPDU
SDU
SFD
SHR
SIFS

Full document details: IEEE 802.15.4-2003
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least significant bit
medium access control

MAC common part sublayer

MAC common part sublayer-service access point
MAC footer

MAC header
message integrity code
MAC sublayer management entity
MAC sublayer management entity-service access point
most significant bit

message sequence chart

MAC protocol data unit

MAC service data unit

number of backoff (periods)

offset quadrature phase-shift keying
open systems interconnection
personal area network

personal area networkcomputer

PHY data service access point
protocol data unit

packet error rate

PHY header

physical layer

PAN information base

protocol implementation conformance statement
physical layer management entity
physical layer management entity-service access point
pseudo-random noise

personal operating space

PHY protocol data unit

pulse repetition frequency

power spectral density

PHY service data unit

parts per million

radio frequency

reduced-function device

received signal strength indication
receive or receiver

service access point

superframe duration

specification and description language
SSCS protocol data units

service data unit

start-of-frame delimiter
synchronization header

short interframe spacing
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SO
SRD
SSCS
SUT
TRX
X
UML
WLAN
WPAN

Copyright © 2003 IEEE

superframe order
short-range device
service specific convergence sublayer
system under test
transceiver
transmit or transmitter
unified modeling language
wireless local area network
wreless personal area network
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5. General description

A LR-WPAN is a simple, low-cost communication network that allows wireless connectivipplica@ions
with limited power and relaxed throughput requirements. The main objectives of an LR-WPAXSau@f e
installation, reliable data transfer, short-range operation, extremely low cost,reasbaable battery life,
while maintaining a simple and flexible protocol.

Some of the characteristics of an LR-WPAN are

— Over-the-air data rates of 250 kb/s, 40 kb/s, and 20 kb/s

— Star or peer-to-peer operation

— Allocated 16 bit short or 64 bit extended addresses

— Allocation of guaranteed time slots (GTSs)

— Carrier sense multiple access with collision avoidance (CSMA-CA) channel access

— Fully acknowledged protocol for transfer reliability

— Low power consumption

— Energy detection (ED)

— Link quality indication (LQI)

— 16 channels in the 2450 MHz band, 10 channels in the 915 MHz band, and 1 channel in the 868 MHz
band

Two different device types can participate in an LR-WPAN network; a full-function device (FFD) and a
reduced-function device (RFD). The FFD can operate in three modes serving as a pessonatveork

(PAN) coordinator, a coordinator, or a device. An FFD can talk to RFDs or other FFDs, while an RFD can
talk only to an FFD. An RFD is intended for applications that aremdly simple, such as a light switch or

a passive infrared sensor; they do not have the need to send large amourtsantidaty only associate

with a single FFD at a time. Consequently, the RFD can be implemented using minimal resourc@sand m
ory capacity.

5.1 Components of the IEEE 802.15.4 WPAN

A system conforming to IEEE 802.15.4 consists of several components. The most basic sctheAde
device can be an RFD or an FFD. Two or more devices within a POS communicatiegsamie physical
channel constitute a WPAN. However, a network shall include at least one FFD, operatiegP#sN
coordinator.

An IEEE 802.15.4 network is part of the WPAN family of standards although the coverage of an LR-WPAN
may extend beyond the POS, which typically defines the WPAN.

A well-defined coverage area does not exist for wireless media because propagation chaseterist
dynamic and uncertain. Small changes in position or direction may result in drastic déenemhe signal
strength or quality of the communication link. These effects occur whether a devigoisasy or mobile
as moving objects may impact station-to-station propagation.

5.2 Network topologies

Depending on the application requirements, the LR-WPAN may operate in either of two topologies: the star
topology or the peer-to-peer topology. Both are shown in Figure 1. In the star topology the caatiomnisic
established between devices and a single central controller, called the PAN coordiniaice typically

has some associated application and is either the initiation point or the termination pointwink ne
communications. A PAN coordinator may also have a specific application, but it can bto usiite,
terminate, or route communication around the network. The PAN coordinator is the primary controller of the
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PAN. All devices operating on a network of either topology shall have unique 64 bit extended addresses.
This address can be used for direct communication within the PAN, or it can be exchangeshdot
address allocated by the PAN coordinator when the device associates. The PAN coardigaiermains
powered, while the devices will most likely be battery powered. Applications that benefitafrstar
topology include home automation, personal computer (PC) peripherals, toys and gainpsrsanal

health care.

The peer-to-peer topology also has a PAN coordinator; however, it differs from the stagyapahat any

device can communicate with any other device as long as they are in range of one Reethi®-peer
topology allows more complex network formations to be implemented, such as mesh ngnapkingy.
Applications such as industrial control and monitoring, wireless sensor networks,aadseventory
tracking, intelligent agriculture, and security would benefit from such a network topology. Aopeeer

network can be ad hoc, self-organizing and self-healing. It may also allow multiple hops tmesstges

from any device to any other device on the network. Such functions can be added at the network layer, but
are not part of this standard.

o Star Topology Peer-to-Peer Topology
o \
o \PAN
/ \O Coordinator
® °
PAN

@ Full Function Device
O Reduced Function Device
<—> Communication Flow

Coordinator )

Figure 1—Star and peer-to-peer topology examples

Each independent PAN will select a unique identifier. This PAN identifier allows communication betwee
devices within a network using short addresses and enables transmissions between devices across
independent networks.

5.2.1 Network formation

The network formation is performed by the network layer, which is not part of this standard. Holisver, t
subclause provides a brief overview on how each supported topology may be formed.

5.2.1.1 Star network formation

The basic structure of a star network can be seen in Figure 1. After an FFDaseactor the first time, it

may establish its own network and become the PAN coordinator. All star networksedpdependently

from all other star networks currently in operation. This is achieved by choosily &éntifier, which is

not currently used by any other network within the radio sphere of influence. Once the PANeidentifi
chosen, the PAN coordinator can allow other devices to join its network; both FFDs and RFDs may join the
network. The detailed procedure can be found in 7.5.2 and 7.5.3.
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5.2.1.2 Peer-to-peer network formation

In a peer-to-peer topology, each device is capable of communicating with any otleerwlilin its radio
sphere of influence. One device will be nominated as the PAN coordinator, for instance, bgfirireg
the first device to communicate on the channel. Further network structures can toecteshout of the
peer-to-peer topology and may impose topological restrictions on the formation of the network.

An example of the use of the peer-to-peer communications topology is the cluster-redustbar-tree
network is a special case of a peer-to-peer network in which most devices aréARFRFD may connect to

a cluster tree network as a leave node at the end of a branch, because it may aatg asoone FFD at

a time. Any of the FFDs may act as a coordinator and provide synchronization services to other devices or
other coordinators. Only one of these coordinators can be the overall PAN coordinator, which may have
greater computational resources than any other device in the PAN. The PAN coordinator éofirst th
cluster by establishing itself as the cluster head (CLH) with a clusterfidef@ID) of zero, choosing an
unused PAN identifier, and broadcasting beacon frames to neighboring devices. A caddide¢e
receiving a beacon frame may request to join the network at the CLH. If the PAN coordinator permits the
device to join, it will add the new device as a child device in its neighbor list. Thenwtejomed device

will add the CLH as its parent in its neighbor list and begin transmitting periodéobs; other candidate
devices may then join the network at that device. If the original candidate device is nti pidfethe
network at the CLH, it will search for another parent device. The detailed procedscebidg how a PAN

is started and how devices join a PAN can be found in 7.5.2 and 7.5.3. The siomptest a cluster tree
network is a single cluster network, but larger networks are possible by forming a meslhitipfe
neighboring clusters. Once predetermined application or network requirementst atieenPAN coordinator

may instruct a device to become the CLH of a new cluster adjacent to the first omedeédtbes gradually
connect and form a multicluster network structure, such as the one seen in Figurdi@e§ heFigure 2
represent the parent-child relationships of the devices and not the communication floavdiage of a
multicluster structure is increased coverage area, while the disadvé@ntagincrease in message latency.

: PAN Coordinator
: Cluster Head (CLH)
: Device

Figure 2—Cluster tree network
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5.3 Architecture

The LR-WPAN architecture is defined in terms of a number of blocks in order to simplify the standard.
These blocks are called layers. Each layer is responsible for one part of the stadd#fdrarservices to

the higher layers. The layout of the blocks is based on the open systems interconnectiorvéDSéyse
model (see 2.2).

The interfaces between the layers serve to define the logical links that arbetbgethis standard.

An LR-WPAN device comprises a PHY, which contains the radio frequency (RF) transceiver along with its
low-level control mechanism, and a MAC sublayer that provides access to the physical foraaihgypes

of transfer. Figure 3 shows these blocks in a graphical representation, whicls@rkedein more detail in
5.3.1 and 5.3.2.

The upper layers, shown in Figure 3, consist of a network layer, which provides network configuration
manipulation, and message routing, and an application layer, which provides the intended finitte

device. The definition of these upper layers is outside the scope of this standard. An IEEE 802.2™ Type 1
logical link control (LLC) (see 2.1) can access the MAC sublayer through the servitfecspenvergence
sublayer (SSCS), defined in Annex A. The LR-WPAN architecture can be implementedsitdrebedded
devices or as devices requiring the support of an external device sucas a P

Upper Layers

Physical Medium

Figure 3—LR-WPAN device architecture

5.3.1 PHY

The PHY provides two services: the PHY data service and the PHY management service intertheing t
physical layer management entity (PLME). The PHY data service enabkearthmission and reception of
PHY protocol data units (PPDUSs) across the physical radio channel.

Clause 6 contains the specifications for the PHY.
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The features of the PHY are activation and deactivation of the radio transceiver, EDhahel selection,
clear channel assessment (CCA), and transmitting as well as receivingspmarkst the physical medium.
The radio shall operate at one of the following license-free bands:

— 868-868.6 MHz (e.g., Europe),
— 902-928 MHz (e.g., North America) or
— 2400-2483.5 MHz (worldwide).

Refer to Annex F for an informative summary of regulatory requirements.
5.3.2 MAC sublayer

The MAC sublayer provides two services: the MAC data service and the MAC management service
interfacing to the MAC sublayer management entity (MLME) service access point (SAP) (ksown a
MLME-SAP). The MAC data service enables the transmission and reception of MAC protocol data units
(MPDUSs) across the PHY data service.

The features of the MAC sublayer are beacon management, channed, &8€8smanagement, frame
validation, acknowledged frame delivery, association, and disassociation. In addgidMA® sublayer
provides hooks for implementing application appropriate security mechanisms.

Clause 7 contains the specifications for the MAC sublayer.

5.4 Functional overview

A brief overview of the general functions of a LR-WPAN is given in 5.4.1 through 5.4.6 and includes
information on the superfame structure, the data transfer model, the framcterstruobustness, power
consumption considerations, and security.

5.4.1 Superframe structure

The LR-WPAN standard allows the optional use of a superframe structure. The fothwsaperframe is
defined by the coordinator. The superframe is bounded by network beacons, is sent by thatoogseie
Figure 4), and is divided into 16 equally sized slots. The beacon frame is tradsmittte first slot of each
superframe. If a coordinator does not wish to use a superframe structure, it maff tthe beacon
transmissions. The beacons are used to synchronize the attacheesdéviidentify the PAN, and to
describe the structure of the superframes. Any device wishing to communicate derogtdntion access
period (CAP) between two beacons shall compete with other devices using a slotted CSMA-CAisnecha
All transactions shall be completed by the time of the next network beacon.

/ Frame Beacons\

Contention
Access Period

time
Figure 4—Superframe structure without GTSs

The superframe can have an active and an inactive portion. During the inactive, gbeticoordinator shall
not interact with its PAN and may enter a low-power mode.
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For low-latency applications or applications requiring specific data bandwidth, the PAN coordiragtor
dedicate portions of the active superframe to that application. These partéoredled guaranteed time slots
(GTSs). The GTSs form the contention-free period (CFP), which always appears at the endabivéh
superframe starting at a slot boundary immediately following the CAP, as shown in %igure PAN
coordinator may allocate up to seven of these GTSs, and a GTS may occupy more than one slot period.
However, a sufficient portion of the CAP shall remain for contention-based access oheitlverked

devices or new devices wishing to join the network. All contention-based transactions shall betecompl
before the CFP begins. Also each device transmitting in a GlBestsure that its transaction is complete
before the time of the next GTS or the end of the CFP. More information on the superframe structere can b

found in 7.5.1.1.
/Frame Beacons\

Contention
Access Period Free Period

time
Figure 5—Superframe structure with GTSs

5.4.2 Data transfer model

Three types of data transfer transactions exist. The first one is the data tramasteotdinator in which a

device transmits the data. The second transaction is the data transfardommdinator in which the device
receives the data. The third transaction is the data transfer between two peer tiesteegopology only

two of these transactions are used, because data may be exchanged only between thtoceordia

device. In a peer-to-peer topology data may be exchanged between any two devices on the network;
consequently all three transactions may be used in this topology.

The mechanisms for each transfer type depend on whether the network supports thesicanshi
beacons. A beacon-enabled network is used for supporting low-latency devices, such as R€lsetiph

the network does not need to support such devices, it can elect not to use the beacon faramsferal
However, the beacon is still required for network association. The structure of the frames used far the dat
transfer is described in 5.4.3.

5.4.2.1 Data transfer to a coordinator

This data transfer transaction is the mechanism to transfer data from a devic®tdiaator.

When a device wishes to transfer data to a coordinator in a beacon-enabled network, iefisstdisthe

network beacon. When the beacon is found, the device synchronizes to the superframe structure. At the
appropriate point, the device transmits its data frame, using slotted CSMA-CA, to the coordinator. T
coordinator acknowledges the successful reception of the data by transmitting an optionalesitkmew

frame. The transaction is now complete. This sequence is summarized in Figure 6.
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: Network
Coordinator Oeifias
Beacon
Data
<
Acknowledgment

(optional)

Figure 6—Communication to a coordinator in a beacon-enabled network

When a device wishes to transfer data in a nonbeacon-enabled network, it simphjtéréasdata frame,

using unslotted CSMA-CA, to the coordinator. The coordinator acknowledges the successful reception of
the data by transmitting an optional acknowledgment frame. The transaction is noleteoitigs sequence

is summarized in Figure 7.

Network

Coordinator Do

< Data

Acknowledgment
(optional)

Figure 7—Communication to a coordinator in a nonbeacon-enabled netw ork

5.4.2.2 Data transfer from a coordinator
This data transfer transaction is the mechanism for transferringrdatafcoordinator to a device.

When the coordinator wishes to transfer data to a device in a beacon-enabled network, eisinuitst
network beacon that the data message is pending. The device periodically listens twdHelbresgicon and,

if a message is pending, transmits a MAC command requesting the data, using slotted CSMA-CA. The
coordinator acknowledges the successful reception of the data request by transmitting an optional
acknowledgment frame. The pending data frame is then sent using slotted CSMA-CA. The device
acknowledges the successful reception of the data by transmitting an acknowledgmentTiame.
transaction is now complete. Upon receiving the acknowledgement, the messageved from the list of
pending messages in the beacon. This sequence is summarized in Figure 8.
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: Network
Coordinator Dl
Beacon >

_ Data Request

Acknowledgment >

Data

[
|

_ Acknowledgment

Figure 8—Communication from a coordinator a beacon-enabled network

When a coordinator wishes to transfer data to a device in a nonbeacon-enabled netivoek,the data for

the appropriate device to make contact and request the data. A device may ntakebgotransmitting a

MAC command requesting the data, using unslotted CSMA-CA, to its coordinator at aatappléefined

rate. The coordinator acknowledges the successful reception of the data request by tranasmitting
acknowledgment frame. If data are pending, the coordinator transmits the data frame, usingdunslotte
CSMA-CA, to the device. If data are not pending, the coordinator transmits a data frame witlieagih
payload to indicate that no data were pending. The device acknowledges the succesthrn dbp data

by transmitting an acknowledgment frame. The transaction is complete. Thenseqgs summarized in
Figure 9.

Network

Coordinator Blevioa

< Data Request

Acknowledgment

| .

A

Data

\ 4

Acknowledgment

<

Figure 9—Communication from a coordinator in a nonbeacon-enabled network

5.4.2.3 Peer-to-peer data transfers

In a peer-to-peer PAN, every device may communicate with every other device in its rad® sphe
influence. In order to do this effectively, the devices wishing to communicate will need toreitbare
constantly or synchronize with each other. In the former case, the device piyntsimsmit its data using
unslotted CSMA-CA. In the latter case, other measures need to be taken in order to gobleomization.
Such measures are beyond the scope of this standard.
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5.4.3 Frame structure

The frame structures have been designed to keep the complexity to a minimum while aahehtnse
making them sufficiently robust for transmission on a noisy channel. Eacéssine protocol layer adds to
the structure with layer-specific headers and footers. The LR-WPAN defimefrdme structures:

— A beacon frame, used by a coordinator to transmit beacons

— A data frame, used for all transfers of data

— An acknowledgment frame, used for confirming successful frame reception

— A MAC command frame, used for handling all MAC peer entity control transfers

The structure of each of the four frame types is described in 5.4.3.1 through 5.4.3.4. The diagreses in
subclauses illustrate the fields that are added by each layer of the protocol. Tétespackure illustrated
below the PHY represents the bits that are actually transmitted on the physical medium.

5.4.3.1 Beacon frame

Figure 10 shows the structure of the beacon frame, which originates from the MAC sublayer. A coordinator
can transmit network beacons in a beacon-enabled network. The MAC service data unit (MSDt3 conta
the superframe specification, pending address specification, address list, and beéwanh felds (see
7.2.2.1). The MSDU is prefixed with a MAC header (MHR) and appended with a MAC footer (MFR). The
MHR contains the MAC frame control fields, beacon sequence number (BSN)Jdmessing information

fields. The MFR contains a 16 bit frame check sequence (FCS). The MBBU, and MFR together form

the MAC beacon frame (i.e., MPDU).

Octets: 2 1 4o0r10 2 k m n 2
MAC Frame Sequence Addressing Superframe GTS Eigi@g FCS
sublayer Control Number Fields Specification | Fields Fields
MHR MsDU MFR
!
__________________ :
______ 5 :
Octets: 4 1 1 7+@or10) +k+m+n
PHY Preamble | Start of Frame |  Frame PSDU
layer |Sequence| Delimiter Length reiU _
! SHR PHR MPDU :
i 13+ @dor10y+k+m+n i
PPDU

Figure 10—Schematic view of the beacon frame

The MPDU is then passed to the PHY as the PHY beacon packet payload (PHY servicetdB@aDU).
The PSDU is prefixed with a synchronization header (SHR), containing the preseghlence and start-of-
frame delimiter (SFD) fields, and a PHY header (PHR) containing the length of the PSBtéts dhe
preamble sequence enables the receiver to achieve symbol synatwonizhe SHR, PHR, and PSDU
together form the PHY beacon packet, (i.e., PPDU).

5.4.3.2 Data frame

Figure 11 shows the structure of the data frame, which originates from the upper layers.
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Octets: 2 1 41020 n 2
MAC Frame (Sequence|  Addressing S :
sublayer Control | Number Fields Gaia Paioan | s
i MHR MSDU MFR |
Octets: 4 1 1 i 5+(4to20)+n

PHY Preamble [Start of Framel Frame MBRIT
layer |Sequence| Delimiter Length MPDU

SHR PHR PSDU

11+(4t020)+n

PPDU

Figure 11—Schematic view of the data frame

The data payload is passed to the MAC sublayer and is referred te B&SDU. The MSDU is prefixed

with an MHR and appended with an MFR. The MHR contains the frame control, sequence number, and
addressing information fields. The MFR is composed of a 16 bit FCS. The MHR, MSDU, and MERtoge
form the MAC data frame, (i.e., MPDU).

The MPDU is passed to the PHY as the PHY data frame payload, (i.e., PSDU). The PSDU is prefixed with
an SHR, containing the preamble sequence and SFD fields, and a PHR containing the lengthDdd tine PS
octets. The preamble sequence and the data SFD enable the receiviev®sehbol synchronization. The

SHR, PHR, and PSDU together form the PHY data packet, (i.e., PPDU).

5.4.3.3 Acknowledgment frame

Figure 12 shows the structure of the acknowledgment frame, which originates from the MAC sillbiayer.
MAC acknowledgment frame is constructed from an MHR and an MFR. The MHR contains the MAC
frame control and data sequence number fields. The MFR is composed of a 16 bit FOISIR' had MFR
together form the MAC acknowledgment frame (i.e., MPDU).

The MPDU is passed to the PHY as the PHY acknowledgment frame payload, (i.e., PBBBSDU is
prefixed with the SHR, containing the preamble sequence and SFD fields, aRtiheontaining the
length of the PSDU in octets. The SHR, PHR, and PSDU together form the PHY acknowlepgoker,

(i.e., PPDU).
Octets: 2 1 2
MAC Frame |Sequence| Freg
sublayer Control [ Number
i MHR MFR i
Octets: 4 1 1 | 5 :
PHY Preamble Sg;':ﬂg Frame MF’Bu
layer  [Sequence| pojmier | Length BIEAEL:
i SHR PHR PSDU |
1 1 i
| 1
PFDU
Figure 12—Schematic view of the acknowledgment frame
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5.4.3.4 MAC command frame

Figure 13 shows the structure of the MAC command frame, which originates from the MAC sublayer. The
MSDU contains the command type field and command specific data, called the morpmdoad (see
7.2.2.4). The MSDU is prefixed with an MHR and appended with an MFR. The MHR contains the MAC
frame control, data sequence number, and addressing information fields. The MFR contains a 16 bit FCS.
The MHR, MSDU, and MFR together form the MAC command frame, (i.e., MPDU).

Octets: 2 1 4to 20 1 n 2
MAC Frame |Sequence Addressing Command
sublayer Control | Number Fields Type FCS
: MHR MFR i
Octets: 4 1 1 6+ (4to20)+n i
PHY Preamble SFtraa':ﬂg Frame | 'MPDU .
layer Sequence| pgimirer | Length o
i SHR PHR PSDU i
| 12+{4to20)+n |
PPDU

Figure 13—Schematic view of the MAC command frame

The MPDU is then passed to the PHY as the PHY command frame payload, (i.e., PSDU). The PSDU is pre-
fixed with an SHR, containing the preamble sequence and SFD fields, and a PHR rogitkteariength of

the PSDU in octets. The preamble sequence enables the receiver to achieve symbaiisgtichrdlrhe

SHR, PHR, and PSDU together form the PHY command packet, (i.eJ)PPD

5.4.4 Robustness

The LR-WPAN employs various mechanisms to ensure robustness in the data transniiksise
mechanisms are the CSMA-CA mechanism, frame acknowledgment, and data verification and are briefly
discussed in 5.4.4.1 through 5.4.4.3.

5.4.4.1 CSMA-CA mechanism

The LR-WPAN uses two types of channel access mechanism, depending on the netwotkatmmfig
Nonbeacon-enabled networks use an unslotted CSMA-CA channel access mechaciistimé& a device
wishes to transmit data frames or MAC commands, it shall wait for a random pettaglcifannel is found

to be idle, following the random backoff, the device shall transmit its data. If theedhafound to be busy,
following the random backoff, the device shall wait for another random period before trying to access the
channel again. Acknowledgment frames shall be sent without using a CSMA-CA mechanism.

Beacon-enabled networks use a slotted CSMA-CA channel access mechanisnthevhackoff slots are
aligned with the start of the beacon transmission. Each time a device wishestattidata frames during

the CAP, it shall locate the boundary of the next backoff slot and then wait for a random number éf backof
slots. If the channel is busy, following this random backoff, the device shall wait for arextdem number

of backoff slots before trying to access the channel again. If the channel ish&ldevice can begin
transmitting on the next available backoff slot boundary. Acknowledgment and beacondhaihés sent
without using a CSMA-CA mechanism.

The CSMA-CA mechanism is discussed in 7.5.1.
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5.4.4.2 Frame acknowledgment

A successful reception and validation of a data or MAC command frame can be optionally confirmed with
an acknowledgment. If the receiving device is unable to handle the received data frame fos@mythea
message is not acknowledged.

If the originator does not receive an acknowledgment after some period, it assurtiestiiaatsmission was
unsuccessful and retries the frame transmission. If an acknowledgmetit igtsteceived after several
retries, the originator can choose either to terminate the transaction or to try again. When the
acknowledgment is not required, the originator assumes the transmission wasfslicce

The use of acknowledgment is discussed in detail in 7.5.6.4.
5.4.4.3 Data verification

In order to detect bit errors, an FCS mechanism, employing a 16 bit Internatioeaebriielunication
Union—Telecommunication Standardization Sector (ITU-T) cyclic redundancy check (CRC), is used to
protect every frame.

The FCS mechanism is discussed in 7.2.1.8.
5.4.5 Power consumption considerations

In many applications that use this standard, the devices will be battery powered where tleeimempiar
recharging in relatively short intervals is impractical; therefore the power consumption is of significa
concern. This standard was developed with the limited power supply availability in mind. Hothever
physical implementation of this standard will require additional power management considehati@me t
beyond the scope of this standard.

The protocol has been developed to favor battery-powered devices. However, in certain apsimaitoos
these devices could potentially be mains powered. Battery-powered devices will mhgyheycling to
reduce power consumption. These devices will spend most of their operational ifledp state; however,
each device shall periodically listen to the RF channel in order to determine whether a megssadieds
This mechanism allows the application designer to decide on the balancerbéitiery consumption and
message latency. Mains-powered devices have the option of listening to the RF chaimeduslg.

5.4.6 Security

Although the diverse range of applications to which this standard is targeted imposesasigoditstraints
on requiring a baseline security implementation in the MAC sublayer, some required securipn&lityti
is needed in order to provide basic security services and interoperability among al dienilsamenting
this standard. This baseline includes the ability to maintain an access controCligtdAd use symmetric
cryptography to protect transmitted frames. The ability to perform this security functionalitpatasly,
however, that security shall be used at any given time by any given device.ghlkee llaiyers determine
when security is to be used at the MAC sublayer and provide all keying material netegsavide the
security services. Key management, device authentication, and freshness protectienpmoavided by the
higher layers, but are out of scope of this standard. A brief introduction of some security terms édprovid
5.4.6.1 and 5.4.6.2; for more detailed information refer to Clause 7.

5.4.6.1 Security services

The security mechanisms in this standard are symmetric-key based using kegedohy higher layer
processes. The management and establishment of these keys is the respondibdiiynpfementer. The
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security provided by these mechanisms assume the keys are generated, transichiteded in a secure
manner.

5.4.6.1.1 Access control

Access control is a security service that provides the ability for a device to selediehel@tices with
which it is willing to communicate. In this standard, if the access control service is proidedice shall
maintain a list of devices in its ACL from which it expects to receive frames.

5.4.6.1.2 Data encryption

In this standard data encryption is a security service that uses a symnpéigictoiprotect data from being
read by parties without the cryptographic key. Data may be encrypted using a key shareouyy @f gr
devices (typically stored as the default key) or using a key shared betweeretewdtpgically stored in an
individual ACL entry). In this standard, data encryption may be provided on beacon pagosidsand
payloads, and data payloads.

5.4.6.1.3 Frame integrity

In this standard frame integrity is a security service that uses a message integrity code (M€ talatat

from being modified by parties without the cryptographic key. It further provides assurance that dgata cam
from a party with the cryptographic key. In this standard, integrity may be provided on data fraroes, bea
frames, and command frames. The key used to provide frame integrity may bebshargaup of devices
(typically stored as the default key) or by two peers (typically stored in an individual ACL entry).

5.4.6.1.4 Sequential freshness

Sequential freshness is a security service that uses an ordered sequence of inputs toneseitisfrhave
been replayed. When a frame is received, the freshness value is edmtdr the last known freshness
value. If the freshness value is newer than the last known value, the check has gabskd,freshness
value is updated to the new value. If the freshness value is not newer thankhewasfreshness value, the
check has failed. This service provides evidence that the received elatewaer than the last data received
by that device, but it does not provide a strict sense of time.

5.4.6.2 Security modes

Depending on the mode in which the device is operating and the security suitedselec MAC sublayer
may provide different security services.

5.4.6.2.1 Unsecured mode

Because security is not used for unsecured mode, no security services are provided bygeratieg in
unsecured mode.

5.4.6.2.2 ACL mode

Devices operating in ACL mode provide limited security services for communications withdethees.
While in ACL mode, the higher layer may chose to reject frames based on whether thesudlager
indicates that a frame is purported to originate from a specific device. Bexgps®graphic protection is
not provided in the MAC sublayer in this mode, the higher layer should implement other rashémi
ensure the identity of the sending device. The service that is provided while in ACL nam#ess control
(see 5.4.6.1.1).
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5.4.6.2.3 Secured mode

Devices operating in secured mode may provide any of the security services defined in 5.4 gcifice
security services are dependent on the security suite in use, and these serviceffiatelgptee security
suite itself. Services that may be provided while in secured mode include

— Access control (see 5.4.6.1.1)

— Data encryption (see 5.4.6.1.2)

— Frame integrity (see 5.4.6.1.3)
— Sequential freshness (see 5.4.6.1.4)

5.5 Concept of primitives

This subclause provides a brief overview of the concept of service primitivesr. fRefEEE Std 802.2-
1998 for more detailed information.

The services of a layer are the capabilities it offers to the user in the nextlaigreor sublayer by building
its functions on the services of the next lower layer. This concept is illustratédure 14, showing the
service hierarchy and the relationship of the two correspondent N-users and their associated N-layer (or
sublayer) peer protocol entities.

Service User
(N-User)

Request———>

Confirm<———

Service Provider
(N-layer)

Service User
(N-User)

—> Indication

<— Response

Figure 14—Service primitives

The services are specified by describing the information flow between the N-user andatyer. N-his

information flow is modeled by discrete, instantaneous events, which charactenme\rsion of a service.
Each event consists of passing a service primitive from one layer to the other througtSaRypssociated
with an N-user. Service primitives convey the required information by providing a particMaesdhese

service primitives are an abstraction because they specify only the provided service aatties theans by
which it is provided. This definition is independent of any other interface implementation.

Services are specified by describing the service primitives arrzaneters that characterize it. A service may
have one or more related primitives that constitute the activity that is related to that paséovitse. Each
service primitive may have zero or more parameters that convey the information required to provide the

service.

A primitive can be one of four generic types:

5For information on references, see Clause 2.

26
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— Request: The request primitive is passed from the N-user to the N-layer to request that a service is
initiated.

— Indication: The indication primitive is passed from the N-layer to the N-user to indicateeanal
N-layer event that is significant to the N-user. This event may be logically relatedrtmte service
request, or it may be caused by an N-layer internal event.

— ResponseThe response primitive is passed from the N-user to the N-layer tdeteraprocedure
previously invoked by an indication primitive.

— Confirm: The confirm primitive is passed from the N-layer to the N-user to convey the results of
one or more associated previous service requests.
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6. PHY specification

This clause specifies two PHY options for IEEE 802.15.4. The PHY is responsible for dwérfgltasks:

— Activation and deactivation of the radio transceiver
— ED within the current channel

— LQI for received packets

— CCA for CSMA-CA

— Channel frequency selection

— Data transmission and reception

Constants and attributes that are specified and maintained by the PHY are written in the texteafsthis cl

italics. Constants have a general prefix of “a”, egMaxPHYPacketSizeand are listed in Table 18.
Attributes have a general prefix of “phy”, e.ghyCurrentChanneland are listed in Table 19.

6.1 General requirements and definitions
This subclause specifies requirements that are common to both of th&MRHEE.4 PHYS.
6.1.1 Operating frequency range

A compliant device shall operate in one or several frequency bandstheimgodulation and spreading
formats summarized in Table 1.

Table 1—Frequency bands and data rates

oy Frebq;nedncy S?reading parameters | Data parameters
(MH2) (MHz) C(:kh C'ﬁlg?g Modulation B('Iil;}"lst)e ?IZSTE%(ZIE/‘S Symbols
868/915 868-868.6 300 BPSK 20 20 Binary
902-928 600 BPSK 40 40 Binary
2450 2400-2483.5 2000 O-QPSK 250 62.5 16-ary
Orthogonal

This standard is intended to conform with established regulations in Europe, Japan, GahtualUaited
States. The regulatory documents listed below are for information only and aret sabphange and
revisions at any time. IEEE 802.15.4 devices shall also comply with specific regiostdtlegi Additional

regulatory information is provided in Annex F.

Europe:

— Approval standards: European Telecommunications Standards Institute (ETSI)
— Documents: ETSI EN 300 328-1 [BF1JETSI EN 300 328-2 [B12], ETSI EN 300 220-1 [B10],
ERC 70-03 [B13]

— Approval authority: National type approval authorities

6The numbers in brackets correspond to the numbers of the bibliographpén Gn
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Japan:

— Approval standards: Association of Radio Industries and Businesses (ARIB)

— Document: ARIB STD-T66 [B14]

— Approval authority: Ministry of Public Management, Home Affairs, Posts and Telecommunications
(MPHPT)

United States:

— Approval standards: Federal Communications Commission (FCC), United States
— Document: FCC CFR47, Section 15.247 [B14]

Canada:

— Approval standards: Industry Canada (IC), Canada
— Document: GL36 [B15]

6.1.2 Channel assignments and numbering

A total of 27 channels, numbered 0 to 26, are available across the three frequency ikteeiscBannels
are available in the 2450 MHz band, 10 in the 915 MHz band, and 1 in the 868 MHz band. The center
frequency of these channels is defined as follows:

F. = 868.3 in megahertz, fé&r= 0
Fo.=906 + 2k-1) in megahertz, fok=1, 2, ..., 10
and Fc = 2405 + 5K-11) in megahertz, fat= 11, 12, ..., 26
where
k is the channel number.

For each PHY supported, a compliant device shall support all channels allowed byoegttatihe region
in which the device operates.

6.1.3 RF power measurement

Unless otherwise stated, all RF power measurements, either transmiteivereshall be made at the
appropriate transceiver to antenna connector. The measuremehleshable with equipment that is either
matched to the impedance of the antenna connector or corrected for any mismatch. For déigesnvit
antenna connector, the measurements shall be interpreted as effective isatliapc power (EIRP) (i.e., a
0 dBi gain antenna); and any radiated measurements shall be correcteghémsate for the antenna gain in
the implementation.

6.1.4 Transmit power

The maximum transmit power shall conform with local regulations. Refer to Annex F for additional
information on regulatory limits. A compliant device shall have its nominal tramsmier level indicated
by its PHY parametephyTransmitPowe(see 6.4).
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6.1.5 Out-of-band spurious emission

The out-of-band spurious emissions shall conform with local regulations. Refer to Annex Fifimnatd
information on regulatory limits on out-of-band emissions.

6.1.6 Receiver sensitivity definitions

The definitions in Table 2 are referenced by subclauses elsewhere in this standedohgeggceiver

sensitivity.
Table 2—Receiver sensitivity definitions
Term Definition of term Conditions
Packet error rate (PER),  Average fraction of transmitted packets Average measured over random PSQ}U
that are not detected correctly. data.
Receiver sensitivity Threshold input signal power that yieldss PSDU length = 20 octets.
a specified PER. — PER < 1%.

— Power measured at antenna terminals.
— Interference not present.

6.2 PHY service specifications

The PHY provides an interface between the MAC sublayer and the physical radio chantled, Ria
firmware and RF hardware. The PHY conceptually includes a managemigy called the PLME. This

entity provides the layer management service interfaces through which layer management fungtlmns ma
invoked. The PLME is also responsible for maintaining a database of managed objects pertaining to the
PHY. This database is referred to as the PHY PAN information base (PIB).

Figure 15 depicts the components and interfaces of the PHY.

FL-ZAP PLME-ZAP

PHY layer M

PHY
FIE

RF-SAF

Figure 15—The PHY reference model

The PHY provides two services, accessed through two SAPs: the PHY data sexséssed through the

PHY data SAP (PD-SAP), and the PHY management service, accessed thetjME's SAP (PLME-
SAP).
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6.2.1 PHY data service

The PD-SAP supports the transport of MPDUs between peer MAC sublayer entities. TabdetBeli
primitives supported by the PD-SAP. These primitives are discussed in the subclausesegtfieréhe
table.

Table 3—PD-SAP primitives

PD-SAP primitive Request Confirm Indication

PD-DATA 6.2.1.1 6.2.1.2 6.2.1.3

6.2.1.1 PD-DATA.request

The PD-DATA.request primitive requests the transfer of an MPDdJ @.SDU) from the MAC sublayer to
the local PHY entity.

6.2.1.1.1 Semantics of the service primitive

The semantics of the PD-DATA.request primitive is as follows:

PD-DATA.request (
psduLength,
psdu
)

Table 4 specifies the parameters for the PD-DATA.request primitive.

Table 4—PD-DATA.request parameters

Name Type Valid range Description

psduLength Unsigned < aMaxPHYPacketSize The number of octets contained in the PSDU to|be
Integer transmitted by the PHY entity.

psdu Set of octets — The set of octets forming the PSDU to be
transmitted by the PHY entity.

6.2.1.1.2 When generated

The PD-DATA.request primitive is generated by a local MAC sublayer entity and issue@tbyitsntity to
request the transmission of an MPDU.

6.2.1.1.3 Effect on receipt

The receipt of the PD-DATA.request primitive by the PHY entity will cause the trariemizfsthe supplied
PSDU. Provided the transmitter is enabled (TX_ON state), the PHY will first construct a P&id&ining
the supplied PSDU, and then transmit the PPDU. When the PHY entity has completed the tmanstniss
will issue the PD-DATA.confirm primitive with a status of SUCCESS.
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If the PD-DATA.request primitive is received while the receiver is EthifRX_ON state) or if the
transceiver is disabled (TRX_OFF state), the PHY entity will issue the PD-DATA.confirm pamitih a
status of RX_ON or TRX_OFF, respectively.

6.2.1.2 PD-DATA.confirm

The PD-DATA.confirm primitive confirms the end of the transmission of an MPDU (i.e., PSDU)drom
local MAC sublayer entity to a peer MAC sublayer entity.

6.2.1.2.1 Semantics of the service primitive

The semantics of the PD-DATA.confirm primitive is as follows:

PD-DATA.confirm (
status

)

Table 5 specifies the parameters for the PD-DATA.confirm primitive.

Table 5—PD-DATA.confirm parameters

Name Type Valid range Description
status Enumeration SUCCESS, RX_ON, | The result of the request to transmit a packet.
or TRX_OFF

6.2.1.2.2 When generated

The PD-DATA.confirm primitive is generated by the PHY entity and issued to its MAC sublayerientity
response to a PD-DATA.request primitive. The PD-DATA.confirm primitive will return a status of eithe
SUCCESS, indicating that the request to transmit was successful, moaacgle of RX_ON or TRX_OFF.
The reasons for these status values are fully described in 6.2.1.1.3.

6.2.1.2.3 Effect on receipt

On receipt of the PD-DATA.confirm primitive, the MAC sublayer entity is notified of the result of its
request to transmit. If the transmission attempt was successfidiatus parameter is set to SUCCESS.
Otherwise, the status parameter will indicate the error.

6.2.1.3 PD-DATA.indication

The PD-DATA.indication primitive indicates the transfer of an MPDU (i.e., PSDham fthe PHY to the
local MAC sublayer entity.
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6.2.1.3.1 Semantics of the service primitive

The semantics of the PD-DATA.indication primitive is as follows:

PD-DATA.indication (
psduLength,
psdu,
ppduLinkQuality
)

Table 6 specifies the parameters for the PD-DATA.indication primitive.

Table 6—PD-DATA.indication parameters

Name Type Valid range Description
psduLength Unsigned < aMaxPHYPacketSize| The number of octets contained in the PSDU
Integer received by the PHY entity.
psdu Set of octets — The set of octets forming the PSDU receivefl by

the PHY entity.

ppduLinkQuality | Integer 0 x 00-0 x ff Link quality (LQ) value measured during
reception of the PPDU (see 6.7.8).

6.2.1.3.2 When generated

The PD-DATA.indication primitive is generated by the PHY entity and issued to its MAC sublaygrtenti
transfer a received PSDU. This primitive will not be generated if the receivetquegth field is zero or
greater thamMaxPHYPacketSize

6.2.1.3.3 Effect on receipt

On receipt of the PD-DATA.indication primitive, the MAC sublayer is notified of the draivan MPDU
across the PHY data service.

6.2.2 PHY management service
The PLME-SAP allows the transport of management commands between the MLME and the PLME.

Table 7 lists the primitives supported by the PLME-SAP. These primitives aressistcin the clauses
referenced in the table.

Table 7—PLME-SAP primitives

PLME-SAP primitive Request Confirm
PLME-CCA 6.2.2.1 6.2.2.2
PLME-ED 6.2.2.3 6.2.2.4
PLME-GET 6.2.2.5 6.2.2.6
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Table 7—PLME-SAP primitives

(continued)

IEEE
Std 802.15.4-2003

PLME-SAP primitive Request Confirm
PLME-SET-TRX-STATE 6.2.2.7 6.2.2.8
PLME-SET 6.2.2.9 6.2.2.10

6.2.2.1 PLME-CCA.request

The PLME-CCA.request primitive requests that the PLME perform a CCA as defineddin 6.7.

6.2.2.1.1 Semantics of the service primitive

The semantics of the PLME-CCA.request primitive is as follows:

PLME-CCA.request

0

There are no parameters associated with the PLME-CCA.request primitive

6.2.2.1.2 When generated

The PLME-CCA.request primitive is generated by the MLME and issued to its PLME vdreghe CSMA-
CA algorithm requires an assessment of the channel.

6.2.2.1.3 Effect on receipt

If the receiver is enabled on receipt of the PLME-CCA.request primitive, the PLME wié da@$*HY to
perform a CCA. When the PHY has completed the CCA, the PLME will issue the f1GMconfirm

primitive with a status of either BUSY or IDLE, depending on the result of the CCA.

If the PLME-CCA. request primitive is received while the transceiver is disabled (TRX s@ke) or if the
transmitter is enabled (TX_ON state), the PLME will issue the PLMIEA-.Confirm primitive with a status
of TRX_OFF or TX_ON, respectively.

6.2.2.2 PLME-CCA.confirm

The PLME-CCA.confirm primitive reports the results of a CCA.

6.2.2.2.1 Semantics of the service primitive

The semantics of the PLME-CCA.confirm primitive is as follows:

PLME-CCA.confirm

status

)

Table 8 specifies the parameters for the PLME-CCA.confirm primitive.
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Table 8—PLME-CCA.confirm parameters

Name Type Valid range Description
status Enumeration TRX_OFF, The result of the request to perform a CCA.
TX_ON, BUSY, or
IDLE

6.2.2.2.2 When generated
The PLME-CCA.confirm primitive is generated by the PLME and issued to its MLME ponsg to a
PLME-CCA.request primitive. The PLME-CCA.confirm primitive will return a status of either BUSY or
IDLE, indicating a successful CCA, or an error code of TRX_OFF or TX_ON. The reasons for these sta
values are fully described in 6.2.2.1.3.
6.2.2.2.3 Effect on receipt
On receipt of the PLME-CCA.confirm primitive, the MLME is notified bdktresults of the CCA. If the
CCA attempt was successful, the status parameter is set to either BUSY or IDLE. i§gh#res status
parameter will indicate the error.
6.2.2.3 PLME-ED.request
The PLME-ED.request primitive requests that the PLME perform an ED measurement (8ge 6.7
6.2.2.3.1 Semantics of the service primitive
The semantics of the PLME-ED.request primitive is as follows:

PLME-ED.request 0
There are no parameters associated with the PLME-ED.request primitive.

6.2.2.3.2 When generated

The PLME-ED.request primitive is generated by the MLME and issued to its PLME to requeBt an E
measurement.

6.2.2.3.3 Effect on receipt

If the receiver is enabled on receipt of the PLME-ED.request primitive, the PLME will cauB&ithéo
perform an ED measurement. When the PHY has completed the ED measutieenBhiyIE will issue the
PLME-ED.confirm primitive with a status of SUCCESS.

If the PLME-ED.request primitive is received while the transceiver is disabRd (OFF state) or if the
transmitter is enabled (TX_ON state), the PLME will issue the PLME-ED.confirm primitive withus stiat
TRX_OFF or TX_ON, respectively.

6.2.2.4 PLME-ED.confirm

The PLME-ED.confirm primitive reports the results of the ED measerg.
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6.2.2.4.1 Semantics of the service primitive

The semantics of the PLME-ED.confirm primitive is as follows:

PLME-ED.confirm (
status,
EnergylLevel

)

Table 9 specifies the parameters for the PLME-ED.confirm primitive.

Table 9—PLME-ED.confirm parameters

Name Type Valid range Description
status Enumeration SUCCESS, The result of the request to perform an ED
TRX_OFF, or measurement.
TX_ON
EnergyLevel Integer 0 x 00-0 x ff ED level for the current channel.

6.2.2.4.2 When generated

The PLME-ED.confirm primitive is generated by the PLME and issued to its MLME in response to a
PLME-ED.request primitive. The PLME-ED.confirm primitive will return a statusWESESS, indicating

a successful ED measurement, or an error code of TRX_OFF or TX_ON. The reasorsefetdtus values

are fully described in 6.2.2.3.3.

6.2.2.4.3 Effect on receipt

On receipt of the PLME-ED.confirm primitive, the MLME is notified of the resulthefED measurement.
If the ED measurement attempt was successful, the status parametetoiSEECCESS. Otherwise, the
status parameter will indicate the error.

6.2.2.5 PLME-GET.request

The PLME-GET.request primitive requests information about a given PHY PIB attribute

6.2.2.5.1 Semantics of the service primitive

The semantics of the PLME-GET.request primitive is as follows:

PLME-GET.request (
PIBAttribute

)

Table 10 specifies the parameters for the PLME-GET.request primitive.
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Table 10—PLME-GET.request parameters

Name Type Valid range Description

PIBAttribute Enumeration See Table 19 The identifier of the PHY #&tBbute to get.

6.2.2.5.2 When generated

The PLME-GET.request primitive is generated by the MLME and issued to its PLME to obtamatitm
from the PHY PIB.

6.2.2.5.3 Effect on receipt

On receipt of the PLME-GET.request primitive, the PLME will attempt to retrieve thestegueHY PIB
attribute from its database. If the identifier of the PIB attribute is not found in thbade, the PLME will
issue the PLME-GET.confirm primitive with a status of UNSUPPORTED_ATTRIBUTE.

If the requested PHY PIB attribute is successfully retrieved, the PLME will issue the PLME&BET™M
primitive with a status of SUCCESS.

6.2.2.6 PLME-GET.confirm
The PLME-GET.confirm primitive reports the results of an information request from tiePFBi
6.2.2.6.1 Semantics of the service primitive

The semantics of the PLME-GET.confirm primitive is as follows:

PLME-GET.confirm (
status,
PIBAttribute,
PIBAttributeValue

)

Table 11 specifies the parameters for the PLME-GET.confirmifven

Table 11—PLME-GET.confirm parameters

Name Type Valid range Description
Status Enumeration  SUCCESS or The result of the request for PHY PIB
UNSUPPORTED_ATTRIBUTE | attribute information.
PIBAttribute Enumeration| See Table 19 The identifier of the PHY Pifbate
to get.
PIBAttributeValue | Various Attribute specific The value of the indicated/ B

attribute to get.
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6.2.2.6.2 When generated

The PLME-GET.confirm primitive is generated by the PLME and issued to its MLME in response to a
PLME-GET.request primitive. The PLME-GET.confirm primitive will return a status of either SUCCESS
indicating that the request to read a PHY PIB attribute was successful, or an error code of
UNSUPPORTED_ATTRIBUTE. The reasons for these status values are fully describeticiause
6.2.2.5.3.

6.2.2.6.3 Effect on receipt

On receipt of the PLME-GET.confirm primitive, the MLME is notified of the results of gaest to read a
PHY PIB attribute. If the request to read a PHY PIB attribute was successful, the status pasaseéter
SUCCESS. Otherwise, the status parameter will indicate the error.

6.2.2.7 PLME-SET-TRX-STATE.request

The PLME-SET-TRX-STATE.request primitive requests that the PHYyedtiange the internal operating
state of the transceiver. The transceiver will have three rnetigss

— Transceiver disabled (TRX_OFF).
— Transmitter enabled (TX_ON).
— Receiver enabled (RX_ON).

6.2.2.7.1 Semantics of the service primitive

The semantics of the PLME-SET-TRX-STATE.request primitive i®Bews:

PLME-SET-TRX-STATE.request (
state

)

Table 12 specifies the parameters for the PLME-SET-TRX-STATE.requestiypeim

Table 12—PLME-SET-TRX-STATE.request parameters

Name Type Valid range Description
state Enumeration RX_ON, TRX_OFF, | The new state in which to configure the transceiyer.
FORCE_TRX_OFF,
or TX_ON

6.2.2.7.2 When generated

The PLME-SET-TRX-STATE.request primitive is generated by the MLME and issued Rb.M& when
the current operational state of the receiver needs to be changed.

6.2.2.7.3 Effect on receipt

On receipt of the PLME-SET-TRX-STATE.request primitive, the PLME edlise the PHY to change to the
requested state. If the state change is accepted, the PHY will issueMiie FHT-TRX-STATE.confirm
primitive with a status of SUCCESS. If this primitive requests a state that thecdneer is already
configured, the PHY will issue the PLME-SET-TRX-STATE.confirm primitive withaus indicating the
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current state, i.e., RX_ON, TRX_OFF, or TX_ON. If this primitive is issued with ®&X or TRX_OFF
argument and the PHY is busy transmitting a PPDU, the PHY will issue the PLME-SET-TRX-
STATE.confirm primitive with a status BUSY_TX and defer the state change till the end of isgiosmiIf

this primitive is issued with TX_ON or TRX_OFF argument and the PHY isXn®N state and has
already received a valid SFD, the PHY will issue the PLME-SET-TRXFTE&TIconfirm primitive with a
status BUSY_RX and defer the state change till the end of reception of the PPDUptintiiise is issued

with FORCE_TRX_OFF, the PHY will cause the PHY to go the TRX_OFE staispective of the state the
PHY is in.

6.2.2.8 PLME-SET-TRX-STATE.confirm

The PLME-SET-TRX-STATE.confirm primitive reports the result of a requesthange the internal
operating state of the transceiver.

6.2.2.8.1 Semantics of the service primitive

The semantics of the PLME-SET-TRX-STATE.confirm primitive is as follows:

PLME-SET-TRX-STATE.confirm (
status

)

Table 13 specifies the parameters for the PLME-SET-TRX-STATE.confirm tpréemi

Table 13—PLME-SET-TRX-STATE.confirm parameters

Name Type Valid range Description
status Enumeration SUCCESS, RX_ON, The result of the request to change the state of the
TRX_OFF, TX_ON, transceiver.
BUSY_RX, or
BUSY_TX

6.2.2.8.2 When generated

The PLME-SET-TRX-STATE.confirm primitive is generated by the PLME and issued to its Maf¢E
attempting to change the internal operating state of the transceiver.

6.2.2.8.3 Effect on receipt

On receipt of the PLME-SET-TRX-STATE.confirm primitive, the MLME is notified of the ltesiits
request to change the internal operating state of the transceiver. A statushV&UWE@CESS indicates that

the internal operating state of the transceiver was accepted. A statesofaRX_ON, TRX_OFF, or
TX_ON indicates that the transceiver is already in the requested internal operating statesAalue of
BUSY_TX is issued when the PHY is requested to change its state to RX_ON or TRX_OFF while
transmitting. A status value of BUSY_RX is issued when the PHY is in RX_ON stataldeady received

a valid SFD, and is requested to change its state to TX_ON or TRX_OFF.

6.2.2.9 PLME-SET.request

The PLME-SET.request primitive attempts to set the indicated PHY PIB attributedivémevalue.
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6.2.2.9.1 Semantics of the service primitive

The semantics of the PLME-SET.request primitive is as follows:

PLME-SET.request (
PIBAttribute,
PIBAttributeValue

)

Table 14 specifies the parameters for the PLME-SET.request primitive.

Table 14—PLME-SET.request parameters

Name Type Valid range Description
PIBAttribute Enumeration See Table 19 The identifier of the PtBbaite to set.
PIBAttributeValue | Various Attribute specific The value of the indicated PIB attribute to set.

6.2.2.9.2 When generated

The PLME-SET.request primitive is generated by the MLME and issued to its PLMHE&ealver indicated
PHY PIB attribute.

6.2.2.9.3 Effect on receipt

On receipt of the PLME-SET.request primitive, the PLME will attempt to write the given value to the
indicated PHY PIB attribute in its database. If the PIBAttribute parameter specifiesiluteatinat is not
found in the database (see Table 19), the PLME will issue the PLME-SET.confirm priwittive status of
UNSUPPORTED_ATTRIBUTE. If the PIBAttibuteValue parameter specifies aeviilat is out of the valid
range for the given attribute, the PLME will issue the PLME-SET.confirm primitive @ittatus of
INVALID_PARAMETER.

If the requested PHY PIB attribute is successfully written, the PLME will issu®itME-SET.confirm
primitive with a status of SUCCESS.

6.2.2.10 PLME-SET.confirm
The PLME-SET.confirm primitive reports the results of the attempt ta B&B attribute.
6.2.2.10.1 Semantics of the service primitive

The semantics of the PLME-SET.confirm primitive is as follows:

PLME-SET.confirm (
status,
PIBAttribute

)

Table 15 specifies the parameters for the PLME-SET.confirm primitive.
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