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Abstract: The protocol and compatible interconnection for data communication devices using low-
data-rate, low-power, and low-complexity short-range radio frequency (RF) transmissions in a wire-
less personal area network (WPAN) were defined in IEEE Std 802.15.4-2006. In this revision, the
market applicability of IEEE Std 802.15.4 is extended, the ambiguities in the standard are removed,
and the improvements learned from implementations of IEEE Std 802.15.4-2006 are included.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of
any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or
that the use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied
“AS1S.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation. When a document is more than five years old and has not been reaffirmed,
it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present state of the
art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the formal
position, explanation, or interpretation of the IEEE. Comments for revision of IEEE Standards are welcome from any
interested party, regardless of membership affiliation with IEEE. Suggestions for changes in documents should be in the
form of a proposed change of text, together with appropriate supporting comments.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854-4141

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 802.15.4-2011, IEEE Standard for Local and metropolitan area
networks—Part 15.4: Low-Rate Wireless Personal Area Networks (LR-WPANS).

This is the second revision of IEEE Std 802.15.4. From the beginning, the goal of 802.15.4 was to produce
a standard that enabled very low-cost, low-power communications. The initial standard, IEEE Std 802.15.4-
2003, defined two optional PHY's, operating in different frequency bands with a very simple, but effective,
MAC.

In 2006, the standard was revised, adding two more PHY options. The MAC was backward-compatible, but
it added MAC frames with an increased version number, new security features, and a variety of MAC
enhancements, including:

— Support for a shared time base with a data time stamping mechanism
— Support for beacon scheduling

— Synchronization of broadcast messages in beacon-enabled PANs

In 2007, two new PHYs were added as an amendment, one of which supported accurate ranging. As a part
of this amendment, MAC capability to support ranging was added.

In 2009, two new PHY amendments were approved, one to provide operation in frequency bands specific in
China and the other for operation in frequency bands specific to Japan.

The current revision of the standard was created to roll in the previous three amendments into a single
document. However, IEEE Std 802.15.4 had become very popular, and there were three additional
amendments, 2 PHY and 1 MAC, in process at that time. It was clear that the original organization of the
standard was inadequate for the variety of applications, optional PHY's and optional MAC features to which
the 802.15.4 base standard would be applied.

Thus, the major changes in the current revision are not technical but editorial. The organization of the
standard was changed so that each PHY now has a separate clause. The MAC clause was split into
functional description, interface specification, and security specification. In additon, a great deal of
informative text, including the coexisting annex and regulatory annex, were deleted so that the document
would focus on only those technical requirements needed for interoperability. The revised organization is
the consensus decision of a broad group of 802.15 members, including people who were part of the original
standard as well as individuals developing amendments to the standard for new applications.

The PAR for IEEE Std 802.15.4-2011 was first proposed in July 2010 and was approved in September 2010
by NesCom. After a total of 10 drafts, 3 working group ballots ,and 4 sponsor ballots, the final standard was
approved in June 2011, less than one year from start to finish.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the provi-
sions of this standard does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does
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not, by the publication of its standards, intend to urge action that is not in compliance with applicable laws,
and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation, stan-
dardization, and the promotion of engineering practices and methods. By making this document available for
use and adoption by public authorities and private users, the IEEE does not waive any rights in copyright to
this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the issu-
ance of new editions or may be amended from time to time through the issuance of amendments, corrigenda,
or errata. An official IEEE document at any point in time consists of the current edition of the document
together with any amendments, corrigenda, or errata then in effect. In order to determine whether a given
document is the current edition and whether it has been amended through the issuance of amendments, cor-
rigenda, or errata, visit the IEEE Standards Association website at http://ieeexplore.ieee.org/xpl/stan-
dards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the [EEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://standards.ieee.org/
reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this recommended practice may require use of
subject matter covered by patent rights. By publication of this recommended practice, no position is taken
with respect to the existence or validity of any patent rights in connection therewith. The IEEE is not respon-
sible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries
into the legal validity or scope of Patents Claims or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are
reasonable or non-discriminatory. Users of this recommended practice are expressly advised that determina-
tion of the validity of any patent rights, and the risk of infringement of such rights, is entirely their own
responsibility. Further information may be obtained from the IEEE Standards Association.
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IEEE Standard for
Local and metropolitan area networks—

Part 15.4: Low-Rate Wireless Personal Area
Networks (LR-WPANS)

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection. Implementers of the standard are responsible for determining appropriate
safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading "Important Notice" or "Important Notices and Disclaimers Concerning IEEE Documents."
They can also be obtained on request from IEEE or viewed at http:/standards.ieee.org/IPR/
disclaimers.html,

1. Overview

1.1 General

Wireless personal area networks (WPANS) are used to convey information over relatively short distances.
Unlike wireless local area networks (WLANSs), connections effected via WPANs involve little or no
infrastructure. This feature allows small, power-efficient, inexpensive solutions to be implemented for a
wide range of devices.

1.2 Scope

This standard defines the physical layer (PHY) and medium access control (MAC) sublayer specifications
for low-data-rate wireless connectivity with fixed, portable, and moving devices with no battery or very
limited battery consumption requirements typically operating in the personal operating space (POS) of 10 m.

Physical layers (PHY's) are defined for

— Devices operating in the license-free 868—868.6 MHz, 902-928 MHz, and 2400-2483.5 MHz bands
— Devices with precision ranging, extended range, and enhanced robustness and mobility

— Devices operating according the Chinese regulations, Radio Management of P. R. of China doc.
#6326360786867187500 or current document, for one or more of the 314-316 MHz, 430-434 MHz,
and 779-787 MHz frequency bands

— Devices operating in the 950-956 MHz allocation in Japan and coexisting with passive tag systems
in the band
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1.3 Purpose

The standard provides for ultra low complexity, ultra low cost, ultra low power consumption, and low data
rate wireless connectivity among inexpensive devices. The raw data rate is high enough (250 kb/s) to satisfy
a set of applications but is also scaleable down to the needs of sensor and automation needs (20 kb/s or
below) for wireless communications.

In addition, one of the alternate PHY's provides precision ranging capability that is accurate to one meter.
Multiple PHYs are defined to support a variety of frequency bands including

— 868-868.6 MHz

— 902-928 MHz

— 2400-2483.5 MHz

— 314-316 MHz, 430-434 MHz, and 779—787 MHz band for LR-WPAN systems in China
— 950-956 MHz in Japan
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

FIPS Pub 197, Advanced Encryption Standard (AES).1

NITS/CWPAN Part 15.4, Chinese standard for the Wireless Medium Access Control (MAC) and the
Physical Layer (PHY) Specifications for Low-Rate Wireless Personal Area Networks, GB/T 15629.15-
2010.

IFIPS publications are available from the National Technical Information Service (NTIS), U.S. Dept. of Commerce, 5285 Port Royal
Rd., Springfield, VA 22161, USA (http://www.ntis.org/).

2CWPAN publications are available from either the China Electronics Standardization Institute (CESI), No.1 Andingmen East Street,
Dongcheng District, Beijng, China (http://www.cssn.net.cn) or the China National Institute of Standardization (CNIS), No. 4 Zhichun
Road, Haidian District, Beijng, China.
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3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary: Glossary of Terms & Definitions should be consulted for terms not defined in this clause.’

association: The service used to establish membership for a device in a network.

authentication tag: Information that allows the verification of authenticity of a message.

beacon-enabled personal area network (PAN): A PAN in which all coordinators emit regular beacons.
chirp: Linear frequency sweep (frequency may either increase or decrease).

contention access period: The period of time immediately following a beacon frame during which devices
wishing to transmit will compete for channel access using a slotted carrier sense multiple access with colli-

sion avoidance mechanism.

coordinator: A device in an low rate wireless personal area network (LR WPAN) that provides synchroni-
zation services to other devices in the LR WPAN.

data authentication: The process whereby an entity receiving a message corroborates evidence about the
true source of the information in the message and, thereby, evidence that the message has not been modified
in transit.

data authenticity: Assurance about the source of information.

device: Any entity containing an implementation of the IEEE 802.15.4 medium access control and physical
interface to the wireless medium. A device may be a reduced-function device or a full-function device.

encryption: The transformation of a message into a new representation so that privileged information is
required to recover the original representation.

frame: The format of aggregated bits from a medium access control sublayer entity that are transmitted
together in time.

full-function device: A device capable of operating as a coordinator.
group key: A key that is known only to a set of devices.

key: Privileged information that may be used, for example, to protect information from disclosure to, and/or
undetectable modification by, parties that do not have access to this privileged information.

key establishment: A process whereby two or more parties establish a key.
keying material: The combination of a key and associated security information (e.g., a nonce value).

key management: The collection of processes for the establishment and maintenance of keying relation-
ships over a system’s lifetime.

3The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at http://shop.ieee.org/.
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link key: A secret key that is shared between precisely two devices.
mobile device: A device whose location in the network may change during use.

nonbeacon-enabled personal area network (PAN): A PAN in which coordinators do not emit regular bea-
cons.

nonce: A nonrepeating value, such as an increasing counter, a sufficiently long random string, or a time
stamp.

orphaned device: A device that has lost contact with its associated coordinator.
packet: The formatted, aggregated bits that are transmitted together in time across the physical medium.
payload data: The contents of a data message that is being transmitted.

personal area network (PAN) coordinator: A coordinator that is the principal controller of a PAN. An
IEEE 802.15.4 network has exactly one PAN coordinator.

plain text: A string of unscrambled information.
ranging-capable device: A device containing an implementation capable of supporting ranging.
reduced-function device (RFD): A device that is not capable of operating as a coordinator.

symmetric key: A secret key that is shared between two or more parties that may be used for encryption/
decryption or integrity protection/integrity verification, depending on its intended use.

transaction: The exchange of related, consecutive frames between two peer medium access control (MAC)
entities, required for a successful transmission of a MAC command or data frame.

3.2 Acronyms and abbreviations

ADC analog-to-digital converter

AES advanced encryption standard

AGC automatic gain control

AR acknowledgment request

ASK amplitude shift keying

AWGN additive white Gaussian noise

BER bit error rate

BLE battery life extension

BPM burst position modulation

BPSK binary phase-shift keying

BSN beacon sequence number

CAP contention access period

CBC-MAC  cipher block chaining message authentication code

CCA clear channel assessment

CCM counter mode encryption and cipher block chaining message authentication code

CCM* extension of counter mode encryption and cipher block chaining message authentication
code

CFP contention-free period

Copyright © 2011 IEEE. All rights reserved.
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CRC cyclic redundancy check
CoU chirp on ultra-wide band
CS continuous spectrum
CSK chirp-shift keying
CSMA-CA  carrier sense multiple access with collision avoidance
CSS chirp spread spectrum
CTR counter mode
CWPAN Chinese wireless personal area network
DAA detect and avoid
DEMUX de-multiplexer
DPS dynamic preamble selection
DQCSK differential quadrature chirp-shift keying
DQPSK differential quadrature phase-shift keying
DSN data sequence number
DSSS direct sequence spread spectrum
ED energy detection
EIRP effective isotropic radiated power
ERP effective radiated power
EVM error-vector magnitude
FCS frame check sequence
FEC forward error correction
FFD full-function device
FH frequency hopping
FHSS frequency hopping spread spectrum
FoM figure of merit
GDOP geometric dilution of precision
GFSK Gaussian frequency-shift keying
GTS guaranteed time slot
IFS interframe space or spacing
ISM industrial, scientific, and medical
LBT listen before talk
LCP linear combination of pulses
LFSR linear feedback shift register
LIFS long interframe spacing
LOS line-of-sight
LQI link quality indication
LPDU logical link control protocol data unit
LR-WPAN  low-rate wireless personal area network
LSB least significant bit
MAC medium access control
MCPS MAC common part sublayer
MCPS-SAP  MAC common part sublayer service access point
MFR MAC footer
MHR MAC header
MIC message integrity code
MLME MAC sublayer management entity
6
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MLME-SAP MAC sublayer management entity service access point

MSB
MPDU
MPSK
MSDU
NLOS
OCDM
0-QPSK
PAN

PC

PD
PD-SAP
PER
PHR
PHY

PIB

PICS
PLL
PLME
PLME-SAP
PN

PPDU
PPM
PRBS
PRF

PSD
PSDU
PSSS
RDEV
RF

RFD
RFRAME
RMARKER
RSSI

RX
SDS-TWR
SFD

SHR
SIFS
SNR
TRX

TX

UWB
WPAN

most significant bit

MAC protocol data unit

m-ary phase shift keying

MAC service data unit
non-line-of-sight

orthogonal code division multiplexing
offset quadrature phase-shift keying
personal area network

personal computer

PHY data

PHY data service access point

packet error rate

PHY header

physical layer

personal area network information base
protocol implementation conformance statement
phase-locked loop

physical layer management entity
physical layer management entity service access point
pseudo-random noise

PHY protocol data unit

pulse position modulation
pseudo-random binary sequence
pulse repetition frequency

power spectral density

PHY service data unit

parallel sequence spread spectrum
ranging-capable device

radio frequency

reduced-function device

ranging frame

ranging marker

receive signal strength indicator
receive or receiver

symmetric double-sided two-way ranging
start-of-frame delimiter
synchronization header

short interframe spacing
signal-to-noise ratio

transceiver

transmit or transmitter

ultra-wide band

wireless personal area network
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4. General description

4.1 General

An LR-WPAN is a simple, low-cost communication network that allows wireless connectivity in
applications with limited power and relaxed throughput requirements. The main objectives of an LR-WPAN
are ease of installation, reliable data transfer, extremely low cost, and a reasonable battery life, while
maintaining a simple and flexible protocol.

Some of the capabilities provided by this standard are as follows:

—  Star or peer-to-peer operation

—  Unique 64-bit extended address or allocated 16-bit short address

—  Optional allocation of guaranteed time slots (GTSs)

—  Carrier sense multiple access with collision avoidance (CSMA-CA) or ALOHA channel access
—  Fully acknowledged protocol for transfer reliability

—  Low power consumption

—  Energy detection (ED)

— Link quality indication (LQI)

This standard defines multiple PHY's operating in a variety of frequency bands, as described in 8.1.1.

Two different device types can participate in an IEEE 802.15.4 network: a full-function device (FFD) and a
reduced-function device (RFD). An FFD is a device that is capable of serving as a personal area network
(PAN) coordinator or a coordinator. An RFD is a device that is not capable of serving as either a PAN
coordinator or a coordinator. An RFD is intended for applications that are extremely simple, such as a light
switch or a passive infrared sensor; it does not have the need to send large amounts of data and only
associates with a single FFD at a time. Consequently, the RFD can be implemented using minimal resources
and memory capacity.

4.2 Components of the IEEE 802.15.4 WPAN

A system conforming to this standard consists of several components. The most basic is the device. Two or
more devices communicating on the same physical channel constitute a WPAN. However, this WPAN
includes at least one FFD, which operates as the PAN coordinator.

A well-defined coverage area does not exist for wireless media because propagation characteristics are
dynamic and uncertain. Small changes in position or direction often result in drastic differences in the signal
strength or quality of the communication link. These effects occur whether a device is stationary or mobile,
as moving objects affect station-to-station propagation.

4.3 Network topologies

Depending on the application requirements, an IEEE 802.15.4 LR-WPAN operates in either of two
topologies: the star topology or the peer-to-peer topology. Both are shown in Figure 1. In the star topology,
the communication is established between devices and a single central controller, called the PAN
coordinator. A device typically has some associated application and is either the initiation point or the
termination point for network communications. A PAN coordinator can also have a specific application, but
it can be used to initiate, terminate, or route communication around the network. The PAN coordinator is the
primary controller of the PAN. All devices operating on a network of either topology have unique addresses,
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referred to as extended addresses. A device will use either the extended address for direct communication
within the PAN or the short address that was allocated by the PAN coordinator when the device associated.
The PAN coordinator will often be mains powered, while the devices will most likely be battery powered.
Applications that benefit from a star topology include home automation, personal computer (PC)
peripherals, games, and personal health care.

Star Topology Peer-to-Peer Topology

\
\T/ <,.,,o
. .h‘\“‘o \ Coolz;g\i?ator

@ Full Function Device
O Reduced Function Device

Communication Flow

PAN
Coordinator O

Figure 1—Star and peer-to-peer topology examples

The peer-to-peer topology also has a PAN coordinator; however, it differs from the star topology in that any
device is able to communicate with any other device as long as they are in range of one another. Peer-to-peer
topology allows more complex network formations to be implemented, such as mesh networking topology.
Applications such as industrial control and monitoring, wireless sensor networks, asset and inventory
tracking, intelligent agriculture, and security would benefit from such a network topology. A peer-to-peer
network allows multiple hops to route messages from any device to any other device on the network. Such
functions can be added at the higher layer, but they are not part of this standard.

Each independent PAN selects a unique identifier. This PAN identifier allows communication between
devices within a network using short addresses and enables transmissions between devices across
independent networks. The mechanism by which identifiers are chosen is outside the scope of this standard.

The network formation is performed by the higher layer, which is not part of this standard. However, 4.3.1
and 4.3.2 provide a brief overview on how each supported topology can be formed.

4.3.1 Star network formation

The basic structure of a star network is illustrated in Figure 1. After an FFD is activated, it can establish its
own network and become the PAN coordinator. All star networks operate independently from all other star
networks currently in operation. This is achieved by choosing a PAN identifier that is not currently used by
any other network within the radio communications range. Once the PAN identifier is chosen, the PAN
coordinator allows other devices, potentially both FFDs and RFDs, to join its network. The higher layer can
use the procedures described in 5.1.2 and 5.1.3 to form a star network.

4.3.2 Peer-to-peer network formation

In a peer-to-peer topology, each device is capable of communicating with any other device within its radio
communications range. One device is nominated as the PAN coordinator, for instance, by virtue of being the
first device to communicate on the channel. Further network structures are constructed out of the peer-to-
peer topology, and it is possible to impose topological restrictions on the formation of the network.
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An example of the use of the peer-to-peer communications topology is the cluster tree. The cluster tree
network is a special case of a peer-to-peer network in which most devices are FFDs. An RFD connects to a
cluster tree network as a leaf device at the end of a branch because RFDs do not allow other devices to
associate. Any FFD is able to act as a coordinator and provide synchronization services to other devices or
other coordinators. Only one of these coordinators is the overall PAN coordinator, potentially because it has
greater computational resources than any other device in the PAN. The PAN coordinator forms the first
cluster by choosing an unused PAN identifier and broadcasting beacon frames to neighboring devices. A
contention resolution mechanism is required if two or more FFDs simultaneously attempt to establish
themselves as PAN coordinators; however, such a mechanism is outside the scope of this standard. A
candidate device receiving a beacon frame is able to request to join the network at the PAN coordinator. If
the PAN coordinator permits the device to join, it adds the new device as a child device in its neighbor list.
Then the newly joined device adds the PAN coordinator as its parent in its neighbor list and begins
transmitting periodic beacons; other candidate devices are able to then join the network at that device. If the
original candidate device is not able to join the network at the PAN coordinator, it will search for another
parent device. The detailed procedures describing how a PAN is started and how devices join a PAN are
found in 5.1.2 and 5.1.3.

The simplest form of a cluster tree network is a single cluster network, but larger networks are possible by
forming a mesh of multiple neighboring clusters. Once predetermined application or network requirements
are met, the first PAN coordinator instructs a device to become the PAN coordinator of a new cluster
adjacent to the first one. Other devices gradually connect and form a multicluster network structure, such as
the one seen in Figure 2. The lines in Figure 2 represent the parent-child relationships of the devices and not
the communication flow. The advantage of a multicluster structure is increased coverage area, while the
disadvantage is an increase in message latency.

Coordinator—

Cz)""--—o’"

1 First PAN Coordinator
: PAN Coordinators
- Device

coe

Figure 2—Cluster tree network

4.4 Architecture

The IEEE 802.15.4 architecture is defined in terms of a number of blocks in order to simplify the standard.
These blocks are called layers. Each layer is responsible for one part of the standard and offers services to
the higher layers.
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The interfaces between the layers serve to define the logical links that are described in this standard.

An LR-WPAN device comprises at least one PHY, which contains the radio frequency (RF) transceiver
along with its low-level control mechanism, and a MAC sublayer that provides access to the physical
channel for all types of transfer. Figure 3 shows these blocks in a graphical representation, which are
described in more detail in 4.4.1 and 4.4.2.

Upper layers

v v

MCPS SAP MLME SAP
MAC

PD SAP PLME SAP
PHY

v

Physical medium
Figure 3—LR-WPAN device architecture

The upper layers, shown in Figure 3, consist of a network layer, which provides network configuration,
manipulation, and message routing, and an application layer, which provides the intended function of the
device. The definition of these upper layers is outside the scope of this standard.

4.4.1 Physical layer (PHY)

The PHY provides two services: the PHY data service and the PHY management service. The PHY data
service enables the transmission and reception of PHY protocol data units (PPDUs) across the physical radio
channel. The general PHY requirements are described in Clause 8.

The features of the PHY are activation and deactivation of the radio transceiver, ED, LQI, channel selection,
clear channel assessment (CCA), and transmitting as well as receiving packets across the physical medium.
The UWB PHY also has the feature of precision ranging.

A discussion of the coexistence of the various IEEE 802.15.4 PHY's with other wireless systems is given in
“Coexistence analysis of IEEE Std 802.15.4 with other IEEE standards and proposed standards” [B4].4

4.4.2 MAC sublayer

The MAC sublayer provides two services: the MAC data service and the MAC management service
interfacing to the MAC sublayer management entity (MLME) service access point (SAP) (known as
MLME-SAP). The MAC data service enables the transmission and reception of MAC protocol data units
(MPDUs) across the PHY data service.

The features of the MAC sublayer are beacon management, channel access, GTS management, frame
validation, acknowledged frame delivery, association, and disassociation. In addition, the MAC sublayer
provides hooks for implementing application-appropriate security mechanisms.

Clause 5 and Clause 6 contains the specifications for the MAC sublayer.

“The numbers in brackets correspond to the numbers of the bibliography in Annex A.
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4.5 Functional overview
A brief overview of the general functions of a LR-WPAN is given in this subclause.
4.5.1 Superframe structure

This standard allows the optional use of a superframe structure. The format of the superframe is defined by
the coordinator. The superframe is bounded by network beacons sent by the coordinator, as illustrated in
Figure 4a), and is divided into 16 slots of equal duration. Optionally, the superframe can have an active and
an inactive portion, as illustrated in Figure 4b). During the inactive portion, the coordinator is able to enter a
low-power mode. The beacon frame transmission starts at the beginning of the first slot of each superframe.
If a coordinator does not wish to use a superframe structure, it will turn off the beacon transmissions. The
beacons are used to synchronize the attached devices, to identify the PAN, and to describe the structure of
the superframes.

Beacons

a) Superframe without inactive period time

Beacons —

Inactive period

b) Superframe with inactive period time

Figure 4—Superframe structure

Any device wishing to communicate during the contention access period (CAP) between two beacons
competes with other devices using a slotted CSMA-CA or ALOHA mechanism, as appropriate. For
low-latency applications or applications requiring specific data bandwidth, the PAN coordinator dedicates
portions of the active superframe to that application. These portions are called guaranteed time slots (GTSs).
The GTSs form the contention-free period (CFP), which always appears at the end of the active superframe
starting at a slot boundary immediately following the CAP, as shown in Figure 5. The PAN coordinator
allocates up to seven of these GTSs, and a GTS is allowed to occupy more than one slot period. However, a
sufficient portion of the CAP remains for contention-based access of other networked devices or new
devices wishing to join the network. All contention-based transactions are completed before the CFP begins.
Also each device transmitting in a GTS ensures that its transaction is complete before the time of the next
GTS or the end of the CFP. More information on the superframe structure can be found in 5.1.1.1.

Beacons

Contention
ac :esr period

time

Figure 5—Structure of the active periods with GTSs
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4.5.2 Data transfer model

Three types of data transfer transactions exist. The first one is the data transfer to a coordinator in which a
device transmits the data. The second transaction is the data transfer from a coordinator in which the device
receives the data. The third transaction is the data transfer between two peer devices. In star topology, only
two of these transactions are used because data is exchanged only between the coordinator and a device. In a
peer-to-peer topology, data is exchanged between any two devices on the network; consequently all three
transactions are used in this topology.

The mechanisms for each transfer type depend on whether the network supports the transmission of periodic
beacons. A beacon-enabled PAN is used in networks that either require synchronization or support for low-
latency devices, such as PC peripherals. If the network does not need synchronization or support for low-
latency devices, it can elect not to use the beacon for normal transfers. However, the beacon is still required
for network discovery. The structure of the frames used for the data transfer is specified in 5.2.

4.5.2.1 Data transfer to a coordinator

When a device wishes to transfer data to a coordinator in a beacon-enabled PAN, it first listens for the
network beacon. When the beacon is found, the device synchronizes to the superframe structure. At the
appropriate time, the device transmits its data frame to the coordinator. The coordinator will acknowledge
the successful reception of the data by transmitting an acknowledgment frame, if requested.

When a device wishes to transfer data in a nonbeacon-enabled PAN, it simply transmits its data frame to the
coordinator. The coordinator acknowledges the successful reception of the data by transmitting an optional
acknowledgment frame, completing the transaction.

4.5.2.2 Data transfer from a coordinator

When the coordinator wishes to transfer data to a device in a beacon-enabled PAN, it indicates in the
network beacon that the data message is pending. The device periodically listens to the network beacon and,
if a message is pending, transmits a MAC command requesting the data. The coordinator acknowledges the
successful reception of the data request by transmitting an acknowledgment frame. The pending data frame
is then sent by the coordinator. The device acknowledges the successful reception of the data by transmitting
an acknowledgment frame, if requested. The transaction is now complete. Upon successful completion of
the data transaction, the message is removed from the list of pending messages in the beacon.

When a coordinator wishes to transfer data to a device in a nonbeacon-enabled PAN, it stores the data for the
appropriate device to make contact and request the data. A device requests data by transmitting a MAC
command requesting the data to its coordinator. The coordinator acknowledges the successful reception of
the data request by transmitting an acknowledgment frame. If a data frame is pending, the coordinator
transmits the data frame. If a data frame is not pending, the coordinator indicates this fact either in the
acknowledgment frame following the data request or in a data frame with a zero-length payload, as defined
in 5.1.6.3. If requested, the device acknowledges the successful reception of the data frame by transmitting
an acknowledgment frame.

4.5.2.3 Peer-to-peer data transfers

In a peer-to-peer PAN, every device communicates directly with every other device in its radio
communications range. In order to do this effectively, the devices wishing to communicate will need to
either receive constantly or synchronize with each other. In the former case, the device can simply transmit
its data. In the latter case, other measures need to be taken in order to achieve synchronization. Such
measures are beyond the scope of this standard.
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4.5.3 Frame structure

The frame structures have been designed to keep the complexity to a minimum while at the same time
making them sufficiently robust for transmission on a noisy channel. Each successive protocol layer adds to
the structure with layer-specific headers and footers. This standard defines four MAC frame structures:

— A beacon frame, used by a coordinator to transmit beacons
— A data frame, used for all transfers of data
— An acknowledgment frame, used for confirming successful frame reception

— A MAC command frame, used for handling all MAC peer entity control transfers

The MAC frames are passed to the PHY as the PHY service data unit (PSDU), which becomes the PHY
payload. The PPDU is illustrated in Figure 6.

MAC header MAC footer
MAC load
(MHR) paylod (MFR)
Synchronization header PHY header PHY payload
(SHR) (PHR) (PSDU)

Figure 6—Schematic view of the PPDU

The format of the SHR and PHR is defined for each of the PHY's in their respective clause.
The MHR and MFR are defined in 5.2.1.
4.5.4 Improving probability of successful delivery

The IEEE 802.15.4 LR-WPAN employs various mechanisms to improve the probability of successful data
transmission. These mechanisms are discussed in 4.5.4.1 through 4.5.4.4.

4.5.4.1 CSMA-CA mechanism

The IEEE 802.15.4 LR-WPAN uses two types of channel access mechanism, depending on the network
configuration. Nonbeacon-enabled PANs use an unslotted CSMA-CA channel access mechanism, as
described in 5.1.1.4. Each time a device wishes to transmit data frames or MAC commands, it waits for a
random period. If the channel is found to be idle, following the random backoff, the device transmits its data.
If the channel is found to be busy following the random backoff, the device waits for another random period
before trying to access the channel again. Acknowledgment frames are sent without using a CSMA-CA
mechanism.

Beacon-enabled PANs use a slotted CSMA-CA channel access mechanism, where the backoff periods are
aligned with the start of the beacon transmission. The backoff periods of all devices within one PAN are
aligned to the PAN coordinator. Each time a device wishes to transmit data frames during the CAP, it locates
the boundary of the next backoff period and then waits for a random number of backoff periods. If the
channel is busy, following this random backoff, the device waits for another random number of backoff
periods before trying to access the channel again. If the channel is idle, the device begins transmitting on the
next available backoff period boundary. Acknowledgment and beacon frames are sent without using a
CSMA-CA mechanism.
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4.5.4.2 ALOHA mechanism

In the ALOHA protocol, a device transmits without sensing the medium or waiting for a specific time slot.
The ALOHA mechanism is appropriate for lightly loaded networks since the probability of collision is
reasonably small if the probability of clear channel is sufficiently large.

4.5.4.3 Frame acknowledgment

A successful reception and validation of a data or MAC command frame is optionally confirmed with an
acknowledgment, as described in 5.1.6.4. If the receiving device is unable to handle the received data frame
for any reason, the message is not acknowledged.

If the originator does not receive an acknowledgment after some period, it assumes that the transmission was
unsuccessful and retries the frame transmission. If an acknowledgment is still not received after several
retries, the originator can choose either to terminate the transaction or to try again. When the
acknowledgment is not required, the originator assumes the transmission was successful.

4.5.4.4 Data verification
A cyclic redundancy check (CRC) is used to detect errors in every PSDU, as defined in 5.2.1.9.
4.5.5 Power consumption considerations

In many applications that use this standard, devices will be battery powered, and battery replacement or
recharging in relatively short intervals is impractical. Therefore, the power consumption is of significant
concern. This standard was developed with limited power supply availability in mind. However, the
physical implementation of this standard will require additional power management considerations that are
beyond the scope of this standard.

The protocol has been developed to favor battery-powered devices. However, in certain applications, some
of these devices could potentially be mains powered. Battery-powered devices will require duty-cycling to
reduce power consumption. These devices will spend most of their operational life in a sleep state; however,
each device periodically listens to the RF channel in order to determine whether a message is pending. This
mechanism allows the application designer to decide on the balance between battery consumption and
message latency. Higher powered devices have the option of listening to the RF channel continuously.

In addition to the power saving features of the LR-WPAN system, the UWB PHY also provides a hybrid
modulation that enables very simple, noncoherent receiver architectures to further minimize power
consumption and implementation complexity.

4.5.6 Security

From a security perspective, wireless ad hoc networks are no different from any other wireless network.
They are vulnerable to passive eavesdropping attacks and active tampering because physical access to the
wire is not required to participate in communications. The very nature of ad hoc networks and their cost
objectives impose additional security constraints, which perhaps make these networks the most difficult
environments to secure. Devices are low-cost and have limited capabilities in terms of computing power,
available storage, and power drain; and it cannot always be assumed they have a trusted computing base nor
a high-quality random number generator aboard. Communications cannot rely on the online availability of a
fixed infrastructure and might involve short-term relationships between devices that never have
communicated before. These constraints severely limit the choice of cryptographic algorithms and protocols
and influence the design of the security architecture because the establishment and maintenance of trust
relationships between devices need to be addressed with care. In addition, battery lifetime and cost
constraints put severe limits on the security overhead these networks can tolerate, something that is of far
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less concern with higher bandwidth networks. Most of these security architectural elements can be
implemented at higher layers and, therefore, are outside the scope of this standard.

The cryptographic mechanism in this standard is based on symmetric-key cryptography and uses keys that
are provided by higher layer processes. The establishment and maintenance of these keys are outside the
scope of this standard. The mechanism assumes a secure implementation of cryptographic operations and
secure and authentic storage of keying material.

The cryptographic mechanism provides particular combinations of the following security services:

—  Data confidentiality: Assurance that transmitted information is only disclosed to parties for which it
is intended.

—  Data authenticity: Assurance of the source of transmitted information (and, hereby, that information
was not modified in transit).

—  Replay protection: Assurance that duplicate information is detected.

The actual frame protection provided can be adapted on a frame-by-frame basis and allows for varying
levels of data authenticity (to minimize security overhead in transmitted frames where required) and for
optional data confidentiality. When nontrivial protection is required, replay protection is always provided.

Cryptographic frame protection uses either a key shared between two peer devices (link key) or a key shared
among a group of devices (group key), thus allowing some flexibility and application-specific tradeoffs
between key storage and key maintenance costs versus the cryptographic protection provided. If a group key
is used for peer-to-peer communication, protection is provided only against outsider devices and not against
potential malicious devices in the key-sharing group.

For more detailed information on the cryptographic security mechanisms used for protected MAC frames
following this standard, refer to Clause 7.

4.6 Concept of primitives

The services of a layer are the capabilities it offers to the user in the next higher layer or sublayer by building
its functions on the services of the next lower layer. This concept is illustrated in Figure 7, showing the
service hierarchy and the relationship of the two correspondent users and their associated layer (or sublayer)
peer protocol entities.

Service provider

Service user Service user
Request .
q4> Indication

—>

Response

Confirm —
«—

Figure 7—Service primitives

The services are specified by describing the information flow between the N-user and the N-layer. This
information flow is modeled by discrete, instantaneous events, which characterize the provision of a service.
Each event consists of passing a service primitive from one layer to the other through a layer SAP associated
with an N-user. Service primitives convey the required information by providing a particular service. These
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service primitives are an abstraction because they specify only the provided service rather than the means by
which it is provided. This definition is independent of any other interface implementation.

A service is specified by describing the service primitives and parameters that characterize it.
A primitive can be one of four generic types:

—  Request: The request primitive is used to request that a service is initiated.
— Indication: The indication primitive is used to indicate to the user an internal event.

—  Response: The response primitive is used to complete a procedure previously invoked by an indica-
tion primitive.

—  Confirm: The confirm primitive is used to convey the results of one or more associated previous ser-
vice requests.
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5. MAC protocol

5.1 MAC functional description

The MAC sublayer handles all access to the physical radio channel and is responsible for the following
tasks:

— Generating network beacons if the device is a coordinator
—  Synchronizing to network beacons

— Supporting PAN association and disassociation

— Supporting device security

— Employing the CSMA-CA mechanism for channel access
— Handling and maintaining the GTS mechanism

— Providing a reliable link between two peer MAC entities

There are two device types: a full-function device (FFD) and a reduced-function device (RFD). The FFD
may operate in three modes serving as a personal area network (PAN) coordinator, a coordinator, or a
device. An RFD shall only operate as a device.

Throughout this subclause, the receipt of a frame is defined as the successful receipt of the frame by the
PHY and the successful verification of the frame check sequence (FCS) by the MAC sublayer, as described
in5.2.1.9.

Constants and PAN information base (PIB) attributes that are specified and maintained by the MAC
sublayer or PHY layer are written in the text in italics. Constants have a general prefix of “a”, e.g.,
aBaseSlotDuration, and the MAC constants are listed in Table 51, while the PHY constants are listed in
Table 70. MAC PIB attributes have a general prefix of “mac”, e.g., macAckWaitDuration, and are listed in
Table 52, while the security attributes are listed in Table 60. PHY PIB attributes have a general prefix of
“phy”, e.g., phyCurrentChannel, and are listed in Table 71.

The next higher layer accesses the services provided by the MAC through the MAC sublayer management
entity (MLME) service access point (SAP), as described in 6.2, and the MAC common part sublayer
(MCPS) SAP, as described in 6.3. The primitives for the MLME SAP are written in all capital letters
prefixed with MLME, e.g., MLME-SCAN.confirm. The primitives for the MCPS SAP are written in all
capital letters prefixed with MCPS, e.g., MCPS-DATA . .request.

5.1.1 Channel access
This subclause describes the mechanisms for accessing the physical radio channel.
5.1.1.1 Superframe structure

A coordinator on a PAN can optionally bound its channel time using a superframe structure. A superframe is
bounded by the transmission of a beacon frame and can have an active portion and an inactive portion. The
coordinator may enter a low-power (sleep) mode during the inactive portion.

The structure of this superframe is described by the values of macBeaconOrder and macSuperframeOrder.
The MAC PIB attribute macBeaconOrder describes the interval at which the coordinator shall transmit its
beacon frames. The value of macBeaconOrder and the beacon interval, BI, are related as follows:

BI = aBaseSuperframeDuration x 2"acBeaconOrder
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for
0 < macBeaconOrder < 14

If macBeaconOrder = 15, the coordinator shall not transmit beacon frames except when requested to do so,
such as on receipt of a beacon request command. The value of macSuperframeOrder shall be ignored if
macBeaconOrder = 15.

The MAC PIB attribute macSuperframeOrder describes the length of the active portion of the superframe,
which includes the beacon frame. The value of macSuperframeOrder, and the superframe duration, SD, are
related as follows:

SD = aBaseSuperframeDuration x 2"cSuperframeOrder

for
0 < macSuperframeOrder < macBeaconOrder < 14

If macSuperframeOrder =15, the superframe shall not remain active after the beacon. If
macBeaconOrder = 15, the superframe shall not exist (the value of macSuperframeOrder shall be ignored),
and macRxOnWhenldle shall define whether the receiver is enabled during periods of transceiver inactivity.

The active portion of each superframe shall be divided into aNumSuperframeSlots equally spaced slots of
duration 2macSuperframeOrder w4 g seSlotDuration and is composed of three parts: a beacon, a CAP, and a
CFP. The beacon shall be transmitted, without the use of CSMA, at the start of slot 0, and the CAP shall
commence immediately following the beacon. The start of slot 0 is defined as the point at which the first
symbol of the beacon PPDU is transmitted. The CFP, if present, follows immediately after the CAP and
extends to the end of the active portion of the superframe. Any allocated GTSs shall be located within the
CFP.

The MAC sublayer shall ensure that the integrity of the superframe timing is maintained, e.g., compensating
for clock drift error.

PANs that wish to use the superframe structure (referred to as beacon-enabled PANs) shall set
macBeaconOrder to a value between 0 and 14, both inclusive, and macSuperframeOrder to a value between
0 and the value of macBeaconOrder, both inclusive.

PANSs that do not wish to use the superframe structure (referred to as nonbeacon-enabled PANs) shall set
both macBeaconOrder and macSuperframeOrder to 15. In this case, a coordinator shall not transmit
beacons, except upon receipt of a beacon request command; all transmissions, with the exception of
acknowledgment frames and any data frame that quickly follows the acknowledgment of a data request
command, as described in 5.1.6.3, shall use an unslotted CSMA-CA mechanism to access the channel. In
addition, GTSs shall not be permitted.

An example of a superframe structure is shown in Figure 8. In this case, the beacon interval, B, is twice as
long as the active superframe duration, SD, and the CFP contains two GTSs.

5.1.1.1.1 Contention access period (CAP)

The CAP shall start immediately following the beacon and complete before the beginning of the CFP on a
superframe slot boundary. If the CFP is zero length, the CAP shall complete at the end of the active portion
of the superframe. The CAP shall be at least aMinCAPLength, unless additional space is needed to
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Figure 8—An example of the superframe structure

temporarily accommodate the increase in the beacon frame length needed to perform GTS maintenance, as
described in 5.2.2.1.3, and shall shrink or grow dynamically to accommodate the size of the CFP.

All frames, except acknowledgment frames and any data frame that quickly follows the acknowledgment of
a data request command, as described in 5.1.6.3, transmitted in the CAP shall use a slotted CSMA-CA
mechanism to access the channel. A device transmitting within the CAP shall ensure that its transaction is
complete (i.e., including the reception of any acknowledgment) one interframe spacing (IFS) period, as
described in 5.1.1.3, before the end of the CAP. If this is not possible, the device shall defer its transmission
until the CAP of the following superframe.

MAC command frames shall always be transmitted in the CAP.
5.1.1.1.2 Contention-free period (CFP)

The CFP shall start on a slot boundary immediately following the CAP, and it shall complete before the end
of the active portion of the superframe. If any GTSs have been allocated by the PAN coordinator, they shall
be located within the CFP and occupy contiguous slots. The CFP shall therefore grow or shrink depending
on the total length of all of the combined GTSs.

No transmissions within the CFP shall use a CSMA-CA mechanism to access the channel. A device
transmitting in the CFP shall ensure that its transmissions are complete one IFS period, as described in
5.1.1.3, before the end of its GTS.

5.1.1.2 Incoming and outgoing superframe timing

On a beacon-enabled PAN, a coordinator that is not the PAN coordinator shall maintain the timing of both
the superframe in which its coordinator transmits a beacon (the incoming superframe) and the superframe in
which it transmits its own beacon (the outgoing superframe). The relative timing of these superframes is
defined by the StartTime parameter of the MLME-START.request primitive, as described in 6.2.12.1 and
5.1.2.4. The relationship between incoming and outgoing superframes is illustrated in Figure 9.

If a device receives a coordinator realignment command frame from its coordinator indicating that the
coordinator will begin using a new superframe configuration, the device shall ensure that its own beacons do
not overlap with the beacons transmitted by the coordinator. If the new superframe configuration causes the
incoming and outgoing superframes to overlap, the device shall stop transmitting its beacons immediately
and notify the next higher layer via the MLME-SYNC-LOSS.indication primitive, as described in 6.2.13.2,
with the LossReason parameter set to SUPERFRAME OVERLAP.

The beacon order and superframe order shall be equal for all superframes on a PAN. All devices shall
interact with the PAN only during the active portion of a superframe.
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Figure 9—The relationship between incoming and outgoing beacons

5.1.1.3 Interframe spacing (IFS)

The MAC sublayer needs a finite amount of time to process data received by the PHY. To allow for this, two
successive frames transmitted from a device shall be separated by at least an IFS period; if the first
transmission requires an acknowledgment, the separation between the acknowledgment frame and the
second transmission shall be at least an IFS period. The length of the IFS period is dependent on the size of
the frame that has just been transmitted. Frames (i.e., MPDUs) of up to aMaxSIFSFrameSize shall be
followed by a short interfame space (SIFS) period of a duration of at least macSIFSPeriod. Frames (i.e.,
MPDUs) with lengths greater than aMaxSIFSFrameSize shall be followed by a long interframe spacing
(LIFS) period of a duration of at least macLIFSPeriod. These concepts are illustrated in Figure 10.

Acknowledged transmission

‘ Long frame | ‘ CK ‘ ‘ Short frame | ‘ ACK ‘
tock LIFS tack SIFS

>

Unacknowledged transmission

Lo frame |

LIFS SIFS

Figure 10—IFS

The CSMA-CA algorithm shall take this requirement into account for transmissions in the CAP. The timing
of the transmission of an acknowledgment frame, t, ., is defined in 5.1.6.3 and 5.1.6.4.2.

5.1.1.4 CSMA-CA algorithm

The CSMA-CA algorithm shall be used before the transmission of data or MAC command frames
transmitted within the CAP, unless the frame can be quickly transmitted following the acknowledgment of a
data request command, as defined in 5.1.6.3. The CSMA-CA algorithm shall not be used for the
transmission of beacon frames in a beacon-enabled PAN, acknowledgment frames, or data frames
transmitted in the CFP.

If periodic beacons are being used in the PAN, the MAC sublayer shall employ the slotted version of the
CSMA-CA algorithm for transmissions in the CAP of the superframe. Conversely, if periodic beacons are
not being used in the PAN or if a beacon could not be located in a beacon-enabled PAN, the MAC sublayer
shall transmit using the unslotted version of the CSMA-CA algorithm. In both cases, the algorithm is
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implemented using units of time called backoff periods, where one backoff period shall be equal to
aUnitBackoffPeriod.

In slotted CSMA-CA, the backoff period boundaries of every device in the PAN shall be aligned with the
superframe slot boundaries of the PAN coordinator; i.e., the start of the first backoff period of each device is
aligned with the start of the beacon transmission. In slotted CSMA-CA, the MAC sublayer shall ensure that
the PHY commences all of its transmissions on the boundary of a backoff period. In unslotted CSMA-CA,
the backoff periods of one device are not related in time to the backoff periods of any other device in the
PAN.

Each device shall maintain three variables for each transmission attempt: NB, CW, and BE. NB is the number
of times the CSMA-CA algorithm was required to back off while attempting the current transmission; this
value shall be initialized to zero before each new transmission attempt. CW is the contention window length,
defining the number of backoff periods that need to be clear of channel activity before the transmission can
commence. This value shall be initialized to CW,, before each transmission attempt and reset to CI|; each
time the channel is assessed to be busy. For operation in the Japanese 950 MHz band, CW), shall be set to
one; otherwise, CW,, shall be set to two. The CW variable is only used for slotted CSMA-CA. BE is the
backoff exponent, which is related to how many backoff periods a device shall wait before attempting to
assess a channel. In unslotted systems, or slotted systems with the received battery life extension (BLE)
field, as defined in Figure 41, set to zero, BE shall be initialized to the value of macMinBE. In slotted
systems with the received BLE field set to one, this value shall be initialized to the lesser of two and the
value of macMinBE. Note that if macMinBE is set to zero, collision avoidance will be disabled during the
first iteration of this algorithm.

Although the receiver of the device is enabled during the CCA analysis portion of this algorithm, the device
may discard any frames received during this time.

Figure 11 illustrates the steps of the CSMA-CA algorithm. If the algorithm ends in “Success,” the MAC is
allowed to begin transmission of the frame. Otherwise, the algorithm terminates with a channel access
failure.

In a slotted CSMA-CA system with the BLE field set to zero, the MAC sublayer shall ensure that, after the
random backoff, the remaining CSMA-CA operations can be undertaken and the entire transaction can be
transmitted before the end of the CAP. If the number of backoff periods is greater than the remaining
number of backoff periods in the CAP, the MAC sublayer shall pause the backoff countdown at the end of
the CAP and resume it at the start of the CAP in the next superframe. If the number of backoff periods is less
than or equal to the remaining number of backoff periods in the CAP, the MAC sublayer shall apply its
backoff delay and then evaluate whether it can proceed. The MAC sublayer shall proceed if the remaining
CSMA-CA algorithm steps [i.e., two CCA analyses, or a single continuous CCA analysis of at least
phyCCADuration for the regulatory domains that require listen before talk (LBT) such as the 950 MHz band
in Japan, as described in Annex H], the frame transmission, and any acknowledgment can be completed
before the end of the CAP. If the MAC sublayer can proceed, it shall request that the PHY perform the CCA
in the current superframe. If the MAC sublayer cannot proceed, it shall wait until the start of the CAP in the
next superframe and apply a further random backoff delay before evaluating whether it can proceed again.

In a slotted CSMA-CA system with the BLE field set to one, the MAC sublayer shall ensure that, after the
random backoff, the remaining CSMA-CA operations can be undertaken and the entire transaction can be
transmitted before the end of the CAP. The backoff countdown shall only occur during the first
macBattLifeExtPeriods full backoff periods after the end of the IFS period following the beacon. The MAC
sublayer shall proceed if the remaining CSMA-CA algorithm steps [two CCA analyses, or a single
continuous CCA analysis of at least phyCCADuration for the regulatory domains that require listen before
talk (LBT) such as the 950 MHz band in Japan, as described in Annex H], the frame transmission, and any
acknowledgment can be completed before the end of the CAP, and the frame transmission will start in one
of the first macBattLifeExtPeriods full backoff periods after the IFS period following the beacon. If the
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Figure 11—CSMA-CA algorithm

4

MAC sublayer can proceed, it shall request that the PHY perform the CCA in the current superframe. If the
MAC sublayer cannot proceed, it shall wait until the start of the CAP in the next superframe and apply a
further random backoff delay before evaluating whether it can proceed again.
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5.1.2 Starting and maintaining PANs

This subclause specifies the procedures for scanning through channels, identifying PAN identifier conflicts,
and starting PANs.

5.1.2.1 Scanning through channels

All devices shall be capable of performing passive and orphan scans across a specified list of channels. In
addition, an FFD shall be able to perform energy detection (ED) and active scans. The next higher layer
should submit a scan request for a particular channel page containing a list of channels chosen only from the
channels specified by phyChannelsSupported for that particular channel page.

A device is instructed to begin a channel scan through the MLME-SCAN.request primitive, as described in
6.2.10.1. Channels are scanned in order from the lowest channel number to the highest. For the duration of
the scan, the device shall suspend beacon transmissions, if applicable, and shall only accept frames received
over the PHY data service that are relevant to the scan being performed. For UWB and CSS PHYs, each
preamble code appropriate to the specified channel is scanned. Upon the conclusion of the scan, the
coordinator device in a beacon-enabled PAN shall recommence beacon transmissions. The results of the
scan shall be returned via the MLME-SCAN.confirm primitive as described in 6.2.10.2.

5.1.2.1.1 ED channel scan

An ED scan allows a device to obtain a measure of the peak energy in each requested channel. This could be
used by a prospective PAN coordinator to select a channel on which to operate prior to starting a new PAN.
During an ED scan, the MAC sublayer shall discard all frames received over the PHY data service.

An ED scan over a specified set of channels is requested using the MLME-SCAN.request primitive with the
ScanType parameter set to indicate an ED scan. For each channel, the MLME shall first switch to the
channel, by setting phyCurrentChannel and phyCurrentPage accordingly, and then repeatedly perform an
ED measurement for [aBaseSuperframeDuration x (2" + 1)], where n is the value of the ScanDuration
parameter in the MLME-SCAN.request primitive. The maximum ED measurement obtained during this
period shall be noted before moving on to the next channel in the channel list. A device shall be able to store
at least one channel ED measurement.

The ED scan shall terminate when either the number of channel ED measurements stored equals the
implementation-specified maximum or energy has been measured on each of the specified channels.

5.1.2.1.2 Active and passive channel scan

An active or passive channel scan allows a device to locate any coordinator transmitting beacon frames
within its radio communications range. An active scan uses the beacon request command to extract the
beacon from a coordinator. In a passive scan, the beacon request command is not transmitted. A message
sequence chart for active scan is illustrated in Figure 12 and for passive scan in Figure 13.

During an active or passive scan, the MAC sublayer shall discard all frames received over the PHY data
service that are not beacon frames. If a beacon frame is received that contains the address of the scanning
device in its list of pending addresses, the scanning device shall not attempt to extract the pending data.

Before commencing an active or passive scan, the MAC sublayer shall store the value of macPANId and
then set it to Oxffff for the duration of the scan. This enables the receive filter to accept all beacons rather
than just the beacons from its current PAN, as described in 5.1.6.2. On completion of the scan, the MAC
sublayer shall restore the value of macPANId to the value stored before the scan began.
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Figure 12—Active scan message sequence chart

An active or passive scan over a specified set of channels is requested using the MLME-SCAN.request
primitive with the ScanType parameter set to indicate an active or passive scan. For each channel, the device
shall first switch to the channel, by setting phyCurrentChannel and phyCurrentPage accordingly. For an
active scan, the device shall send a beacon request command, as described in 5.3.7. For UWB and CSS
PHYs, the scan process shall be repeated for each mandatory preamble code, setting the phyCurrentCode
appropriately. Upon successful transmission of the beacon request command for an active scan or after
switching to the channel for a passive scan, the device shall enable its receiver for at most
[aBaseSuperframeDuration x (2" + 1)], where n is the value of the ScanDuration parameter. During this
time, the device shall reject all nonbeacon frames and record the information contained in all unique beacons
in a PAN descriptor structure, as described in Table 17, including the channel information and, if required,
the preamble code.

If a beacon frame is received when macAutoRequest is set to TRUE, the list of PAN descriptor structures
shall be stored by the MAC sublayer until the scan is complete; at this time, the list shall be sent to the next
higher layer in the PANDescriptorList parameter of the MLME-SCAN.confirm primitive. A device shall be
able to store at least one PAN descriptor. A beacon frame shall be assumed to be unique if it contains both a
PAN identifier and a source address that has not been seen before during the scan of the current channel.

If a beacon frame is received when macAutoRequest is set to FALSE, each recorded PAN descriptor is sent
to the next higher layer in a separate MLME-BEACON-NOTIFY .indication primitive as described in
6.2.4.1. A received beacon frame containing one or more octets of payload shall also cause the PAN
descriptor to be sent to the next higher layer via the MLME-BEACON-NOTIFY .indication primitive. Once
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Figure 13—Passive scan message sequence chart

the scan with macAutoRequest set to FALSE is complete, the MLME-SCAN.confirm shall be issued to the
next higher layer with a null PANDescriptorList.

For UWB and CSS PHYs, the beacon request is repeated for each preamble code.

If a protected beacon frame is received, i.e., the Security Enabled field is set to one, the device shall attempt
to unsecure the beacon frame using the unsecuring process described in 7.2.3.

The security-related elements of the PAN descriptor corresponding to the beacon, as defined in Table 17,
shall be set to the corresponding parameters returned by the unsecuring process. The SecurityStatus element
of the PAN descriptor shall be set to SUCCESS if the status from the unsecuring process is SUCCESS and
set to one of the other status codes indicating an error in the security processing otherwise.

The information from the unsecured frame shall be recorded in the PAN descriptor even if the status from
the unsecuring process indicated an error.

If a coordinator of a beacon-enabled PAN receives the beacon request command, it shall ignore the
command and continue transmitting its periodic beacons as usual. If a coordinator of a nonbeacon-enabled
PAN receives this command, it shall transmit a single beacon frame using unslotted CSMA-CA.

If macAutoRequest is set to TRUE, the active scan on a particular channel shall terminate when the number
of beacons found equals the implementation-specified limit or the channel has been scanned for the full
time, as specified in 5.1.2.1.2. If macAutoRequest is set to FALSE, the active scan on a particular channel
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shall terminate when the channel has been scanned for the full time. If a channel was not scanned for the full
time, it shall be considered to be unscanned.

If macAutoRequest is set to TRUE, the entire scan procedure shall terminate when the number of PAN
descriptors stored equals the implementation-specified maximum or every channel in the set of available
channels has been scanned. If macAutoRequest is set to FALSE, the entire scan procedure shall only
terminate when every channel in the set of available channels has been scanned.

5.1.2.1.3 Orphan channel scan

An orphan scan allows a device to attempt to relocate its coordinator following a loss of synchronization.
During an orphan scan, the MAC sublayer shall discard all frames received over the PHY data service that
are not coordinator realignment command frames.

An orphan scan over a specified set of channels is requested using the MLME-SCAN.request primitive with
the ScanType parameter set to indicate an orphan scan. For each channel, the device shall first switch to the
channel, by setting phyCurrentChannel and phyCurrentPage accordingly, and for UWB and CSS PHYs,
setting the preamble code phyCurrentCode appropriately, and then send an orphan notification command, as
described in 5.3.6. Upon successful transmission of the orphan notification command, the device shall
enable its receiver for at most macResponseWaitTime. If the device successfully receives a coordinator
realignment command, as described in 5.3.8, within this time, the device shall terminate the scan. For the
UWB and CSS PHYs, if the coordinator realignment command is not received, the process shall be repeated
for each preamble code until a realignment command is received or all preamble codes for the PHY have
been used.

The orphan scan shall terminate when the device receives a coordinator realignment command or the
specified set of channels has been scanned.

A example message sequence chart for orphan scan and realignment is shown in Figure 14.

If a coordinator receives the orphan notification command, the MLME shall send the MLME-
ORPHAN.indication primitive, as described in 6.2.7.1, to the next higher layer. The next higher layer should
then search its device list for the device indicated by the primitive. If the next higher layer finds a record of
the device, it should send a coordinator realignment command to the orphaned device using the MLME-
ORPHAN.response primitive, as described in 6.2.7.2, with the AssociatedMember parameter set to TRUE
and the ShortAddress parameter set to the corresponding short address allocated to the orphaned device. The
process of searching for the device and sending the coordinator realignment command shall occur within
macResponseWaitTime. The coordinator realignment command shall contain its current PAN identifier,
macPANId, its current channel and channel page, and the short address of the orphaned device. If the next
higher layer of the coordinator finds no record of the device, it should send the MLME-ORPHAN.response
primitive to the MLME with the AssociatedMember parameter set to FALSE.

Figure 15 illustrates the sequence of messages necessary for a coordinator to issue a notification of an
orphaned device.

5.1.2.2 PAN identifier conflict resolution

In some instances a situation could occur in which two PANs exist in the same radio communications range
with the same PAN identifier. If this conflict happens, the PAN coordinator and its devices shall perform the
PAN identifier conflict resolution procedure.

This procedure is optional for an RFD.
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Figure 14—Orphaned device realignment message sequence chart
Coordinator next Coordinator Device
higher layer MLME MLME

Orphan notification
MLME-ORPHAN .indication

Q

MLME-ORPHAN .response

Coordinator realignment

MLME-COMM-STATUS.indication
-

Figure 15—Message sequence chart for orphan notification

5.1.2.2.1 Detection

The PAN coordinator shall conclude that a PAN identifier conflict is present if either of the following apply:

— A beacon frame is received by the PAN coordinator with the PAN Coordinator field, as defined in
5.2.2.1.2, set to one and the PAN identifier equal to macPANId.

A PAN ID conflict notification command, as defined in 5.3.5, is received by the PAN coordinator
from a device associated with it on its PAN.

Documents

28 Copyright © 2011 ILEE. All nghtdesgvednt Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:25:01 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2011


http://www.avadocuments.com/doc/ieee-802-15-4-2011
http://www.avadocuments.com/doc/ieee-802-15-4-2011

IEEE
LOW-RATE WIRELESS PERSONAL AREA NETWORKS (LR-WPANS) Std 802.15.4-2011

A device that is associated through the PAN coordinator (i.e., macAssociatedPANCoord is set to TRUE)
shall conclude that a PAN identifier conflict is present if the following applies:

— A beacon frame is received by the device with the PAN Coordinator field set to one, the PAN identi-
fier equal to macPANId, and an address that is equal to neither macCoordShortAddress nor
macCoordExtendedAddress.

A device that is associated through a coordinator that is not the PAN coordinator shall not be capable of
detecting a PAN identifier conflict.

5.1.2.2.2 Resolution

On the detection of a PAN identifier conflict by a device, it shall generate the PAN ID conflict notification
command, as defined in 5.3.5, and send it to its PAN coordinator. Because the PAN ID conflict notification
command has the AR field set to request an acknowledgment, the PAN coordinator shall confirm its receipt
by sending an acknowledgment frame. Once the device has received the acknowledgment frame from the
PAN coordinator, the MLME shall issue an MLME-SYNC-LOSS.indication primitive, as described in
6.2.13.2, with the LossReason parameter set to PAN ID CONFLICT. If the device does not receive an
acknowledgment frame, the MLME shall not inform the next higher layer of the PAN identifier conflict.

On the detection of a PAN identifier conflict by the PAN coordinator, the MLME shall issue an MLME-
SYNC-LOSS.indication to the next higher layer with the LossReason parameter set to
PAN_ID CONFLICT. The next higher layer of the PAN coordinator may then perform an active scan and,
using the information from the scan, select a new PAN identifier. The algorithm for selecting a suitable PAN
identifier is outside the scope of this standard. If the next higher layer does select a new PAN identifier, it
may then issue an MLME-START.request with the CoordRealignment parameter set to TRUE in order to
realign the PAN, as described in 5.1.2.3.

5.1.2.3 Starting and realigning a PAN

This subclause specifies procedures for the PAN coordinator starting a PAN, coordinators realigning a PAN,
and devices being realigned on a PAN.

5.1.2.3.1 Starting a PAN

A PAN should be started by an FFD only after having first performed a MAC sublayer reset, by issuing the
MLME-RESET.request primitive, as described in 6.2.8.1, with the SetDefaultPIB parameter set to TRUE,
an active channel scan, and a suitable PAN identifier selection. The algorithm for selecting a suitable PAN
identifier from the list of PAN descriptors returned from the active channel scan procedure is outside the
scope of this standard. In addition, an FFD should set macShortAddress to a value less than Oxffff.

An FFD is instructed to begin operating a PAN through the use of the MLME-START.request primitive, as
defined in 6.2.12.1, with the PANCoordinator parameter set to TRUE and the CoordRealigment parameter
set to FALSE. On receipt of this primitive, the MAC sublayer shall update the superframe configuration and
channel parameters as specified in 5.1.2.3.4. After completing this, the MAC sublayer shall issue the
MLME-START.confirm primitive, as described in 6.2.12.2, with a status of SUCCESS and begin operating
as the PAN coordinator.

A message sequence chart for starting a PAN is illustrated in Figure 16.
5.1.2.3.2 Realigning a PAN

If a coordinator receives the MLME-START.request primitive, as defined in 6.2.12.1, with the
CoordRealignment parameter set to TRUE, the coordinator shall attempt to transmit a coordinator
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realignment command containing the new parameters for PANId, ChannelNumber, and, if present,

ChannelPage.
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Figure 16—PAN start message sequence chart—PAN coordinator

When the coordinator is already transmitting beacons and the CoordRealignment parameter is set to TRUE,
the next scheduled beacon shall be transmitted on the current channel using the current superframe
configuration, with the Frame Pending field set to one. Immediately following the transmission of the
beacon, the coordinator realignment command shall also be transmitted on the current channel using

CSMA-CA.

When the coordinator is not already transmitting beacons and the CoordRealignment parameter is set to
TRUE, the coordinator realignment command shall be transmitted immediately on the current channel using

CSMA-CA.
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