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IEEE Standard for Low-Rate Wireless Networks 

1. Overview 

1.1 Scope 

This standard defines the physical layer (PHY) and medium access control (MAC) sublayer 

specifications for low-data-rate wireless connectivity with fixed, portable, and moving devices with 

no battery or very limited battery consumption requirements. In addition, the standard provides 

modes that allow for precision ranging. PHYs are defined for devices operating in a variety of 

geographic regions. 

1.2 Purpose 

The standard provides for ultra low complexity, ultra low cost, ultra low power consumption, and 

low data rate wireless connectivity among inexpensive devices, especially targeting the 

communications requirements of what is now commonly referred to as the Internet of Things. In 

addition, some of the alternate PHYs provide precision ranging capability that is accurate to one 

meter. Multiple PHYs are defined to support a variety of frequency bands. 

1.3 Word usage 

The word shall indicates mandatory requirements strictly to be followed in order to conform to the 

standard and from which no deviation is permitted (shall equals is required to).6, 7 

The word should indicates that among several possibilities one is recommended as particularly 

suitable, without mentioning or excluding others; or that a certain course of action is preferred but 

not necessarily required (should equals is recommended that). 

The word may is used to indicate a course of action permissible within the limits of the standard 

(may equals is permitted to). 

 

6 The word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe unavoidable 

situations. 

7 The word will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact. 
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The word can is used for statements of possibility and capability, whether material, physical, or 

causal (can equals is able to). 

2. Normative references 

The following referenced documents are indispensable for the application of this document (i.e., 

they must be understood and used, so each referenced document is cited in text and its relationship 

to this document is explained). For dated references, only the edition cited applies. For undated 

references, the latest edition of the referenced document (including any amendments or corrigenda) 

applies. 

ANSI X3.66-1979, Advanced Data Communication Control Procedures. 8 1 

Code of Federal Regulations, Title 47: Telecommunication, Part 90—Private Land Mobile Radio 

Services, Subpart S—Regulations Governing Licensing and Use of Frequencies in the 806–824, 851–

869, 896–901, and 935–940 MHz Bands (47 CFR, Part 90, Subpart S). 9 2 

Code of Federal Regulations, Title 47: Telecommunication, Part 90—Private Land Mobile Radio 

Services, Subpart Y—Regulations Governing Licensing and Use of Frequencies in the 4940–4990 

MHz Band (47 CFR, Part 90, Subpart Y). 

FIPS Pub 197, Advanced Encryption Standard (AES). 10 3 

IEEE Std 802®-2014, IEEE Standard Standards for Local and Metropolitan Area Networks: Overview 

and Architecture. 11, 12 4, 5 

IEEE Std 802.15.9™, IEEE Standard for Transport of Key Management Protocol (KMP) Datagrams. 

8 1ANSI publications are available from the American National Standards Institute (https://www.ansi.org/) (http://www.ansi.org/) 

9 2CFR publications are available from the U.S. Government Publishing Office (https://www.gpo.gov/). (http://www.gpo.gov/). 

10 3 FIPS publications are available from the National Technical Information Service, U. S. Department of Commerce 

(https://www.ntis.gov/). (NTIS) (http://www.ntis.org/). 

11 4 IEEE publications are available from The Institute of Electrical and Electronics Engineers (https:// standards.ieee.org/)   

(http://standards.ieee.org/). 

12 5The IEEE standards or products referred to in this Clause 2 are trademarks owned by of The Institute of Electrical and Electronics 

Engineers, Incorporated Inc. 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 802.15.4-2024

http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024


 

 

IETF RFC 6225, Dynamic Host Configuration Protocol Options for Coordinate-Based Location 

Configuration Information, 2011.13 Internet Engineering Task Force.6 

ISO/IEC 7816-4:2013, Identification cards—Integrated circuit cards—Part 4: Organization, security 

and commands for interchange.14 

ISO/IEC 7816-5:2004, Identification cards—Integrated circuit cards—Part 5: Registration of 

application providers. 

JIS X 6319-4:2016, Specification of implementation for integrated circuit(s) cards—Part 4: High speed 

proximity cards.15 

3. Definitions, acronyms, and abbreviations 

3.1 Definitions 

For the purposes of this document, the following terms and definitions apply. The IEEE Standards 

Dictionary should be consulted for terms not defined in this clause. 16 7 

association: The service used to establish membership for a device in a network. 

authentication tag: Information that allows the verification of authenticity of a message. 

channel hopping: Periodically switching the channel using a sequence known to both sending and 

receiving devices where the entire frame is sent on a single channel. 

channel offset: A number used in the channel calculation of a slotted channel hopping system to 

allow for different channels to be used in the same slot. 

chirp: Linear frequency sweep. 

 

13 6IETF RFCs are available from the Internet Engineering Task Force (https://www.ietf.org/). (http://www.ietf.org/). 

14 ISO publications are available from the International Organization for Standardization (https://www.iso.org/) and the American 

National Standards Institute (https://www.ansi.org/). 

15 JIS standards are available from The Japanese Standards Association (https://www.jsa.or.jp/). 

16 The 7IEEE Standards Dictionary Online is available at: http://dictionary.ieee.org.. An IEEE Account is required for access to the 

dictionary, and one can be created at no charge on the dictionary sign-in page. 
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coordinator: Any device capable of providing coordinator functions. 

dependent device: A device that operates without direct Internet access to the television white space 

(TVWS) database and depends on another device for channel availability information. 

encryption: The transformation of a message into a new representation so that privileged 

information is required to recover the original representation. 

fragment: An individual contiguous subset of a MAC protocol data unit. 

frame: The format of aggregated bits from a medium access control sublayer entity that are 

transmitted together in time. 

group key: A key that is known only to the devices in the group. 

independent device: A device that has direct access to the television white space (TVWS) database 

via the Internet. 

key: Privileged information that is used, for example, to protect information from disclosure to, 

and/or undetectable modification by, parties that do not have access to this privileged information. 

keying material: The combination of a key and associated security information (e.g., a nonce value). 

link key: A key that is shared between precisely two devices. 

mobile device: A device whose location in the network can change. 

nonce: A nonrepeating value, such as an increasing counter, a sufficiently long random string, or a 

timestamp. 

packet: The formatted, aggregated bits that are transmitted together in time across the physical 

medium. 

payload: The contents of a data message that is being transmitted. 

radio frequency identification (RFID): The use of electromagnetic or inductive coupling in the 

radio frequency (RF) portion of the spectrum to communicate to or from a tag through a variety of 

modulation and encoding schemes to uniquely read the identity of an RF tag. 

scrambled timestamp sequence (STS): A sequence of pseudo-randomized pulses generated using a 

deterministic random bit generator (DRBG). 
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slotframe: A collection of timeslots repeating in time, analogous to a superframe in that it defines 

periods of communication opportunities. 

smart utility network (SUN): A principally outdoor, low data rate wireless network that supports 

two-way communications among sensing, measurement, and control devices in the smart grid. 

STS seed: A parameter that is part of the seed input to the STS generating DRBG and which may be 

privileged information or not depending on the application needs. 

transaction: The exchange of related, consecutive frames between two peer medium access control 

(MAC) entities, required for a successful transmission of a MAC Command frame or Data frame. 

3.2 Acronyms and abbreviations 

Ack acknowledgment 

AEAD authenticated encryption with associated data 

AES advanced encryption standard 

AIFS  acknowledgment interframe spacing 

ANPI average noise power indicator 

AOA angle of arrival 

AR acknowledgment request 

ASK amplitude shift keying 

ASN absolute slot number 

ATI allowed transmission interval 

BCH Bose Chaudhuri Hocquenghem 

BDE bit differential encoding 

BLE battery life extension 

BOP beacon only period 

BPM burst position modulation Standard for Low-Rate Wireless Networks 
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BPRF base pulse repetition frequency 

BPSK binary phase-shift keying 

BSN beacon sequence number 

CAP contention access period 

CBC-MAC cipher block chaining message authentication code 

CCA clear channel assessment 

CCM counter mode encryption and cipher block chaining message authentication 

code 

CCM* extension of counter mode encryption and cipher block chaining message 

authentication code 

CFP contention-free period 

CID Company ID identifier 

CMB China medical band 

CoU chirp on ultra wideband 

CP cyclic prefix 

CRC cyclic redundancy check 

CS continuous spectrum 

CSK chirp-shift keying 

CSL coordinated sampled listing 

CSM common signaling mode 

CSMA-CA carrier sense multiple access with collision avoidance 

CSS chirp spread spectrum 

DA device announcement 

DAA detect and avoid 
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DBS dedicated beacon slot 

DCS dynamic channel selection 

DEMUX de-multiplexer 

DFT discrete Fourier transform 

DPS  dynamic preamble selection 

DPSK differential phase-shift keying 

DQCSK differential quadrature chirp-shift keying 

DQPSK  differential quadrature phase-shift keying 

DRBG  deterministic random bit generator 

DSME deterministic and synchronous multichannel extension 

DSN data sequence number 

DSSS direct sequence spread spectrum 

DS-TWR double-sided two-way ranging 

EBSN enhanced beacon sequence number 

ED energy detection (also in 10.8.2, 6.2.8, extended duration) 

EIRP effective isotropic radiated power 

Enh-Ack  enhanced acknowledgment 

EPC enhanced payload capacity 

ERDEV enhanced ranging capable device 

ESDU encapsulated service data unit 

EUI-64  64-bit extended unique identifier 

EVM  error-vector magnitude 

FCS frame check sequence 

FEC forward error correction 
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FFD full-function device 

FICS fragment integrity check sequence 

FoM figure of merit 

Frak fragment acknowledgment 

FSCD fragment sequence context description 

FSK frequency shift keying 

GDB geolocation database 

GFSK Gaussian frequency-shift keying 

GMSK Gaussian-filtered minimum shift keying 

GTS guaranteed timeslot 

HCS header check sequence 

HPRF higher pulse repetition frequency 

HRP high rate pulse repetition frequency 

HRP-ERDEV high rate pulse repetition frequency UWB PHY based enhanced ranging 

capable device 

ID identifier 

IDFT inverse discrete Fourier transform 

IE information element 

IFS interframe space or spacing 

Imm-Ack  immediate acknowledgment 

IPI idle power indicator 

I-RIT implicit receiver initiated transmission 

ISR interference-to-signal ratio 

LBT listen before talk 
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