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This is a Redline document
produced by Accuris.

Redlines are designed to save time and improve productivity by using the latest
software technology to find and highlight document changes from one edition to
the next. It includes a full-text version of the new document, plus an indication
of changes from the previous version.

Because it may not be technically possible to capture all changes accurately, it is
recommended that users consult previous editions as appropriate. In all cases,
only the current base version of this publication is to be considered the official
document. This Redline is produced solely by Accuris. The publisher has not
prepared this Redline and is not responsible for its accuracy.

Contact:
https://store.accuristech.com/pages/contact.html
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Redline Processing Notes:

1. Red-Fext - Red strikethrough text denotes deletions.

2. Blue Text - Blue underlined text denotes modifications and additions.
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Abstract: The physical layer (PHY) and medium access control (MAC) sublayer specifications for
low-data-rate wireless connectivity with fixed, portable, and moving devices with no battery or very
limited battery consumption requirements are defined in this standard. In addition, the standard
provides modes that allow for precision ranging. PHY's are defined for devices operating in a variety
of geographic regions.

Keywords: ad hoc network, IEEE 802.15.4™ low data rate, low power, LR-WPAN, mobility, PAN,
personal area network, radio frequency, RF, short range, wireless, wireless network, wireless
personal area network, WPAN
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all IEEE standards and may be found under the heading “Important Notices and Disclaimers
Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers involved in technical working groups
are not necessarily members of IEEE or IEEE SA and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning all standards, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. IEEE Standards documents do not
guarantee safety, security, health, or environmental protection, or compliance with law, or guarantee against
interference with or from other devices or networks. In addition, IEEE does not warrant or represent that the
use of the material contained in its standards is free from patent infringement. IEEE Standards documents
are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document should rely upon their
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that an
IEEE standard is translated, only the English language version published by IEEE is the approved IEEE
standard.

Use by artificial intelligence systems

In no event shall material in any IEEE Standards documents be used for the purpose of creating, training, en-
hancing, developing, maintaining, or contributing to any artificial intelligence systems without the express,
written consent of the IEEE SA in advance. “Artificial intelligence” refers to any software, application, or
other system that uses artificial intelligence, machine learning, or similar technologies, to analyze, train, pro-
cess, or generate content. Requests for consent can be submitted using the Contact Us form.!

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual is not, and shall not be considered or inferred to be, the official position of IEEE or any of its
committees and shall not be considered to be or be relied upon as, a formal position of IEEE or IEEE SA. At
lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards
shall make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements
made by volunteers may not represent the formal position of their employer(s) or affiliation(s). News releases
about IEEE standards issued by entities other than IEEE SA should be considered the view of the entity
issuing the release rather than the formal position of IEEE or IEEE SA.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board of
Governors are not able to provide an instant response to comments or questions except in those cases where the
matter has previously been addressed. For the same reason, IEEE does not respond to interpretation requests.
Any person who would like to participate in evaluating comments or revisions to an IEEE standard is welcome
to join the relevant IEEE SA working group. You can indicate interest in a working group using the Interests
tab in the Manage Profile & Interests area of the IEEE SA myProject system.” An IEEE Account is needed to
access the application.

Comments on standards should be submitted using the Contact Us form.!

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory

I Available at: https://standards.ieee.org/about/contact/.
2 Available at: https://development.standards.icee.org/myproject-web/public/view html#landing.
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requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright
to the documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://
www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the [EEE SA Website.# Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.
4 Available at: https://standards.ieee.org/standard/index.html.
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Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in
ways not foreseen during the standard’s development. IEEE standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, data privacy, and
interference protection practices and all applicable laws and regulations.

5 Available at: https://standards.ieee.org/about/sasb/patcom/materials.html.
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When the IEEE SA Standards Board approved this standard on 26 September 2024, it had the following

membership:
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Ted Burse

Stephen Dukes

Doug Edwards
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Ronald W. Hotchkiss
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Historical participants

Many individuals have participated in the IEEE 802.15 Working Group during various stages of the
standard’s development. Since the initial publication, many amendments have added functionality or
updated material in this standard, and now five revisions have been published. Here is a historical list of the
working group participants who dedicated their valuable time, energy, and knowledge to the advancement of
this standard at the time of its original publication and for its previous revisions. Many of these members
also worked on amendments.

The following members of the IEEE 802.15 Working Group participated in the development of the original
standard, IEEE Std 802.15.4-2003:
Robert F. Heile, Chair
James D. Allen, Vice Chair
Patrick W. Kinney, Secretary
Michael D. Mclnnis, 4ssistant Secretary and Editor

Ian C. Gifford, Task Group 1 Chair
Stephen J. Shellhammer, Task Group 2 Chair
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Patrick W. Kinney, Task Group 4 Chair
Phil Jamieson, Task Group 4 Vice Chair
José A. Gutierrez, Task Group 4 Editor-in-Chief
Marco Naeve, Task Group 4 Secretary

Monique Bourgeois, MAC Technical Editor
Said Moridi, PHY Technical Editor
Phil Jamieson, Layer Management Technical Editor
Greg Breen, Low-Band PHY Technical Editing
Ed Callaway, Networking Technical Editing
Paul Gorday, High-Band PHY Technical Editing
Marco Naeve, General Description Technical Editing
David Cypher, PICs/SDLs Technical Editing
Robert D. Poor, Coexistence Technical Editing
Farron Dacus, Regulatory Technical Editing

Roberto Aiello Craig Conkling Jeyhan Karaoguz
Masaaki Akahane Anand Dabak Masami Katagiri
Richard Alfvin Kai Dombrowski Joy H. Kelly
Arun Arunachalam Mary DuVal Stuart J. Kerry
Naiel Askar Michael Dydyk Yongsuk Kim
Venkat I. Bahl Jason L. Ellis Young Hwan Kim
Daniel Bailey Mark W. Fidler Giinter Kleindl
Jay Bain Jeff R. Foerster Bruce P. Kraemer
James Baker David S. Furuno DoHoon Kwon
Jaiganesh Balakrishnan Pierre Gandolfo Jim Lansford
Anuj Batra Atul Garg David Leeper
Timothy Blaney James Gilb Liang Li
Kenneth Boehike Nada Golmie Yeong-Chang Maa
Stan Bottoms Yasuo Harada Steven March
Mark V. Bowles Allen Heberling Ralph Mason
Chuck Brabenac Barry Herold Jim Meyer
Soo-Young Chang Robert Y. Huang Leonard E. Miller
Francois Po_Shin Chin Eran Igler Akira Miura
Aik Chindapol Katsumi Ishii Andreas Molisch
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William Roberts Kazuhisa Takamura Song-Lin Young
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Philippe Rouzet Jim Zyren
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Tony Adamson Ed Hogervorst Niels Schutten
David Archer Stephen Korfhage Nick Shepherd
David Avery Charles Luebke Ari Singer

Venkat Bahl Masahiro Maeda Ralph D’Souza
Daniel Bailey Ian Marsden Carl Stevenson
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Boaz Carmeli Fred Martin Jacco van Muiswinkel
Farron Dacus Ralph Mason Luis Pereira

Martin Digon Rod Miller Richard Wilson
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The following members of the IEEE 802.15 Working Group participated in the development of the first
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Robert F. Heile, Chair
James D. Allen, Vice Chair
Patrick W. Kinney, Assistant Vice Chair
James P. K. Gilb, Editor-in-Chief
Patrick W. Kinney, Secretary
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Myung Lee, Task Group 5 Chair
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Introduction

This introduction is not part of IEEE Std 802.15.4-2024, IEEE Standard for Low-Rate Wireless Networks.

This is the fifth revision of IEEE Std 802.15.4. From the beginning, the goal of the IEEE 802.15 Working
Group was to produce a standard that enabled very low-cost, low-power communications. The initial
standard, IEEE Std 802.15.4-2003, defined two optional physical layers (PHYs), operating in different
frequency bands with a simple and effective medium access control (MAC).

In 2006, the standard was revised and added two more PHY options. The MAC remained backward
compatible, but the revision added MAC frames with an increased version number and a variety of MAC
enhancements, including the following:

—  Support for a shared time base with a data timestamping mechanism
—  Support for beacon scheduling
— Synchronization of broadcast messages in personal areca networks (PANSs) using superframe structure

— Improved MAC layer security

In 2011, the standard was revised to include the three amendments approved subsequent to the 2006
revision. This effort added four more PHY options along with the MAC capability to support ranging.
Additionally, the organization of the standard was changed so that each PHY would have a separate clause,
and the MAC clause was split into functional description, interface specification, and security specification.

The 2015 revision of the standard was created to roll in the amendments approved subsequent to the 2011
revision: six PHY amendments and one MAC amendment, with corrigenda and clarifications. The features
added by the amendments include the following:

— Enhanced frame formats maintaining backward compatibility

— Information Elements (IEs)

—  Channel agility

— Extended superframe options

— Low-energy mechanisms

— An enhanced acknowledgment frame that can carry data and can be secured
— Prioritized channel access

— A variety of new PHY modulation, coding, and band options to support a wide variety of application
needs including radio frequency identification (RFID), smart utility networks (SUNs), television
white space (TVWS) operation, low-energy critical infrastructure monitoring (LECIM), and rail
communications and control (RCC)

Much of the corrigenda and clarifications were collected from requests from individuals after the revision in
2011. Major corrigenda items included changes to the security text to correct errors and clarify the text,
removal of the encrypt only mode, addition of security policy checks for the IEs, corrections regarding
personal area network identifier (PAN ID) compression behavior to eliminate ambiguous specification, and
changes to the IEs subclauses to include more information necessary for users of this standard.

The 2020 revision of the standard was created to include six approved amendments subsequent to the 2015
revision. This effort added two more PHY amendments and one MAC amendment, with corrigenda and
clarifications. The features added by the amendments include the following:
— A variety of new PHY modulation, coding, and band options to support a wide variety of application
needs including smart utility networks (SUNs), China medical band (CMB), ternary amplitude shift
keying (TASK) and rate switch Gaussian frequency shift keying (RS-GFSK)
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Much of the corrigenda and clarifications were collected from requests from individuals after the revision in
2015. Major corrigenda items included changes to the transmission order of the address field.

This current revision of the standard was created to include four amendments and one corrigendum
subsequent to the 2020 revision. The features added by the amendments include the following:

— Enhanced ranging
— Improved robustness in interfered channels
— Enhanced security using cryptographic algorithm agility

— Data rate extensions for the SUN FSK modulation and channel parameters.

Documents
18

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

Contents

1. O VETVIEW ...teeiiietie ettt et et e et e et e stt e e bt e steeeseeeabeesaseenseessseenseeesseenseesaeenseessseenseensseensaenssennseenssennseenns 40
1.1 N TeT0) o USROS TOPUPRRRR 40

1.2 PUIPOSE. ...ttt et ettt e st et h e et e at e e bt et e et esbaesabeenne 40

1.3 WOTA USAZE ...ttt ettt ettt et e et e et e e e st en s e ese e seenee s e eneesseensesseensenseensenseans 40

2. NOTMALIVE TEIETEIICES ... vttt ettt ettt ettt et e e et e e e et es e eaeesseeseesseeneesseessenseensensens 41
3 Definitions, acronyms, and abbreviations.............cceevrierierierieriieienee st see e seee e eneeeeens 42
3.1 DETINILIONS ...vieiieeiiieiieeie ettt ettt e st e bt e eaa e e beeesaeesseessbeenseeasseensaenseesnseessnannsennns 42

3.2 Acronyms and abDIEVIATIONS .....c..eecvieriieeiieiiieeieeie et eriee et et e eteesteesbeeseesteeebeessnesnseessaeenseenns 43

4 FOIMAt COMVENTIONS. ...eetiiiiiieiieeiieett et et et sttt e et esae et e e s e e esseesteessseesseessbeenseennseensaessseenseessneenseenns 48
4.1 L 151 11 2 TSRS SR 48

4.2 33 TC] 1& TSP PSRPRRSRPt 48

4.3 INUINIDETS ...ttt ettt ettt ettt e te e st e e e e st e se e st e sseesaenseeneeeseensenseenseeseeneesseensesneensennean 49

4.4 SEIINES ©..veeuteteenie ettt ettt ettt et e et eteeaeesae et e esseeseenseeseenseeseenseeseesseenaeeseeneeeseenseeseenteeneenseeneenseenes 49

4.5 TTANSMISSION OTACT ....viiiiiieiieie ettt ettt ettt et ettt et estesaeenseesaeseeseenseesaenseeseanseeneenseens 49
4.5.1  AdAress fIeld ....cueieieieeiieieeeee e ettt nneens 49

4.5.2  Vendor OUI/CID tranSmiSSiOn OTAET..........c.eeeerueruieieiieiienieeienteseesieeeesseenaenseeeensens 50

4.6 Reserved fields and VAlUES.........oocieiiiiiri ittt e 50

5. GENETAL AESCIIPLION ...ttt ettt ettt ettt ettt et et e ese e st eeesseensesseenseeseenseesaenseeseenseeneensennis 51
5.1 TIETOAUCTION ..ttt ettt ettt et e st e e e eaa e e beessbeenseessseenseenseesnsaensneenseessnennsennns 51

5.2 Special apPliCAtION SPACES ....eevierieeiieiiiieteeriie st estee sttt eteeseeebeesseeesbeessaessaeeseesseenseessseesaenseens 51

I N € 1)1 1<) v USSP 51

5.2.2  Radio frequency identification (RFID)......c.cccceeviiiiieniiiiieniesieeeece e 51

5.2.3  Medical body area network (MBAN) SEIVICES .....eecvrerurieieeriieeieeiienreeieenieeeveeneeeennes 51

5.2.4  China medical band (CMB) ........cccuiiiiiiriiiiieiieeiecitesee et 52

5.3 Components of the IEEE 802.15.4 WPAN......coooiiiiieieeecteeee et 52

54 NEtWOTK tOPOLOZICS ...vvieutieeeiieiieiieeieeitieette ettt este ettt eseeesbeesteesbeesseessseenseessseensaessseenseesssesnseenes 52

R N € 1)1 1<) v ORI 52

5.4.2  Star netWork fOrmMation ......coceieiieciieiieeieeit e s 53

5.4.3  Peer-to-peer network fOrmation.........ceccueeriierieeiieiiieiieeee et 53

5.5 ATCRILECTUTE ..evviiiiieiieeiie ettt ettt et ettt e st e et e sat e e beeesae e beessaeenseessseenseeseesnsaenseesnseessnennsennss 53

T 0 N € 1)1 1<) v RO USURPURRP 53

5.0 2 PH Y ittt s et b et et et eaennan 54

5.53  MAC SUDIAYCT . .c.ueiiiiiiiiciieie ettt ettt st e e et e enbeenaeeennas 55

5.6 FUNCHONAL OVETVIEW ...evvieiiiiiiiieiiieiie ettt ettt ettt e s teebeesabeenseesseesnsaenseesnseessneenseenns 55
5.6.1  SCheduled ACCESS.....uiiiiiriiieiie ittt naeeenns 55

5.6.2  Data transfer MOAEL.........ccuiiiiiiiiieiieieeeeeee e e 55

5.60.3  FTame SIUCLUIE ....eevuvieiieiieeieeieeette ettt eee et ee st e et e e steeenseeseessaeenseessneenseensaeenseenseennss 56

5.6.4  Information element (IES).......ccccoeviiiieeiiieiieiiesie ettt 56

5.6.5  ACCESS METNOAS. . couiiiiiiiiieiie ettt s e et s e et e ebeesaeeennes 57

5.6.6  Power consumption CONSIAETAtiONS ......cc.eervierreerieerieniieeieesiieseeereesreeseesaeesseenseeennas 57

5.0.7  SECUIILY eveeuvieitiieieeetie ettt ettt e et e et este et e eebeesseessbeestaeesseeseessseenseessseansaensseenseenseennsas 58

5.6.8  Enabling spectrum resource measurement capability..........ccoeoerieiinieninieninenee, 59

5.7 CONCEPL OF PIIMILIVES...uvieiieiiiieitieeieetieete ettt et et eetee et eebeeseaeeseestaeesseensaesnseeseessseenseessseenses 60

Documents
19

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

6. MAC functional deSCIIPLION ......eeiiriieieetieeere ettt ettt st e et e e ne et eenee e eneeeeenes 61

6.1 OPHIONAL fEALUIES ....cuvivieiieiieiiete ettt ettt ettt et e b e sse e be e st esbeessesseessesseessanseessensenns 61
6.2 Device types and CONVENTIONS. ......ccierveitieieriieietieteeiesteeeesteestesseesseeseessesseessesseessesseessesseesesses 61
6.3 CRANNET ACCESS ...ttt ettt ettt sttt ettt s bbbt sbesaenean 61
6.3.1  Interframe SPace (IFS) .....coiiiiiiiiieiieieieeeeeee ettt eeas 61

6.3.2  Random access MEthOdS .......c..coueiiiriiiiiiiie e 62

6.4 Starting and maintaining PANS ........ccciiieiiiiiieiieeeeee et ete s esae s ens 63
6.4.1  Scanning through channels .............ccocuerieiiiriiiiiiiice e e 63

6.4.2  Starting and realigning @ PAN ........cccooiiieiiiiieieitciere et s 65

6.5 SYNCRIONIZALION ...ttt ettt ettt beesaesaeesaesseessessaessessaesseeseenseessensenns 66
0.5.1  GENETAL...iutiniiieeee ettt a ettt be et een 66

6.5.2  Requesting enhanced DEACONS .........c.evviivieriiiiieiiiiiieie ettt eeas 66

6.5.3  TIMESTAMPS ...veeviieiieiiieieeie et ete et eeesteete et e ete et e eaeessessaessesseesseesaessesssenseessenseessansenssensennes 67

6.6  Transmission, reception, and acknowledgment.............ccooovieiiiieciiiieciene e 68
6.60.1  TTANSIIISSION ..utniiieiieiiett ettt ettt sttt ettt eb e est bt sbeebesbesbennen 68

6.6.2  Reception and rEJECHION .......ccuerveevierieeiietieeieiieteeie et steseeesessaesesraesseesaesseeseenseesaenseenas 69

6.6.3  Use of acknowledgments and retranSmiSSIONS ...........c.ecvverververveereesreeeesseseenseeeessennes 71

6.6.4  Transmission tiMINg reStIICIONS.....ccueiuveierteeieriirtieiesteeeesieetesreeeeesseesesseesseseeseesseens 72

6.0.5  GUAT TIMIE ..eeniiiieiieiie ettt sttt ettt et b bttt be e sae s 73

6.6.6  TranSmiSSION SCENATIOS ....euveuteuietirtirtirtirtesteieeieteeteete ettt et e et et eseeseeseeneebeebesaesaenes 74

7. MAC TAME FOTIMALS ...ttt ettt bbbttt ettt ebe et ebe b e e nnenee 77
7.1 Device eXtended addreSS........cuieuieiiiiiieeiecie ettt e et e e e e beesraeenbeesraeenneenns 77
7.2 General MAC frame fOrMaL.........ociiiiieiiieieeieeceee ettt et s e e e saeeebeesaeeennas 77
B B € 1)1 1< v | BRSO R PRSPPI 77

7.2.2  Frame Control fIeld.........cccieviiiiiieiieiieciee et 78

7.2.3  Sequence NUmber fleld........cocooiiiiiiiiiieee e 81

7.2.4  Destination PAN ID field .......cocvieiiiiiiieiieiecee et 82

7.2.5  Destination Address field..........ccoeoiiiiriiiiiiieiiececeieee e 82

7.2.6  Source PAN ID fIeld......cccuiiiieiieeiieiieeeeee ettt 82

7.2.7  Source Address fleld .......ccuiiiiiiiieiieieeeeeeee e 82

7.2.8  Auxiliary Security Header field..........ccooooeiirioiiiiie e 82

7209 TE FICLA oottt n e a et neeeenean 82

7.2.10  Frame Payload field ..........ccooiiiiiiiiieieee e 83

T2 011 FCOS fIELA ettt ettt se e eeeebeeneeaeneas 83

7.3 Format of individual frame tyPes........coieieriiriieie ettt 85
7.3.1  Beacon frame fOrmMat .......c..cceeeieeiiieiiecie ettt 85

7.3.2  Data frame fOrmMat..........ccceiiiieiiieiieieeeieee ettt ebe e ereeeanas 89

7.3.3  AcK frame fOrmMaL........ccoceiiiiiieiiieiieciiece ettt 90

7.3.4  MAC Command frame fOormat..........cceecuieeiieiiieiiieiiesieee e 91

7.3.5  Multipurpose frame fOrmat.........cccooeeriiiieiiirieet e e 92

7.3.6  Extended frame fOrmat ............cceeiuiiiiiiiiiiiii et 95

S U SR T USRSt 95
7.4.1  TE ISt teIrMINATION ..uvieitiieeiieiieeieeteestieeeie et e eteeseeeeeveesteeeseesseessaeesseessseesseessseenseessseenss 95

T2 HEAAET TES...cciiieiiiciiieieeee ettt ettt ettt ae et e s aeesbe e s sbeenbeeeaseenbeennaaennas 96

743 PaYload TES ..ottt 99

TA4  NESEA TE .. ..ottt ettt ettt ettt ettt n s eneeneeneenens 100

7.5 IMAC COMMANAS ....oevieiiieeiiieiieeeie et et et eetee st e et e sese e st e sseeesteessseesseessseesseeseeesseeseessseenseesnseas 106
7.5.1  Command ID fIeld ......c.ccoieiiieiieiicie ettt 106

7.5.2  Beacon Request command.............ooueiuieieriieieiieiiee st 107

7.5.3  Enhanced Beacon Request command ............cooceeviiiiiiieiiinieiecieccee e 107

7.5.4  Coordinator Realignment command.............ccoeeeriririeiinieieeieeeee e 108

Documents
20

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

7.5.5  Vendor Specific COMMANG..........cceriiiiiiiiiieieiee e 109

8. IMALC SCIVICES ..eneeuveeueetiente it ettt et e et e st e et e e et ee et e e e e bt eme e bt emeeen e e et eseemaeemeeaseemeenseemeenseeneeseeneenneenee 110
8.1 OVETVIEW ...ttt ettt ettt ettt b et bt ettt b et e ae 110
8.2 MAC MANAZEIMENE SEIVICE...eeuvievierrieriereereetesstesseeeessesseesesseessesseessesssessesssessesssessesssessesssesseenes 110

8.2.1  Primitives supported by the MLME-SAP interface..........cccoeevveevieiieviinienieiievennenns 110
8.2.2  Common requirements for MLME Primitives.........ccccovieieiinierieiieieieeiesreeveneens 111
8.2.3  SecurityParameterDeSCIiPLOr ......c.ieviieieiirieiieeie ettt se e sre s ereens 113
8.2.4  Communications notification PrimitiVes ..........c.cceereeierverieriereerieseereseeseesreesesneens 113
8.2.5  Primitives for reading and writing PIB attributes..........cceceevverierieiieiiiieie s 118
8.2.6  Primitives for resetting the MAC SUDIAYET ........cceeiiriieiieiieieciee e 121
8.2.7  Primitives for specifying the receiver enable time ...........ccoevvevveriiiieriiiieieceeieens 122
8.2.8  Primitives for channel SCanNINg............cceoerieriiiieiiinieieee et 126
8.2.9  Primitives for updating the superframe configuration............c.cceeueeeeveirierienvecnennnnns 130
8.2.10 Primitives for Beacon Generation...........cocouvueeruerieinieinieinneinieeeeenieeereeeneeeeneene 131
8.3 MAC datd SEIVICE ..c.vvereevieeiiieiinieiintcit ettt sttt ettt sttt sttt ettt ettt 135
8.3.1  GONETAL.....iiiiiic et 135
8.3.2  RANGINZ ...oiiiiiiiiiieie ettt ettt et e st e st e te e st e ebeesseeseesaeereesseeseeseereensenreens 135
8.3.3  TXOPLIONS ..eveeevieieieetieiteeteete et ete et etesteetaesteesaesseesseteeseesseessesseessesseessesseessessaensenseens 141
834 MOPS-DATATEQUEST...utteiieeiiietieeteeite st ette et estteeteebtesbeebeestbeeseesssesseessseenseenes 142
8.3.5  MCPS-DATA.CONFIIM....ceiiiiirieiiieiirieiiicietne ettt 145
8.3.6  MCPS-DATA.INICAION «..c.cviiviieiiieiiiciiieitrectee ettt 147
8.3.7  MOCPS-PURGE.TEQUESTE.....eeruieriiieiieriieeiterite ettt sttt ettt st seeeenseesbeesseensee e 149
8.3.8  MCPS-PURGE.CONFIIM....c.eeuiiiiiiiiiieiiiciiicin ettt e 150
8.4  MAC constants and PIB attribULES........cccoeeviriiiiiriniciiieinieecceeeeee e 150
841 GONETAL.....uiiiiiiiicc et 150
842 MAC CONSTANES ...uiviiiiiiiiiiiieiic ettt 150
8.4.3  MAC PIB AttrIDULES .....euvevieieiiieiiietiieiietcetee ettt 151

9. SEOUTTLY ..evveuveitieteeteete ettt et et e et e b e eseesseeseesbeebeess e seesseeseenseassenseeseesseensessesseesseessenseesseseensenseeneanseenes 159
9.1 OVEIVICW ...ttt ettt et et e et e e bt e st et e es e e et e meeebeemeees e emtees e em s e st emeees e aneeeseeneeeneenseaneeneeanean 159
9.2 Functional deSCIIPtION. ....ccuiiieieiieietteietiet ettt ettt sttt ettt et ene e et e eseeeseeseeeneesbeennenseens 159

L2 B € 1 1<) ) BTSSP PSRRI 159
9.2.2  Outgoing frame SeCUrity PrOCEAUIE .......ccueruieiiriirieieitieieeetieie ettt ee e ee e 159
9.2.3  KeyDescriptor 100kup procedure............cooirieiiiiiieiieieee e 161
9.2.4  Incoming frame security procedure, Security Enabled field is set to one ................. 162
9.2.5 Incoming frame security procedure, Security Enabled field is set to zero ................ 164
9.2.6  DeviceDescriptor 100kup procedure ...........cecivierireiieriiniee e 165
9.2.7  SecurityLevelDescriptor lookup procedure...........cocoeieririeiinienieee e 165
9.2.8  Incoming IE security level checking procedure ...........ccccooieiinieiinieniiiec e 165
9.2.9  Incoming IE key usage policy checking procedure ............ccecceeeereenieneneeneiieneneen 166
9.2.10 Incoming security level checking procedure ............ccoceevirieiinieiinee e 166
9.2.11 Incoming key usage policy checking procedure............cceveererieriinieneieee e 167
9.3 SECUTILY OPETALIONS .....eeueiiuieieetieiieettete et eee st e e steesee bt et e steesee st eneeeseeneesseeneesseensesseesesseensenneens 167
9.3.1  Integer and octet rePIeSENLALION ......ccveivieeieeieiieieeiieie et ettt eee ettt ee e eneas 167
9.3.2  AEAD NONCE ....ciiiiiiiiiieeiteeite ettt sttt ettt et 168
9.3.3  AEAD PIreICQUISIIES -.eeueevieuiiitieiesteeetetieite et et eee st ete st eeeesseenteeseeneesseeneesseenseeneeeesneas 169
9.3.4  AEAD transformation data representation ............coccoeeerueriesieneenienieeeeeeee e enees 169
9.3.5 AEAD inverse transformation data representation...........c.c.eceeeerueeeeneeseeneeseenennes 171
9.4  Auxiliary Security NEAACT ..........eiuiiiieiiiiee et 172
L B € 13 1<) 21 B EURTPSRR 172
9.4.2  Security Control fIeld.........ccooiiiiiiiiiee e 172
Documents
21

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

9.4.3  Frame Counter fIE1A ........cooooiiiiiiiiiiiie et e e e e 174

9.4.4  Key Identifier field........oooiiiiiieeee e 175
9.5 Security-related MAC PIB attriDULES. ......ccueeiiieieieieieeie et 175
9.5.1  Generic PIB attribDULES.....c..cccvieiiieieiieieeeiieeie ettt ettt et eive e aeeveesaeereenes 175
9.5.2  5eCACAdAIZOTItIIM «...oviiiiiiee e 176
9.5.3  5ecKeyIdLOOKUPDESCIIPIOT . ..c.vveueieieiiitieieie ettt ettt e 176
0.5:4  SECKCYDESCIIPLOT ...ttt ettt ettt ettt ettt sttt e e et e s e e st eseeneenaeenean 176
9.5.5 secKeyDeviceFrameCounterDeSCIIPLOL «......eviruieierieeieieeiieieeieeee et 178
9.5.6  SeCKeyUSaZEDESCIIPLOT ... eitiiieiieiieiietieee ettt et 178
9.5.7  5ecKeyleUsSageDESCIIPION . .. c..iiuieiieiietieiieeeetieee ettt ettt ettt et s e e eeeeneas 179
0.5.8  SECDEVICEDESCIIPION .. .eeueeeieniiiieie ettt ettt ettt ettt et et e e s eneeeseeneeeneeneeenean 179
9.5.9  secSecurityLevelDESCIIPLOT ... .ccueitieiiitieiieete ettt ettt e 179
9.5.10  secleSecurityLevelDeSCIIPLOr ... ccuveeieieiereieeiete ettt ettt 180
10. OPIONAL TEATUIES ......eeeieieiii ettt ettt ettt ettt et e et e st e st eneesaeeneesseesesneensenneans 181
TO.T GONETAL ..ttt ettt b bbbttt bbbttt ettt ee et st naen 181
10.2  SUPETTIAME SIUCTUIE ....c.vievievieiieiieeieeteetiete et e ste e ste et e etee s esteesseeseessesseessesseessesssesesseessensaens 181
10.2.1  Overview of SUPErframe StrUCTUIE ..........ccvevvieieriieieiieieie et eeis 181
10.2.2  CRANNEL BCCESS -.uveneenteiieiieiieiieteete sttt ettt ettt sttt ettt ettt ettt et et ebesienaeas 181
10.2.3  Starting and realigning @ PAN ........cccooviiriiiiiiienecteeeeee e e 184
10.2.4  BEACON ZENETALION......ectieiiietieiieiieteetteieeeeeteteesseeteessesseessesseessesseessesssesseesseseessenseenes 186
10.2.5 Realignment in @ PAN .......ccooiiiiiiiiiieiececeeee ettt ene 187
10.2.6  Synchronization With DEACONS .........cceecveruiriiiriieiiei ettt eeas 187
10.2.7 Transmission when using superframe StruCtUre...........ocerveeverreeiereeienieeeenieeeesneenes 189
10.2.8 Header IEs for superframe StruCture ..........ccveeverieeieriieienie e 189
10.2.9 Primitives for updating the superframe configuration..............cccceeveeeverireieneeeennnnne. 190
10.2.10 Primitives for synchronizing with a coordinator .............cccccveveriereeienieeieieeeenne 193
10.2.11 MAC constants and PIB attributes for superframe structure.............ccoevveverreeeennnne. 195
10.3  Timeslotted channel hopping (TSCH) .......ccooviiiiiiiiieieieceee et 196
10.3.1  OVErvIEW OF TSCH ..ot e 196
10.3.2  Channel access fOr TSCH ........coiiiiiiiriiniieeeeeee e 196
10.3.3  Starting and maintaining PANS ........cccocveriiiiriieiiei e 201
10.3.4  Association and disassociation for TSCH ........ccccceoeiiinininineiececcee e 202
10.3.5 Synchronization in TSCH PAN ........cccoiiiiiiiiiieieeeeceee e 202
10.3.6  TIANSIMISSION ..uteutinienieiieiieitete ettt sttt sttt ettt ettt ettt ettt e et et es s es et eseebesbe b 205
10.3.7  Reception in TSCH ....coviiiiiiiiiieeic et st ens 205
10.3.8  Header IES for TSCH....co.iiiiiiiiiieiiiiiieeeee e 206

10.3.9 Nested IEs for TSCH
10.3.10 MAC management service primitives for TSCH .........ccccovviviiiieniicienieeieeeeee 209
10.3.11 MAC constants and PIB attributes for TSCH..........ccccocovirininiieniicicccenene 216
10.4  Deterministic and synchronous multichannel extension (DSME)..........cccccooveviiiienieiieciennenn, 219
10.4.1 DSME multi-superframe StrUCTUIEC. ........ccueeviriieieeieieeieieeeesieseeieeee e sseeseesse e 219
10.4.2 DSME command reqUITCIMENLS. .......ccuerurerverrrerrerreeiesenseesesseessesseesesssessesssessessaesseenes 220
10.4.3 DSME multi-superframe StrUCTUIEC. ........ccvveviriieieeieiieieie et eee e se e s e 220
10.4.4  Channel diVEISILY ....ccvecieriieieriieieieeieie ettt ettt e seesse e ebeesaesseesseseeseesseenes 221
10.4.5  CAP T@AUCTION. ..ottt ettt et nae s 224
10.4.6 DSME GTS allocation and Management............c.ccueevereeruereerreneesieeeenreeeesseeeenseenns 225
10.4.7  Beacon SChedUIING ......ceevvieieiieieiicieie et ens 231
10.4.8  Time SYNCHIONIZATION ....cuievieiieiieiieiieie ettt ettt eta b esaebeeseenaeenis 232
10.4.9  Deferred DEACOM ......c.ceuiiiiiieiiitiii ettt 233
10.4.10 Passive channel SCAN .........cooerieieiiiiiiieieeeeete e 233
10.4.11 Header IES for DSME-......coooiiiiiiiiiiiiiseee e 233
10.4.12 MAC commands for DSME ........cccccoiiiiiiiiiiie e 237

Documents
22

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

10.4.13 MAC management service primitives for DSME.............ccccoooiiiiiniiiiiecee e 248

10.4.14 MAC constants and PIB attributes for DSME...........cccooiiiiiiiieiieeceeeee e 257
10.5 Low energy (LE) using coordinated sampled listening (CSL) .......cccecerieiinieieiiieiieeae 260
10.5.1 Overview of LE and CSL .......ooiiiiiiiiee e 260
10.5.2  LE functional deSCriPtion. ........coueiuieieriieieiiiee ettt 260
10.5.3 LE transmission, reception, and acknowledgment with positive handshakes........... 261
10.5.4 Coordinated sampled listening (CSL).......cccveouirieiiieiieiesiee e 261
10.5.5 Header IES fOr CSL......ooiiiiiiiiee ettt 265
10.5.6  Nested IES fOr CSL ...ttt ettt 266
10.5.7 MAC constants and PIB attributes for LE and CSL.........cccocooiiiiiiiiiieeceeeee 266
10.6  Receiver initiated transmission (RIT)........cccuieviieriiiiieiieeiieeeeee ettt 267
10.6.1  OVerview Of RIT ....coiiiiiiiiieiieee ettt 267
10.6.2  Starting and maintaining PANS .......cociiiiiiiiiiiie e 267
10.6.3 Reception and tranSmiSSION ..........cecuieierereiereeieseeeie st eeee sttt eee st e e eneeneesneeneeeneas 268
10.6.4 Implicit receiver initiated transmission (I-RIT)........ccocoeviiiiiinieiinieeeeee e 273
10.6.5 Header IES for RIT ......cooiiiiiiiee e 273
10.6.6 MAC commands for RIT ........cccooiiiiiiiiieiee e 273
10.6.7 MAC management service primitives for RIT ..........cccoooiiiiiniiiinieeieeee 275
10.6.8 MAC constants and PIB attributes for RIT .........cccooooiiiiiiiiiiieeeeeeeeen 279
10.7  Television White SPACE (TVWS) ..cuuiiiieiieiee ettt 280
L R € 1< 1 1<) ) OSSR 280
10.7.2  Channel timing management (CTIM) ........cccoeoiiiriiiiiieieneee e 281
10.7.3  Nested IES for TVWS ..ottt 282
10.7.4 MAC constants and PIB attributes for TVWS.......ccocoiiiiiiieeee e 296
10.8  TVWS multichannel cluster tree PAN (TMCTP)....cccuieviiiiieiieeieeiieceeee et 296
10.8.1  OVerview Of TIMCTP ....c.oiiiiiiiiieiee ettt 296
10.8.2  Superframe use for TMCTP 0peration ..........cccceeeerereeienieienieieeiee e 298
10.8.3  Starting and maintaining TMCTPS ........cooiiiiiiiieie e 299
10.8.4 Nested IES fOr TIMCTP ....ouoiiiiieiieeee ettt 302
10.8.5 MAC commands for TMCTP ......c.ccoiiiiiiiiieii e 303
10.8.6 MAC management service primitives for TMCTP ..........ccccooiviiiiiieninieeeeeee 305
10.8.7 MAC constants and PIB attributes for TMCTP.........ccooiiiriiiiiiiieeeeeiee e 308
10.9  Multi-PHY management (IMPM)........cocoiiiiiiiiie ettt 309
10.9.1  OVerview Of MPM .......ooiiiiiiiieee et 309
10.9.2 Channel access: Enhanced Beacon frame timing for MPM procedure ..................... 309
10.9.3 MPM procedure for inter-PHY COEXISIENCE .......evuveruiriieiiiiieieiieieeiiee e 310
10.9.4  Nested IES fOr MPM .....cooiiiiiiieieee et 312
10.9.5 MAC constants and PIB attributes for MPM............ccoceiiiiiiiniiicee e 313
10.10 Priority channel access (PCA) .....ooiiiieieiee ettt 313
10.10.1 OVervieWw OF PCA .....oooiiiii ettt et 313
10.10.2 Channel access when using PCA ..........ooioiiiiieiiee e 313
10.10.3 Nested IES Or PCA ..ottt 317
10.10.4 MAC constants and PIB attributes for PCA ..........ccocooiiiiiiiieeeeeee e 317
10.11 Slotted CSMA-CA alZOTIRIM ...oeiiiiiiiieie e 318
10.12 Suspendable CSMA-CA algOrithm ..........cooiiiiiiiiiiie e 320
10.12.1 Overview of suspendable CSMA-CA algorithm ..........ccccoooeeiiniiiininninecee e 320
10.12.2 Channel access when using suspendable CSMA-CA algorithm ..........cccceeeriennnnen. 320
10.12.3 MAC constants and PIB attributes for suspendable CSMA-CA algorithm............... 320
10.13 Rail communications and control network (RCCN)........cccueevuiiriieiiieiieeiieciee e 321
10.13.1 OVerview Of RCCN .....oooiiiiiiiiieeee ettt 321
10.13.2 Rail communications and control network (RCCN) superframe structure................ 321
10.13.3 Header IES for RCCN ..ottt 322
10.13.4 Nested IES for RCCN ..ottt 325
10.13.5 MAC constants and PIB attributes for RCCN .........cccoceiiiiriinieiiieeeeee e 326
Documents
23

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

10.14  Smart utility NetWOork (SUN).....cooiiiiieiiee ettt ettt eneens 327

10.14.1 OVervieW O SUN .....oiiiiiiiiieiiee ettt ettt se e et eeeeneenaeeneas 327
10.14.2 Starting @ PAN i SUN ..ottt 327
10.14.3 Nested IES Or SUN ..ottt et 327
10.15 Low-energy, critical infrastructure monitoring (LECIM) .......ccocciiiriiiiiienieieieee e 335
10.15.1 OVerview Of LECIM .....ccoiiiiiiieiiiee ettt 335
10.15.2 Header IEs fOr LECIM .....cccoiiiiiiiieiiiiieeseeee et 336
10.15.3 Nested IES for LECIM ....c.oouiiiiiiiiiiiieiieietsietste ettt 340
10.16  Channel ROPPING ... .coviiuieiiiiieieeiee ettt sttt et ee e et ese e bt et e seeeneeeseeeesseennenneens 345
10.16.1 Overview of channel hOPPINg........ccoueiuieiiiieieee e 345
10.16.2 Nested IEs for channel hOppIing.........coveverieieriniee et 347
10.16.3 MAC constants and PIB attributes for channel hopping ............ccccoecveverceniienenne. 348
10.17 PAN ID conflict r€SOIULION ....ouiiiieiieiieiieieit ettt ettt s eneens 348
L A B € 13 1< ) USRS 348
LO.17.2 DEEECHION ...ttt ettt ettt ettt ettt ettt et e e ee s et ee e s teen e eseenteeseemeeeneenneeneenneenean 349
10.17.3 RESOIULION ..ttt ettt ettt s et e et eneeeneenneenean 349
10.17.4 MAC commands for PAN ID conflict resolution ..........cccooceeeerieiinieneniec e 349
10.18 ED CRANNE] SCAMN ... oottt ettt ettt ese ettt e sae e s e st eeesseensenneens 350
10.19 Active and enhanced active channel SCan............coccoiiiiiiieiiiiecee e 350
10.20  Orphan Channel SCAMN ..........coiiiiiiieieeieee ettt e e et sae e st e e s neennenaeens 352
10.20.1 Overview of orphan channel SCAN...........ceoirieiiiiiieieeeee e 352
10.20.2 ChAnNEL QCCESS ....uveveemeiiiieieitieieeiet ettt ettt s ettt e e bt et e ese e e eneeneesneenneenean 352
10.20.3 MAC commands for orphan channel scan............ccoocoeveeiiiiiiinieiicee e 353
10.20.4 MAC management service primitives for orphan channel scan............c.ccocceeeeneenee. 354
10.21 Association and diSaSSOCIATION ........eerueruieiertieieeieeieeie st ettt e e e eeseeesee e eeesreeneenaeens 355
10.21.1 Overview of association and diSaSSOCIAION ..........cereruerieriieiieiieieeiee e 355
LO.21.2 ASSOCIATION. ¢..titieiiteiieteeite ettt ettt ettt ettt e ste et e et e seesbees e teen e eseenseeseeneeeneeneesneeneenean 355
10.21.3 DiSASSOCIATION ..eeutieuieiteiiesteeiieeteete et ettt eieesteesee et e seesbees e teentesseenseeseeneeeneeneesneeseenean 359
10.21.4 Fast @SSOCTATION .....eeueiiieiieiteeiieie ettt ettt ettt ettt ee et ettt ent e st eneeeneeneeeneenaeenean 360
10.21.5 MAC commands for association and disassociation ..............cceceeceeeiereneeneereeneennns 361
10.21.6 MAC management service primitives for association and disassociation................. 364
10.21.7 MAC constants and PIB attributes for association and disassociation...................... 372
10.22 Extracting pending data from a cOOrdinator ............ooeiieriirieiieeiieie e 373
LO.22.1 OVEIVIBW ...teeutiiiett ettt ettt ettt et ettt et et este e st e et e st e saees s e bt enteeseenseaseenteeneeneesneenneenean 373
10.22.2 Transaction handling............ccooieriiieiiiriee e 373
10.22.3 Extracting pending data from a coordinator .............cccceeoveiieiinieieniee e 374
10.22.4 MAC commands for extracting pending data from a coordinator............c..cccceeruenee. 376

10.22.5 MAC management service primitives for extracting pending data from a
COOTAINALOT ...ttt ettt ettt ettt et e s et ese e bt ent et eneeeseenteeneeneeeneenaeenean 377
10.23  PromiSCUOUS MOAE ... ..ecuieiiiiietiitiete et ette ittt ettt e e st e e e et e e eseeeeeneeseeneesseeneeaseensesseensenneens 378
10.23.1 Overview Of promisCuoUS MOAE ........couieuieriieiieiiiieiee ettt seeeneas 378
10.23.2 MAC constants and PIB attributes for promiscuous mode...........ccocceevereerervenenen. 379
10.24 Device ANNouncemMent (DA) ....cc.eeiiiiiiieeieiiieeieeeie ettt et aeebe e aeeaeesteeesseesseessseesseessses 379
LO.24.1 OVEIVIBW ....eentieuieet ettt ettt et et e et e et e see e st e et e seesseen s e st ente et e enseeseeneeeneeneeeneenaeenean 379
10.24.2 Header IES fOr DA ..ottt 380
10.24.3 MAC management service primitives for DA ..........coccooiiiriinieiiee e 380
10.25 Guaranteed timeSIOt (GTS) ...cuieiuieiiieiieeiece ettt ebeesae e beesneesnae s 382
10.25.1 GTS general TEQUITCIMENLS ......cc.eeueertieiertieierteeeeneeeee st eeeesteeeesteeeeeseeeeeneeneeeneeeeeneas 382
10.25.2 CAP MAINTENANCE . .eevieiieiieiieieeieete ettt e e steeeeseeeeeseeessesse e e eseenseeseeneeeneeneesneensesnean 383
10.25.3 GTS AllOCATION ...ttt ettt sttt ettt et se e e eneeneeeneeneeenean 383
LO.25.4 GTS USAZE ..ottt sttt sttt et sttt e sat e e sbe e et e b e saneeneees 385
10.25.5 GTS dealloCatiON ......ocuieieieieiiiiieie ettt ettt ettt eee e nae s 385
10.25.6 GTS 1eallOCAtION ...couviiieiiieieeeiee ettt et nae s 387
10.25.7 GTS @XPITATION . ..cuieuiiiiieie ittt ettt ettt es et e e saeenteeseeneeeneeneeeneenneenean 388

Documents
24

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

10.25.8 Header IES fOr GTS ...ooiiiieeiiee ettt e et e e e e e e e e eenees 388

10.25.9 MAC commands fOr GTS.....cc.ccoeoiiirinininiceeetcenee ettt 389
10.25.10MAC management service primitives for GTS ........ccooceoiiiriinieiiree e 389
10.25.11MAC constants and PIB attributes for GTS .........cccccvvirininniniiiiiccnncecene 391
10.26 PHY parameters change notification proCedure ............cceoereereeienieeiene e eie e 392
10.26.1 Signaling using Beacon frames...........ccoeveiirieriiieie e 392
10.26.2 Signaling using multipurpose frames ...........cceeveeiereiieieniee e 392
10.26.3 Nested IEs for PHY parameters change ............cocceveieeiinieienieiesiee e 393
10.26.4 MAC management service primitives for PHY parameters change.........c.....ccc........ 395
1027 MAC IMEITICS .ttt ettt ettt st sttt ettt ettt ebesa e st sae e e st ees st eseeueeaesae et e be e 399
10.27.1 OVerview of MAC MELTICS ...cvevveuieiriiiirientitcietetet sttt 399
10.27.2 Nested IEs for MAC MELTICS ...c.oovruiruiririiniiiiieieeeeeiesie sttt 399
10.27.3 MAC constants and PIB attributes for MAC mMetrics .........cccoerveveveveeevenencnnennenn 400
10.28 Spectrum resource measurement (SRIM) ........ooiiiiiiiiiiiiieeeeee e 401
10.28.1 GENETAL.....uiiiiiiitiieecce ettt sttt 401
10.28.2 SRM performance MELIICS ........uerueereeruieiierieeeiesieseeeeesteeeeesteenee st eneeeseeneesneeneesneeneeeneas 402
10.28.3 SRM fUNCHONALILY . ....eouieiiieieiieiie ettt 407
10.28.4 Using Link Margin TE..........cooiiiiiiiiiee et 410
10.28.5 Header IEs fOr SRM ....cc.coiiiiiiiiiiiiiiiiienceeetet sttt 410
10.28.6 Nested IES for SRM .....cuiiiiiiiiiiiiiiierecceeteee st 412
10.28.7 MAC commands for SRM .......cccciiiiriiiininiiniiietene et 412
10.28.8 MAC management service primitives for SRM ........c.ccoooiiiiiiniiiinieneee e 416
10.28.9 MAC constants and PIB attributes for SRM ........ccccccecevininininiiciiieinncecene 430
10.29 RANGING .....etieieeiieit ettt ettt ettt et e e e et et e et e e es e et e eneenteeneesaeeneeaneenaesseennenneens 432
10.29.1 RaNging MEASUICINECILS .....c..eruieeeruieieetieiienteenieeeeeeestesseeneesseeteeseenteeneeneeeneenseeneenneeneas 432
10.29.2 Set-up activities before a ranging eXchange ...........cccooeeverieiinieiieiee e 440
10.29.3 Finish-up activities after a ranging eXchange ............cceoeiieiinieiiniene e 440
10.29.4 Managing DPS and dynamic channel selection (DCS) ........cccoooveiiiiiiieniieniiieeeee 440
10.29.5 The basic ranging €XChange..........ceeueiuirierieieeieee et 442
10.29.6 RaNGING PrOCEAUIES .....cccuiiuiiiiiiieieitieteet ettt sttt eae et ese e et eee e sae s 443
10.29.7 Header IES fOr TangGINg........ccueiuieieriieieie ettt ettt ese e e sneenaeeneas 450
10.29.8 Nested IES fOr TANZINE .....eiveemiiiiieieeiieieieee sttt 450
10.29.9 MAC management service primitives for ranging ..........ccoceeeeeeereenieneneeneseenennes 458
10.29.10MAC constants and PIB attributes for ranging.............cccceeceeverierenieneneene e 465
10.30 Ranging: Ranging in a PAN using superframe structure with ERDEV ..., 465
10.30.1 OVEIVIEW ...ttt ettt ettt sttt sttt et st ee 465

10.30.2 Nested IEs when doing ranging in a PAN using superframe structure with
ERDEV L.ttt et 466
10.31 Ranging: SECUIe tranSACTIONS ......ueiuieieertieieetieeeieeteete st eteeeee e et e et eneeseeneeseeeneesseenesseensenneens 467
10.32 Ranging: Multi-NOde FaNGING........ccueeuieriirieieeierieeieeie et ettt e eiee sttt neeeeeseeenee e eeeseeeneenneens 469
10.32.1 INtrOQUCTION.......eotiiiiiitetcieteetet ettt sttt 469
10.32.2 Ranging block and round StrUCUIE...........ccueruieiiiriiieiiceeee e 470
10.32.3 RANGING MOACS ....veeuiiiieiiieieieiie ettt sttt sttt ettt et e st eneeeneeeeeneenaeenean 473
10.32.4 Ranging procedure for one-to-many SS-TWR ... 482
10.32.5 Ranging procedure for one-to-many DS-TWR ........cccccoiiiiiiiiniiiinie e 483
10.32.6 Ranging procedure for many-to-many SS-TWR .......ccccooiiiiiiiiiiieee e 486
10.32.7 Ranging procedure for many-to-many DS-TWR .........ccccooiiiiiiiiiiniiecee e 487
10.32.8 Ranging procedures with SP3 format packets ..........cccceeoueiieiinieiinieeeeee e 489
10.32.9 Nested IEs for multi-node ranging............cccoeceeririeiieiieieniee e 491
10.33 Ranging: Authenticated challenge-response ranging ............cccceeeveeeeeiereereneerieneeseseeeeneens 501
10.33.1 OVerview of ACRR .....cccoiiiiiiiiiiiiiieeecceee et 501
10.33.2 Reception while doing ACRR .......ccooiiiiiiii e 503
10.33.3 SeCUIILY LEVEIS ...ttt ettt et nne s 503
10.33.4 Coordinating ranging methods and security levels...........cccooinieiinienenieneiieeee 505

Documents
25

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

10.33.5 ACRR PIOCEAUIES ....c.eeeiieiiiiieiieetieie ettt ettt ettt ettt ese e et eeeeneenneeneas 505

10.33.6 Nested IES for ACRR ......ooiiiiiiieeeee e 514
10.33.7 MAC commands for ACRR .......cccooiiiiiiiii e 515
10.33.8 MAC management service primitives for ACRR ...........cooiiiniiiiniiee e 517

10.34 Ranging: Ranging message non-receipt eXChange ...........ccoeovevveierieiinieieneeeeee e 525
LR 2 3 @ <) 4 1<) PR RSTR 525
10.34.2 Nested IEs for ranging message non-receipt eXchange ............oceeeeeeeveeeeneneeneennnns 526

10.35 Ranging ancillary information ...........ccoeierierierire ettt eeeens 526
LU T @ <) 4 1<) TSR 526
10.35.2 Nested IEs for ranging ancillary information ............ccceeovereerenieieniene e 527

10.36 Ranging: Multiple message receipt CONfirmation ..........cceoeeeeruieierieiene e 527
LO.36.1 OVEIVIBW ...ttt eiieie ettt ettt ettt e st et et e steesee et e see s st es s enseente et e enseeseeneeeneeneesneenneenean 527
10.36.2 Nested IEs for ranging ancillary information ............ccceeeverieoenieienieneseee e 528

10.37 Timeslot relaying based link extension (TRLE).........ccooiiiiiiiiiiiiiee e 529
L I € 1< 1 1<) ) USRS 529
10.37.2 Link extension for a PAN using superframe Structure ............cccceceveeneneereeneenennnn. 530
10.37.3 Link extension for the non-TRLE PAN........cccooiiiiiiiiiieeeee e 530
10.37.4 Link extension for the TRLE-enabled PAN ..........cccoiiiiiiiiieeee e 532
10.37.5 MAC services for the TRLE-enabled PAN .........cccoiiiiiiiiieeeee e 540

11. General PHY T@QUITCMENES .......eeiiiiiiiieiieieettei ettt ettt sae et eesbeennenneene 554
T1.1 GONETAL. .ttt et b bbbt b e et b ettt et be b e 554
11.1.1 Requirements and defiNitioNs ...........cceevverieriiriererieiereee et eeis 554

11.1.2  Operating freqUENCY TANEZE.......ceveriieierireiesteeieieeteeeesseeaeseessesseessessaeseeseessesseenseeses 555

11.1.3  Channel aSSINMENLS. ......c..cueruirieriirienieetetesteetesteeeesseeaeseeessesseessessseseeseensesseessennes 564

11.1.4 Minimum LIFS and SIFS Periods........ccccveviirieriiriieiinieie et 592

11.1.5 RF POWET MEASUTCINENL ....eevvieiiieiieeieeiiesiteeieenieesteesieeseteessaesasesnbeessseenseenssesnseenseens 592

T1.1.6  TIanSIMIL POWET .oouvieeierieeietiesiesteetesteesesteeseesseessesseessesseessesseessesssessesssesenssensesseesseeses 592

11.1.7  Out-of-band SPUIIOUS EMISSION .......eevvervieeieiieeieieeteetereeaeseessesseesseeseeseeseeseeseesseens 592

11.1.8  Receiver sensitivity definitionS........cceecvivieriirieieei et enas 592

11.1.9 Common signaling mode (CSM) for SUN PHY ......c.ccccovirviiniiieiiiieieeeieeee e 593

11.2  General 1adio SPECITICALIONS. ......iiuieiiirieiieieeierie ettt ettt eeaeeseesreeeesaeessessaessesseensensaens 593
T1.2.1  GNCTAL..iiititeie ettt ettt ettt ettt et be e 593

11.2.2  TX-t0-RX turnaround timMe ..........cceeiuiruirienienienieiieiesenieetesest ettt 593

11.2.3  RX-to-TX turnaround thmMe ..........cceeeriruirienienienieieiesiesieetesest ettt 594

11.2.4  Error-vector magnitude (EVM) definition..........ccceverierieiienieiieiecieie e 594

11.2.5 Receiver maximum input level of desired signal..........cccccceeveviiieniicienieieeeienne 595

11.2.6 ReECIVET ED ..ottt sttt 595

11.2.7 Link quality indicator (LQL) .....cccooiiieiieieiieieieee e 595

11.2.8 Clear channel assessment (CCA)......coivieiirieieriieieeeeiee ettt ee e se e enas 595

11.3  Ranging capable PHY ......ociiiiiiiiiciieeee ettt s nseenaens 596
L1301 GNCIAL..oeiiiiitee ettt ettt ettt ettt et be e naen 596

11.3.2  Distance commitment 0n PSDU ........cccoiiiiiiiiiiiiniiieee e 596

12, PHY SEIVICES ittt ettt ettt sttt ettt h bbbt bttt bbb e et e e et et est e st ent et e ebesbeneenen 599
2 B 0 ) o 1TSS 599
12.2 PHY CONSTANES...coutiiiiiiiiieeiit ettt ettt st ettt e be e bbbt e st e beenaee s 599
12.3 PHY PIB QtIIDULES ...eeeuieieiiieieeeiieie ettt ettt ettt e te et e saeenee s st eeesneennenneens 600
2 0 B © <) 4 1<) SRS 600

12.3.2  Generic PHY PIB attribDULes.......ccoiiieiiieiieiieiieiescee e 600

12.3.3 Generic LECIM PHY related PIB attributes ..........ccccooeviiieiiiniieieciee e 602

12.3.4 LECIM DSSS related PIB attribUtes .........ccccceeviiiereiieieiieeeeeeeeee e 603

Documents
26

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

12.3.5 LECIM FSK related PIB attribUtes.......ccuvveiiiiiiiiiiieceiiiee et 603

12.3.6 LRP UWB related PIB attribUtes.........cccueviieiiieiiiiiieiieecie ettt veees 604

12.3.7 HRP UWB related PIB attributes ........cccueevvieiieeiieiieieecie ettt 605

12.3.8 TVWS related PIB attribULES .....cccvvieieeciiieiieiieciee ettt 609

12.3.9 RS-GFSK related PIB attriDULES ......ccveevieriieeiieeieeieeeiecie ettt eeee e 609
12.3.10 FSK related PIB attribULES .....ccuvievieiiieeieeiicciieeiee ettt ne e 610

12.3.11 SUN FSK PHY related PIB attributes ..........ccceeevieiiieiierie et 610
12.3.12 Other PHY related PIB attributes ........ccveviieiiieiieiiieieecie ettt 611

13. O-QPSK PHY ettt ettt ettt ettt st et et e st e st et eseesees e s e s e s e s essensensansenteneeneeseanennens 613
13,1 PPDU fOIMIAL. ..ttt ettt eb bbbttt ettt ettt ebeebesbesaen 613
13,101 GNCTAL..eiieiiieie ettt ettt ettt et be e 613

13.1.2 SHR field fOrmat.....cc.ooiirieieieiiiieiieeie ettt 613

13.1.3  PHR field fOrmat.....cc.oouirieiiiiieiieiieiese et 613

13.2  Modulation and SPreading ..........cceecierievieriiiiieriiiieieee ettt et eee e esesreeseesreesessaessesseensessaens 614
13.2.1  GNCTAL...eiieititeie ettt bttt et 614

13.2.2 0 DAta TALE ...coueiiiiiiiiieitete ettt et sttt 614

13.2.3 Reference modulator diagrami...........c.ecveiiruieieiieeieieeieee e e 614

13.2.4  Bit-to-SymbOl MAPPING .....eeviieieiieiieiieierte ettt sre e sre e steesaesbeessesseesneeseenes 614

13.2.5  Symbol-to-Chip MAPPING ...cvvevvieeieiieiierieeteieeee ettt ens 615

13.2.6 O-QPSK mMOAUIATION ......eooviiiiiieiiiciie ettt ettt ettt ettt ve e aeeeveeeane s 616

13.2.7  PUISE SRAPEC...c.eiiieiieiieie ettt ens 616

13.2.8  Chip tranSmiSSION OTAET ........ccvieeeruieieriieeeieetieteeteeeesseeaeseeessesseessesseeseeseesseeseenseenes 617

13.3  O-QPSK PHY RF FEQUITCIMENLS ....cuvievieiiiciieiieeiieiesieeeeteeteeieeeeseeeeesseeseesseessessessaessesssessansnens 617
13.3.1  Operating freqUENCY TANEZE.......ccvirvieierireierieeiete et eeeeree e e essesreessesseeseessesesseenseenes 617

13.3.2 Transmit power spectral density (PSD) masK........c.cccoeveeriirieneiieneiieeeieeeeene 618

13.3.3  SYMDOL TALE ...veeiiiiieiiectiei ettt et s eeesse s sbeesaebeesaenteeseenseens 618

13.3.4  RECEIVET SENSIEIVILY ..veeuvieiiitieiieieeiete ettt ettt sttt e st aeseeessesseesbessaeseessenseeseenseens 618

13.3.5 Receiver interference rejeCtion ........cevverveeierieeieeieieeeeieseesaesreeseeseesseeseeseeseesseenis 618

13.3.6  TX-t0-RX turnaround timMe ..........cccecereruirierieniinieieiesenieetestest et 619

13.3.7  RX-to-TX turnaround timMe ..........cceeereruerienienienieiieiesenieet ettt 619

13.3.8  EV Mttt et 619

13.3.9 Transmit center frequency tOlEranCe. ..........cvevverieieriirieie et 619
13.3.10 TIaNSIMIE POWET ..veuvieeririeriitiesteeteestesteeteeeeessesseessesseessesseessesseesesssessesssessesssensenssesseeses 619
13.3.11 Receiver maximum input level of desired signal...........cccccoevevivierieeieniieieieeiee 619
13.3.12 RECEIVET ED .uiiiiiiieee et 619
13,3013 L ittt ettt ettt 619

14. Binary phase-shift keying (BPSK) PHY ....c.ooiiiiiieiicieee e 620
141 PPDU fOIMAL.....ccciiiiiiiiieii ettt ettt ettt st te e st e e te e saeesbe e saeesseeseeesseeseessseeseensseas 620
142 Modulation and SPreading ........cccuerieierieierieie ettt ettt ettt eneens 620
T4.2.1  GENETAL...ccuiiiiietie ettt ettt st eete e sea e e be e taeebeesseeesbeessaeesseenbaeanseeseenes 620

14.2.2 BPSK PHY data TateS ....ccveeiiieiieiiiiiieecieeeie ettt ettt eveeeiaeeveesaeesiveesteeesaeesseessneeseenes 620

14.2.3  Reference MOdUlator..........cccuieviiiiiiiiiieciecie ettt ettt ebe e seaeesee e 620

14.2.4  Differential @nCOAING .......coviiuiiiiiieieieeeee et 620

14.2.5 Bit-to-Chip MAPPING ...c.eeiiiieiiiiiieie ettt ettt e e eneenne s 621

14.2.6 BPSK MOAUIAtION ....oocuiiiiiiiiiiieiicciic ettt ettt e b e saaeene e 621

14.3  BPSK PHY RF r€QUITCMENLS . ...c..eetiiuieiieiieiieiieeie ettt ettt et e eesae e e e eaesneeneenneens 621
14.3.1  Operating freqUENCY FANZE. ... .ccoverueereertieiiertieeeeeeseeeeesteeneesteenteeseeneeeseeeesneeeesseesesneas 621

14.3.2 915 MHz band transmit PSD masK...........ccceeviiriiiiiieiiecie ettt 621

14.3.3  SYMDOL TALE ....eeuiieieii ettt et ettt n et et e e nne s 622

14.3.4  RECEIVEL SENSIEIVITY ..eeutiiuieiieiieieeiiete ettt ettt ettt s ettt et e st e e eneeeeeneenneenean 622

Documents
27

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

14.3.5 Receiver interference reJeCtiON ........eeveruieriereeierieee sttt ee e 622

14.3.6 TX-t0-RX turnaround tiMe ...........c.cevueeruiieiieriieiieiiiesteesieereesaeesveeseeeeaeeseessseesseenes 622

14.3.7 RX-t0-TX turnaround tiME ..........ccueevueeriieirieriieseesrieseeseeeeseesseesreesseesseesseessseesseenes 623

T4.3.8 BVttt ettt ettt et h e a ettt a st ent st st st seene e 623

14.3.9 Transmit center freqUency tOlEIanCe. ........ooveuiruierieieiieieeiee et 623
14.3.10 TTANSIMIL POWET «..uvieueiieeiieiteeeteeteete et ettt eneeseeeneeseeeeesseessesseenseeseenseeseeneeeneeneeeneenseenean 623

14.3.11 Receiver maximum input level of desired signal............ccooooeiieiiiininnineceeeee 623
14.3.12 RECIVET ED . .oiiuiiiiiiieiieciit ettt ettt ettt eeabaessaeebeesbaeensaessnaens 623
I T 0 T 500 ) OO E USSR 623

15. Chirp spread spectrim (CSS) PHY ..ooueiiiiiee et 624
15.1  CSS PPDU fOIMAL ..ottt ettt sttt et 624
I5.1.1  GNCTAL..eiiiitiiee ettt ettt sttt 624

15.1.2 Preamble fIeld ......cooiiriiieieieiei e 624

15.1.3 0 SFD fIRIA .o 624

1514 PHR FIEIA .ottt 625

15.1.5 PHY Payload field .......cccovivieiiiieiiiieie et 625

152 Modulation and SPreading ..........cceecierrieierieiiienieiieieee ettt eee e eee e eseesreessessaesseeseensessaens 625
I5.2.1  GENCTAL...eiiitiieie ettt ettt ettt et 625

15.2.2 DAta TALES .o.eeiiiiiiiiieiteeitet ettt et sttt ettt 625

15.2.3  Reference modulator..........cooeoiiiiiiiiiiiiiiccee e 625

15.2.4 De-multiplexer (DEMUX).......ccceiiiieriiiieiieiieie ettt saesse s s eseesne e 626

15.2.5 Serial-to-parallel MAPPING .....c.cocvevierieriiirieieeiete ettt ere s seesee s ens 626

15.2.6 Data-symbol-to-bi-orthogonal-codeword mapping .............cceeeevvereeienieeienieeeenneene. 626

15.2.7 Parallel-to-serial converter and QPSK symbol mapping...........ccceeveeverieeeerreeeennenne. 630

15.2.8 DQPSK COQING ..oovvieiiiniieiiiiieiesie ettt seeesse e esaeseesaeseeseeeseenes 630

15.2.9 DQPSK-t0-DQCSK mMOAUIAtION.......coiiiriiiriieiietieceeeie ettt 631
15.2.10 CSK GONETALOT...cuueieutietieeiiieriteeiteeiee et ettestteeteesteessbeesteesateenstesaseebeessseenseesssesnseenssens 631
15.2.11 BIt INEETIEAVET ..ouviniinienieieieieect ettt 631

15.3  Waveform and SubChirp SCQUENCES........c.evviiieriiiieiiieeieett ettt saeeae e ae e essennaens 631
15.3.1  GNCTAL...eiiititie ettt ettt bttt et 631

15.3.2 Graphical presentation of chirp symbols (subchirp sequences).........cccveverveevennenne. 632

15.3.3  AcCtive USage Of tIME ZAPS ..c.eervieieiiiiecieeieeieeeee ettt ete s era e nneens 632

15.3.4 Mathematical representation of the continuous time CSS base-band signal.............. 633

15.3.5 Raised cosine window for chirp pulse Shaping...........cccceeveveveririiereeienieeieeeeeenne 635

15.3.6  Subchirp tranSmiSSiON OTAET .........c.ccveeieruieiiriieieeeeteeeeie e sre e eae e sse e beeseesseenis 635

15.3.7 Example of CSK signal generation.............cceeverveeeeriesierieneenieneesieseesseeseenseseesseenns 636

15.4  CSS RF TEQUITCIMCNLS. ... .eevviitieiteitiesieetieiesteetessesseesessaessesssessesssesseessesseeseessesssessesssessesssessenssens 637
I5.4.1  GENCIAL....uiiiitiiiie ettt ettt ettt ettt et be e nae 637

15.4.2 Transmit power spectral density (PSD) mask and signal tolerance.............c............. 637

15.4.3  SYMDOL TALE ..c.veeviiiieiieciiei ettt ettt se e ssessa e beessesbeesseseeneesseens 638

15.4.4  RECEIVET SENSIEIVILY ..vievvieiiiiiieieieeieieeie sttt eteeteeeesae e e sseessessaesbeesaesseesseseeseeeseenes 638

15.4.5 Receiver interference rejeCtion ........cveverveeieriierieeieeeeierieeeesteseeaeseesseeseeseeseesseenas 638

15.4.6  TX-t0-RX turnaround timMe ..........ccoeeriruirierieniinieieieiesieet ettt 638

1547 RX-to-TX turnaround timMe ..........cceeereruirienieniinieieieeeseet ettt 638

15.4.8 Transmit center frequency tOlErancCe. ..........ccveveeieieriirieie et 639

15.4.9  TIanSIMIL POWET .eouvieeiirieriitiesiesteesteeteeteseeesteseessesseessesseessesseessesssessesssessesssenseessesseeses 639
15.4.10 Receiver maximum input level of desired signal...........ccccceeveviiieriiieniieieieeiene 639
15.4.11 ReECEIVET ED .ottt sttt 639
I5.4.12 Lttt ettt 639

16, HRP UWB PHY ottt ettt ettt ebe et nen 640

Documents
28

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

Y0 B € 1< 1 1< v | E SRR 640

16.2  HRP UWB PPDU fOIMAL ....c.oiiitiiiiiieiiiitiietereteeie ettt 641
L0 B € 1< 1 1<) ) USSR 641

16.2.2  PPDU €NCOING PIOCESS. ... ueeueerueeeearianeeetieteasieneeseeeeesseeneesseessesseensesseesesseeneesneensesnean 642

16.2.3  SYMDOL STIUCTUIE ...cuiiieie ettt et et e e e e e eneenneenean 644

16.2.4 PSDU timing PArameEters ........ccoverueeueeruietierteesieneeneeeeesseeneenseeseesseesesseesesneesesseessesneas 645

16.2.5 Preamble tiMing PArameELers .........ceuerueeeeriieierieneeeeeseeeeeenteeeeeseeeeeseeeesneeeesneeaesneas 647

16.2.6  SHR FIELA ...eviniiiiei et s 649

16.2.7  PHR FIELIA .oeiiiiiiciee ettt e 654

16.2.8  PHY Payload field ........cccooiiiiiieieee e s 657

16.2.9 Scrambled timestamp sequence (STS) field ........cccoooeeieiiiiiiiniee e 658

16.3  MOQUIATION ....euieiieie ettt ettt et e e es e et e st et e et e seeeneeeneenneeseennenneens 661
16.3.1 Modulation mathematical framewWork.............ccccoroieriiiiiiiieeeeeee e 661

16.3.2  SPICAGING ..ecuviiieit ettt ettt ettt ettt ettt e et e b e st et st eeeeneenneenean 662

16.3.3  FEC ettt e 664

16.3.4 HRP-ERDEV modulation in HPRF mode............ccooooiiiiiiiiiieeeeeee 666

16.4  RE TQUITCIMIENES ......eeutiitieieeiieteetieteeeie it et te e et e e et eee s st entees e e tees e e et eseenseemeesseeneeaseennesseensenseens 670
16.4.1 Operating frequency DANAS ..........ccoeeeiirieiieeeee e 670

16.4.2  Channel aSSIZNIMENTS. ..........eeruiiierieeieiietiee ettt te st et e et enee st eneeeneeaeeneas 671

16.4.3 Regulatory COMPIIANCE ......c.oiuiiieiieiiiiiee ettt 671

16.4.4 Baseband impulSE IESPONSE .......ceueruieiieiieieetieieite et ettt et eee e e ese e eneeeeeneas 671

16.4.5 Transmit PSD mask ......cccooiiiiiiiiieee e 674

16.4.6  Chip rate clock and chip carrier alignment.............cccooeeuiiieienieiieee e 674

16.4.7  TX-to-RX turnaround time ...........ceeeeiuieieriieieneseee et 675

16.4.8 RX-to-TX turnaround timMe .........ccceeeeruieieniieiereeeeie ettt 675

16.4.9 Transmit center freqUency tOlEIanCe. ......coiveiiruierieieiiieieeeee e 675
16.4.10 Receiver maximum input level of desired signal............c.occoeiinieiininneniecee e 675
16.4.11 ReCEIVEI ED ..ottt ettt 675
16.4.12 LQLcoiiiiee ettt ettt e 675
L6.4.13 CCA .ottt ettt ettt b et b ettt e 675

16.5 HRP UWB PHY optional pulSe Shapes ..........cccoeierieriiiieiieiieeeeee e 675
LO0.5.1  OVEIVIBW ....iiutiiieit ettt ettt ettt ettt et e st e ese e et e e s et ee e bt en b e et e enseeseeneeeneeneesneeneenean 675

16.5.2 HRP UWB PHY optional chirp on UWB (CoU) pulSes ........cccceevuerieneneenenieenene 676

16.5.3 HRP UWB PHY optional continuous spectrum (CS) pulses .........cccevereerervenennen. 677

16.5.4 HRP UWB PHY linear combination of pulses (LCP).......ccccceviiiininiinieiiieeee 678

16.6  Extended preamble for optional CCA mode 6..........ccoeeviiiiiieiieiee et 679
16.7 HRP-ERDEV Parameter SELS .......ccccuieuiiriiiriiiieeiieiiie ettt sttt sttt e n 680
17, GESK PHY ettt sttt b ettt sttt sttt eee et 683
17.1  PPDU fOIMALS ...ttt ettt ettt 683
17.2 MOQUIALION ...ttt ettt nens 683
17.2.1 GFSK PHY data Tates ......c.erveuirieiiieiirieinicienteiceeteneeteseete ettt 683

17.2.2 Reference modulator diagrami...........c.eeveueruieieiieeieieeiee e eeis 683

17.2.3  Data WHItEIING .....c.eevieiieiieiieieeieete ettt stee e seeessessaebeesaesseesaenseeneesseenes 683

17.2.4  GFSK mOdUulation .......c.covviriiiiniiiiiiniicieceeetereereete ettt 684

17.3  GFSK PHY RF TEQUITCINENLS ....oovieviiriieiieiieiiesieeiteiesieesteeseesseeseessesseessesseesesseessesssesesseessensenns 684
17.3.1 Operating freqUENCY TANEZE.......ccvirvieieeireieiteeiete et eeesreeaeseeessesseesessaesseesseseeseesseenes 684

17.3.2  Transmit PSD mask ......ccccceriiiniiiniiiniinccreereereeeeeee et 684

17.3.3  SYMDOLTALE ..c.veeviiiieiieeiieieetee ettt sttt ae e e s e ssaesbeesaesseessenseenneeseenes 685

17.3.4  RECEIVET SENSIEIVILY 1.veeuvieiiitieiieie et ete ettt ettt et e saeeaeseeessesseessessaesseesaeseeseesseenes 685

17.3.5 Receiver interference rejeCtioN ........cevverveeieriierieeieteseesieseesresreeseseesseeseeseeseenseenis 685

17.3.6  TX-t0o-RX turnaround tMe ..........coecireirieinieinieinieeneeneeneeereete e 685

17.3.7  RX-t0-TX turnaround tMe ........ccoveerveirieinieinieineeneenetene ettt 685

Documents
29

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

17.3.8 Transmit center freqUency tOlEranCe. ........ooveuerierieiieieeeiesieee e 685

17.3.9  TTANSIMIL POWET «.ueieuiiiieiieiteeieeiteete et ettt e e seeeseeseeeeesseesseaseenseeseenseeseeneeeneeneeeneenseenean 685
17.3.10 Receiver maximum input level of desired signal............ccooooeiinieiininnenieeeeeee 685

17.3.11 RECEIVEI ED ..ottt et 686
R TR 2 (0 ) B U USRS 686

I8, IMISK PHY ittt ettt ettt ettt s e st s et e st s e st b e be s e s et e s et e st enteneene et e eneeneenenn 687
18.1  PPDU fOIMIALS ...ttt ettt eb bbbt ettt ettt et ebeebesbesaen 687
I8.1.1  OVEIVICW ..ttt ettt b ettt ettt e et et ebesbenaens 687

18.1.2 Frame Length LSB field ....ccooiiiiiiiieieciceeeet e e 687

18.1.3  Extended PHR field ......cooooiiiiiiiiiiiiiece e 687

18.1.4 Frame Length MSB field ......cccooiiiiiiieiieiiicceet e 687

I8.2  DIALA TALC .ttt ettt ettt ettt ettt et et sttt et b e eae 688
18.3  Multi-PHY fUNCHONALIEY ....eovvitieiieiieiieciecieie ettt s e e seesaenseenaens 688
18.4  SFD for the MSK PHY ..ottt 688
18.5  MSK MOAUIALION. ...c.tititiieieieteetee ettt ettt ettt et sbe e 689
18.5.1 Reference modulator diagrami...........ceceeeerieeiereeieieeieie e eeie 689

18.5.2  Data WRILEIING .....c.eevieiieiietieieeieeieeeesie ettt ete e e steeaeseeessesseesbeesaesseesaeseeseeeseenns 689

18.5.3  Bit-to-SymMbDOl MAPPING ....vveiieiieiiieiieiieierie ettt ettt sre e sae e sae s sseenseeseenns 689

18.5.4  Signal MOAUIATION .....eevvieeiiiieiicie ettt ere e 689

18.6  MSK PHY F@QUITEIMICNLS ... .cuvievieiietieiieeieieeeiestesteestesteesteeteessesseesseeseessesseessesseessesssessesseessensaens 690
18.6.1 Operating freqUENCY TANEZE.......eevirrieieriieteieeieie et eeesseeaeseeessesseessesssesseeseesesseenseenes 690

18.6.2  Transmit PSD mMask ......ccoooeiiiiiiiiiiiiiiee e 690

18.6.3  SYMDOL TALE ....veeviiiieiiiciieieetiet ettt ettt aeseessesseesbeesaesseesaenseeseenseenes 690

18.6.4 Transmit center frequency tOlEranCe. ..........cveverieieriirieie et 691

18.6.5  TIANSINIL POWET ..eouvievierieeiitiesieeteestesteesesteesseseessesseessesseessesseessesssessesssesseessensenseenseenes 691

18.6.6 Receiver maximum input level of desired signal..........cccccceevevivienieienieieieeiene 691

18.6.7 Modulation frequency deviation tolerance ............cecevierierceerienieresiesieeeeie e 691

18.6.8  Zer0 CrOSSING tOLCTANCE .....eevvivieeiitieiieeie ettt ettt e sre e sre e saeesaesaeessesseensenseenes 691

19. LRP UWB PHY SPECITICALION ...eevvivieiieiiieiiesiieieete ettt ettt ste et esseesaesseeneessesnaenseeneas 692
L B 0 ) o 1< SRR RUUPTUS 692
19.2  LRP UWB PHY SymbOl SEUCIUIE ......eeviiiieiieieie ettt 693
L B @ <) 4 1<) SRS 693

19.2.2 Base mode LRP UWB PHY symbol Structure .........ccccceeuereeiienieiienieeeeeee e 694

19.2.3 Extended mode LRP UWB PHY symbol Structure ............ccecceeeeiierieneneeieneeeneee 694

19.2.4 Long-range mode LRP UWB PHY symbol structure ............ccccoeverieneneenenieeene 696

19.2.5 Dual-frequency LRP UWB PHY symbol Structure............ccccceeeeivenienenieienceeeeee 697

19.2.6 Variable pulse repetition period (PRP) .........cccooiiiiiiiiiiiecee e 697

19.3  LRP UWB SHR ...ttt ettt st eae e e s se e s eneeseeneeneeseene e 698
L 0 B € 1< 1 1<) ) USRS 698

19.3.2 LRP UWB SHR Preamble .......ccccveieiiiiiiieieieseieeeie et 698

19.3.3  LRP UWB SHR SFD ..ottt ettt 699

194 LRPUWB PHR ..ottt ettt ettt st et se e st s neeneese s s 700
L B € 1< 1 1<) ) USSR 700

19.4.2  Encoding Type field.......cccooeeiuiiieiieieieeee e 700

19.4.3 Header EXtension field...........coooioiiiiiiiiieee e 701

19.4.4 SECDED fIeld......ciiiiiiiiieieeeee ettt 701

19.4.5 Frame Length fleld.......cccooiiiiiiie e s 701

19.4.6 Location enhancing information postamble (LEIP) Length field.............cccocennennee. 701

19.4.7  LEIP PoOSItiON fIeld.......eooiiiiiiiieiieieiieee e e 702

19.5  LRP UWB PSDU... .ottt ettt ettt st et ae s e e et eseeseeseeneeseeseese s 702

Documents
30

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

LT B € 1= 1 =) | DO ORPPRRRRRN 702

19.5.2 PSDU in enhanced payload capacity (EPC) mode ...........ccceeiinieiinieiiniecieeeee 703

19.6 LRP UWB location enhancing information postamble .............cccevieiirieneniereniee e 704
19.7 LRP UWB transmitter SPECIfiCation .........c.eeuieruiriieieieiieie ettt seens 705
19.7.1  PUlSE SRAPC. ....e ettt 705

19.7.2 PulSE tIMINE ..eouiiiieiiieiieie ettt ettt ettt e et e st et e e et e sne s 705

19.7.3  Transmit PSD MasK ......cccviiiiiiiiiiiiie ettt be e 705

19.8 LRP UWB transmit and receive timing réqUIiremMents ...........cceeverueeeeneenieneeeeeneeneeseeeeneens 710
19.8.1  FixXed reply tIME .. .eevieiieiieeieieeieee ettt et 710

19.8.2  TurnaroUNd tIMES .......cceeeviiriiieieeirieite et eeteete et e sereesseestaeebeesseeesseessseesseeseessseenseees 710

20. SUN FSK PHY ..ottt ettt sttt et se e st e st es e eseeseeseebessensensensenseneasseneeneeseesenes 711
20,1 INEOAUCTION ...ttt b ettt ettt ettt eb et be b 711
20.2  PPDU format for SUN FSK ..ottt 712
20.2.1  GENCTAL....eiiiititiie ettt ettt 712

20.2.2  SHR field fOImat.....cc.eouiriiieieieiceiieieee ettt 712

20.2.3  PHR field fOrmat......c.ooeriiiiieieieiiitiee ettt 713

20.2.4  Mode SWItch PHR ....ooiiiiiiiii et 713

20.2.5 PHY Payload field .......cccoieieiiiiieiiiieeeeieee ettt 716

20.3  Modulation and coding for SUN FSK .........cccieiiiiiiiiiiiieierieie sttt 716
20.3.1  GENETAL.....iiiiiteie sttt ettt ettt eae bt nae 716

20.3.2  Reference Modulator..........cooeieiiiiiiiiiiiieee e 720

20.3.3  Bit-to-SymbOl MaPPING ......ccvieiiiiieiieiieierieeieseie ettt eeb e e s ens 721

20.3.4  Modulation QUALTEY ........ccovirrieieitieierieeiete ettt sb et e et eneene 721

20.3.5  FEC ottt et b e 723

20.3.6  Code-symbol INtErlCaVING........cccveruiiieriieieieeiieie ettt be e sneens 726

20.4  Data whitening for SUN FSK ......ccooiiiiiiiiiiieiiieeeste ettt snees 727
20.5 Mode switch mechanism for SUN FSK ......occooiiiiiiiiiiiiceeeeeee e 727
20.6  SUN FSK PHY RF IeQUITEMENLS .....ccviiuienieivieiiitieieereeitesteeiesteeisesteessesseessesseessesseensesssensessnes 730
20.6.1 Operating freqUENCY TANEZE.......ccovirrieieieeieetieieteetteteeseeaeseesseessessessaesseessesesseenseenes 730

20.6.2 Regulatory COMPUANCE ......ccueevieiieiieiieierieceeeie ettt se e eeb et nee s ens 730

20.6.3 Radio frequency tOIETANCE .......ccvieieriiiieieeiieieie ettt be e s ens 730

20.6.4  Channel SWItCh tIMe......c..eouerieieiiiieiiiii ettt 730

20.6.5 TransSmitter SYMDOL TALE ........ccvieiiriieieiiieieciietieie ettt e et a b eeeebeereesneenis 730

20.6.6 Transmit SPECtral MASK ......ccveviiiiiieiiiiesie et 731

20.6.7  RECEIVET SENSILIVILY ..vvevieviirtieiierieeiesteete it eetesteete et et e sseeaesseessessaesessaesseessenseeseenseenes 732

20.6.8 Receiver interference rejeCtiON ... ...ovvevervieierieieeierteeeeriesee e eeeesaesaesseeeeeseeseenseenis 732

20.6.9  TX-t0-RX turnaround timMe ..........cceeeruiruiriirieriinieiieiieiesieeteste e 732
20.6.10 RX-to-TX turnaround timMe ..........ccoeereriririiriinieieiieienieeteste et 732
20.6.11 TIanSIMIt POWET .vovierveerieriietieteeteestestesteeeeesesseesseeseesesseessesssessesssessesssessenssensenssenseenes 732
20.6.12 Receiver maximum input level of desired signal..........ccccccoceevivieniicienieieeeeene 733
20.6.13 ReECIVET ED ..ottt sttt 733
20.6.14 LQL ettt ettt it et naea 733

21. SUN OFDM PHY ..ottt b ettt sttt ettt b e ee 734
211 INEEOAUCHION ... eicuiiiiieiiie ettt ettt ettt e st e et e et e e e e eaaeesbeeseseesseessseessaesseeesseesseessseensaennseenses 734
21.2 PPDU format for SUN OFDM .......ccoiiiiiiiiiiiiiiieieieieettete ettt ese e ene e 734
21.2.1  GONETAL...uiiiiiieiie ettt ettt et ettt e et e et e et e e tae b e e beeeabeeteeesbeeneeanaeas 734

21.2.2  Short Training field (STEF) ...ooieiiieiee e e 734

21.2.3 Long Training field (LTEF) ...cooiiiiiiieie e 738

21.2.4  PHR .ottt ettt ettt ettt ettt ettt nt et eneeneeneenens 741

21.2.5  PSDU FIElA ..uiotiiiieieiieeeee ettt eae e enea 743

Documents
31

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

21.3  Datarates for SUN OFDM .......oooiiiiiiiiieiieieee ettt e e e e eaaaeeeeeens 743

21.4  Modulation and coding for SUN OFDM ........cccooiiiiiiiiiiiiiiie st 744
21.4.1 Reference modulator dia@rami..........ccceieeriiiirieie e 744

21.4.2  Bit-to-SymbOl MaPPING .....cccuieiiiiieiieie ettt 744

21.4.3 PIB attribute values for phySymbolsPerOctet...........coceririiniiieniiieeeecee 745

2144 FEC oottt ettt a ekttt ettt et et et e st st neeneeneeneenens 745

B R T 11113 (T2 ) SRS 746

21.4.6  Frequency SPreading ..........cceiieierueiierieeieieetieie et ettt e e st esee e e ae st e e esee e e e neeens 748

21.4.7 Pilot tones/MUIL tONE@S.......oovieuiieiieiieiieie ettt 749

21.4.8  CyClic PIEfiX (CP) oottt e 752

21.4.9  PPDU Tail fIeld ...ccoouiiiiieiiiieieeeteee ettt 752
21.4.10 Pad FIELA ...eovieieiiie ettt enen 752
21.4.11 Scrambler and scrambler SEEdS.........coeiieriiiiriiie e 753

21.5 SUN OFDM PHY RF TEQUITCMENLS .....cueeieitieiiitieieetieniesteeiesieeeeeieeete st eneeeeeeeesneeneesneeneesneas 754
21.5.1 Operating freqUENCY TANEZE......eeuerueeeerieeieteeieie et ereeetee et eseesseeeesseeeeeseeeeeneeneeenes 754

21.5.2 Transmit power spectral density (PSD) mask.........cccoooeeiiiiiniiiniieecee 754

21.5.3  RECEIVET SENSIEIVILY ...eetieiiiitieiieite ettt ettt ettt sttt eee et e e eeeenes 755

21.5.4 Adjacent channel T€JECHION. ......ccueiuirierieriieiect ettt 755

21.5.5 Alternate channel reJECtion ..........coeeruiiiereiieiee e 756

21.5.6 TX-to-RX turnaround tiMe ..........ccereereiieriieiese ettt 756

21.5.7 RX-t0o-TX turnaround tlNe ........cceeeruererrierieeieseetesee et ie sttt enee e ene 756

21.5.8  EVM defiNItiON .covieuieiieiieiieie sttt sttt e eee e 756

21.5.9 Transmit center frequency and symbol tolerance .............ccoceeveriererienieieneeeee 757
21.5.10 TIaNSIMIT POWET ...cutieutitieueietienteettenteetteteeteeete et esteesee e e sseenaesseessesseensesseeseeneenseeneenseenes 757
21.5.11 Receiver maximum input level of desired signal...........ccccooeeriiieiinieninieceee 757
21.5.12 ReECEIVET ED ...ttt sttt 758
21.5.13 LQL ittt ettt ettt h ettt et et et et et e st st ene st eneenennens 758
21.5.14 €0 cuttiiieiee ettt ettt ettt ettt b et et et et et e st st neeneeneeneenens 758

22. SUN O-QPSK PHY ..ottt sttt et et et e beeseeseebesse s ensesseneeneaneeseeneeseesenes 759
22,1 INEEOQUCION ...ttt eh bttt ettt ettt be bt naen 759
22.2 PPDU format for SUN O-QPSK .....ccciiiiiiiiiiiiiiieete ettt 759
2221 GENCTAL...eiiiititete ettt ettt ettt ebe et naen 759

22.2.2  SHR field fOTmMAL.....ccueiuiiiieieiieiieieeieee ettt 759

22.2.3  PHR field fOIrmMat.....cc.eouiriiieieiiieiieicnie ettt 760

2224 PHY Payload field ......ccccovieieiiiieiicieiecceee ettt 761

22.3  Modulation and coding for SUN O-QPSK .......cccvieiiiririiriieienieeiesieeieete et 761
22.3.1  Reference Modulator..........cooeiiiiiiiiiiiieicee e 761

22.3.2 SHR coding and SPreading ...........c.ccceeeverueeieriesieeiereeeeesieseessesseessessesseessessesseesseens 762

22.3.3 PHR coding and SPreading ...........c.cccveeveruieiesrieiieeienteeeenieseesseseesaeseesseeseesesseesseens 763

22.3.4 PSDU coding and spreading for DSSS.......coooiiiiiiiiiiiee e 764

22.3.5 PSDU coding and spreading for MDSSS .........ccoooiiiiiiieniiieeee e 768

223,60 FEC ottt ettt 770

22.3.7  Code-bit INTETICAVING .....ccveeviiiieeieiieiierie ettt eesr et sbe e sbeesaebeeseesseens 772

22.3.8 Bit differential encoding (BDE) .......ccccciiiiiiiiiieieciieese e 773

22.3.9 DSSS bit-t0-Chip MAPPING ....cviivreiiiiierieeieieeieie ettt re e saestae e e sseessebeeseenseens 774
22.3.10 MDSSS Dbit-to-Chip MAaPPING ....cvevvieieriieiiciieiece ettt ens 778
22.3.11 CRIP WHITENINE . ...cvieiiiiieiiietieie ettt ettt steeae e e saeesaeaeesaesseessenseeseesseenes 781
22.3.12 PAlOt INSETLIOMN ...ttt ettt ettt ettt et ebe b naen 783
22.3.13 Modulation parameters for O-QPSK .........cccocvieiiiriiriiiieiiieeecee e 785

22.4  Support of legacy devices of the 780 MHz, 915 MHz, and 2450 MHz O-QPSK PHYs ........ 786
22.5  SUN O-QPSK PHY RF TEQUIICIMENLS .....ccveivieeiirieiieerieriesieeeesteeetesseesesseessesseessesseessesssessessns 786
22.5.1 Operating freqUENCY TANEZE........cveruieiereeierteeieieettetesseeseseessesseessessaesseessesesseesseeses 786

Documents
32

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

22.5.2 Transmit power spectral density (PSD) mask.........coccooomiiiiiiiiiniieecee 787

22.5.3  RECEIVET SENSIEIVILY ...eetieiiiieieiieitieieste ettt ettt ettt et e st n et e e eeeeteeneeeeeenes 787

22.5.4 Adjacent channel T€JECHION. ......ccueiiiiuieieitieieet ettt et ene 789

22.5.5 TX-t0-RX turnaround time ...........cceerieeiiieiieeiieieecieeeee ettt e eeve e e saeeseesene s 791

22.5.6 RX-to-TX turnaround time ...........ccverieeiiieriieeiieieecieeeeeereesaeeeeeseeseseesseeseaeeseesenees 791

22.5.7 EVM defiNItiON ...oeiiiiiiieiiecieeie ettt ettt et e eeseeaeessbeeneennne s 791

22.5.8 Transmit center frequency and symbol tolerance ............ccoooeeverierenienieieneeeene 791

22.5.9  TIANSIMIE POWET ...outieuiitieieietienteeteenteettete et eae et enteese et e eseeseeseesseeseeseeneenseeseeseeneeneeenes 791
22.5.10 Receiver maximum input level of desired signal...........cccoooeiiiieninienineeee 791
22.5.11 RECEIVET ED ...coiiiiiiiiicie ettt et sttt e ebeesnaeenneas 791
22512 LUQL ittt ettt ettt ettt ettt b et et et et et e st enteneeneeneeneenens 791
22.5.13 CCA ettt ettt ettt sttt et nt et eneeneeneenens 791

23, LECIM DSSS PHY'S ..eiiiieieieieiet ettt ettt et ettt esteste st et eseaseeseetessessessensessansensenseneaneeseesesseeseanan 793
23.1  PPDU format for DSSS ..ottt 793
23.2  Modulation and SPreading ...........ccecveevverierieriieiiiieeeste ettt etesae et steebeste s e etaebe e eaeeraeaeenees 793
23.2.1  GNCTAL..c.eiiiiiiete ettt ettt eae b naen 793

23.2.2 DAtA TALC ...eouiiiiiiiitieteete ettt sttt 793

23.2.3 Reference modulator diagrami..........cceeveiirieiiereeieiieeee et 794

23.2.4 Convolutional FEC encodiNg..........c.ccevvriiriieieieeieiieieeie st se e e e 794

23.2.5  TNEEIICAVET ...ttt ettt ettt 795

23.2.6 Differential enCOMING ......c.eeveriieiiriiiierie ettt se et eeaebe e sseens 796

23.2.7 Bit-to-symbol and symbol-to-chip encoding ............cccceeverieriiienenieniieiee e 797

23.2.8  BPSK/O-QPSK mMOAUIAtION.....cc..iiiviiiiiieiiiiieeeie ettt ettt eeve e 801

23.3  PSDU fragmentation.........cceecveriieeieriesierieeiesteereeseeeesseeseessesstessesssessesssesseessesssessessesssesssessessees 801
23301 GNCTAL..c.eiiiiitite ettt eae et naen 801

23.3.2  CONTIGUIATION ..vvitieiiietieiieetieie ettt ettt e ete et e sseessesseeseessessesssenseessenseeseenseenes 802

23.3.3  Fragmentation .......c.ccceeceeriieieriiirieieeeesie et eieesteeteeteeeesseesesseessesssesesssesseessensesseenseenes 802

23.3.4  Fragment PACKEL.......ccocvieriieieriieeieie ettt ettt ettt et ae e sa et e e ssaesbeessebeeneenneens 803

23.3.5 Calculating FICS field using MIC .........ccooiiieriieieniirieie et 803

23.3.6 Fragment acknowledgment and retranSmiSSioN............ccevveveerververeeieenieeeenreeeeneeenns 804

2337 FTAK ettt et 804

23.3.8  REASSCIMDLY ..cuviviiiieiiecii ettt eneens 806

23.4  DSSS PHY RF FEQUITCIMENLS .....eeuviivieeiiiieiieitieeiiiieeesreeetesteestesaeessesseessessaessesssessesseessesssessesnnes 806
23.4.1 Radio frequency tOIETANCE .......covirieriiiieieeiieieie ettt s beereenseens 806

23.4.2  Channel SWItCh tIME......c..evuerieieieiieiirie sttt 806

23.4.3  Transmit SPECtral MASK ......ccueeiiiiiieiiiiericceeee et 806

23.4.4  RECEIVET SCNSILIVILY ..vvervieriiitieiieitieieteete sttt et ete sttt esseeaesseessesssesessaesseesseseeseenseens 807

23.4.5 Receiver interference rejeCtiON .......cveverrieieriieieeieteeeesieseesaeseeeaeseesseeeeeseeseenseens 807

23.4.6  TX-t0-RX turnaround timMe .........ccceeeruiriiniirierienieiieiieiesiceteste sttt 808

23,47 RX-t0-TX turnaround timMe .........ccceeereruiririerienieiietietesieeteste sttt et 808

23.4.8  TIANSINIE POWET ..eouvierriiieriietiesieeteesteeteetesseessesseessesseessesseessesssessesssessesssesseessesesssesseenes 808

24, LECIM FSK PHY SPECIfICATION .....ivieiiiieieiiiiiieieeteeiieieeee sttt ettt eve e esaesseeneesnesnaensesnnes 809
24,1 INETOAUCTION ... eiiuiieiieitie ettt ettt ettt et e et e bt e st e esbeeesbeesbeessseesseessseensaesseesssaenseessseesaensseenses 809
24,2 GONETAL...c.uiiiiiieciiieie ettt ettt ettt eeta e e be e e tbe e bt e tbe e b e e teeesbeetaeetbeebaennaeenrs 809
24.3  PPDU format for LECIM FSK PHY ....ccciiiiiiiiiiiceieeteee e 810
2431 GONETAL....iiiiiieiie ettt ettt ettt et e ettt e et e e tae b e ebeeeesaeteeesbeeaeennneas 810

24.3.2  SHR field fOrmMat........ccoiiiiiiieiieiecit ettt s ae e sbeeneeeane s 810

24.3.3  PHR field fOrmat........cccuiiiiiiiiieiiicit ettt st eneeeane s 811

24.3.4 PHY Payload field .......ccooioieiiiiee et 811

24.3.5 Radio-burst format for split MOAE ......ccerieiiiiieiiiieiee e 811

Documents
33

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

B R € 31 1<) ¢ 1 TSRS 812

2442 Reference MOAUIATOr. ... cc.iiiiiiiiiei et 813

2443  Bit-to-SymbOl MAaPPING .....ecovieiiiiieiieit ettt 814

2444 Modulation QUALTEY ......c.cooiiiieieie ettt 815

24,45 FEC oottt ettt ettt ettt ettt ettt et e st e st neeneeneeneenens 816

24.4.6 Code-bit interleaving for non-split Mode...........ccooieiirieiiiiiiiiieeeeee e 820

2447 Codeword splitting and interleaving for split mode ............ccocceiiereiienineieee 821

24.4.8 Radio-burst transmit time and channel selection...........c.cccooeririenirienieec e 824

24,49 PrECOUING ....eetieiiiiiete ettt ettt ettt ettt ettt et et e bt s et et eebe st et e e e enes 826
24,410 SPIEATING ....eeuvieeeeiieiieett ettt ettt ettt e et e e et e e e st ete s et esae e s e e aeeneeseenteteeneeeneenes 826

24.5 Data whitening for LECIM FSK PHY ....ooiiiiiiiiiee e 827
24.6  PSDU fragmentation ........ccuieierueiierieeiierieeeiesteeteet et e st eseesteeteseeeseesseensesseeneeeseenseeseeneeeneenseeneas 828
247 LECIM FSK PHY RF reqUIr€ments..........cceiueeiiiuieieneieiiesieeie ettt eee s eneesneenae e 828
24.7.1 Operating freqUENCY TANEZE......eeuuirueeeerieeieeteeieie et et etee e seeeseesseeaesseeeeeseeteeneeneeenes 828

24.7.2 Radio frequency tOIETANCE .......couiruieriiiieieiieiee ettt 828

24.7.3  Channel SWItCh tiMe........c.eeieiiiiiiiiiiere ettt et e ene 829

24.7.4  Transmit SPectral MASK ......cceoiiiiiiiiii it 829

24.7.5  RECEIVET SENSIEIVILY ...eitieiiiitieiieiteeieste ettt ettt st e sttt e eeeete e e seeenes 829

24.7.6 TX-to-RX turnaround tiMe .........cccereeierieniieiere ettt 829

24.7.7 RX-t0-TX turnaround tiNe ........cceoeeuererierieeiese ettt ene 829

24.7.8  TIANSINIE POWET ...cutieuiitieuiietienteeteentesteete st eae et eateeteeeeeseesesseesseeseesesseenseeseeseeneeneeenes 829

24.7.9  CCA ettt ettt ettt ettt ettt nt et eneeneeneenen 829

25, TVWS-FSK PHY ottt ettt ettt e et e et e e st enseneeneeneeneeseesenan 830
25.1  PPDU format for TVWS-FSK ...c.oiiiiiiiiieeee e 830
25,101 GENCIAL...eiiiiiiite ettt 830

25.1.2  SHR field fOImMAL.....cc.eiiiriiieieieiieiieieee ettt 830

25.1.3  PHR field fOrmat.....cc.oouiriiieieiciiiiitii ettt 831

25.1.4 PHY Payload field .......cccoieieiiiieiicieecceee ettt 831

25.2  Modulation and coding for TVWS-FSK ......cooiiiiiiiiiiiieieiese ettt 831
25.2.1 GENCTAL....eiiiiiieie sttt ettt b 831

25.2.2  Reference Modulator..........cocooiiiiiiiiiiiiiicice e 832

25.2.3 FEC and interleaving .........ccoovieiiriiiierieeieieeiieie ettt nneene 832

2524  Data WHItCIING .....c.eeivieiieiieiieie ettt ie sttt ete e e sseeae s e essessaesessaeseessensesseenseenes 833

25.2.5  SPICAGING ...vvevvieeiitieiieeieetteett ettt ettt ettt et e te e b e ete e e e sseessessaessees e e beesaebeesaenteeneenneenes 833

25.2.6  Bit-to-SymbOl MAPPING ......ccvieiiiiieiieiieierieeteieie ettt se e eebesseenee s ens 833

25.2.7 Modulation QUALTLY .......ccccvirrierieriieierieeiet ettt sr e nneene 833

25.2.8 Values for phySymbolSPerOCtet..........ccvviiriiiiiiieieciieiesie e 834

253  TVWS-FSK RF TEQUITCIMENLS .....c.eeivieeiiiiieeieitieeietieeesteeetesteestesteesaesseessesseessesseensesseessesssessessnas 834
25.3.1 Operating freqUENCY TANEZE.......ccvirrieieieeieeieeiete et eteeteesaeseessesseessessaesseessesesseenseess 834

25.3.2 Clock frequency and timing ACCUTACY .......cc.eevervieierririerieeiesienressessesseeseesseeseesseens 834

25.3.3  Channel SWItCh tIMe......c..eouerierieieiieiiiii ettt ettt ettt 834

25.3.4  RECEIVET SENSIEIVILY ..veevieiiiitieeieitieieste e steete e et et ste et e sseeaesseessessaesessaesseessenseeseenseenes 834

25.3.5  TX-t0-RX turnaround timMe ..........cceeeriririiriiriinieiietieiesieetesie st 834

25.3.6  RX-to-TX turnaround thmMe ..........ccoeeririiriiriirienieiietietesieeteste sttt 834

25.3.7 Receiver maximum input level of desired signal..........cccccoeeeviiieniecieniieieieeenne 834

25.3.8  RECIVET ED .ottt 834

25.3.9 Lttt bbbttt eae et naen 834

26, TVWS-OFDM PHY ..ottt bttt ettt et eb b eeenen 835
B T € 1< 1 T ¥ | SRS 835

Documents
34

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

B 3 € 13 1<) ¢ 1 E SRS 835

20.2.2 ST ettt ettt ettt etttk b et et et et et enaenteneeneeneeneenens 835

26.2.3 LT oottt ettt ettt ettt b ettt e s et e s nteneeneeneeneenens 837

26.2.4 PHR field fOrmat.........ccoooiiiiiiiiiiee e 839

26.2.5  PSDU FIElA ....ioiiiiiiiieieeeeee ettt ettt enen 839

26.3  System parameters for TVWS-OFDM ........cccoooiiiiiiieieiee e 839
26.4 Modulation and coding for TVWS-OFDM ........cccooiiiiiiiiiiieieeieeee e 840
26.4.1 Reference ModUlator. ... .c.ooieiiiiiiii et 840

26.4.2  Bit-to-SymbOl MAPPING .....eevieiiiiieiieit ettt 841

260.4.3  FEC oottt ettt ettt ettt ettt ettt ettt e naentene st neeneenens 842

B Y 11113 (T2 ) SRR 842

26.4.5 Pilot tones/MUIL tONES......ccuieiiiiiiieiiee et 844

20.4.0  CPoceeeeeeeeee ettt ettt ettt bt et et et et e st enteneeneeneeneenens 845

26.4.77  PPDU Tail fIeld ....cooiiiiiiiiiieeeieee et 845

26.4.8  Pad FIEld ...ooveoiiiiie ettt 845

26.4.9 Scrambler and scrambler SEEAS . .......oouiiiiriiiiiiere e 845

26.5 TVWS-OFDM RF FeqUITCIMENLS ......eeueeuiiiieiieiieiieieneeeeeente e steeeeeieeete st eseeeeeeneesneeneesneeneeeneas 845
26.5.1 Operating freqUENCY TANEZE....c.eeuverueeierieeieeteeieie et eeeeteenteseeeseesseeeesseeeeeseetesneeneeenes 845

26.5.2  PulSe ShAPING ....eoiieiiiiieee e 846

26.5.3 Transmit power spectral density (PSD) mask..........cccoooeiiiiiiiieiiieeeeee 846

26.5.4  RECEIVET SENSIEIVILY ...eetieiiiitieiieitt ettt ettt sttt et eee et e eeeenes 846

26.5.5 TX-to-RX turnaround tiMe .........ccceieereiieiiieiese et 846

26.5.6 RX-t0-TX turnaround tiNe ........cceeueeeereeiierieeierie ettt sttt nee e ene 846

26.5.7  EVM defiNItiOn ..oueeuiiiieiiiiieie ettt sttt ene 846

26.5.8 Transmit center frequency and symbol tolerance .............coooeeverienenienieienieeeee 847

27, TVWS-NB-OFDM PHY ..ottt bttt ne s eseeseeneeseeean 848
27.1  PPDU format for TVWS-NB-OFDM.......ccccotiiiiiiiiiiiiiiiiiseseeeeeeet et 848
27101 GENCTAL..c.iiiitie ettt ettt bttt ae b e naen 848

27.1.2  Short Training field (STE) ..oocioriiieiieieeeeeee et 848

27.1.3  Long training field (LTEF) ....occoiiiiiieeieceeeeeeee et 852

2704 PHR oottt ettt 856

27.1.5 PHY Payload field .......cccoieieiiiieiicieececeee ettt 857

27.2  System parameters for TVWS-NB-OFDM .........ccccccoviiiiiiiiiieniiiiecieieeieeeeieee e 857
27.3  Modulation and coding parameters for TVWS-NB-OFDM..........c.cccecvvieiiinieieeieeeieie e 858
2731 GENCTAL...iiiiitite ettt ettt ettt eae et naen 858

27.3.2  Reference Modulator..........cooeieiiiiiiiiieiieiee e 858

27.3.3 Scrambler and SCrambler SEEd ...........ccueiririririeieieirieeee e 858

27.3.4  OULET CNCOMINE....cvieuiiirieiiietieie ettt eteete ettt et e ete et e sseesaesseessesssessessaesseesseseeseenseenes 858

27.3.5  TNNET CNCOAING ...vivieriieiieiiietieie ettt ettt ettt steebe s e e ssessseaeessesseesseseeneenseenes 859

27.3.6  Pad DIt INSEITION «..euiitiiiieiieieeiceiet ettt sttt ettt 862

27.3.7  SPICAUCT ...evvevieeiiiieiteete ettt ettt ettt et et sttt e e seesae st esbeess e beesaebeesbebeeneenneenes 862

27.3.8  Bit INtEIICAVING ...ocvveviieiiiiiieiieie ettt ettt et sb et sbeess et s e nneens 863

27.3.9  SUDCAITICr MAPPING....ecviiiierieiierietietesteetesteeteete et esseeseessesseessesssessesssesseessessesssesseeses 863
27.3.10 Frequency INtErICAVING .......ceccuerrieieriieienieeieieieeeesreeseesseeseesseessesaeessesseessesseessesseenns 865
27311 PIlOT LONES ..ttt ettt sttt ettt 866
27.3.12 CYCHC PIETIX 1.vieviiiieiiieiieiiietieie ettt ettt et ae e e b e ssaeseesaebeessenseeseenseenes 866
27.3.13 PulSE ShAPING ...eviiieiiiciiciiieiiee ettt sttt ene e 866
27.3.14 PIB attribute values for phySymbolSPerOctet..........ccocvevirieriiieniiieieeiee e 867

27.4  Channel aggregation for TVWS-NB-OFDM .........ccccoteiiiiiirieiieieiieieeteeeeeeeeee e 867
27.5 TVWS-NB-OFDM RF reqUITCIMENLS. ......cccvervieriirieieerieienieeiesieetesteesesseessesseessesseessesssessessns 867
27.5.1 Operating freqUENCY TANEZE........covirrieriereeierieeieieeteereesteesseseessessaessessaesseessesesseesseenes 867

Documents
35

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

27.5.2  RECEIVET SENSIEIVILY ...eetieiiiitieiieitieiieste ettt ettt ettt ee et et e e et e st eeeete e e eeeenes 867

27.5.3  TX-t0-RX turnaround time ...........cceerieeiiieiiieeiieie et esee et eeveeteesaeeseesene s 868

27.5.4 RX-to-TX turnaround time ........c.cccierireirierieeiieieeiieeeee et eseeeaeeteeseseesreeseaeesseenenees 868

27.5.5 EVM defiNItiON ..c.oeoiuiiieiieiie ettt ettt et e b e ae e sbeeneeenne s 868

27.5.6 Transmit center frequency and symbol tolerance .............coooeeverienenienieieneeee 869

28, RCC LMR PHY ..ottt ettt ettt se et te e besse b e s et et ente st eneeneeseeneeseesenn 870
28.1  RCC PHY OVEIVIEW....eiuteiiiuieiieiieiteit ettt sttt ettt ettt ettt st a et ettt ettt eseebesbenaens 870
28.2  PPDU fOIMAL. ...ttt b bttt ettt ettt ettt ebe et b naen 870
28.2.1  GNCTAL.....iiiiitite ettt ettt et 870

28.2.2  SHR ..ottt ettt 870

28.2.3  PHR .ottt 871

28.2.4 PHY PaYIoad.....ccocieiiiiieiiiieie ettt sttt ene e 871

28.2.5 Tl DIS ettt ettt b e 871

28.3  FEC ettt h bbbt ettt ettt be et 871
284 INEETICAVET ...ttt et b ettt ettt ettt ettt ettt naen 872
28.5  Datd WHITENINE .....eevieiieiiieieeieeieie ettt ettt e ete et e eseesseeseesaeesseseessesseesseseensesseensesssensessnas 872
28.0  MOAUIALION ...ttt ettt ettt 873
28.0. 1 GIMSK ...ttt 873

28.0.2  A-FSK ittt 873

28.0.3 QP SK ittt b e naen 874

28.6.4  TU/A DQPSK ..ot 875

28.0.5  DISSS DPSK ...ttt 875

28.7  Reference MOAUIALOT .......c..eiiuiiiiiiiet ettt 877
28.8  LMR PHY RF I@QUITCIMENLS .....veeuviivieeiiiiieieitieeiitieieesteeteesteetesaessseseessesseessessaensesseensesssensesseas 877
28.8.1 Transmitter Symbol rate tOICrANCE .......ceeverveeieiieiieieeiieie et 877

28.8.2  Channel SWItChing tiMe ........ccceevveruiiieriiiieieeieie ettt seesae st eae e beeeaesseeseenseenis 877

28.8.3  Error vector MANItUAC ......ccveeviiiiriieiecieeieeieeiieie ettt ees et eseens 877

28.8.4  RECEIVET SCNSITIVILY ..veevieiiitieiieitieiieieeie sttt et ete et eeesseeae s e essessaessessaeseessensesseenseens 878

28.8.5 Receiver interference rejeCtion ........cveuervieieriieieeieteeiieie e esresteesesaese e esesseenseenas 878

28.8.6 Receiver maximum input level of desired signal..........cccccooeveviiieriiiieniieieieeeee 878

28.8.7  TX-t0-RX turnaround timMe ..........cceeeruiriiriirieriinieiietieienieeteste et 878

28.8.8  RX-t0-TX turnaround timMe ..........cceeeririiriiriirienieiietisiesteeteste et 878

28.8.9  RECEIVET ED .ottt et 878

28.8. 10 LQL .ttt ettt ettt et et naen 878

29.  RCC DSSS BPSK PHY ..ottt sttt ettt ettt ee e 879
20,1 OVEIVIEW ..tiitieitieeiieetieete et e st e e e e stt e e te e st e s aa e e st essseesbeeesseessaessseanseesssessseenseessseenseessseensaenssennses 879
29.2  RCC DSSS BPSK PHY SPECIfICALION ....uevieiiiiiiiieiieie et 879
30, CMB PHY oottt ettt ettt ettt ese et e e s e es et et et e s ensens et entententeneeneereeneenea 880
30.1 CMB O-QPSK PHY SPECIfICAtION. ......ccvieiiriieiieriieieiieeiesie ettt eeeesteeseesreesaesseesaesseessesseens 880
30.1.1 PPDU format for the CMB O-QPSK PHY ....coioiiiiiiiiiiieie et 880

30.1.2 Modulation and coding for CMB O-QPSK PHY .......ccccoiviiiiiiiiicieieceee e 881

30.1.3 CMB O-QPSK PHY RF reqUirements ..........ccccceeevereeierieriieienieeeeeeesesseesesseessesnnes 882

30.2 CMB GFSK PHY SPECIICAtION ....cvieuiiiieiieiieiiecieeiieie ettt sreeae e esaesaeensessaens 884
30.2.1 PPDU format for CMB GFSK PHY ......ccooiuiiiiiiieiieiceeeeee e 884

30.2.2 Modulation and coding for CMB GFSK PHY .....cccceovieiiiiiiiiiceeee e 885

30.2.3 Data whitening for CBM GFSK PHY .......ccocoiiiiiiiiiiiceceeeeeeee e 887

30.2.4 CMB GFSK PHY RF T€qQUIrCMENLS......ccvervierieiiieieieirierenieeteereesseeseessesseessesseensesnnes 888

Documents
36

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

31. TASK PHY ettt et 890

K B B € 1515 ¢ Y DO OO PO PP 890
312 PPDU ettt h bbbttt n ettt be e 890
31201 GEMETAL. ittt ettt 890

31.2.2  PPDU fOIMIAL....cuiitiiiiiisieetesiese ettt sttt ettt et naea 890

31.2.3  Generation 0f PPDU Signal.........cccoociiiiieiiiiiiiiiiiieie ettt 893

31.3 MCS mode, MCS, data rates, and related parameters ..........c.cccveverreevieriereeneerieseeeeseevenieens 894
31301 MOS MOAE .ttt ettt ettt 894

31.3.2 Data rates in the 2450 MHZ band ...........cccooveiririiininiieeeeeeeeee e 894

31.3.3 Data rates in the 780 MHz, 863 MHz, and 915 MHz bands...........cccccoevvvevvvreennnn. 895

31.3.4 Datarates in the 433 MHz and 470 MHzZ bands...........ccccovereieieiiiniincicecene 895

31.4 FEC, ternary sequence spreading, and pseudo-random chip inversion ..............cceeevevvverennnns 896
14T GENETAL..uiiiiiiee ettt ettt 896

3142 FEC COUCS ..ttt ettt sttt ettt et be e 897

31.4.3 Ternary sequence spreading: Data-symbol-to-chip conversion...............cceeveevenennen. 902

31.4.4 Pseudo-random Chip INVEISION........cc.ecvieiiriieiertiitieieeteetesteete st essesseessesreesaesseenseenees 904

315 MOQUIALION ...ttt ettt b ettt ettt ettt ee 906
31,6 PUlSE SNAPING ...ooviiiieiiieiieie ettt ettt sttt ee e b e eseeeseeseesaeenaesseenaeereennesaens 907
31.7 Representation of the modulated Waveforms.............ccooveviiriiiieienieiee s 907
31.8  RF TQQUITCIMCNLS ....uviuvieiieiieeiesieeiieteeteeteetteste st estessaessesseesseessensesssesseessesseessesseessesseessesseessenseens 907
31.8.1  Transmit PSD mMask ......ccocciiiiiriiniiiiiiiceicce e 907

31.8.2  RECEIVET SENSILIVILY cuveuviiireiieiieiieieitietteeieeeesteesee st eaesteessesseesseeseesseesaessesseessesneessesneas 908

31.8.3 Interference rejection Capability .......c.ccevieieriieieierie ettt 908

31.8.4  TX-to-RX turnaround tMe .........ccererierierieieieieiesie sttt 909

31.8.5  RX-to-TX turnaround tiMe .........cccerueruirierieieieieiesie sttt et 909

31.8.60 BVttt 909

31.8.7  TTANSIMIL POWET ..c.vieuvivierieiteeeteiteesteeteesteeseeeesseessesseesseeseessesseessesseessesssensesseensesssessesneas 909

31.8.8 Transmit center freqUenCy tOICTANCE. .......evvievireieieie ittt 909

31.8.9 Receiver maximum input level of desired signal............c.ccceevirieviiniieniiieicieeeen 909
31.8.10 RECEIVET ED ..ottt ettt 909
31.8.11 SNR MEASUIEIMENL ....cuveiiiiiiiiiiiieitinti ettt sttt ettt s 909
BLL8.12 CCA ettt bbbttt bbb 909

32, RS-GFSK PHY ottt ettt ettt ettt sttt nbe e 910
32,1 PPDU fOIMAL.....cioiiiiiiiieeieecie ettt ettt ettt e et e e e st e e e e ssaeesbeessaeesseeseeessaesseessseeseennseas 910
32101 GENETAL...eiiiiiiieeie ettt ettt ettt et e et e ebe e aaeetb e e taeenbeereeenaeeraann 910

32.1.2  Preamble fIeld ....c.ooiiiiiiciecie et ree e 910

32,13 SFD ettt ettt ettt ettt et et et e st e st ena et e neeneeneenenaens 910

32.1.4  LONZ PHR .ocoiiiiiie ettt ettt eae e ene e 910

32.1.5  SROTE PHR ..ottt ettt eaeeneeneenens 911

32.2  Modulation and COAINE .......ceeiuiiiieiieiieiiee ettt ettt e st et seeenee st eeeseeenneeneens 912
32.2.1  GENETAL...eiuiiiiiieiie ettt ettt ettt et e te e tae et e e aaeetb e e taeenaeearaeeaeereenns 912

32.2.2 Reference modulator diagram............ccceeouirieiininieie e e 913

32.2.3 Differential @nCOAING ....cc.eoeiiiiiiiitieiieiiee e 913

32.2.4  Bit-t0-SYMDOL MAPPING ...veeueiiiieiiitieiieiieie ettt ettt ettt e esee e seeenees 914

32.2.5 Modulation qUALIEY .......ceoueiiiieiieiee ettt enean 914

32.2.6 Frequency deviation tOlErance ...........ocuerueruieiireniieie ettt 914

32.2.7  Zero0 CroSSiNg tOlETANCE .....c..iiuieieitieiiitieite ettt ettt ettt e esee e sae s 915

32.2.8  FEC oottt ettt ettt ettt n e nt st neeneeneeneenens 915

32.2.9 Code-symbol interleaving...........ccceeeeiuirierieieieseee st 915
32.2.10 Data whitening for RS-GFSK .........cciiiiiiiieie e 915

32.3  Rate SWItch RS-GFSK ......ooiiiiiiiiieeet ettt sttt en e 916

Documents
37

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

R N Sl (eTa | LS 10T 4L SRRSO 916

32,41 REF tOIOIANCE ...ttt ettt ettt et ne et s 916
32,42  Channel SWItCh tIME......cc.eoiiiiiiieiieiieiiee ettt 916
32.4.3  RECEIVEL SENSIEIVITY ..eetiiuieitieiietieiieste ettt sttt ettt et ettt enteeneenteeneeneeeneas 916
32.4.4 Receiver interference reJECtION .......o.ieiiruieriereieieriieie st et ettt eee e e eneas 917
3245 TX-to-RX turnaround timMe ..........c.eeveruieierieieiesieie sttt 917
32.4.6 RX-to-TX turnaround tiMe ..........c.eeeeruieiereieiereeiieie ettt ee e 917
32.47 Receiver maximum input level of desired signal............c.occoeiiniiiiniiiiieeeee 917
32.4.8 RECEIVEI ED ...ttt 917
3249 LQL bbbttt 917
32410 CCA ettt b et 917
Annex A (informative) BiblIOGIraphy .........coooioiiiiiiiiie e e e 918
Annex B (normative) CCM* and CCM mode of Operation ............cceeeeeuerierienieiieneeie e 921
5 20 B 051 o T 18175103 PO SRRSOt 921
B.2 Symmetric-key cryptographic building blocks..........coecirieiiirieiiniie e 921
B.2.1  GENCIAL ..ot 921
B.2.2  BIOCK CIPRET ..ottt 921
)2 2070 B Y oo 1S o) o) o1 15 1o 4 LSS RPRR USRS 921
B.3  Specification of generic CCM* and CCM modes of operation.............cceceereereereeeennene 922
B3l PrEr@qUISIES «..eoouieueieieieieieieiteee sttt ettt ettt et ne et e eeenes 922
B.3.2 CCM* and CCM modes encryption and authentication transformation............ 922

B.3.3 CCM* and CCM modes decryption and authentication checking
trANSTOIMATIONS ....eeieiieiie ettt ettt s neene 924
S T T S Nt 3 15 o) 1 PRSP SP 925
Annex C (informative) Test vectors for cryptographic building blocks..........cooceevirieniiieniiiiciiceee 927
O N € 131 1<) 1 SRS 927
C.2 AES DIOCK CIPRET ...ttt e 927
O T\ (o Ta [ ) o) o3 - 10 s USSR 927
(O3 T8 T € 1< 1 T v | USSR 927
C.3.2  MAC BACON fTAME ....eeeeeiieiieitieie ettt ettt se et e e enee 927
C.3.3  MAC COMMANG ..ottt ettt ettt et s et eneeeeeenes 931
C.4  Security ProCessSing OPEIATION ......ecuerutrueerterieeteetietienteeneesteeieesaeeeeseeeseeseeseesseeneenseeneenseenes 936
C.4.1  BeaCON fTaAMIC.....eoiiiiiiiiiieicee ettt e ene 936
C4.2 MAC Command frame.........cceeueierieiiieienie et 936
C43 MAC Command frame.........ccceeieieeieriieieit et 936
C44 MAC Command frame........cccceeueieeiiiriieieie et ene 937
C.4.5 Enhanced Beacon frame..........coocoiiiiiiiiieienieececee e 937
C.4.6 Data famIC ...oeeeuieeeeeiieee e ettt ee e 938
CAT  ACK TTAME ..ottt eee e 938
Annex D (informative) AEAD algorithm SUPPOIT......cc.eviiiiiiieieiieecteeee et 939
Annex E (informative) Protocol implementation conformance statement (PICS) proforma...................... 940
D B §3 13 4o 14 18167510 s OSSPSRt 940
S O B € 1< 1 3 | ST 940
EiL1.2  SCOPEC ettt 940
E.1.3 PUIPOSE .ttt ettt sttt sb e e ae e 940
E.2  Abbreviations and special SYMbDOIS. ........coiiiiiiiiiiiiie e 940

Documents
38

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

IEEE Std 802.15.4-2024
IEEE Standard for Low-Rate Wireless Networks

E.3 Instructions for completing the PICS proforma...........cccocoeiirieiiniiiniiiineiee e 941
E.4 Identification of the implementation..............ceceririiieiinieie e 941
E.5 Identification of the protocol .........ccooieiiriiiiii e 943
E.6  Global statement of cONfOIrMANCE .......c..ccueiriririiniiiiiieneeere et 943
E.7  PICS Proforma tables .........cceeiiiieieieeiieie ettt ettt st nneens 943
E. 7.1 GENETAL ..ot 943
E. 7.2 Optional SrOUPS ...c.eeeueeieeeieieeiiee sttt ettt sttt enee e e eneeenee 943
E. 7.3 Functional deviCe t¥PeS .....ccuerueeruerieriieiieieeiiere ettt sttt 944
E.7.4  Major capabilities for the PHY .......cccooioiiiiiieiee e 944
E.7.5 Major capabilities for the MAC Sublayer..........ccoooeveioieiinienieieieeee e 950
Annex F (informative) Geographic regional frequency band details ...........cccoeeeiiiiininiiiniieeeee 962
Annex G (informative) STS ZeNEIAtION .....c..eiuieieiieiiee ettt ettt ettt et st e e eeesseeneeeneens 963
G.l INIOAUCTION ..ttt ettt ettt et et ea e s ea s 963
G.2  Test vectors for STS eNeIratiON......cc.eiueiuirierieetieieete ettt ettt ee e e ene 963
G.3  Resulting STS MOdUIation .......cceoieiiiieeiieeee e 964

Annex H (informative) Channel assignment for SUN FSK operating mode #9, #10, #11, and #12
11920 MHZ DA ...ttt 965
H.l  Channel aSSi@NMENTS. ........eeiuieuieiiieieieeiieee ettt ettt et e e ste e e seeeneesseenesneeneenneens 965

Documents
39

, , Document Sharing Hub
Copyright © 2024 IEEE. All rights reserved.
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:32:26 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4-2024


http://www.avadocuments.com/doc/ieee-802-15-4-2024
http://www.avadocuments.com/doc/ieee-802-15-4-2024

IEEE Standard for Low-Rate Wireless Networks
1. Overview

1.1 Scope

This standard defines the physical layer (PHY) and medium access control (MAC) sublayer
specifications for low-data-rate wireless connectivity with fixed, portable, and moving devices with
no battery or very limited battery consumption requirements. In addition, the standard provides
modes that allow for precision ranging. PHYs are defined for devices operating in a variety of

geographic regions.
1.2 Purpose

The standard provides for ultra low complexity, ultra low cost, ultra low power consumption, and
low data rate wireless connectivity among inexpensive devices, especially targeting the
communications requirements of what is now commonly referred to as the Internet of Things. In
addition, some of the alternate PHYs provide precision ranging capability that is accurate to one

meter. Multiple PHY's are defined to support a variety of frequency bands.

1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the

standard and from which no deviation is permitted (shall equals is required to).6' 7

The word should indicates that among several possibilities one is recommended as particularly

suitable, without mentioning or excluding others; or that a certain course of action is preferred but

not necessarily required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard

(may equals is permitted to).

6 The word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe unavoidable

7 The word will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
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The word can is used for statements of possibility and capability, whether material, physical, or

causal (can equals is able to).

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e.,
they must be understood and used, so each referenced document is cited in text and its relationship
to this document is explained). For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments or corrigenda)

applies.

ANSI X3.66-1979, Advanced Data Communication Control Procedures. 8+

Code of Federal Regulations, Title 47: Telecommunication, Part 90 —Private Land Mobile Radio
Services, Subpart S—Regulations Governing Licensing and Use of Frequencies in the 806-824, 851-
869, 896-901, and 935-940 MHz Bands (47 CFR, Part 90, Subpart S). 22

Code of Federal Regulations, Title 47: Telecommunication, Part 90 —Private Land Mobile Radio

Services, Subpart Y —Regulations Governing Licensing and Use of Frequencies in the 4940-4990
MHz Band (47 CFR, Part 90, Subpart Y).

FIPS Pub 197, Advanced Encryption Standard (AES). 103

IEEE Std 802®-2014, IEEE Standard Standazds for Local and Metropolitan Area Networks: Overview

and Architecture, 11:12 45

IEEE Std 802.15.9™, IEEE Standard for Transport of Key Management Protocol (KMP) Datagrams.

8 +*ANSI publications are available from the American National Standards Institute (https://www.ansi.org/) http:/fwww-ansiorgl)

9 2CFR publications are available from the U.S. Government Publishing Office (https://www.gpo.gov/). thttp:www-epe-govh-

10 3 FIPS publications are available from the National Technical Information Service, U. S. Department of Commerce

(https://www .ntis.gov/) ANHS)-http/fwwwatis-ergl)-

1+ IEEE publications are available from The Institute of Electrical and Electronics Engineers (https:// standards.ieee.org/)

12 5The IEEE standards or products referred to in this-Clause 2 are trademarks owned by ef The Institute of Electrical and Electronics

Engineers, Incorporated hae.
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IETF RFC 6225, Dynamic Host Configuration Protocol Options for Coordinate-Based Location

Configuration Information, 2011.13 I—Htemet—Ea«ngﬂeeﬂn«g—TasleFe;eeé

ISO/IEC 7816-4:2013, Identification cards—Integrated circuit cards—Part 4: Organization, security

and commands for interchan,cze.14

ISO/IEC 7816-5:2004, Identification cards—Integrated circuit cards—Part 5: Registration of

application providers.

JIS X 6319-4:2016, Specification of implementation for integrated circuit(s) cards —Part 4: High speed

proximity cards.15

3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards

Dictionary should be consulted for terms not defined in this clause. 167

association: The service used to establish membership for a device in a network.
authentication tag: Information that allows the verification of authenticity of a message.

channel hopping: Periodically switching the channel using a sequence known to both sending and

receiving devices where the entire frame is sent on a single channel.

channel offset: A number used in the channel calculation of a slotted channel hopping system to

allow for different channels to be used in the same slot.

chirp: Linear frequency sweep.

13 (]JETF RFCs are available from the Internet Engineering Task Force (https://www ietf.org/). fhtip/rwwwiethore/)

14 ISO publications are available from the International Organization for Standardization (https://www.iso.org/) and the American

National Standards Institute (https://www.ansi.org/).

15 JIS standards are available from The Japanese Standards Association (https://www.jsa.or.jp/).

16 The ?IEEE Standards Dictionary Online is available at: http://dictionary.ieee.org.- An IEEE Account is required for access to the

dictionary, and one can be created at no charge on the dictionary sign-in page.
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coordinator: Any device capable of providing coordinator functions.

dependent device: A device that operates without direct Internet access to the television white space

(TVWS) database and depends on another device for channel availability information.

encryption: The transformation of a message into a new representation so that privileged

information is required to recover the original representation.
fragment: An individual contiguous subset of a MAC protocol data unit.

frame: The format of aggregated bits from a medium access control sublayer entity that are

transmitted together in time.
group key: A key that is known only to the devices in the group.

independent device: A device that has direct access to the television white space (TVWS) database

via the Internet.

key: Privileged information that is used, for example, to protect information from disclosure to,

and/or undetectable modification by, parties that do not have access to this privileged information.
keying material: The combination of a key and associated security information (e.g., a nonce value).
link key: A key that is shared between precisely two devices.

mobile device: A device whose location in the network can change.

nonce: A nonrepeating value, such as an increasing counter, a sufficiently long random string, or a

timestamp.

packet: The formatted, aggregated bits that are transmitted together in time across the physical

medium.
payload: The contents of a data message that is being transmitted.

radio frequency identification (RFID): The use of electromagnetic or inductive coupling in the
radio frequency (RF) portion of the spectrum to communicate to or from a tag through a variety of

modulation and encoding schemes to uniquely read the identity of an RF tag.

scrambled timestamp sequence (STS): A sequence of pseudo-randomized pulses generated using a

deterministic random bit generator (DRBG).
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slotframe: A collection of timeslots repeating in time, analogous to a superframe in that it defines

periods of communication opportunities.

smart utility network (SUN): A principally outdoor, low data rate wireless network that supports

two-way communications among sensing, measurement, and control devices in the smart grid.

STS seed: A parameter that is part of the seed input to the STS generating DRBG and which may be

privileged information or not depending on the application needs.

transaction: The exchange of related, consecutive frames between two peer medivm-aceess—control

fMACGC) entities, required for a successful transmission of a MAC Command frame or Data frame.

3.2 Acronyms and abbreviations

Ack acknowledgment

AEAD authenticated encryption with associated data
AES advanced encryption standard

AIFS acknowledgment interframe spacing

ANPI average noise power indicator

AOA angle of arrival

AR acknowledgment request

ASK amplitude shift keying

ASN absolute slot number

ATI allowed transmission interval

BCH Bose Chaudhuri Hocquenghem

BDE bit differential encoding

BLE battery life extension

BOP beacon only period

BPM burst position modulation Standard-ferLewRate Wireless Netweorks
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BPRF base pulse repetition frequency

BPSK binary phase-shift keying

BSN beacon sequence number

CAP contention access period

CBC-MAC cipher block chaining message authentication code

CCA clear channel assessment

CcCM counter mode encryption and cipher block chaining message authentication
code

CCMm* extension of counter mode encryption and cipher block chaining message
authentication code

CFP contention-free period

CID Company ID identifier

CMB China medical band

CoU chirp on ultra wideband

Ccp cyclic prefix

CRC cyclic redundancy check

CS continuous spectrum

CSK chirp-shift keying

CSL coordinated sampled listing

CSM common signaling mode

CSMA-CA carrier sense multiple access with collision avoidance

CSs chirp spread spectrum

DA device announcement

DAA detect and avoid
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DBS

dedicated beacon slot

DCS dynamic channel selection

DEMUX de-multiplexer

DFT discrete Fourier transform

DPS _dynamic preamble selection

DPSK differential phase-shift keying

DQCSK differential quadrature chirp-shift keying
DQPSK differential quadrature phase-shift keying
DRBG deterministic random bit generator
DSME deterministic and synchronous multichannel extension
DSN data sequence number

DSSS direct sequence spread spectrum

DS-TWR double-sided two-way ranging

EBSN enhanced beacon sequence number

ED energy detection (also in 10.8.2, 6-2:8; extended duration)
EIRP effective isotropic radiated power
Enh-Ack -enhanced acknowledgment

EPC enhanced payload capacity

ERDEV enhanced ranging capable device

ESDU encapsulated service data unit

EUI-64 64-bit extended unique identifier

EVM -error-vector magnitude

FCS frame check sequence

FEC forward error correction
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EED all ondevi

FICS fragment integrity check sequence
FoM figure of merit
Frak fragment acknowledgment

Escr : eccring

FSK frequency shift keying

GDB geolocation database

GFSK Gaussian frequency-shift keying

GMSK Gaussian-filtered minimum shift keying

GTS guaranteed timeslot

HCS header check sequence

HPRF higher pulse repetition frequency

HRP high rate pulse repetition frequency

HRP-ERDEV high rate pulse repetition frequency UWB PHY based enhanced ranging

capable device

ID identifier

IDFT inverse discrete Fourier transform

IE information element

IFS interframe space or spacing

Imm-Ack immediate acknowledgment

IPI idle power indicator

[-RIT implicit receiver initiated transmission
ISR interference-to-signal ratio

LBT listen before talk
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