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Abstract: IEEE Std 802.15.4-2011 is amended by this standard. The intention of this amendment
is to enhance and add functionality to the IEEE 802.15.4 MAC to (a) better support the industrial
markets and (b) permit compatibility with modifications being proposed within the Chinese WPAN.

Keywords: asynchronous multi-channel adaptation (AMCA), deterministic and synchronous multi-
channel extension (DSME), enhanced beacon request (EBR), enhancements for security, fast
association (FastA), IEEE 802.15.4, IEEE 802.15.4e, low energy, low latency deterministic
networks (LLDN), MAC performance metrics (metrics), RFID Blink, timeslotted channel hopping
(TSCH)

The Institute of Electrical and Electronics Engineers, Inc.
3 Park Avenue, New York, NY 10016-5997, USA

Copyright © 2012 by The Institute of Electrical and Electronics Engineers, Inc.
All rights reserved. Published 16 April 2012. Printed in the United States of America.

IEEE is a registered trademark in the U.S. Patent & Trademark Office, owned by The Institute of Electrical and Electronics
Engineers, Incorporated.

The Bluetooth trademark is owned by Bluetooth SIG, Inc. USA.
WirelessHART is a registered trademark of the HART Communication Foundation.
ZigBee is a registered trademark of the ZigBee Alliance.

Print: ISBN 978-0-7381-7204-0 STD97211
PDF: ISBN 978-0-7381-7225-5 STDPD97211

IEEE prohibits discrimination, harassment and bullying. For more information, visit http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html.
No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior written permission of the
publisher.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:37:05 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4e-2012


http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
http://www.avadocuments.com/doc/ieee-802-15-4e-2012
http://www.avadocuments.com/doc/ieee-802-15-4e-2012

Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are developed
within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA)
Standards Board. IEEE develops its standards through a consensus development process, approved by the American National
Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and serve without compensation. While IEEE administers the process
and establishes rules to promote fairness in the consensus development process, IEEE does not independently evaluate, test, or
verify the accuracy of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. IEEE disclaims liability for any personal injury, property or other damage, of any
nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the
publication, use of, or reliance upon any IEEE Standard document.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that the
use of the material contained in its standards is free from patent infringement. IEEE Standards documents are supplied "AS IS."

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or
provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a
standard is approved and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every IEEE standard is subjected to review at least every ten years. When a document is
more than ten years old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest
edition of any IEEE standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to another. Any
person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in the exercise of
reasonable care in any given circumstances or, as appropriate, seek the advice of a competent professional in determining the
appropriateness of a given IEEE standard.

Translations: The IEEE consensus development process involves the review of documents in English only. In the event that an
IEEE standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.

Official Statements: A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be considered to
be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an individual
presenting information on IEEE standards shall make it clear that his or her views should be considered the personal views of
that individual rather than the formal position of IEEE.

Comments on Standards: Comments for revision of IEEE Standards documents are welcome from any interested party,
regardless of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining
to IEEE Standards documents. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important to ensure that any responses to comments and questions also receive the concurrence of a balance of interests. For
this reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to comments or questions except in those cases where the matter has previously been addressed. Any person who
would like to participate in evaluating comments or revisions to an IEEE standard is welcome to join the relevant IEEE working

group at http://standards.ieee.org/develop/wg/.
Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation,
standardization, and the promotion of engineering practices and methods. By making this document
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in
copyright to this document.

Updating of IEEE documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or
contact the IEEE at the address listed previously. For more information about the IEEE Standards
Association or the IEEE standards development process, visit IEEE-SA Website at http://standards.ieee.org/
index.html.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.icee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.
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Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 802.15.4e-2012, IEEE Standard for Local and metropolitan area
networks—Part 15.4: Low-Rate Wireless Personal Area Networks (LR-WPANs)—Amendment 1: MAC sublayer.

This amendment to IEEE Std 802.15.4-2011 specifies additional media access control (MAC) behaviors and
frame formats that allow IEEE 802.15.4 devices to support a wide range of industrial and commercial
applications that were not adequately supported prior to the release of this amendment. Specifically, these
changes to the MAC sublayer facilitate industrial applications such as Process Control and Factory
Automation in addition to the MAC behaviors that support the Chinese Wireless Personal Area Network
(CWPAN) standard.
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3. Definitions, acronyms, and abbreviations

3.1 Definitions
Insert in alphabetical order the following definitions:
blink: A multipurpose frame with a one-octet Frame Control field used by unassociated devices.

channel hopping: Periodically switching the channel using a sequence known to both sending and receiving
devices where the entire frame is sent on a single channel.

channel offset: A number used in the channel calculation of a slotted channel hopping system to allow for
different channels to be used in the same slot.

coordinated sampled listening (CSL): A low-energy mode of media access control specifying how
receiving devices periodically monitor the channel(s) for incoming transmissions at low duty cycles.

coordinated sampled listening channel sample: The operation of performing energy detection on a
channel and attempting to receive a wake-up frame if energy is detected.

coordinated sampled listening payload frame: A beacon, data, or command frame carrying the
application payload following the wake-up sequence in a coordinated sampled listening period.

coordinated sampled listening period: The time interval in which receiving devices monitor the channel(s)
for incoming transmissions.

coordinated sampled listening phase: The length of time between a given time and the next channel
sample, as a fraction of the coordinated sampled listening period.

coordinated sampled listening rendezvous time: A timestamp in the coordinated sampled listening wake-
up frame payload indicating the expected length of time in milliseconds between the end of the wake-up
frame transmission and the beginning of the payload frame transmission.

coordinated sampled listening wake-up frame: A special short frame repeatedly transmitted before the
payload frame to ensure the reception of the payload frame by a coordinated sampled listening receiving
device.

coordinated sampled listening wake-up frame sequence: A sequence of back-to-back wake-up frames up
to the duration of the coordinated sampled listening period.

downlink: Data communication from the personal area network (PAN) coordinator to the PAN device.

encapsulated service data unit: A unit of data that has been passed down from a higher layer that has been
encapsulated.

enhanced active scan: An active scan using one or more enhanced beacon requests.

enhanced beacon (EB): A beacon that contains information elements (IEs) (rather than a superframe
specification) to describe various properties of the network.

enhanced beacon request (EBR): A beacon request with optional filter elements to limit the number of
coordinator responses.
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information element (IE): A formatted data object consisting of an ID, a length, and a data payload used to
pass data between layers or devices.

low latency deterministic network (LLDN): A personal area network (PAN) organized as a star network
with a superframe structure and using LLDN frames.

low latency deterministic network (LLDN) device: A device in an LLDN that is associated to an LLDN
coordinator.

receiver initiated transmission (RIT): An alternative low-energy mode to coordinated sampled listening in
which receiving devices periodically broadcast data request frames, and transmitting devices only transmit

to a receiving device upon receiving a data request frame.

slotframe: A collection of timeslots repeating in time, analogous to a superframe in that it defines periods of
communication opportunities.

slot owner: A low latency deterministic network (LLDN) device that is assigned exclusive access rights at
the beginning of a timeslot in an LLDN.

timeslot: A defined period of time during which a frame and an acknowledgement may be exchanged
between devices.

uplink: data communication from the personal area network (PAN) device to the PAN coordinator.

3.2 Acronyms and abbreviations

Insert in 3.2 the following abbreviations and acronyms in alphabetical order:
ACK positive acknowledgment

AMCA asymmetric multi-channel adaptation

ASN absolute slot number

CSL coordinated sampled listening

CTS clear to send

DSME  deterministic and synchronous multi-channel extension

EB enhanced beacon
EBR enhanced beacon request
ECFP extended contention-free period

ESDU  encapsulated service data unit
ESOR  enhanced security and overhead reduction
EUI extended unique identifier

FastA fast association
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GACK

IE

LE

LL

LLDN

NACK

NHL

PA

RIT

RTS

SAB

SD

TSCH

WLAN

4

group acknowledgment
information element

low energy

low latency

low latency deterministic network
negative acknowledgment
next higher layer

process automation

receiver initiated transmission
request to send

slot allocation bitmap
superframe duration
timeslotted channel hopping

wireless local area network
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4. General description

4.1 General
Insert before 4.2 the following text:

Supplemental information for different industrial domains is contained in Annex I.

4.3 Network topologies
4.3.1 Star network formation
Insert before 4.3.2 the following paragraphs:

A low latency deterministic network (LLDN) operates in a star topology. More information on the star
topology of LLDNS is given in Annex I.

Timeslotted channel hopping (TSCH) PANs are topology independent and can be used in star topologies as
well as partial or full mesh topologies.

4.3.2 Peer-to-peer network formation
Insert before 4.4 the following paragraphs:

Deterministic and synchronous multi-channel extension (DSME) supports both star and peer-to-peer
network topologies.

TSCH devices support peer-to-peer topologies.

4.5 Functional overview
4.5.1 Superframe structure

Insert the following before the existing text:
4.5.1.1 General

This standard allows the optional use of different superframe structures, as follows:

—  Superframe structure described in 4.5.1.1 (as defined in IEEE Std 802.15.4™-2011).

—  Superframe structure described in 4.5.1.2 based on beacons defined in 5.2.2.1 (Enhanced Beacon)
with an information element (IE) defined in 5.2.4.9 (DSME PAN Descriptor).

—  Superframe structure described in 4.5.1.3 based on LL-Beacons defined in 5.2.2.5.2.

A Slotframe structure, as described in 4.5.1.4, takes the place of superframes in a TSCH PAN.

Delete the following existing text:
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Insert before 4.5.2 the following subclauses and figures:
4.5.1.2 DSME multi-superframe structure

The DSME-enabled (i.e., macDSMEenabled is TRUE) PANs use the DSME multi-superframe structure.
The format of the DSME multi-superframe structure is defined by coordinators that periodically transmit an
Enhanced Beacon (EB) with the DSME PAN descriptor IE. A multi-superframe is a cycle of repeated
superframes, each of which consists of a beacon frame, a Contention Access Period (CAP) and a
Contention-Free Period (CFP). An example of a multi-superframe structure is shown in Figure 4a.

Beacon Tx Beacon Rx Beacon Rx
Superframe
_CFP_ _CFP__ CFP _CFP_ CFP CFP CFP CFP
T T [EEEEEEN T
[ HH HHHHH
Multi-Superframe Multi-Superframe
Beacon Interval

Figure 4a—General DSME Multi-superframe Structure

The single common channel, the logical channel number used in the successful association, is used to
transmit the enhanced beacon frames and the frames transmitted during the CAP. The channel diversity
method, either channel adaptation or channel hopping as selected by macChannelDiversityMode, is applied
to transmit data frames and acknowledge frames during the CFP. Beacons are scheduled as defined in
5.1.10.6. Frames sent during the CFP are transmitted using the allocated channel for DSME-GTS. A DSME-
GTS can be allocated on any of the available channels in the current ChannelPage.

Details on the DSME Multi-superframes structure are described in 5.1.10.1.
4.5.1.3 Superframe structure based on LL Beacons

LLDN PAN:s (i.e., macLLenabled is TRUE) use the LLDN superframe structure as described in 5.1.1.6. The
superframe is divided into a beacon slot, 0 or 2 management timeslots (i.e., 2 if macLLDNmgmtTS is
TRUE), and macLLDNnum TimeSlots number of timeslots of equal length as shown in Figure 4b.

| ! ¢ management ) | ¢ uplink | bidirectional !
: ; time slots retransrmission time slots ’ : ¢ time slots ':
| | E‘ time slots > | |
)

Beacon | | downlink | | uplink S, S Sii S, Aq An :

. ) ' time
present if macLLDNnumTimeSlots
macLLDNmgmtTS = TRUE macLLDNnumUplinkTS macLL DNnumBidirectional TS
macLLDNnumRetransmit TS
Superframe
- >

Figure 4b—LLDN Superframe with dedicated timeslots

The first timeslot of each superframe contains an LL-Beacon frame. The LL-Beacon frame is used for
synchronization with the superframe structure. It is also used for re-synchronization of devices that, for
instance, went into power save or sleep mode.

The beacon timeslot may be followed by two management timeslots, one for downlink and one for uplink.
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The remaining timeslots are assigned to the LLDN devices in the network; there is no explicit addressing
necessary inside the frames provided that there is exactly one device assigned to a timeslot as per 5.1.1.6.6.
The determination of the sender is achieved through the indexing of timeslots. If there is more than one
device assigned to a timeslot, the timeslot is referred to as shared group timeslot, and a simple addressing
scheme with 8-bit addresses, macSimpleAddress, is used as described in 6.3.

4.5.1.4 Slotframes

In a TSCH PAN, the concept of the superframe is replaced with a slotframe. The slotframe also contains
defined periods of communications between peers that may be either CSMA-CA or guaranteed, but the
slotframe automatically repeats based on the participating devices’ shared notion of time, and does not
require beacons to initiate communications. Unlike the superframe, slotframes and a device’s assigned
timeslot(s) within the slotframe may initially be communicated by beacon, but are typically configured by a
higher layer as the device joins the network. Because all devices share common time and channel
information, devices may hop over the entire channel space to minimize the negative effects of multipath
fading and interference, and do so in a slotted way to avoid collisions, minimizing the need for
retransmissions. Both of these features are desirable for operation in a harsh industrial environment.

4.5.2 Data transfer model
4.5.2.1 Data transfer to a coordinator
Insert before 4.5.2.2 the following paragraph and figure:

When a device wishes to transfer data to a PAN coordinator in an LLDN, it first listens for the network
beacon. When the beacon is found, the device synchronizes to the superframe structure. At its assigned
timeslot, the device transmits its data frame to the LLDN PAN coordinator. If the device transmits its data
frame in a dedicated timeslot or as slot owner of a shared group timeslot, the data frame is transmitted
without using CSMA-CA. If the device transmits its data frame in a shared group timeslot and is not the slot
owner, the data frame is transmitted using slotted CSMA-CA as described in 5.1.1.4.4, or ALOHA
described in 4.5.4.3, depending on the used PHY. The LLDN PAN coordinator may acknowledge the
successful reception of the data by transmitting an optional acknowledgment frame. Successful data
transmissions in dedicated timeslots or by the slot owner are acknowledged by the LLDN PAN coordinator
with a Group Acknowledgment either in the next beacon or as a separate group acknowledgment (GACK)
frame. This sequence is summarized in Figure 4c.

LLDN PAN n LLDN PAN .
Coordinator EDEce Coordinator LLDN Device
Beacon o Beacon
Data CTS shared group
Data
_Group Ack > Acknowledgment .
(if configured) (if requested) o
Beacon - Beacon
(with Group Ack if no
separate GACK configured)
Dedicated time slot Shared group time slot

Figure 4c—Communication to a PAN coordinator in an LLDN
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4.5.2.2 Data transfer from a coordinator

Insert before 4.5.2.3 the following paragraphs and figure:

A data transfer from an LLDN PAN coordinator is only possible in the macLLDNnumBidirectionalTS
timeslots described in 5.1.1.6.5 and if the Transmission Direction field in the Flags field of the beacon
indicates downlink direction.

When the LLDN PAN coordinator wishes to transfer data to an LLDN device assigned to a bidirectional
timeslot in an LLDN, it indicates in the network beacon that the transmission direction is downlink. At the
appropriate time, the LLDN PAN coordinator transmits its data frame to the device without using CSMA-
CA. The device may acknowledge the successful reception of the data by transmitting an acknowledgment
frame to the LLDN PAN coordinator in the same timeslot of the next superframe. In order to do so, the
transmission direction has to be uplink in that superframe. This sequence is summarized in Figure 4d.

LLDN PAN LLDN Device
Coordinator bidirectional

Beacon -
transmission direction: downlink

Data )

Beacon -
transmission direction: uplink

<« Acknowledgment
(if requested)

Figure 4d—Communication from a PAN coordinator to a device in an LLDN

4.5.3 Frame structure

Change in 4.5.3 the first paragraph and dashed list as follows:

The frame structures have been designed to keep the complexity to a minimum while at the same time
making them sufficiently robust for transmission on a noisy channel. Each successive protocol layer adds to
the structure with layer-specific headers and footers. This standard defines feur six MAC frame structures:

— A Beacon and Enhanced beacon frame, used by a coordinator to transmit beacons

— A dData frame, used for al} transfers of data

— An unsecured and enhanced acknowledgment frame, used for confirming successful frame reception

— A MAC command frame, used for handling at MAC peer entity control transfers

— A multipurpose frame, used for transfers of data where additional MHR options are needed

— A LLDN frame, used to minimize overhead in latency critical networks
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Insert at the end of 4.5.3 the following paragraph:

This standard makes use of IEs to transfer formatted data between layers and between devices. IEs consist of
an identification (ID) (or tag), a length, and the IE content. Devices can accept or discard a particular
element if the ID is known, and skip over unknown ID elements. IDs are categorized into managed spaces,
whose content is defined in this standard, and unmanaged spaces, whose content is left to a higher layer to
define. As defined in this standard, IEs provide extensibility of the MAC protocol: future versions of the
protocol can add functionality by adding new IE types in a backwards compatible way, without redefining
the structure of the MAC frame or new frame types. This removes the limitations of fixed length MAC
Header fields such as the Frame Version and Addressing Mode fields.

4.5.4 Improving probability of successful delivery
4.5.4.1 CSMA-CA mechanism
Insert before 4.5.4.2 the following:

LLDNs use a slotted CSMA-CA channel access mechanism for management timeslots and shared group
timeslots, where the backoff slots are aligned as follows:

—  With the start of the beacon transmission in management timeslots

—  With tSlotTxOwner in shared group timeslots

Each time a device wishes to transmit data frames with CSMA-CA at the appropriate places, it locates the
boundary of the next backoff slot and then waits for a random number of backoff slots. If the channel is
busy, following this random backoff, the device waits for another random number of backoff slots before
trying to access the channel again. If the channel is idle, the device begins transmitting on the next available
backoff slot boundary. Acknowledgment and beacon frames are sent without using a CSMA-CA
mechanism.

Devices in a TSCH PAN also use a slotted CSMA-CA scheme for shared slots, but use a slotted backoff
scheme as described in 5.1.1.4.3.

4.5.4.3 Frame acknowledgment

Insertin 4.5.4.3 after the first paragraph the following text:

The receiving device may insert additional content in an enhanced acknowledgment encapsulated as IEs. If
the originator does not understand the IE content of the acknowledgment, it is ignored, but the transmission
is considered successful.

Insert before 4.5.5 (after 4.5.4.4) the following subclause:

4.5.4.5 Asynchronous multi-channel adaptation

The single common channel approach may not be able to connect all devices in the PAN. The variance of
channel condition can be large and channel asymmetry between two neighboring device can happen.
Asynchronous multi-channel adaptation (AMCA) is a solution to handle such cases. The AMCA is
performed in non-beacon mode, refer to 5.1.12 for details.

4.5.5 Power consumption considerations

Insert the following header before the existing text:

Documents

Documént Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:37:05 UTC from IEEE Xplore. Restrictions apply.

Copyright © 2012 IEEE. All rights reserved.

Full document details: IEEE 802.15.4e-2012


http://www.avadocuments.com/doc/ieee-802-15-4e-2012
http://www.avadocuments.com/doc/ieee-802-15-4e-2012

IEEE
Std 802.15.4e-2012 LOCAL AND METROPOLITAN AREA NETWORKS—PART 15.4:

4.5.5.1 General
Insert before 4.5.6 the following new subclause:

4.5.5.2 Low-energy mechanisms

Two low-energy mechanisms are provided to further reduce energy consumption by allowing devices to
communicate while maintaining low duty cycles. They are coordinated sampled listening (CSL) and
receiver initiated transmission (RIT).

CSL allows receiving devices to periodically sample the channel(s) for incoming transmissions at low duty
cycles. The receiving device and the transmitting device are coordinated to reduce transmitting overhead.

RIT allows receiving devices to periodically broadcast data request frames, and transmitting devices only
transmit to a receiving device upon receiving a data request frame. RIT is suitable for the following
application scenarios:

— Low data traffic rate and loose latency requirement, where a few seconds of latency is allowable by
application.

— Local regulations restricting the duration of continuous radio transmissions (e.g., 950 MHz band in
Japan).

4.5.6 Security

Insert before the last paragraph the following paragraph:

Implementations should include mechanisms to prevent unauthorized access to locally stored keys.
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5. MAC protocol

5.1 MAC functional description

5.1.1 Channel access

Insert before 5.1.1.1 the following subclause (5.1.1a) and figure:
5.1.1a Channel hopping

Networks may support channel hopping where permitted or when required using any multichannel PHY.
Hopping sequences are defined in the Hopping Sequence PIB (as defined in Table 52f) and may be of
arbitrary length up to 511 elements, and cover all or a subset of channels available to the PHY. Devices may
hop in a slotted mode (e.g., TSCH or DSME) or in an unslotted mode.

The Hopping Sequence PIB includes an ID (macHoppingSequencelD), fields describing operation of the
PHY, the length of the sequence (macHoppingSequenceLength), an ordered list of channels
(macHoppingSequenceList), and the dwell time for unslotted hopping, if applicable.

All hopping sequences are referred to by an ID, macHoppingSequencelD, with ID = 0 denoting the default
sequence for a particular PHY (or PHY configuration if the PHY supports more than one channel list).

This default sequence is a pseudo-randomly shuffled list of all of the channels available to the PHY. The
mechanism to generate the default sequence is defined as follows:

a) SHUFFLE is a macHoppingSequenceLength-sized array. The contents of this array are equivalent to
the first macHoppingSequenceLength outputs of a 9-bit linear feedback shift register (LFSR) with
polynomial x° + x> + 1 and a starting seed of 255. Each LFSR output is modulo
macHoppingSequenceLength, so that each entry of SHUFFLE 1is between 0 and
(macHoppingSequenceLength — 1), inclusive.

b) CHANNELS is a macHoppingSequenceLength-sized array that is initially populated with the
monotonically increasing list of channels available to the PHY.

c¢) CHANNELS is shuffled as per Figure 7a. Elements may wind up being swapped multiple times in
this process.

d)  The default sequence (i.e., macHoppingSequencelList for macHoppingSequencelD = 0) is equivalent
to the shuffled CHANNELS array.

The use of other sequences (macHoppingSequencelD > 0) may be defined by a particular channel hopping
system. The macHoppingSequenceList for a macHoppingSequencelD > 0 may be longer or shorter than the
default sequence and may be specified algorithmically or set as a predefined channel list. Two hopping
devices cannot communicate unless their PHY's support the same number of channels, and they either use
the default hopping sequence or agree upon the hopping sequence being used, either through carrying this
information in an enhanced beacon frame, or through pre-configuration.
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CHANNELS and
SHUFFLE
Initialized

i<
macHoppingSequence
Length?

Done ’

Swap CHANNELSJi] and
CHANNELS[SHUFFLEIi]]

A 4

i=i+1

Figure 7a—CHANNELS shuffle algorithm

For cases where macHoppingSequenceLength is greater than the number of channels available to the PHY,
this implies that some channels will appear multiple times in the array. For cases where
macHoppingSequenceLength is less than or equal to the number of channels available to the PHY, some
channels available to the PHY may be excluded from the array. The selection of channels (the subset of
available PHY channels, and which, if any, channels are used multiple times in the hopping sequence) is
implementation-specific.

In general, any optional MAC mode as described in Annex I can calculate the channel as
CH = macHoppingSequenceList [COUNTER % macHoppingSequenceLength]

where the COUNTER is some appropriate shared counter for a pair of devices communicating using that
mode, and % indicates modular division.

5.1.1.2 Superframe structure
Insertin 5.1.1.1 after the first paragraph the following text:

For LLDN applications an additional superframe structure with LLDN beacons is required, as described in
5.1.1.6.

For LE-applications an additional and optional superframe structure is adopted, as described in 5.1.1.7.
5.1.1.4 CSMA-CA algorithm

Insert after the heading of 5.1.1.4 the following subheading followed by the existing text:
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5.1.1.4.1 General

Replace existing Figure 11 with the following new Figure 11:

CSMA-CA

N
Slotted?
Y
NB=0
NB =0, CW=CW, BE = macMinBE
Battery life BE =min(2,
extension? macMinBE)
BE = macMinBE
< >
Locate backoff
period boundary
A v
Delay for Delag for
random(22£-1) unit random(22£-1) unit
backoff periods backoff periods
Pl
‘
Perform CCA on
backoff period Perform CCA
boundary

Channel idle? Channel idle?

NB=NB+1, CW =CW, NB = NB+1
BE = min(BE+1, macMaxBE) Cw=Cw-1 BE = min(BE+1, macMaxBE)

Y

Success

Figure 11—CSMA-CA Algorithm
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Insert before 5.1.2 the following subclauses (5.1.1.4.2—5.1.1.7.4):

5.1.1.4.2 TSCH CCA algorithm

When a device is operating in TSCH mode as described in 5.1.2.6, CCA may be used to promote
coexistence with other users of the radio channel. For other devices in the same network, the start time of
transmissions, macTsTxOffset, is closely aligned making intra-network collision avoidance using CCA
ineffective. TSCH devices also use channel hopping so there is no backoff period used when CCA prevents
a transmission.

When a device has a packet to transmit, it shall wait for a link to the destination device. If CCA has been
enabled, the MAC requests the PHY to perform a CCA at the designated time in the timeslot,
macTsCCAOffset, without any backoff delays. Figure 11a extends Figure 11 for the TSCH mode.

( CSMA-CA

To "slotted?"
decision in CSMA-
CA algorithm
Y

| Wait for Tx link to
the destination

A 4

Perform CCA

Channel
idle?

Success

(

Figure 11a—TSCH CSMA-CA algorithm

5.1.1.4.3 TSCH CSMA-CA algorithm

Shared links (links with the linkOptions Bitmap set to shared transmission) are intentionally assigned to
more than one device for transmission. This can lead to collisions and result in a transmission failure
detected by not receiving an acknowledgment. To reduce the probability of repeated collisions when the
packets are retransmitted, a retransmission backoff algorithm shall be implemented for shared links.
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When a packet is transmitted on a shared link for which an acknowledgment is expected and none is
received, the transmitting device shall invoke the TSCH CA retransmission algorithm. Subsequent
retransmissions may be in either shared links or dedicated links as retransmission occurs in the next link to
the destination. This backoff algorithm has the following properties:

The retransmission backoff wait applies only to the transmission on shared links. There is no waiting for
transmission on dedicated links. The retransmission backoff is calculated in the number of shared
transmission links. The backoff window increases for each consecutive failed transmission in a shared link.
A successful transmission in a shared link resets the backoff window to the minimum value. The backoff
window does not change when a transmission is a failure in a dedicated link.

The backoff window does not change when a transmission is successful in a dedicated link and the
transmission queue is still not empty afterwards.

The backoff window is reset to the minimum value if the transmission in a dedicated link is successful and
the transmit queue is then empty.

In the TSCH mode, backoff is calculated in shared links, so the CSMA-CA aUnitBackoffPeriod is not used.
For the macMaxBE and macMinBE values when the device is in TSCH mode refer to Table 52b.

The device shall use an exponential backoff mechanism analogous to that described in 5.1.1.4.1. A device
upon encountering a transmission failure in a shared link shall initialize the BE to macMinBE. The MAC
sublayer shall delay for a random number in the range 0 to 2BE_ 1 shared links (on any slotframe) before
attempting a retransmission on a shared link. Retransmission on a dedicated link may occur at any time. For
each successive failure on a shared link, the device should increase the backoff exponent until the backoff
exponent = macMaxBE. Successful transmission on a shared link resets the backoff exponent to macMinBE.

If an acknowledgment is still not received after macMaxFrameRetries retransmissions, the MAC sublayer
shall assume the transmission has failed and notify the next higher layer of the failure. This is illustrated in
Figure 11b.

5.1.1.4.4 LLDN simplified CSMA-CA

A simplified CSMA-CA algorithm is used during Management timeslots and Shared Group timeslots in
LLDNEs.

The simplified CSMA-CA is a slotted CSMA-CA mechanism and follows the same algorithm as described
in5.1.1.4.1.

The backoff slots of aUnitBackoffPeriod symbols are aligned with the start of the beacon transmission in
management timeslots and with tSlotTxOwner in shared group timeslots.
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CTSCH CSMA-CA

Y

NB =10
BE = macMinBE

>

\ 4
Delay for random (2BE -
1) shared links or until
dedicated link

Retransmission
acknowledged?

NB = NB+1
BE = min( BE+1, macMinBE)

NB>
macMaxFrameRetries??

A 4

C Failure ) ( Success )

Figure 11b—TSCH CSMA-CA backoff

5.1.1.5 TSCH Slotframe structure
5.1.1.5.1 General

A slotframe is a collection of timeslots repeating in time. Each timeslot allows enough time for a pair of
devices to exchange a frame and an acknowledgment. It is possible, although usually undesirable, to define
a timeslot that is not long enough for a pair of devices to exchange a maximum length frame and an
acknowledgement. The number of timeslots in a given slotframe (slotframe size) determines how often each
timeslot repeats, thus setting a communication schedule for nodes that use the timeslots. When a slotframe is
created, it is associated with a slotframe handle for identification. Each slotframe repeats on a cycle
dependent on its length. Each timeslot is an opportunity for a device to send or receive a single frame, and
optionally receive or transmit an acknowledgment to that frame. Slotframes and timeslots are configured by
a higher layer.
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5.1.1.5.2 Absolute Slot Number (ASN)

The total number of timeslots that has elapsed since the start of the network or an arbitrary start time
determined by the PAN coordinator is called the Absolute Slot Number (ASN). It increments globally in the
network every macTsTimeslotLength ns (refer to Table 52e¢). It may be beaconed by devices already in a
TSCH PAN, allowing new devices to synchronize. It is used globally by devices in a TSCH PAN as the
frame counter (thus allowing for time-dependent security) and is used to compute the channel for any given
pairwise communication as described in 5.1.1.5.3.

5.1.1.5.3 Links

Figure 11c shows how nodes may communicate in a sample three-timeslot slotframe. Nodes A and B
communicate during timeslot 0, nodes B and C communicate during timeslot 1, and timeslot 2 is not being
used. Every three timeslots, the schedule repeats, but note that ASN increments continuously. The pairwise
assignment of a directed communication between devices in a given timeslot on a given channelOffset is a
link. Physical channel, CH, in a link is made according to the following formula:

CH = macHoppingSequencelList [(macASN + channelOffset) % macHoppingSequenceLength]
Use of a channelOffset allows for different channels to be used at a given macASN for a given

macHoppingSequenceList. There are macNumberOfChannels channelOffsets that will result in a unique
channel for that combination of macASN and macHoppingSequencelList.

ASN=0 ASN=1  ASN=2 ASN=3 ASN=4  ASN=5 ASN=8  ASN=7  ASN=8
TS0 TS1 TS0 TS1 TS0 TS1
A—-B | B—-C TS2 A-B | B—-C TS2 A—-B | B—-C TS2

Slotframe

length

Figure 11c—Example of a three time-slot slotframe
5.1.1.5.4 Multiple slotframes

A given network using timeslot-based access may contain several concurrent slotframes of different sizes.
Multiple slotframes may be used to define a different communication schedule for various groups of nodes
or to run the entire network at different duty cycles by giving some devices many active timeslots in a
slotframe, and others few or none.

A network device may participate in one or more slotframes simultaneously, and not all devices need to
participate in all slotframes. By configuring a network device to participate in multiple overlapping
slotframes of different sizes, it is possible to establish different communication schedules and connectivity
matrices that all work at the same time.

Slotframes can be added, removed, and modified while the network is running. Even though this is the case,
all slotframes are aligned to timeslot boundaries, and timeslot 0 of the first repetition of every slotframe is
projected back to macASN = 0, which is determined by the PAN coordinator (or other network device that
starts the network). Because of this, timeslots in different slotframes are always aligned, even though the
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beginning and end of a particular repetition of that slotframe may not be as illustrated in Figure 11d. When,
for any given timeslot, a device has links in multiple slotframes, transmissions take precedence over
receives, and lower slotframeHandle slotframes takes precedence over higher slotframeHandle slotframes.

ASN=0 ASN=1 ASN=2 ASN=3 ASN=4 ASN=5 ASN=6 ASN=7

Slofframe 1 154 | 151 | Ts2 | 7s3 | 1s4 | Tso | 1s1 | Ts2
5 slots

Slotframe 2 1 1o | 154 Ts2 | 1so | Ts1 Ts2 | Tso | Ts1
3 slots

Figure 11d—Multiple slotframes in the network

5.1.1.6 LLDN Superframe structure
5.1.1.6.1 General structure of superframe

The LLDN superframe is divided into a beacon slot, management timeslots if present, and
macLLDNnumTimeSlots base timeslots of equal length as illustrated in Figure 11e.

Superframe

TNA1 TN2 TN3

TNn TNA1 TN2 TN3 TNn

4

time
Slot

Figure 11e—Superframe with dedicated timeslots

The first timeslot of each superframe contains a beacon frame. The beacon frame is used for synchronization
with the superframe structure. It is also used for re-synchronization of devices that went into power save or
sleep mode.

The remaining timeslots are assigned to specific devices of the network. Each timeslot may have assigned a
so-called slot owner. The slot owner has access privileges in the timeslot (dedicated timeslot). There is no
explicit addressing necessary inside the frames if the slot owner transmits in its timeslot. The determination
of the sender is achieved through the number of the timeslot. More than one device can be assigned to a
timeslot (shared group timeslot). The devices use a contention-based access method (modified CSMA-CA
as specified in 5.1.1.4.4) and a simple addressing scheme with 8-bit addresses in shared group timeslots.

Multiple adjacent base timeslots can be concatenated to a single, larger timeslot, as illustrated in Figure 11f.
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! ! < management > | uplink 1 bidirectional 1
: | time slots =: retransmission time slots >: B time slots >:
| | | time slots | |
|
Beacon | | downlink uplink Sy ‘ ‘ S ‘ ‘ Sri1 ‘ ‘ ‘ ‘ Sh ‘ Aq ‘ ‘ ‘ ‘ Am ‘ :
. i ! time
present if P macLLDNnumTimeSlots >
r;cLLDngmtTS = TRUE : macLLDNnumUplinkTS > ‘macLLDNnumBidirectionalTS>
; macLLDNnumRetransmitTS -
- Superframe >

Figure 11f—Usage and order of slots in a superframe
As shown in Figure 11f, there is a specific order in the meaning or usage of the timeslots, as follows:

— Beacon Timeslot: always present.

— Management Timeslots: one timeslot downlink, one timeslot uplink, presence is configurable in
macLLDNmgmtTS during the Configuration state.

— Uplink timeslots for LLDN devices: macLLDNnumUplinkTS timeslots uplink (unidirectional
communication), macLLDNnumRetransmitTS timeslots at the beginning can be reserved for
retransmissions according to the Group Acknowledgement field contained in the LL-beacon as
described in 5.2.2.5.2 and 5.1.9.4.

— Bidirectional timeslots for LLDN devices: macLLDNnumBidirectionalTS timeslots uplink/downlink
(bidirectional communication).

It is also possible to use a separate Group Acknowledgement (GACK) frame as described in 5.2.2.5.4 in
order to facilitate retransmissions of failed transmissions in the uplink timeslots within the same superframe.
The use of a separate GACK is configurable during configuration mode. If the use of a separate GACK is
configured, the structure of the superframe is as depicted in Figure 11g.

! | o, management o | o uplink time slots oy bidirectional o |
! timeslots | L time slots g
! I ! (Croup Acky g refransmission o) I
! | | time slot time slots | |
|
Beacon | | downlink uplink Sy ‘ ‘ ‘ ‘ Shr1 ‘ GACK ‘ ‘ Shr+1 ‘ Sh ‘ Aq ‘ ‘ ‘ ‘ An ‘ :

I >

presentif macLLDNnumTimeSlots . time
macLLDNmgmtTS = TRUE macLLDNnumUplinkTS o MmacLLDNnumBidirectional TS _ -
e | Lot | -—
macLLDNnumRetransmitTS
Superframe

 J

Figure 11g—Usage and order of slots in a superframe with configured use
of separate GACK

Descriptions of the following configuration parameters and intervals for the superframe with a separate
GACK are only different for the Uplink Timeslots:

— Beacon Timeslot
— Management Timeslots

— Uplink Timeslots: macLLDNnumUplinkTS denotes the total number of timeslots available for uplink
(unidirectional) communication. Typically, one timeslot is allocated to each LLDN device. In this
case, M denotes the number of LLDN devices, macLLDNnumRetransmitTS denotes the number of
timeslots allocated for LLDN devices that failed their original transmissions prior to the GACK and
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need to retransmit their message, and N denotes the number of LLDN devices that are allowed to
retransmit. One timeslot is allocated for each retransmitting LLDN device.

— GACK: It contains an M bit bitmap to indicate successful and failed uplink transmissions in the same
order as the uplink transmissions.

— Bidirectional Timeslots

The LL Beacon frame in the LLDN mode always carries the GACK bitmap even if a separate GACK frame
is used. The GACK bitmap is used for acknowledging the successful retransmissions in timeslots R1, R2, ...,
RN since some of the retransmitted frames (in R1, R2, ..., RN timeslots) may fail.

5.1.1.6.2 Beacon timeslot

The beacon timeslot is reserved for the LLDN PAN coordinator to indicate the start of a superframe with the
transmission of a beacon. The beacon is used to synchronize the devices and to indicate the current
transmission mode. The beacon also contains acknowledgments for the data transmitted in the last
superframe.

The beacon timeslot is available in every superframe.
5.1.1.6.3 Management timeslots

The first portion of a superframe after the beacon timeslot is formed by the management timeslots, i.e., the
downlink and uplink management timeslots.

The downlink direction is defined as sending data to the LLDN device. The uplink direction is defined as
sending data from the LLDN device to the LLDN Coordinator.

Management timeslots provide a mechanism for bidirectional transmission of management data in downlink
and uplink direction. Downlink and uplink timeslots are provided in equal number in a superframe. There
are two management timeslots per superframe at maximum. Management timeslots are implemented as
shared group access timeslots.

Management downlink and uplink timeslots are used in the Discovery state and the Configuration state and
are optional in the Online state. These states are described in 5.1.9.

5.1.1.6.4 Uplink timeslots

After the management timeslots, timeslots for the transmission of data are contained in a superframe. Uplink
timeslots allow for unidirectional communication (uplink) only.

The first macLLDNnumRetransmitTS of the macLLDNnumUplinkTS uplink timeslots are dedicated
timeslots for retransmissions of failed uplink transmission attempts in dedicated timeslots of the previous
superframe. The dynamic assignment of nodes to retransmission timeslots is described in 5.1.9.4.

5.1.1.6.5 Bidirectional timeslots

Bidirectional timeslots allow for bidirectional communication between the LLDN PAN coordinator and the
LLDN device. The direction of the communication is signaled in the beacon as described in 5.2.2.5.2.
Bidirectional timeslots are used for the transmission of device data to the LLDN PAN coordinator (uplink)
as well as of data from the LLDN PAN coordinator to the LLDN device (downlink).
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5.1.1.6.6 Channel access within timeslots

Each timeslot is described by four time attributes as illustrated in Figure 11h and described in Table Oa.

Shared Group Timeslot

- [
- -

tSlotStart tSlotTxOwner tSlotTxGW| tSlotEnd

Figure 11h—Time attributes of timeslots

Table 0a—Time attributes of timeslots

Attribute Description
tSlotStart Starting time of timeslot
tSlotTxOwner End time of privileged access by device that owns the timeslot
tSlotTxGW If timeslot is unused, LLDN PAN coordinator can use the timeslot
tSlotEnd End time of timeslot

From tSlotStart till tSlotTxOwner, the device that owns the slot, the slot owner, has exclusive access to the
timeslot.

From tSlotTxOwner till tSlotTxGW, any device other than the LLDN PAN Coordinator may use the
timeslot for data transmission with a modified CSMA-CA access scheme as described in 5.1.1.4.4 if the
timeslot is not used by the slot owner. If the timeslot is not used by the slot owner, the LLDN PAN
Coordinator shall indicate this by broadcasting a Clear To Send (CTS) Shared Group frame (5.3.10.4). To
reduce the chances of collisions from other LLDN devices trying to use this timeslot, an LLDN device
should send a Request To Send (RTS) frame (5.3.10.5) and wait for the receipt of the corresponding CTS
frame (5.3.10.6) that identifies this LLDN device, from the LLDN PAN Coordinator before it transmits its
data with a modified CSMA-CA access scheme as described in 5.1.1.4.4.

From tSlotTxGW till tSlotEnd, the LLDN PAN coordinator may use the timeslot, if the timeslot is still
unused.

Dedicated timeslots are reserved for a single device (slot owner). This is achieved by setting tSlotTxOwner
and tSlotTxGW to tSlotEnd. A dedicated timeslot allows the transmission of exactly one packet. Dedicated
timeslots are only used during online mode as described in 5.1.9.4.

Shared group timeslots with contention-based access for every allowed device can be achieved by setting
tSlotTxOwner to tSlotStart.

5.1.1.7 LE Functional description

This subclause specifies functionalities of devices supporting the following PIB attributes:
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—  macCSLPeriod

— macRITPeriod

—  macCSLMaxPeriod

—  macLowEnergySuperframeSupported

—  macLowEnergySuperframeSyncinterval
5.1.1.7.1 LE Contention access period (LE CAP)

When macCSLPeriod is nonzero, CSL is deployed in CAP. CSL behavior is defined in 5.1.11.1. The
macRITPeriod shall be set to zero in a beacon-enabled PAN.

When macLowEnergySuperframeSupported is TRUE, the transaction shall be ensured to be completed one
IFS period before the end of the inactive period. If a device senses a frame in the CAP that does not end
within the CAP when macLowEnergySuperframeSupported is TRUE, the device may continue receiving the
frame until it ends before the end of the inactive period. When macLowEnergySuperframeSupported is
TRUE, the coordinator shall not allocate GTSs in order to avoid the interference from the frames exceeding
the CAP and going into the CFP. When macLowEnergySuperframeSupported is TRUE, the coordinator
shall notify the devices that already associated or intend to associate the condition of
macLowEnergySuperframeSupported in the beacon frames.

5.1.1.7.2 LE Superframe structure

If macLowEnergySuperframeSupported is TRUE and macLowEnergySuperframeSyncinterval is not zero,
the coordinator shall transmit beacon frames not in every beacon interval, but once in every beacon interval
time  macLowEnergySuperframeSyncinterval,  except when requested to do so. If
macLowEnergySuperframeSupported is TRUE and macLowEnergySuperframeSynclnterval is zero, the
coordinator shall transmit beacon frames only when it is requested to do so.

5.1.1.7.3 LE-incoming and outgoing superframe timing

If a device supports macLowEnergySuperframeSupported, the beacon order and superframe order may be
equal for all superframes on a PAN.

5.1.1.7.4 LE scan

When macCSLPeriod is nonzero, CSL is deployed in channel scans. When macCSLMaxPeriod is nonzero,
each coordinator broadcasts beacon frames with wake-up frame sequence. This allows devices to perform
channel scans with low duty cycles.

5.1.2 Starting and maintaining PANs
5.1.2.1 Scanning through the channels
Change the first paragraph as follows:

All devices shall be capable of performing passive and orphan scans across a specified list of channels. In
addition, an FFD shall be able to perform energy detection (ED) and active scans. Optionally an FFD may be
able to perform an enhanced active scan. The next higher layer should submit a scan request for a particular
channel page containing a list of channels chosen only from the channels specified by
phyChannelsSupported for that particular channel page.
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5.1.2.1.2 Active and passive channel scan
Change the fourth paragraph as follows:

An-—aetive-or passive scan or an active scan or an enhanced active scan over a specified set of channels is
requested using the MLME-SCAN.request primitive with the ScanType parameter set to indicate an-aetive
oF passive scan, an active scan or enhanced active scan respectively. For each channel, the device shall first
switch to the channel, by setting phyCurrentChannel and phyCurrentPage accordingly. For an active scan,
the device shall send a beacon request command, as described in 5.3.7. For UWB and CSS PHYs, the scan
process shall be repeated for each mandatory preamble code, setting the phyCurrentCode appropriately. For
an enhanced active scan the device shall send an enhanced beacon request as described in 5.3.7.2. Upon
successful transmission of the beacon request command for an active scan or after switching to the channel
for a passive scan, the device shall enable its receiver for at most [aBaseSuperframeDuration x (2" + 1)],
where 7 is the value of the ScanDuration parameter. During this time, the device shall reject all nonbeacon
frames and record the information contained in all unique beacons in a PAN descriptor structure, as
described in Table 17, including the channel information and, if required, the preamble code.

Insert the following new text, table, and figure in 5.1.2.1.2 after the eighth paragraph:
If a coordinator capable of responding to the enhanced beacon request (EBR) command and capable of

filtering as described in 5.3.7.2.2 receives an EBR command, it shall perform the filtering as indicated in the
EBR. If the filter conditions are satisfied, it shall transmit the appropriate enhanced beacon as per Table Ob.

Table Ob—Channel access for EBR response

Mode of operation Resp onse Access method When to respond Notes
required
Beacon PAN Y Slotted CSMA-CA Next available CAP
Nonbeacon PAN Y Unslotted CSMA-CA ASAP E.G, unslotted
hopping
DSME beacon Slotted CSMA-CA Next available EB
DSME non-beacon Unslotted CSMA-CA ASAP
TSCH Y Slotted CSMA-CA Next available time
slot on same channel

The messages exchanged when using an Enhanced Active Scan with an Enhanced Beacon Request are

shown in Figure 13a.

Copyright © 2012 IEEE. All rights reserved.
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Device higher

Device MAC Coordinator MAC
layer
MLME-SCAN .request
ScanType = 0x07
(enhanced active)
EBR Frame wf/filter
—p
(Filter was met)
EB Frame w/IE's
BEACON-
NOTIFY.indication
MLME-SCAN.confirm
—— D G

Figure 13a—Enhanced Active scan with Enhanced Beacon request

Insert before 5.1.3 (after 5.1.2.5) the following subclause and figure:

5.1.2.6 TSCH PAN formation

A TSCH PAN is formed when a device, usually the PAN coordinator, advertises the presence of the network
by sending Enhanced Beacons upon receipt of a MLME BEACON.request from a higher layer. The
Enhanced Beacons contain the following:

— Time information so new devices can synchronize to the network (as described in 5.2.4.13).
— Channel hopping information (as described in 5.1.1.6).

— Timeslot information describing when to expect a frame to be transmitted and when to send an
acknowledgment (as described in 5.2.4.15)

— Initial link and slotframe information so new devices know when to listen for transmissions from the
advertising device and when they can transmit to the advertising device (as described in 5.2.4.14).

The device wishing to join the network begins passively (preferred) or actively scanning for the network as
the result of receiving an MLME SCAN.request from a higher layer. Once the listening device has heard a
valid Enhanced Beacon, it generates an MLME-BEACON-NOTIFY .indication to a higher layer. The higher
layer may initialize the slotframe and links contained in the Enhanced Beacon and switch the device into
TSCH mode with a TSCH MODE.request or wait for additional MLME-BEACON-NOTIFY .indication
primitives before doing so.

At this point the device is synchronized to the network and may optionally send in an Association Request.
If the device uses Association, it may request a 2-octet address. The sequence of messages exchanged to
synchronize a device to the networks is shown in Figure 16a, and the process of synchronization is described
in 5.1.4.2a.
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Typically at this point the device will go through a procedure to allocate additional communication
resources (slotframes and links) to the joining device. This procedure may include a security handshake to
mutually authenticate the joining device, configure encryption keys, and configure routing information. The
mechanism and rules for setting up these additional communication links and configure other policies would
normally be defined in a higher layer standard—the content of these messages is beyond the scope of this
document.

Once synchronized and configured by a higher layer to do so, all FFDs that are already part of the network
may send enhanced beacons announcing the presence of the network. The advertising rate and content is
configured by a higher layer as appropriate to the density of devices, the desired rate of network formation,
and the energy devoted to network formation.

After joining, the device may receive additional slotframes and links from a higher layer management entity
or peer as required by the application, or the device may be instructed to remove slotframes and links
obtained from the enhanced beacon.

Device . . Advertiser
. Device Advertiser .
higher MLME MLME higher
layer layer
MLME-
TEATON request
MLME - >
< Enhanced BEACON.confim
Beacon
Advertise
Interval
¢ MLME-
| ——E2hanced BEACON. request
Beacon MLME - >
— —t— adee BEACON.CONfiM cmmle
] : MLME- T T T
SCAN.request
MLME-
SCAN.confirm > < Enhanced b
Beacon *
¢ MLME-BEACON-
wait for NOTIFY.indication .
more .
Enhanced
Beacons MLME-SET- )

SLOTFRAME.reques

MLME-SET-

¢ SLOTFRAME.confirm
MLME-SET- >
LINK.request
¢ MLME-SET-

LINK.confirm
MLME-TSCH- i
MODE.request

P MLME-TSCH-
_ MODE .confirm

Figure 16a—Message sequence chart for TSCH procedure to find an advertising device
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5.1.3 Association and disassociation

5.1.3.1 Association

Insert at end of 5.1.3.1 the following paragraph:
Association is optional for devices operating in TSCH mode.
5.1.3.2 Disassociation

Insert at end of 5.1.3.2 the following paragraphs:

For devices using the optional TSCH mode, additional disassociation behavior is required. A device shall
only disassociate from the PAN if it receives a disassociation notification command from either the PAN
coordinator, or all of its timekeeping neighbors, i.e., neighbors to whom the device has receive links marked
with the Timekeeping bit set in the maclinkOptions.

Upon determining that it should disassociate from the PAN, the device shall transmit disassociate
notification command frames to all its neighbors on any available link for macDisconnectTime timeslots,
after which it should clear all synchronization information and leave the PAN.

Insert the following subclause 5.1.3.3 before 5.1.4:
5.1.3.3 Fast association (FastA)
Fast association (FastA) is optional and is not defined in IEEE 802.15.4 devices.

A device is instructed to Fast associate with a PAN through the MLME ASSOCIATE.request primitive with
the Association Type field of the Capability Information field set to one.

The MAC sublayer of an unassociated device shall initiate the FastA procedure by sending an association
request command with the Association Type field of the Capability Information field set to one to the
coordinator of an existing PAN. Because the association request command contains an acknowledgment
request, the coordinator shall confirm its receipt by sending an acknowledgment frame.

On receipt of the acknowledgment to the association request command, the device shall wait for at most
macResponseWaitTime symbols for the coordinator to make its association decision.

If the coordinator has sufficient resources, the next higher layer should allocate a 16-bit short address to the
device, and the MAC sublayer shall generate an association response command containing the new address
and a status indicating a successful FastA. If the Association Type field of the Capability Information field
of the association request command is set to one, the MAC sublayer of the coordinator shall send the
association response command to the device directly as described in Figure 60a. If the Association Type
field of the Capability Information field of the association request command is set to zero, the association
response command shall be sent as 5.1.3.1.

Because the association response command contains an acknowledgment request, the device requesting
FastA shall confirm its receipt by sending an acknowledgment frame. If the Association Status field of the
command indicates “FastA successful” (0x80), the device shall store the address contained in the 16-bit
Short Address field of the command in macShortAddress for its communication use in the PAN.

5.1.4 Synchronization

Insert before 5.1.4.1 the following paragraph:
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For devices using the optional TSCH mode, initial synchronization is performed by the use of enhanced
beacons, and synchronization is maintained by slotted communication with other devices in the PAN.

5.1.4.2 Synchronization without beacons
Insert the following subclauses (5.1.4.2.a—5.1.4.2a.2) before 5.1.4.3:
5.1.4.2a Synchronization in TSCH PAN

In a TSCH PAN, all communication happens in timeslots as described in 5.1.4.2a.1. To remain
synchronized, the devices should have the same notion of when each timeslot begins and ends, within
t macTsRxWait/2 pus. In a typical TSCH PAN, time propagates outwards from the PAN coordinator. A
device shall periodically synchronize its network time to at least one other network device. It may also
provide its network time to one or more network devices. A network device uses a neighbor as a time source
when it has received links to that neighbor with the Timekeeping bit set in the maclinkOptions. A higher
layer may add or change time source neighbors at any time.

Note that a device sending Enhanced Beacons to advertise a TSCH PAN should set the Timekeeping bit in
the Link Option field (as described in 5.2.4.14) for the joining devices' receive link so that joining devices
can maintain time synchronization until additional time source neighbors are configured by a higher layer.

A network device may have more than one neighbor as its time source. In such cases, the device shall
synchronize its time to all of the neighbors that are acting as its time source, synchronizing to the relative
drift of all its time source neighbors.

Figure 22a shows an example of time propagation in a TSCH PAN. The arrows indicate the direction of time
distribution. In this example, the PAN coordinator acts as the time source for the entire network. Device 1
synchronizes to the PAN coordinator only, and is the time source for device 3. Device 2 synchronizes its
time to both 1 and the PAN coordinator, and device 4 synchronizes to the PAN coordinator, device 2, and
device 3.

Synchronization is possible whenever a device exchanges a frame with a time source neighbor. This can
either come from receiving an acknowledgment with time correction information (as described in 5.2.4.13)
or from the arrival time of a frame from the time source neighbor. Both methods are described in 5.1.4.2a.2.

In order to ensure that it remains synchronized with the TSCH PAN, a network device shall ensure that it
communicates with each of its timekeeping neighbors at least once per Keep Alive period. If a network
device has not sent a packet to its time source neighbor within this interval, it shall send any empty
acknowledged MAC frame and use the acknowledgement frame to perform acknowledgement based
synchronization.

5.1.4.2a.1 Timeslot communication

During a timeslot in a slotframe, one node typically sends a frame, and another sends back an
acknowledgment frame containing the ACK/NACK Time Correction IE as described in 5.2.4.11 if it
successfully receives that frame and the frame passes authentication. The acknowledgment can be positive
(ACK) or negative (NACK). A positive acknowledge indicates that the receiver has successfully received
the frame and has taken ownership of it for further routing. A negative acknowledgment indicates that the
receiver cannot accept the frame at this time, but has heard it with no errors. Both ACKs and NACKs carry
timing information used by nodes to maintain network synchronization. Frames sent to a unicast node
address require that a link-layer acknowledgment be sent in response during the same timeslot as shown in
Figure 22b. If an acknowledgment is requested and not received within the time-out period, retransmission
of the frame waits until the next assigned transmit timeslot to that address occurs.
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Figure 22a—Example of possible time propagation in a TSCH PAN

As shown in Figure 22b, the timeslot starts at time T = 0 from the transmitting device’s perspective. The
transmitter waits macTsCCAOffset ps, and then performs CCA (if active). At macTsTxOffset ps, the device
begins transmitting the frame. If an acknowledgment is expected, the device waits macTsRxAckDelay ps,
and then enables the receiver to await the acknowledgment. If the acknowledgment does not arrive within
macTsAckWait ps the device may idle the radio and consider the transmission a failure. If no
acknowledgment is expected, the transmitter may idle the radio after sending the frame.

On the receiver’s side, at its estimate of T = 0 it waits macTsRxOffset ns and then goes into receive mode for
macTsRxWait ps. If the frame has not started by that time, it may idle the receiver. Otherwise, once the
frame has been received, the receiver waits macTsTxAckDelay ps and then sends an acknowledgment.

The transmitter or receiver may resynchronize clocks as described in 5.1.4.2a.2.

Transmitter

Receiver

28

CCA Tx of frame wait (Rx on) + Rx of Ack
macTsCCAOffset ;ngg[lé‘ g"l?axc_:r; Up to macTsMaxTx macTsRxAckDela) ma(;lgs’_?ck
macTsTxOffset ———P
macTsRx Upio
macTsRxOffset Wait macTsTxAckDelay macTsMaxAck
wait (Rx on) + Rx of frame Tx of Ack

macTsTimeslotLength

Figure 22b—Timeslot diagram of acknowledged transmission
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5.1.4.2a.2 Node synchronization

Device-to-device synchronization is necessary to maintain connection with neighbors in a slotframe-based
network. There are two methods for a device to synchronize to the network, Acknowledgment-based and
Frame-based. Originator in this context is the device sending a frame, and receiver is the device receiving
that frame and sending back an acknowledgment as is appropriate. Since timestamps are required to
maintain synchronization in a TSCH PAN, all devices shall have macTimestampSupported = TRUE.

Acknowledged communication provides a basic method of time synchronization through the exchange of
data and acknowledgment frames. The algorithm involves the receiver calculating the delta between the
expected time of frame arrival and its actual arrival, and providing that information to the transmitting node
in the subsequent acknowledgment.

The acknowledgment-based synchronization algorithm can be described as follows:

— Originator sends a frame, timing the start symbol to be sent at macTsTxOffset according to its clock,
which would correspond to macTsRxOffset + macTsRxWait/2 in the receiver’s clock if both clocks
were perfectly synchronized.

— Receiver records the timestamp (e.g., from the MCPS DATA.indication) when it receives the start
symbol of the frame.

— Receiver calculates a time correction = macTsRxOffset + macTsRxWait/2 — arrival timestamp.

— Receiver sends back the time correction in the IE field in the corresponding enhanced
acknowledgment frame (assuming the incoming frame passes validation).

— Originator receives the acknowledgment. If the receiver node is a time source neighbor, the
originator adjusts its own clock by incorporating the difference into an average of the drift to all its
time source neighbors. The averaging method is implementation dependent. If the receiver is not a
clock source, the time correction is ignored.

In Frame-based synchronization a node may synchronize its own network clock if it receives a frame from a
time source neighbor. The receiver calculates the delta between expected time of frame arrival and its actual
arrival time to use that information to adjust its own clock.

The Frame-based synchronization algorithm can be described as follows:

— Receiver records the timestamp (e.g., from the MCPS DATA.indication) when it receives the start
symbol of the frame.

— The receiver calculates a time correction = macTsRxOffset + macTsRxWait/2 — arrival timestamp.

— If the originator was a time source neighbor, the receiver adjusts its own clock by incorporating the
difference into an average of the drift to all its time source neighbors. The averaging method is
implementation dependent. If the receiver is not a clock source, the time correction is ignored.

Figure 22c illustrates both time synchronization mechanisms. In both cases, the receiver calculates its time
adjustment to either send back to the transmitting device or to use locally.
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Figure 22c—Time synchronization

5.1.6 Transmission, reception, and acknowledgment
5.1.6.2 Reception and rejection
Change the sixth paragraph in 5.1.6.2 as indicated:

If any of the third-level filtering requirements are not satisfied, the MAC sublayer shall discard the incoming
frame without processing it further. If all of the third-level filtering requirements are satisfied, the frame
shall be considered valid and processed further. For valid frames that are not broadcast, if the Frame Type
field indicates a data or MAC command frame with the Frame Version field set to 0b00-0b01 and the AR
field is set to request an acknowledgment, the MAC sublayer shall send an acknowledgment frame. Prior to
the transmission of the acknowledgment frame, the sequence number included in the received data or MAC
command frame shall be copied into the Sequence Number field of the acknowledgment frame. This step
will allow the transaction originator to know that it has received the appropriate acknowledgment frame.

Insert the following paragraph after the sixth paragraph in 5.1.6.2:

For valid frames that are not broadcast, if the Frame Type field indicates a multipurpose frame, or a data or
MAC command frame with the Frame Version field set to 0b10, and the AR field is set to request an
acknowledgment, the MAC sublayer shall send an enhanced acknowledgement as described in 5.1.6.4.2.

5.1.6.4 Use of acknowledgments and retransmissions
5.1.6.4.2 Acknowledgment
Insertin 5.1.6.4.2 after the second paragraph the following text:

For enhanced acknowledgment frames (which are only sent after the incoming frame passes security
filtering, if applicable), additional time may be required after aTurnaroundTime to complete incoming and
outgoing security processing. If the enhanced acknowledgment is not sent before
macEnhAckWaitDuration pus, the sender will assume the frame was not successful.
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The receiving device may include additional content in an enhanced acknowledgment encapsulated as IEs. If
the originator does not understand the IE content of the acknowledgment, it is ignored, but the transmission
is considered successful.

When returning Time Correction information in the acknowledgment (via the ACK/NACK Timing
Correction IE as described in 5.2.4.11), the receiving device may acknowledge frames with an NACK to
indicate that the frame could not be transferred to a higher layer. This is treated as a failure from the sender’s
perspective, and a notification of failure due to congestion is indicated to the higher layer through the MAC
performance metrics.

LLDNs use several methods for the acknowledgment of data transmissions. The timings of these
mechanisms are defined by the superframe structure of the LLDN. The transmission of an LL-
Acknowledgment frame in response to an LL-data frame in an LLDN shall commence in the same
bidirectional timeslot in the next superframe. The LL-Acknowledgment frame shall only be used with
bidirectional timeslots.

Insert before 5.1.6.4.3 the following paragraph:

When in TSCH mode, incoming frames are acknowledged using the enhanced acknowledge frame as
described in 5.2.2.3. Security of the acknowledgment frame should match that of the incoming frame. When
operating in the TSCH mode (refer to 6.2.19.5), the enhanced acknowledgment frame is sent at the time
specified by the macTimeslotTemplate being used (as described in 6.4.3.3.3 and 5.1.4.2a), i.e.,
macEnhAckWaitDuration should be set to a value corresponding to macTsAckWait.

5.1.6.4.3 Retransmissions
Change in 5.1.6.4.3 the second paragraph as follows:

A device that sends a data or MAC command frame with frame version 0b00-0b01 and with its AR field set
to acknowledgment requested shall wait for at most macAckWaitDuration for the corresponding
acknowledgment frame to be received. If an acknowledgment frame is received within
macAckWaitDuration and contains the same DSN as the original transmission, the transmission is
considered successful, and no further action regarding retransmission shall be taken by the device. If an
acknowledgment is not received within macAckWaitDuration or an acknowledgment is received containing
a DSN that was not the same as the original transmission, the device shall conclude that the single
transmission attempt has failed.

Insert in 5.1.6.4.3 after the second paragraph the following paragraph:

A device that sends a data or MAC command frame with frame version 0b10 with its Acknowledgment
Request field set to one shall wait for at most macEnhAckWaitDuration ps for the corresponding
acknowledgment frame to be received, as additional security processing is required. If an acknowledgment
frame is received within macEnhAckWaitDuration ps and contains the same DSN as the original
transmission, the transmission is considered successful, and no further action regarding retransmission shall
be taken by the device. If an acknowledgment is not received within macEnhAckWaitDuration ps or an
acknowledgment is received containing a DSN that was not the same as the original transmission, the device
shall conclude that the single transmission attempt has failed.

Insert before 5.1.6.5 the following subclause (5.1.6.4.4):
5.1.6.4.4 TSCH retransmissions

A device that sends a data or MAC command frame with its Acknowledgment Request field set to one shall
wait for macTsRxAckDelay ps. If an acknowledgment frame begins within macEnhAckWaitDuration and
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contains the same DSN as the original transmission, and otherwise has no errors, the transmission is
considered successful, and no further action regarding retransmission shall be taken by the device. If an
acknowledgment is not received within the appropriate time-out or an acknowledgment is received
containing a DSN that was not the same as the original transmission, the device shall conclude that the
single transmission attempt has failed.

All transmissions in TSCH are direct. If a single transmission attempt has failed, the device shall repeat the
process of transmitting the data or MAC command frame and waiting for the acknowledgment, up to a
maximum of macMaxFrameRetries times. In TSCH mode (6.2.19.5), retransmissions only occur on
subsequent transmit links to the same recipient on any slotframe assigned to the device. If an
acknowledgment is still not received after macMaxFrameRetries retransmissions, the MAC sublayer shall
assume the transmission has failed and notify the next higher layer of the failure.

5.1.6.6 Transmission scenarios

Replace in 5.1.6.6 each occurrence of “macAckWaitDuration” with “macAckWaitDuration or
macEnhAckWaitDuration as appropriate.”

Insert before 5.2 the following subclauses (5.1.9—5.1.12.5):
5.1.9 LLDN transmission states

5.1.9.1 General

The transitions between the different transmission states are illustrated in Figure 34a.

C Start Addition of new device

Reconfiguration

-

-
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Reset Reset

Figure 34a—Transitions between transmission states

The discovery state is the first step during network setup: the new devices are discovered and configured in
the second step, the configuration state. After the successful completion of the configuration state, the
network can go into online state. Data and readings from the devices can only be transmitted during online
state. In order to reconfigure a network, the configuration state can be started again.

5.1.9.2 Discovery state

The Discovery state is the first step during network setup or for the addition of new devices to an existing
network.
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In the Discovery state, the superframe contains only the timeslot for the beacon described in 5.1.1.6.2 and
two management timeslots, one downlink and one uplink (5.1.1.6.3).

A new device scans the different channels until it detects an LLDN PAN coordinator sending beacons that
indicate Discovery state.

If a new device received a beacon indicating Discovery state, it attempts to access the medium in the uplink
management timeslot in accordance with 5.1.1.4.4 in order to send a Discover Response frame to the LLDN
PAN coordinator. The Discover Response frame is described in 5.3.10.1. The Discover Response frame
contains the current configuration of the device. The new device shall repeat sending the Discover Response
frame until it receives an acknowledgment frame for it or the Discovery state is stopped by the LLDN PAN
coordinator. The acknowledgment frame is described in 5.2.2.5.4.

The LLDN coordinator changes from the Discovery state to the Configuration state if it did not receive any
Discover Response frames within macLLDNdiscoveryModeTimeout seconds.

Figure 34b illustrates the Discovery state.

LLDN Coordinator LLDN Device
Start Discovery
— =
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Mgmt Slot Beacon >
Synchronize and
Mgmt Slot prepare Response
B Frame that contains
eacon the current device
Mgmt Slot - Discover Response Frame - configuration
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Received a
Mgmt Slot Discover
Response Beacon
Frame, - —
prepare Ack Resynchronizes
» Ack Frame - <

Figure 34b—Flow diagram of Discovery state

5.1.9.3 Configuration state
The Configuration state is the second step during network setup. It is also used for network reconfiguration.

In the Configuration state, the superframe contains only the timeslot for the beacon described in 5.1.1.6.2
and two management timeslots, one downlink and one uplink as described in 5.1.1.6.3.

If a device received a beacon indicating configuration state, it tries to get access to the transmission medium
in the uplink management timeslot in order to send a Configuration Status frame to the LLDN PAN
coordinator. The Configuration Status frame is described in 5.3.10.2. The Configuration Status frame
contains the current configuration of the device. The new device shall repeat sending the Configuration
Status frame until it receives a Configuration Request frame for it or the Configuration state is stopped by
the LLDN PAN coordinator. The Configuration Request frame is described in 5.3.10.3. The Configuration
Request frame contains the new configuration for the receiving device. After successfully receiving the

Documents

Copyright © 2012 IEEE. Al rights reserved. Docurdent Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:37:05 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.4e-2012


http://www.avadocuments.com/doc/ieee-802-15-4e-2012
http://www.avadocuments.com/doc/ieee-802-15-4e-2012

IEEE

Std 802.15.4e-2012

LOCAL AND METROPOLITAN AREA NETWORKS—PART 15.4:

Configuration Request frame, the device sends an acknowledgment frame to the LLDN PAN coordinator.
The acknowledgment frame is described in 5.2.2.5.4.

Figure 34c illustrates the Configuration state.
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Figure 34c—Flow diagram of Configuration state

5.1.9.4 Online state
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User data is only sent during Online state. The superframe starts with a beacon and is followed by several
timeslots. The devices can send their data during the timeslots assigned to them during the Configuration
state. The different types of timeslots are described in 5.1.1.6.

The existence and length of management timeslots in the Online state are contained in the Configuration
Request frame.

The successful reception of data frames by the LLDN PAN coordinator is acknowledged in the Group
Acknowledgment bitmap of the beacon frame of the next superframe described in 5.2.2.5.2 or in a separate
Data Group Acknowledgment frame depicted in Figure 48h. This is the case for both uplink timeslots and
bidirectional timeslots if the transmission direction is uplink. Figure 34d illustrates an example of the Online
state for uplink transmissions. In this example, the network has three dedicated timeslots, and LLDN device
2 is assigned to timeslot 2.

If retransmission timeslots are configured (i.e., macLLDNnumRetransmitTS > 0), the retransmission slots
are assigned to the owners of the first macLLDNnumRetransmitTS with the corresponding bit in the group
acknowledgment bitmap set to zero. Each LLDN device shall execute the algorithm as illustrated in
Figure 34e in order to determine its retransmission timeslot. The LLDN PAN coordinator has to execute a
similar algorithm in order to determine the senders of the frames in the retransmission slots.
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