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Abstract: This IEEE recommended practice defines the architectural framework that enables
WPAN devices to promote interoperable, stable, and scaleable wireless mesh topologies and, if
needed, to provide the amendment text to the current WPAN standards that is required to
implement this recommended practice.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation. When a document is more than five years old and has not been
reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present
state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon his or
her independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, seek the
advice of a competent professional in determining the appropriateness of a given IEEE standard.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered the official position of IEEE or any of its committees and shall not be considered to be, nor be
relied upon as, a formal interpretation of the IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Comments on standards and requests for interpretations should be submitted to the
following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by The Institute
of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 802.15.5-2009, IEEE Recommended Practice for Information technology—
Telecommunications and information exchange between systems— Local and metropolitan area networks— Specific
requirements.

This recommended practice provides the architectural framework enabling WPAN devices to promote
interoperable, stable, and scalable wireless mesh topologies. This recommended practice is composed of
two parts: low-rate WPAN mesh and high-rate WPAN mesh networks. The low-rate mesh is built on IEEE
802.15.4 MAC, while high rate mesh utilizes IEEE 802.15.3/3b MAC. Common features of both meshes
include network initialization, addressing, and multihop unicasting. In addition, low-rate mesh supports
multicasting, reliable broadcasting, portability support, trace route and energy saving function, and high-
rate mesh supports multihop time-guaranteed service.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the [IEEE-SA web site at http://standards.ieee.org.
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Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this recommended practice may require use of
subject matter covered by patent rights. By publication of this recommended practice, no position is taken
with respect to the existence or validity of any patent rights in connection therewith. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this recommended practice are expressly
advised that determination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.

Participants

At the time this recommended practice was completed, the IEEE P802.15 Working Group had the
following officers:

Dr. Robert F. Heile, Working Group Chair
Rick Alfvin, Working Group Vice Chair
Patrick Kinney, Working Group Vice Chair & Secretary
Dr. James P.K. Gilb, Working Group Technical Editor
Dr. John Barr, Working Group Treasurer

At the time this recommended practice was completed, the IEEE P802.15 Working Group had the
following officers:

Dr. Myung Jong Lee, Task Group 5 Chair
Dr. Ho-in Jeon, Task Group 5 Vice Chair
Dr. Tae Rim Park, Task Group 5 Secretary
Dr. Chunhui (Allan) Zhu, Task Group 5 Low-Rate Editor
Dr. Sang Sung Choi, Task Group 5 High-Rate Editor
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IEEE Recommended Practice for
Information technology—
Telecommunications and information
exchange between systems—
Local and metropolitan area networks—
Specific requirements

Part 15.5: Mesh Topology Capability in
Wireless Personal Area Networks (WPANSs)

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory
requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at http://standards.iece.org/IPR/
disclaimers.html

1. Overview

A Wireless Personal Area Network (WPAN) mesh is a network of WPANs with mesh topology. This
document defines a recommended practice for WPAN meshes.

1.1 Scope

The scope of this standard is to provide a recommended practice to provide the architectural framework
enabling WPAN devices to promote interoperable, stable, and scaleable wireless mesh topologies and, if
needed, to provide the amendment text to the current WPAN standards that is required to implement this
recommended practice.
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1.2 Purpose
The purpose of this project is to facilitate wireless mesh topologies optimized for IEEE 802.15 WPANS.

Mesh Topology provides the following features to WPANSs:

— Extension of network coverage without increasing the transmit power or the receiver sensitivity
— Enhanced reliability via route redundancy
— Easier network configuration

— Better device battery life

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 802.15.3™-2003, IEEE Standard for Information technology—Telecommunications and
information exchange between systems—Local and metropolitan area networks—Specific requirements
Part 15.3: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for High
Rate Wireless Personal Area Networks (WPANSs). 2

IEEE Std 802.15.3b™-2005, IEEE Standard for Information technology—Telecommunications and
information exchange between systems—Local and metropolitan area networks—Specific requirements
Part 15.3: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for High
Rate Wireless Personal Area Networks (WPANs) Amendment 1: MAC Sublayer.

IEEE Std 802.15.4™-2006, IEEE Standard for Information technology—Telecommunications and
information exchange between systems—Local and metropolitan area networks—Specific requirements
Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for Low Rate
Wireless Personal Area Networks (WPANS).

3. Definitions

For the purposes of this draft recommended practice, the following terms and definitions apply. The
Authoritative Dictionary of IEEE Standards Terms should be referenced for terms not defined in this
clause.

3.1 active duration: A time period defined in both synchronous and asynchronous energy saving modes in
the mesh sublayer during which a mesh device accesses the common channel using carrier sense multiple
access with collision avoidance mechanism.

" IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards.ieee.org/).
2 The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.
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3.2 ancestor: A device that is closer to the root of the logical tree than this device along the tree.

3.3 child device: A device that associates with the device. A child device’s tree level is one more than that
of the device. If a device’s tree level equals to i, then all of its child devices (children) will have tree level
equal to i+1.

3.4 descendant: A device that is farther from the root of the logical tree than the device.

3.5 end device: A device that is not capable of relaying data frames for other devices.

3.6 flooding: A broadcast method in which each device, other than the original sender, receives and relays
the same broadcast data frames exactly once.

3.7 group coordinator: The controller of a specific multicast group.

3.8 group member: A device participates in a multicast communication.

3.9 inactive duration: A time period defined in both synchronous and asynchronous energy saving modes
in mesh sublayer during which a mesh device may turn off its receiver circuitry to save energy. An inactive
duration follows an active duration in time.

3.10 extended neighbor: A device less than or equal to meshExtendedNeighborHopDistance-hops away
from the device, where meshExtendedNeighborHopDistance is a Mesh Information Base (MeshIB)

attribute. Neighbors more than one hop away are not able to talk to each other directly.

3.11mesh address: A logical address assigned to a mesh device in the mesh sublayer. Each mesh address is
unique in a mesh network so that a mesh device can be uniquely identified.

3.12 mesh coordinator: An entity that manages the mesh network. It refers to the root of the logical tree of
a mesh network whose tree level equals zero.

3.13 mesh device: A device that is capable of relaying data frames for other devices.

3.14 mesh discovery table: A temporary table that records the information of all neighbor devices
discovered by the mesh discovery process.

3.15 mesh sublayer timer: A timer for an optional energy saving mode for mesh sublayer.

3.16 mobility: A feature that allows a device to be moved from one location to another within the network
coverage while maintaining the communication session during the move.

3.17 multicast router: A device that is not a multicast group member but relays multicast data frames for
one or more multicast groups.

3.18 multicast agent: A device with at least one of its end devices that is a member of a multicast group.
3.19 neighbor: A device that is in the communications range of the current device.

3.20 neighbor MPNC: MPNC:s that are single hop away from an MPNC with a direct link.

3.21 optimal route: A minimal cost route which is provided by topology server.

3.22 portability: A feature that allows a device to be moved from one location to another within the

network coverage and to resume operation at the new location. In contrast to mobility, the communication
session is not maintained during the move.
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3.23 region synchronizer: A mesh device that is responsible for sending synchronization request frames to
its child devices.

3.24 residual CTA time: The channel time assignment time available at the MPNC.

3.25 server routing: A routing method which is done by topology servers distributed over the mesh
network.

3.26 sibling device: A device’s one-hop neighbor that is neither its parent nor its children.

3.27 synchronization duration: The time duration of the synchronization procedure in the optional
synchronous power saving mode.

3.28 synchronization interval: The time between two consecutive synchronization processes.

3.29 synchronization region: The hop distance to be synchronized by a mesh coordinator or region
synchronizer in the optional synchronous power saving mode.

3.30 sync-child: A logical child device that is responsible for maintaining synchronization with its sync-
parent device.

3.31 sync-parent: A logical parent device that is responsible for maintaining synchronization with its sync-
child devices.

3.32 tree level: The distance, in the number of hops, between a device and the root along the logical tree.
The root of the tree always has a tree level of zero.

3.33 wakeup interval: The time period defined for the optional energy saving mode for mesh sublayer. It
consists of an active duration and an inactive duration.
4. Acronyms

ABAT adaptive block addressing table

AD active duration
ASES asynchronous energy saving
AO active order

APDU application protocol data unit
BAT block addressing table
BestID broadcast identifier

BSID beacon source identifier
CTA channel time allocation
DestID destination identifier

DA destination address
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DEV
DEVID
Dly ACK
DME
DO
EDEV
ARC
EREP
EREQ
FC
FCSL
GC
G-JREQ
G-JREP
GM
HDTV

IE
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device

device identifier

delayded acknowledgment
device management entity
destination active order

end device

asynchronous energy saving retry counter
extension reply

extension request

frame control

frame convergence sublayer
group coordinator

group join request

group join reply

group member

high definition TV

information element

IMM_ACK immediate acknowledgment

LLC
LST
LQI
MAC
MC
MDEV
MeshID
MHME
MHPDU

MHSDU

logical link control

link state table

link quality indication

medium access control

mesh coordinator

mesh-capable device

mesh network identifier

mesh sublayer management entity
mesh protocol data unit

mesh service data unit
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MeshIB

MPNC

MPNCID

MSC

MTR

MTT

MDT

OuUI

PDU

PHY

PIB

PLME

PN

PNC

PNCID

PNID

RT

SA

SAP

SES

TREEID

TTL

WI

WN

wO

WPAN

IEEE Std 802.15.5-2008
Part 15.5: Mesh Topology Capability in Wireless Personal Area Networks (WPANSs)

mesh information base

mesh capable piconet coordinator
mesh-capable piconet coordinator identifier
message sequence chart
multicast transaction record
multicast transaction table

mesh discovery table
organizationally unique identifier
protocol data unit

physical layer

PAN information base

PHY layer management entity
piconet

piconet coordinator

piconet coordinator identifier
piconet identifier

router

source address

service access point

synchronous energy saving

tree network identifier

time to live

wakeup interval

wakeup notification

wakeup order

wireless personal area network
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5. Low-rate WPAN mesh

5.1 General description

This clause of the recommended practice provides an architectural framework that enables low-power, low-
rate WPAN devices to promote interoperable, stable, and scalable wireless mesh topologies. Mesh network
topologies, as illustrated in Figure 1, allow devices with IEEE Std 802.15.4-2006° compatible MAC/PHY
to extend the network coverage without increasing the transmission power or the receiver sensitivity.
Another key advantage of the mesh network is the enhanced reliability via route redundancy. Mesh
networking topology is one of the two topologies IEEE Std. 802.15.4-2006 was designed to support, as
described in 5.3 of IEEE Std 802.15.4-2006. However, the tasks of defining and implementing the mesh
networking functions are out of the scope of IEEE Std 802.15.4-2006. This recommended practice provides
a standard way of doing mesh networking over IEEE Std 802.15.4-2006 within the IEEE standard body.

Supported features for LR-WPAN include the following:

— unicast, multicast, and reliable broadcast mesh data forwarding
— synchronous and asynchronous power saving for mesh devices
— trace route function

— portability of end devices

End-to-end reliability and security are not provided in the mesh sublayer in this version of the
recommended practice.

@ esh Coordinator @ Mesh Device () End Device

Tree Links - Mesh Links

Figure 1—An illustration of mesh network topology

The applications of low rate WPAN mesh networks are numerous; including but not limited to, home and
industrial automation and control, security and environmental monitoring, situational awareness and asset

3 Information on references can be found in Clause 2.
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tracking, automatic meter reading, personal health monitoring, and etc. Example use cases could be as
follows:

a) A RF remote control that can control all AV devices in all rooms of a residential house without
line of sight requirement

b) Wireless light switches in a commercial building, e.g. a department store, control lights of the
entire floor, with the capability of grouping lights in different ways in a dynamic manner and
turn them on/off with one push of the button

¢) Smart utility meters form a mesh network, collect meter reading data and send the data to utility
companies through gateways

In Clause 5 of this document, the terms mesh network and PAN are used alternatively to refer to the mesh
network since all devices in a mesh network share the same PAN ID. In other words, inter-PAN
communication is not supported in the current version of the standard.

The reference model of low rate WPAN mesh is illustrated in Figure 2.

In the data plane, the WPAN Mesh Sublayer resides between the Service Specific Convergence Sublayer
(SSCS) of IEEE Std 802.2-1998 Logical Link Control (LLC) and the IEEE Std 802.15.4-2006 Media
Access Control (MAC) Sublayer. Mesh Sublayer provides services to the next higher layer via Mesh
Service Access Point (Mesh SAP). For implementers to add mesh function to the existing low rate WPAN
applications with the least effort, the Mesh SAP is made almost identical to the MCPS SAP.

In the management plane, the mesh sublayer management entity (MHME) resides between the application
management entity (AME) and the MAC layer management entity (MLME). MHME also interfaces with
the mesh sublayer at the same level. As a reference, the device management entity (DME) that has access
and control to all layers is also shown in the figure. However, the specifications of both AME and DME are
beyond the scope of this document.

802.2 LLC .
Application
I Management —
Entity (AME
(SSCS) GHIANE)
MESH SAP MHME SAP
MESH Sublayer | MHME N -
Management
I I Entity
MCPS SAP MLME SAP _
MAC Common ¢&— —
Part Sublayer MRS
PD SAP PLME SAP
PHY Layer N PLME f

Figure 2—The reference model for low-rate WPAN mesh
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5.2 Mesh service description

The mesh sublayer provides two types of services, the mesh data service and the mesh management
service, to the next higher layer via two corresponding service access points, the mesh SAP and MHME
SAP. There is also an internal interface between the mesh sublayer and the MHME allowing MHME to
utilize the mesh sublayer data service. On the other hand, the mesh sublayer may also need to get
information from MHME through this internal interface to compose mesh sublayer data frames.

5.2.1 Mesh data service

The function of the mesh sublayer data service is to support the transport of application protocol data units
(APDUs) between peer application entities residing at different devices that can be multiple hops away
from each other. As described in 5.1, the mesh data service primitives are very similar to the MCPS SAP
primitives. The implementers should pay careful attention to the differences between them. Table 1 lists the
primitives supported by the mesh SAP.

Table 1—Mesh SAP primitives

MESH SAP primitives Request Confirm Indication
MESH-DATA 5.2.1.1 52.1.2 5213
MESH-PURGE 52.14 52.1.5

5.2.1.1 MESH-DATA request

The MESH-DATA . request primitive requests the transfer of an SPDU (SSCS protocol data unit), from a
local SSCS entity to one or more peer SSCS entities. It is very similar to the MCPS-DATA. request

primitive at MAC layer.

The semantics of the MESH-DATA .request primitive is as follows:

MESH-DATA . .request

(
SrcAddrMode,

DstAddrMode,
DstAddr,
mhsdulLength,
mhsdu,
mhsduHandle,
AckTransmission,
McstTransmission,
BestTransimission,
ReliableBcst

)

Table 2 specifies the parameters for the MESH-DATA .request primitive.
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Table 2—MESH-DATA.request parameters

Name

Type

Valid range

Description

SrcAddrMode

Integer

0x00-0x03

The source addressing mode for this
primitive and subsequent MHPDU. This
value can take one of the following
values:

0x00 = no address (addressing fields
omitted).

0x01 = reserved.

0x02 = 16-bit short address.

0x03 = 64-bit extended address.

DstAddrMode

Integer

0x00-0x03

The destination addressing mode for this
primitive and subsequent MHPDU. This
value can take one of the following
values:

0x00 = no address (addressing fields
omitted).

0x01 = reserved.

0x02 = 16-bit short address.

0x03 = 64-bit extended address.

DstAddr

Device
address

As specified by the DstAddrMode

parameter

The device address of the entity, or
entities in the case of multicast and
broadcast, to which the MHSDU is being
transferred.

mhsduLength

Integer

< (aMaxMACSafePayloadSize -
meshcMaxMeshHeaderLength )

The number of octets contained in the
MHSDU to be transmitted by the mesh
sublayer entity.

mhsdu

Set of
octets

The set of octets forming the MHSDU to
be transmitted by the mesh sublayer
entity.

mhsduHandle

Integer

0x00-0xff

The handle associated with the MHSDU
to be transmitted by the mesh sublayer
entity.

AckTransmission

Boolean

TRUE, FALSE

This field is set to TRUE if an
acknowledgement is required from the
receiver; otherwise, it is set to FALSE.

McstTransmission

Boolean

TRUE, FALSE

This field is set to TRUE if the data is to
be multicast; otherwise, it is set to
FALSE.

BestTransimission

Boolean

TRUE, FALSE

This field is set to TRUE if the data is to
be broadcast; otherwise, it is set to
FALSE.

ReliableBcst

Boolean

TRUE, FALSE

This field is set to TRUE if reliable
broadcast is required; otherwise, it is
set to FALSE. It is meaningful only
when BestTransmission is set to
TRUE.
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The MESH-DATA.request primitive is generated by a local SSCS entity when an SPDU is to be transferred
to a peer SSCS entity.

On receipt of the MESH-DATA.request primitive, the mesh sublayer of a device first looks at the value of
the DstAddrMode field. If the value indicates a 64-bit extended address is used (0x03), the data may be
sent to its one-hop neighbors only. Therefore, the mesh sublayer should compose an MCPS-DATA .request
and send it to the MAC layer. In this case, the mesh sublayer simply passes the request from the higher
layer without calling the mesh sublayer functions. by of the TxOptions field of the MCPS-DATA . .request
primitive should reflect the value of AckTransmission; it is set to one when the AckTransmission field is
set to TRUE and set to zero when the AckTransmission field is set to FALSE. Fields b; and b, of the
TxOptions of the MCPS-DATA.request primitive should always be set to zero. The rest of the transmit
option fields, McstTransmission, BestTransmission, and ReliableBcest, are created to indicate to the mesh
sublayer the transmission mode of the data. Therefore they are only meaningful to the mesh sublayer and
should not be reflected in the MCPS-DATA.request primitive.

If the value of the DstAddrMode field indicates a 16-bit short address is used (0x02) the destination could
be either a one-hop neighbor or a device multiple hops away. Therefore, the device should first determine
whether the destination is one of its one-hop neighbors by looking at the DstAddr and searching the
destination address in its neighbor list as illustrated in Table 46. If it is, the mesh sublayer should compose
an MCPS-DATA request and send it to the MAC layer as described above.

If the destination is not a one-hop neighbor, the mesh sublayer should determine the next hop in the mesh
network to route the data message to its final destination. The mesh sublayer should first compose an
MHPDU to transmit the SPDU received from SSCS as described in 5.3.2.1. The mesh sublayer should then
look up the next hop toward the destination using the method described in 5.5.5 and compose an MCPS-
DATA request with the MAC layer destination address set to the address of the next hop. The MCPS-
DATA request primitive is then sent to the MAC layer.

Because the MHSDU has now been wrapped by the mesh header, the payload to be sent to the MAC layer
will be the MHPDU. The mhsdulLength should be equal to or less than (aMaxMACFrameSize —
meshcMaxMeshHeaderLength), where meshcMaxMeshHeaderLength is a mesh constant in Table 41. The
values in fields other than those discussed above should be kept unchanged and pass through to the MAC
layer.

If the destination is not an one-hop neighbor, the values of all four transmit option fields should be recorded
in the corresponding bits of the Transmission Mode field of the Frame Control field in the composed mesh
sublayer data frame as illustrated in Figure 5 and transmitted to the next hops so that the transmission mode
information can be carried while the data is propagated. Note values of the transmit option fields only have
local meanings. For example, when AckTransmission is set to TRUE to indicate an acknowledged
transmission, it only means the MAC layer of this device should transmit the data frame using
acknowledged transmission and does not mean end-to-end acknowledgement is supported.

If the MHPDU was successfully transmitted and an acknowledgment, if requested, was received, the mesh
sublayer will issue the MESH-DATA.confirm primitive with a status of SUCCESS.

If any parameter in the MESH-DATA request primitive is not supported or is out of range, the mesh
sublayer will issue the MESH-DATA.confirm primitive with a status of INVALID PARAMETER.
5.2.1.2 MESH-DATA.confirm

The MESH-DATA.confirm primitive reports the results of a request to transfer a data SPDU (MHSDU)
from a local SSCS entity to one or more peer SSCS entities.

The semantics of the MESH-DATA.confirm primitive is as follows:
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MESH-DATA.confirm  (

mhsduHandle,
Status

)

Table 3 specifies the parameters for the MESH-DATA .confirm primitive.

Table 3—MESH-DATA.confirm parameters

Name Type Valid range Description
mhsduHandle Integer 0x00-0xff The handle associated with the
MHSDU being confirmed.
Status Enumeration SUCCESS, The sta.tus of the last MHSDU
transmission.

TRANSACTION OVERFLOW,
TRANSACTION EXPIRED,
CHANNEL ACCESS_FAILURE,
NO ACK,
UNAVAILABLE KEY,
FRAME TOO LONG,

INVALID PARAMETER

The MESH-DATA.confirm primitive is generated by the mesh sublayer in response to an MESH-
DATA request primitive. The MESH-DATA.confirm primitive returns a status of either SUCCESS,
indicating that the request to transmit was successful, or an error code of TRANSACTION_OVERFLOW,
TRANSACTION EXPIRED, CHANNEL ACCESS FAILURE, UNAVAILABLE KEY, NO ACK,
FRAME TOO LONG, or INVALID PARAMETER. The reasons for these status values are fully
described in 7.1.1.1.3 of IEEE Std 802.15.4-2006.

On receipt of the MESH-DATA.confirm primitive, the SSCS of the initiating device is notified of the result
of its request to transmit. If the transmission attempt was successful, the status parameter will be set to
SUCCESS. Otherwise, the status parameter will indicate the error.

5.2.1.3 MESH-DATA.indication

The MESH-DATA.indication primitive indicates the transfer of a data SPDU (i.e., MHSDU) from the
mesh sublayer to the local SSCS entity.
The semantics of the MESH-DATA.indication primitive is as follows:

MESH-DATA.indication (

SrcAddrMode,
SrcPANId,
SrcAddr,
mhsdulLength,
mhsdu

)

Table 4 specifies the parameters for the MESH-DATA.indication primitive.
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The MESH-DATA.indication primitive is generated by the mesh sublayer and issued to the SSCS upon
receiving the corresponding MCPS-DATA.indication from the MAC layer that passes the appropriate
message filtering operations.

On receipt of the MESH-DATA.indication primitive, the SSCS is notified of the arrival of data at the

device.
Table 4—MESH-DATA.indication parameters
Name Type Valid range Description
SrcAddrMode Integer 0x00-0x03 The source addressing mode for this

primitive corresponding to the received
MHPDU. This value can take one of the
following values:

0x00 = no address (addressing fields
omitted).

0x01 = reserved.

0x02 = 16-bit short address.

0x03 = 64-bit extended address.

SrcPANId Integer 0x0000—-0x ftff The 16-bit PAN identifier of the entity from
which the MHSDU was received.

SrcAddr Device As specified by the The individual device address of the entity
address SrcAddrMode from which the MHSDU was received.
parameter
mhsduLength Integer < aMaxMACFrameSize | The number of octets contained in the
MHSDU being indicated by the MESH
sublayer entity.
mhsdu Set of B The set of octets forming the MHSDU being
octets indicated by the MESH sublayer entity.

5.2.1.4 MESH-PURGE.request

The MESH-PURGE.request primitive allows the next higher layer to purge an MHSDU from the
transaction queue.

The semantics of the MESH-PURGE.request primitive is as follows:

MESH-PURGE.request
mhsduHandle

)

Table 5 specifies the parameters for the MESH-PURGE.request primitive.
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Table 5—MESH-PURGE.request parameters

Name Type Valid range Description

mhsduHandle Integer 0x00-0xff The handle of the MHSDU to be purged
from the transaction queue.

The MESH-PURGE.request primitive is generated by the next higher layer whenever an MHSDU is to be
purged from the transaction queue.

On receipt of the MESH-PURGE.request primitive, the mesh sublayer attempts to find in its transaction
queue the MHSDU indicated by the mhsduHandle parameter. If an MHSDU matching the given handle is
found, the MHSDU is discarded from the transaction queue, and the mesh sublayer issues the MESH-
PURGE.confirm primitive with a status of SUCCESS. If an MHSDU matching the given handle is not
found, the mesh sublayer issues the MESH-PURGE.confirm primitive with a status of
INVALID HANDLE.

5.2.1.5 MESH-PURGE.confirm

The MESH-PURGE.confirm primitive allows the mesh sublayer to notify the next higher layer of the
success of its request to purge an MHSDU from the transaction queue.

The semantics of the MESH-PURGE.confirm primitive is as follows:
MESH-PURGE.confirm (

mhsduHandle,
Status

)

Table 6 specifies the parameters for the MESH-PURGE.confirm primitive.

Table 6—MESH-PURGE.confirm parameters

Name Type Valid range Description

mhsduHandle Integer 0x00-0xff The handle of the MHSDU requested to be
purged from the transaction queue.

Status Enumeration SUCCESS or The status of the request to purge an
INVALID HANDLE | MHSDU from the transaction queue.

The MESH-PURGE.confirm primitive is generated by the mesh sublayer in response to an MESH-
PURGE.request primitive. The MESH-PURGE.confirm primitive returns a status of either SUCCESS,
indicating that the purge request was successful, or INVALID HANDLE, indicating an error. The reasons
for these status values are fully described in 7.1.1.4.3 of IEEE Std 802.15.4-2006.

On receipt of the MESH-PURGE.confirm primitive, the next higher layer is notified of the result of its
request to purge an MHSDU from the transaction queue. If the purge request was successful, the status
parameter will be set to SUCCESS. Otherwise, the status parameter will indicate the error.
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5.2.1.6 Data service message sequence chart

Figure 3 illustrates the sequence of messages necessary for a successful data transfer between two devices.

Originator Originator Intermediate Recipient Recipient
next higher layer Mesh Node Mesh next higher layer
Mesh
MESH-DATA .request
> Data frame
_____________ >
MESH-DATA.confirm (n hops)
Data frame
_____________ »
(n hops)
MESH-DATA.indication
I I I I I

Figure 3—Message sequence chart describing the mesh data service

5.2.2 Mesh management service

The MHME-SAP allows the transport of management commands between SSCS and the MHME Table 7
summarizes the primitives supported by the MHME through the MHME-SAP interface. The primitives are
discussed in the subclauses referenced in the table.

Table 7—Summary of the primitives accessed through the MHME-SAP

Subclause Number in This Recommended Practice
Mandotary/
Name .
T Optional

Request Indication Response Confirm
MHME-DISCOVER 52.2.1 5222 M
MHME-START-NETWORK 5223 5224 M
MHME-START-DEVICE 5225 5.2.2.6 M
MHME-JOIN 5227 5228 5229 M
MHME-LEAVE 5.2.2.10 52.2.11 52212 M
MHME-RESET 5.2.2.13 5.2.2.14 M
MHME-GET 5.2.2.15 5.2.2.16 M
MHME-SET 52217 52.2.18 M
MHME-START-SYNC 52.2.19 5.2.2.20 o
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Table 7— Summary of the primitives accessed through the MHME-SAP (continued)

Subclause Number in This Recommended Practice
Mandotary/
Name Optional

Request Indication Response Confirm P
MHME-TRACE-ROUTE 52221 52222 52223 o
MHME-MULTICAST-JOIN 52224 52225
MHME-MULTICAST-
LEAVE 52.2.26 52227

5.2.2.1 MHME-DISCOVER.request

This primitive allows the next higher layer to request the mesh sublayer to discover mesh networks
currently operating within the neighborhood.

The semantics of the primitive is as follows:

MHME-DISCOVER .request (
ScanChannels,
ScanDuration,
ChannelPage,
ReportCriteria

)
Table 8 specifies the parameters of the MHME-DISCOVER .request primitive.

Table 8—MHME-DISCOVER.request parameters

Name Type Valid range Description

ScanChannels | Bit field | 27-bit field The 27 bits (by, by,... byg) indicate which channels are to be
scanned (1 = scan, 0 = do not scan) for each of the 27
channels supported by the ChannelPage parameter as
defined in IEEE Std 802.15.4-2006.

ScanDuration | Integer | 0-14 A value used to calculate the length of time to spend
scanning each channel:

The time spent scanning each channel is
(aBaseSuperframeDuration * (2" + 1)) symbols, where 7 is
the value of the ScanDuration parameter. For more
information on MAC sublayer scanning as defined in IEEE
Std 802.15.4-2006.

ChannelPage Integer | 0-31 The channel page on which to perform the scan.
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Table 8— MHME-DISCOVER.request parameters (continued)

Name Type Valid range Description

ReportCriteria | Enumeration | LINK QUALITY, | The field indicates which criterion is used to select
TREE LEVEL the best neighbor to be reported to the next higher

layer.

LINK QUALITY = The neighbor with highest link
quality is reported.

TREE LEVEL = The neighbor with lowest tree level
is reported.

Combination of multiple criteria is allowed despite
the algorithm is out of scope of this recommended
practice.

This primitive is generated by the next higher layer and issued to the mesh sublayer to request the
discovery of networks operating within the device’s operating area.

On receipt of this primitive, the mesh sublayer will attempt to discover networks operating within the
device’s operating area by performing an active scan over the channels specified in the ScanChannels
argument, and the channel pages specified in the ChannelPage argument, for the period specified in the
ScanDuration parameter. The scan is performed by means of the MLME-SCAN.request primitive.

On receipt of the MLME-SCAN.confirm primitive, a device should first record the neighbor devices from
which it received the signals in the mesh discovery table (MDT), if the PANDescriptorList of the MLME-
SCAN.confirm is not empty. Each beacon found during a scan will create an entry, PANDescriptor, in the
PANDescriptorList at the MAC layer and a corresponding entry, MeshDescriptor, in the MDT at the mesh
sublayer. The elements of a MeshDescriptor are not exactly the same as that of a PANDescriptor. Elements
of MeshDescriptor are illustrated in Table 9. Note the MDT is a temporary table and its content can be
cleared after the device has successfully started or joined a mesh network. The mesh sublayer information
in beacon payload is defined in Figure 37.

Table 9—Elements of MESHDesriptor

Name Type Valid range Description
PANId Integer | 0x0000—0xffff The 16-bit PAN identifier of the network
discovered.
Address Integer | 0x0000-0xfffd The 16-bit short address of the beacon
sender.
LogicalChannel Integer | Selected from the The current logical channel occupied by
available logical channels | the network.
supported by the PHY as
defined in IEEE Std
802.15.4-2006.
ChannelPage Integer | Selected from the The current channel page occupied by the
available channel pages network.
supported by the PHY.
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Table 9— Elements of MESHDesriptor (continued)

Name

Type

Valid range

Description

MeshVersion

Integer

0x00-0x0f

The version of the mesh sublayer protocol
in use in the discovered network.

BeaconOrder

Integer

0x0f

This specifies how often the MAC
sublayer beacon is to be transmitted by a
given device on the network. For this
version of the recommended practice, the
value is always set to 0x0f indicating no
periodic beacons are transmitted. For a
discussion of MAC sublayer beacon order,
please refer to IEEE Std 802.15.4-2006.

SuperframeOrder

Integer

0x0f

For beacon-oriented networks, that is,
beacon order < 15, this specifies the length
of the active period of the superframe. For
this version of the recommended practice,
the value is always set to 0x0f indicating
no periodic beacons are transmitted. For a
discussion of MAC sublayer superframe
order, please refer to IEEE Std 802.15.4-
2006.

LinkQuality

Integer

0x00-0xff

The LQI value at which the network
beacon was received. Lower values
represent lower LQI.

TreeLevel

Integer

0x00-0xff

The tree level of the beacon sender.

AcceptMeshDevice

Boolean

TRUE or FALSE

This field indicates whether the mesh
network accepts new mesh devices. A
value of TRUE indicates the device is
capable of accepting join requests from
other mesh devices; the value should be set
to FALSE otherwise.

AcceptEndDevice

Boolean

TRUE or FALSE

This field indicates whether the mesh
network accepts new end devices. A value
of TRUE indicates the device is capable of
accepting join requests from end devices;
the value should be set to FALSE
otherwise.

SyncEnergySaving

Boolean

TRUE or FALSE

This field indicates whether the optional
synchronous energy saving feature is
supported. A value of TRUE indicates the
device is capable of supporting
synchronous energy saving; the value
should be set to FALSE otherwise.
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Table 9— Elements of MESHDesriptor (continued)

Name Type Valid range Description

AsyncEnergySaving | Boolean | TRUE or FALSE This field indicates whether the optional
asynchronous energy saving feature is
supported. A value of TRUE indicates the
device is capable of supporting
asynchronous energy saving; the value
should be set to FALSE otherwise.

The mesh sublayer should then issue the MHME-DISCOVER.confirm primitive containing the information
about the discovered networks with a Status parameter value equal to that returned with the MLME-
SCAN.confirm.

5.2.2.2 MHME-DISCOVER.confirm
This primitive reports to its next higher layer the result of a network discovery operation.
The semantics of the primitive is as follows:
MHME-DISCOVER.confirm (
Status,

NetworkCount,
MeshDescriptorList

)

Table 10 specifies the parameters of the MHME-DISCOVER.confirm primitive.

Table 10 —MHME-DISCOVER.confirm parameters

Name Type Valid range Description
Status Status Any Status value returned Defined in 7.1.11.2 of IEEE Std
with the MLME- 802.15.4-2006.
SCAN.confirm primitive
NetworkCount Integer 0x00-0xff Gives the number of networks

discovered by the search.

MeshDescriptorList | List of The list contains the number | A list of descriptors, one for each of
mesh of elements given by the the mesh network discovered.
network NetworkCount parameter
descriptors

This primitive is generated by the MHME and issued to its next higher layer on completion of the
discovery task initiated by an MHME-DISCOVERY .request primitive.
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Table 9 gives a detailed account of the contents of a MeshDescriptor from the MeshDescriptorList
parameter. However, not all the entries in the MDT are reported to the next higher layer through the
MHME-DISCOVER.confirm primitive; among the beacon senders with the same PANId, only the best one
with regard to the ReportCriteria should be reported to the next higher layer. Determining the report criteria
is an implementation issue. This standard suggests consider either LinkQuality or TreeLevel or the
combination of the two of the discovered devices.

On receipt of this primitive, the next higher layer is notified of the results of a network search.

5.2.2.3 MHME-START-NETWORK.request

This primitive allows the next higher layer to request that the device start a new mesh network with itself as
the MC.

The semantics of the primitive is as follows:

MHME-START-NETWORK .request (
ScanChannels,
ScanDuration,
ChannelPage,
BeaconOrder,
SuperframeOrder

)
Table 11 specifies the parameters for the MHME-START-NETWORK .request primitive.

Table 11 —MHME-START-NETWORK.request parameters

Name Type Valid range Description

ScanChannels Bit field | 27-bit field The 27 bits (b, by,... bys) indicate which channels are to be
scanned (1 = scan, 0 = do not scan) for each of the 27
channels supported by the ChannelPage parameter as
defined in IEEE Std 802.15.4-2006.

ScanDuration Integer | 0-14 A value used to calculate the length of time to spend
scanning each channel:

The time spent scanning each channel is
(aBaseSuperframeDuration * (2" + 1)) symbols, where n
is the value of the ScanDuration parameter. For more
information on MAC sublayer scanning, please refer to
7.1.11.1 of IEEE Std 802.15.4-2006.

ChannelPage

Integer | 0-31 The channel page on which to perform the scan.
BeaconOrder Integer | 0xOf The beacon order of the network that the higher layers
wish to form. For this version of the recommended
practice, the value is always set to 0xOf indicating no
periodic beacons are transmitted.
SuperframeOrder | Integer | 0x0f The superframe order of the network that the higher layers

wish to form. For this version of the recommended
practice, the value is always set to 0xOf indicating no
periodic beacons are transmitted.
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This primitive is generated by the next higher layer of a mesh coordinator-capable device and issued to its
MHME to request the initialization of itself as the coordinator of a new network.

On receipt of this primitive by a device that is not capable of being a mesh coordinator (MC) (by checking
the mesh sublayer constant, meshcCoordinatorCapability), the MHME issues the MHME-START-
NETWORK .confirm primitive with the Status parameter set to INVALID REQUEST.

If the device is to be initialized as an MC, the MHME requests that the MAC sublayer first perform an
energy detection scan and then an active scan on the specified set of channels. To do this, the MHME
issues the MLME-SCAN.request primitive to the MAC sublayer with the ScanType parameter set to
indicate an energy detection scan to find a clean channel and then issues the primitive again with the
ScanType parameter set to indicate an active scan. After the completion of the active scan, on receipt of the
MLME-SCAN.confirm primitive from the MAC sublayer, the MHME selects a suitable channel. The mesh
sublayer will pick a PAN identifier that does not conflict with that of any network known to be operating
on the chosen channel. Once a suitable channel and PAN identifier are found, the MHME will choose
0x0000 as the 16-bit short MAC address and inform the MAC sublayer. To do this, the MHME issues the
MLME-SET .request primitive to the MAC sublayer to set the MAC PIB attribute macShortAddress. At the
same time, the mesh sublayer also sets its attributes in the MeshIB, such as meshPANId, meshTreeLevel,
and meshNetworkAddress. If no suitable channel or PAN identifier can be found, the MHME issues the
MHME-START-NETWORK .confirm primitive with the Status parameter set to STARTUP_ FAILURE.

If only a single channel is provided in the higher layer request, the MHME does not need to request an
energy scan prior to starting the network. An active scan is still conducted to ensure a PAN identifier is
selected that does not conflict with that of any network known to be operating.

Next, the MHME issues the MLME-START.request primitive to the MAC layer. The PANCoordinator
parameter of the MLME-START.request primitive is set to TRUE. The BeaconOrder and SuperframeOrder
will be the same as those given to the MHME-START-NETWORK .request. The CoordRealignment
parameter in the MLME-START .request primitive is set to FALSE if the primitive is issued to start a new
PAN. The CoordRealignment parameter is set to TRUE if the primitive is issued to change any of the PAN
configuration attributes on an existing PAN. On receipt of the associated MLME-START.confirm
primitive, the MHME issues the MHME-START-NETWORK .confirm primitive to the next higher layer
with the status returned from the MLME-START.confirm primitive.

5.2.2.4 MHME-START-NETWORK.confirm

This primitive reports to the next higher layer the result of the request to initialize a mesh coordinator in a
network.

The semantics of the primitive is as follows:

MHME-START-NETWORK .confirm (
Status

)
Table 12 specifies the parameters for the MHME-START-NETWORK.confirm primitive.
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Table 12—MHME-START-NETWORK.confirm parameters

Name

Type

Valid range Description

Status

Status INVALID REQUEST,
STARTUP_FAILURE or any status | mesh coordinator
value returned from the MLME-
START.confirm primitive

The result of the attempt to initialize a

This primitive is generated by the MHME and issued to its next higher layer in response to an MHME-
START-NETWORK request primitive. The primitive returns a status value of INVALID REQUEST,
STARTUP_FAILURE or any status value returned from the MLME-START.confirm primitive. Conditions
under which these values may be returned are described in 5.2.2.3.

On receipt of this primitive, the next higher layer is notified of the result of its request to initialize the
device as a mesh coordinator. If the MHME has been successful, the status parameter will be set to
SUCCESS. Otherwise, the status parameter indicates the error.

5.2.2.5 MHME-START-DEVICE.request

This primitive allows the next higher layer of a mesh device to initiate the activities expected of a mesh
device, including the routing of data frames and the accepting of requests to join the network from other

devices.

The semantics of the primitive is as follows:

MHME-START-DEVICE.request (

BeaconOrder,
SuperframeOrder

)

Table 13 specifies the parameters for MHME-START-DEVICE.request.

Table 13 —MHME-START-DEVICE.request parameters

Name

Type

Valid range

Description

BeaconOrder

Integer

0x0f

The beacon order of the network that the higher layers
wish to form. For this version of the recommended
practice, the value is always set to 0x0f indicating no
periodic beacons are transmitted.

SuperframeOrder | Integer

0x0f

The superframe order of the network that the higher
layers wish to form. For this version of the recommended
practice, the value is always set to 0x0f indicating no
periodic beacons are transmitted.

This primitive is generated by the next higher layer of a new device and issued to its MHME to request the
initialization of itself as a mesh device.
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On receipt of this primitive by a device that is not already joined to a mesh network as a mesh device, the
MHME issues the MHME-START-DEVICE.confirm primitive with the Status parameter set to
INVALID REQUEST.

On receipt of this primitive by the MHME of a device that is joined to a mesh network as a mesh device,
the MHME issues the MLME-START.request primitive to the MAC sublayer. The BeaconOrder and
SuperframeOrder parameters of the MLME-START.request primitive will have the values given by the
corresponding parameters of the MHME-START-DEVICE.request. The PANCoordinator parameter in the
MLME-START .request primitive is set to FALSE indicating this device is not the PAN coordinator of the
network. The CoordRealignment parameter in the MLME-START .request primitive is set to FALSE if the
primitive is issued to start as a mesh device for the first time. The CoordRealignment parameter is set to
TRUE thereafter if the primitive is issued to change any of the PAN configuration attributes.

On receipt of the associated MLME-START.confirm primitive, the MHME issues the MHME-START-
DEVICE.confirm primitive to the next higher layer with the status returned from the MLME-
START.confirm primitive. If, and only if, the status returned from the MLME-START.confirm primitive is
SUCCESS, the device may then begin to engage in the routing of data frames and the accepting of requests
to join the network from other devices. Otherwise, the device shall not engage in these activities.

5.2.2.6 MHME-START-DEVICE.confirm
This primitive reports the results of the request to initialize a mesh device.
The semantics of the primitive is as follows:

MHME-START-DEVICE.confirm (
Status

)
Table 14 specifies the parameters for MHME-START-DEVICE.confirm.

Table 14 —MHME-START-DEVICE.confirm parameter

Name Type Valid range Description
Status Status INVALID REQUEST or any status | The result of the attempt to initialize a
value returned from the MLME- | mesh device
START.confirm primitive

This primitive is generated by the MHME and issued to its next higher layer in response to an MHME-
START-MESH-DEVICE.request primitive. This primitive return a status value of INVALID REQUEST
or any status value returned from the MLME-START.confirm primitive. Conditions under which these
values may be returned are described in 5.2.2.5.

On receipt of this primitive, the next higher layer is notified of the results of its request to initialize a mesh
device. If the MHME has been successful, the status parameter will be set to SUCCESS. Otherwise, the
status parameter indicates the error.

5.2.2.7 MHME-JOIN.request

This primitive allows the next higher layer of a device to request to join or rejoin a network.
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The semantics of the primitive is as follows:

MHME-JOIN.request (
DirectJoin,
ParentDevAddr,
PANId,
RejoinNetwork,
JoinAsMeshDevice,
ScanChannels,
ScanDuration,
ChannelPage,
CapabilityInformation

)

Table 15—MHME-JOIN.request parameters

Name Type Valid range Description

DirectJoin Boolean TRUE or FALSE | The value is set to TRUE if direct joining
is chosen; otherwise, its value is FALSE.

ParentDevAddr Integer 0x0000-0x ffff The 16-bit short address of the parent
device to join. This field will be read
only when the DirectJoin parameter has a
value equal to TRUE.

PANId Integer 0x0000—-0x ffff The 16-bit PAN identifier of the network
to join. This field will be read only when
the DirectJoin parameter has a value
equal to TRUE.

RejoinNetwork Integer 0x00-0x01 This parameter controls the method of
joining the network.

The parameter is 0x00 if the device is
requesting to join a network through
association.

The parameter is 0x01 if the device is
joining the network using the mesh
sublayer rejoining procedure.

This field will be read only when the
DirectJoin parameter has a value equal to
TRUE.

JoinAsMeshDevice Boolean TRUE or FALSE | The parameter is set to TRUE if the
device is going to function as a mesh
device; it is set to FALSE if the device is
going to function as an end device.
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Table 15—MHME-JOIN.request parameters (continued)

Name Type Valid range Description

ScanChannels Bit field 27-bit field The 27 bits (b, by,... bys) indicate which
channels are to be scanned (1 =scan, 0 =
do not scan) for each of the 27 channels
supported by the ChannelPage parameter.
This field will be read only when the
DirectJoin parameter has a value equal to
FALSE.

ScanDuration Integer 0-14 A value used to calculate the length of
time to spend scanning each channel:
The time spent scanning each channel is
(aBaseSuperframeDuration * (2" + 1))
symbols, where n is the value of the
ScanDuration parameter. For more
information on MAC sublayer scanning,
please refer to IEEE Std 802.15.4-2006.
This field will be read only when the
DirectJoin parameter has a value equal to
FALSE.

The channel page on which to perform

ChannelPage Intecer 0-31 the scan. This field will be read only
& when the DirectJoin parameter has a
value equal to FALSE.
CapabilityInformation | Boolean As described in The operating capabilities of the device
fields Table 16 being directly joined.
Table 16 —Capability Information bit-fields
Name Type Valid range Description
DeviceType Boolean TRUE, FALSE This field is set to TRUE if the joining device
is a mesh device. Otherwise, it is set to
FALSE.
PowerSource Boolean TRUE, FALSE This field is set to TRUE if it is mains-
powered. Otherwise, it is set to FALSE.
ReceiverOnWhenldle | Boolean TRUE, FALSE This field is set to TRUE if the receiver is

enabled when the device is idle. Otherwise, it
is set to FALSE.

AllocateAddress Boolean TRUE, FALSE This field is always set to TRUE in the
implementations of this recommended
practice, indicating that the joining device
should be issued a 16-bit network address.
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The next higher layer of a device generates this primitive to request to:

— Join a new network
— Locate and rejoin a network after being disconnected

On receipt of this primitive by a device that is currently joined to a network and with the RejoinNetwork
parameter equal to 0x00, the MHME issues an MHME-JOIN.confirm primitive with the status parameter
set to INVALID REQUEST.

On receipt of this primitive by a device that is not currently joined to a network and with the
RejoinNetwork parameter equal to 0x00, the device attempts to join the network. If the DirectJoin
parameter is set to TRUE, the device attempts to join the parent device whose address is specified by the
ParentDevAddr field. The MHME issues an MLME-ASSOCIATE.request with its CoordAddress
parameter set to ParentDevAddr if the following occur:

— the parent device belongs to the network identified by the PANId, and

— the parent device is open to join requests and is advertising capacity of the correct device type.

If the DirectJoin parameter is set to FALSE, the device attempts to join the network through a neighbor
device found by the discovery procedure. The MHME issues an MLME-ASSOCIATE.request with its
CoordAddress parameter set to the address of a mesh device for which the following conditions are true:

— The mesh device belongs to the network identified by the PANId
— The mesh device is open to join requests and is advertising capacity of the correct device type

— The link quality for frames received from this device is such that a link quality of at least 128 is
produced (the link quality ranges from 0, the lowest, to 255, the highest)

If a device exists in the mesh discovery table as illustrated in Table 9 for which these conditions are true,
the LogicalChannel parameter of the MLME-ASSOCIATE.request primitive is set to that found in the
MDT, corresponding to the coordinator address of the potential parent. The fields of the
CapabilityInformation parameter should have the values shown in Table 16 and the capability information
assembled here should be stored as the value of the meshCapabilityInformation MeshIB attribute. If more
than one device meets these requirements, then the joining device may select the parent with the smallest
tree level or/and highest link quality. How to weight the tree level and link quality is not defined in this
document. The implementers are given the flexibility to choose the way that meets their application
requirements best.

If no device exists in the mesh discovery table for which the conditions are true, the mesh sublayer should
issue an MHME-JOIN.confirm with the Status parameter set to NOT PERMITTED. Otherwise, the
MHME issues the MHME-JOIN.confirm with the Status parameter set to the status parameter value
returned from the MLME-ASSOCIATE.confirm primitive.

If the RejoinNetwork parameter is 0x00 and the JoinAsMeshDevice parameter is set to TRUE, the device
will function as a mesh device in the network. If the JoinAsMeshDevice parameter is FALSE, then it will
join as an end device and not participate in routing.

If a device receives this primitive and the RejoinNetwork parameter is equal to 0x01 then it should join the
network using the mesh sublayer rejoin process as described in 5.5.11.2.
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5.2.2.8 MHME-JOIN.indication

This primitive allows the next higher layer of a mesh coordinator or a mesh device to be notified when a
new device has successfully joined its network by association or rejoined using mesh sublayer rejoin
procedure.

The semantics of the primitive is as follows:

MHME-JOIN.indication (
NetworkAddress,
ExtendedAddress,
CapabilityInformation,
RejoinNetwork

)

Table 17 specifies the parameters for the MHME-JOIN.indication primitive.

Table 17 —MHME-JOIN.indication parameters

Name Type Valid range Description
NetworkAddress Network | 0x0001— When a short network address of an entity has been
address | O0xfffd, or assigned, this will be the short address that has been
Oxfffe added to the network. Otherwise, the value of this
parameter will equal to Oxfffe indicating the short
address has not been assigned and the device can only
be reached by its 64-bit extended address.
ExtendedAddress 64-bit Any 64-bit, The 64-bit IEEE address of an entity that has been
IEEE IEEE address | added to the network.
address
CapabilityInformation | Bit field | As defined in | Specifies the operational capabilities of the joining
IEEE Std device.
802.15.4-
2006.
RejoinNetwork Integer | 0x00-0x02 The RejoinNetwork parameter indicating the method
used to join the network.
The parameter is 0x00 of the device joined through
association.
The parameter is 0x01 if the device joined through
mesh sublayer rejoin precedure.

This primitive is generated by the MHME of a mesh coordinator or mesh device and is issued to its next
higher layer on successfully adding a new device to the network using the MAC association, or on allowing
a device to rejoin the network using the rejoining procedure. Note when the NetworkAddress parameter has
a value equal to Oxfffe, it means the network is in the initialization state and the short address has not been
assigned to the joining device yet. This device should later assign the addresses to all its child devices
through the address assignment command frame as defined in Figure 11.
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On receipt of this primitive, the next higher layer of a mesh coordinator or mesh device is notified that a

new device has joined its network.

5.2.2.9 MHME-JOIN.confirm

This primitive allows the next higher layer to be notified of the result of its request to join a network.

The semantics of the primitive is as follows:

MHME-JOIN.confirm (

Status,

NetworkAddress,

PANId,

ChannelPage,
ActiveChannel

)

Table 18 specifies the parameters for the MHME-JOIN.confirm primitive.

Table 18 —MHME-JOIN.confirm parameters

Name Type Valid range Description

Status Status | INVALID REQUEST, The status of the corresponding

NOT_PERMITTED, request.
NO_NETWORKS or any

status value returned from

the MLME-

ASSOCIATE.confirm

primitive or the MLME-
SCAN.confirm primitive.

NetworkAddress Integer | 0x0001-O0xffff The 16-bit network address that was
allocated to this device. This
parameter will be equal to Oxffff if
the join attempt was unsuccessful.

PANId Integer | 0x0000-Oxfffe The 16-bit PAN identifier of the
network of which the device is now a
member.

The channel page on which the

ChannelPage Integer | 0-31 ActiveChannel was found.

ActiveChannel Integer | The number of any channel The value of phyCurrentChannel

supported by the PHY as parameter which is equal to the
defined in IEEE Std current channel of the network that
802.15.4-2006. has been joined.

This primitive is generated by the initiating MHME and issued to its next higher layer in response to an
MHME-JOIN.request primitive.
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If the request was not successful, this primitive should be sent to the next higher layer as soon as the status
of the join request is known. The status parameter should indicate an error code of INVALID REQUEST,
NOT PERMITTED, NO NETWORKS or any status value returned from either the MLME-
ASSOCIATE.confirm primitive or the MLME-SCAN.confirm primitive. The reasons for these status
values are fully described in 5.2.2.8.

If the request was successful, this primitive is not sent to the next higher layer until a short address is
successfully assigned by receiving an address assignment command frame from the parent device. Whether
or not the joining device can obtain a short address immediately by using this join request depends on the
operating states (initialization or operation) of its parent device. In the case its parent device is in the
operation state, this device can get a short address from the parent device immediately. Otherwise, this
device is just associated with the parent device using its 64-bit extended address. Devices in this status
should use their 64-bit extended addresses to report their child numbers to parent devices. The short address
will be assigned after the parent device gets the address block assignment from its own parent. Therefore,
the mesh sublayer should hold the confirmation message until the short address is assigned from the parent
device. Note that the next higher layer is not capable of transmitting any data until the confirmation
message is received.

On receipt of this primitive, the next higher layer of the initiating device is notified of the result of its

request to join a network using the MAC sublayer association procedure, or to rejoin a network once it has
temporarily left.

5.2.2.10 MHME-LEAVE.request
This primitive allows the next higher layer to request that it or a child device leaves the network.
The semantics of the primitive is as follows:
MHME-LEAVE.request (
DeviceAddress,

RemoveSelf,
RemoveChildren

)

Table 19 specifies the parameters for the MHME-LEAVE.request primitive.

Table 19 —MHME-LEAVE.request parameters

Name Type Valid range Description
DeviceAddress | Device | Any 64-bit, The 64-bit IEEE address of a child device to be removed
address | IEEE address | from the network.
RemoveSelf Boolean | TRUE, This parameter has a value of TRUE if the device is asked
FALSE to remove itself from the network. Otherwise it has a value
of FALSE.
RemoveChildren | Boolean | TRUE, This parameter has a value of TRUE if the device being
FALSE asked to leave the network is also being asked to remove
its child devices, if any. Otherwise it has a value of
FALSE.
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The next higher layer of a device generates this primitive to request to leave the network. The next higher
layer of a mesh coordinator or mesh device may also generate this primitive to remove a device from the
network.

On receipt of this primitive by the MHME of a device that is not currently joined to a network, the MHME
issues the MHME-LEAVE.confirm primitive with a status of INVALID REQUEST. On receipt of this
primitive by the MHME of a device that is currently joined to a network, with the RemoveSelf parameter
set to TRUE and the RemoveChildren parameter set to FALSE, the MHME will remove itself from the
network as described in 5.5.7.1. Basically, the MHME should send out a hello command frame to its
neighbors to indicate its leaving and clear all of its references to the mesh network. It should then issue an
MLME-RESET.request primitive to the MAC sublayer. If the MHME-LEAVE.request primitive is
received with the RemoveSelf parameter set to TRUE and the RemoveChildren parameter equal to TRUE,
then the MHME should first attempt to remove the device’s children before removing itself from the
network.

On receipt of this primitive by a mesh coordinator or mesh device and with the RemoveSelf parameter set
to FALSE, the MHME determines whether the specified device is a child device. If the requested device
does not exist, the MHME issues the MHME-LEAVE.confirm primitive with a status of
UNKNOWN CHILD DEVICE. If the requested device exists, the MHME will attempt to remove it from
the network following the procedure described in 5.5.7.2. Basically the MHME should first send a leave
command to the requested device and the device will remove itself following the procedure described in
5.5.7.1. If the RemoveChildren parameter is equal to TRUE then the device will be requested to remove its
children as well. Upon receiving the acknowledgement of the leave command, the MHME will issue the
MHME-LEAVE.confirm primitive with the DeviceAddress equal to the 64-bit IEEE address of the
removed device and the Status parameter equal to the status delivered by the MCPS-DATA.confirm
primitive.

5.2.2.11 MHME-LEAVE.indication

This primitive allows the next higher layer of a device to be notified if that device has left the network or if
a neighboring device has left the network.

The semantics of the primitive is as follows:

MHME-LEAVE.indication (
DeviceAddress

)
Table 20 specifies the parameters for the MHME-LEAVE.indication primitive.

Table 20 —MHME-LEAVE.indication parameters

Name Type Valid range Description
DeviceAddress | 64-bit IEEE | Any 64-bit, The 64-bit IEEE address of an entity that has removed
address IEEE address | itself from the network

This primitive is generated by the MHME of a mesh device and issued to its next higher layer on the
receipt of a leave command asking it to leave the network. It is also generated by the MHME of a mesh
device and issued to its next higher layer to indicate that a neighbor has left the network upon receiving a
hello command frame with the leaving network flag set to one.
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On receipt of this primitive, the next higher layer of a mesh coordinator or mesh device is notified that a
device, formerly on the network, has left. The primitive can also indicate that the next higher layer of a
mesh device or end device is informed that it has been removed from the network by its associated mesh
device or mesh coordinator.

5.2.2.12 MHME-LEAVE.confirm

This primitive allows the next higher layer to be notified of the results of its request for itself or another
device to leave the network.

The semantics of the primitive is as follows:
MHME-LEAVE.confirm (

Status,
DeviceAddress

)

Table 21 specifies the parameters for the MHME-LEAVE.confirm primitive.

Table 21 —MHME-LEAVE.confirm parameters

Name Type Valid range Description

Status Status SUCCESS, INVALID REQUEST, The status of the corresponding
UNKNOWN_CHILD DEVICE or request
any status returned by the MCPS-

DATA.confirm primitive
DeviceAddress | 64-bit Any 64-bit, IEEE address The 64-bit IEEE address in the
IEEE request to which this is a
address confirmation or null if the device
requested to remove itself from the
network

This primitive is generated by the initiating MHME and issued to its next higher layer in response to an
MHME-LEAVE .request primitive. If the request was successful, the status parameter indicates a successful
leave attempt. Otherwise, the status parameter indicates an error code of INVALID REQUEST,
UNKNOWN CHILD DEVICE or a status delivered by the MCPS-DATA.confirm primitive. The reasons
for these status values are fully described in 5.2.2.10.

On receipt of this primitive, the next higher layer of the initiating device is notified of the results of its
request for itself or a child device to leave the network.

5.2.2.13 MHME-RESET.request
This primitive allows the next higher layer to request that the mesh sublayer performs a reset operation.

The semantics of the primitive is as follows:
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MHME-RESET.request (
)

This primitive has no parameters.

This primitive is generated by the next higher layer and issued to its MHME to request the reset of the
mesh sublayer to its initial condition.

On receipt of this primitive, the MHME first checks whether it is connected to any networks. If it is
connected a network, the MHME should broadcasts a hello command frame to indicate its leaving to its
neighbors up to meshTTLOfHello hops. If it is not connected to any networks, the MHME should skip the
checking and go directly to issue the MLME-RESET.request primitive to the MAC sublayer with the
SetDefaultPIB parameter set to TRUE. On receipt of the corresponding MLME-RESET.confirm primitive,
the mesh sublayer resets it by clearing all internal variables, mesh discovery table entries and by setting all
MeshIB attributes to their default values. Once the mesh sublayer is reset, the MHME issues the MHME-
RESET.confirm with the Status parameter set to SUCCESS if the MAC sublayer was successfully reset.

If this primitive is issued to the MHME of a device that is currently joined to a network, any required leave
attempts using the MHME-LEAVE.request primitive should be made a priority at the discretion of the next
higher layer.

5.2.2.14 MHME-RESET.confirm

This primitive allows the next higher layer to be notified of the results of its request to reset the mesh
sublayer.

The semantics of the primitive is as follows:

MHME-RESET.confirm (
Status

)

Table 22 specifies the parameters for this primitive.

Table 22 —MHME-RESET.confirm parameter

Name Type Valid range Description

Status Status Any status value returned from the | The result of the reset operation
MLME-RESET.confirm primitive
as defined in IEEE Std 802.15.4-
2006.

This primitive is generated by the MHME and issued to its next higher layer in response to an MHME-
RESET.request primitive. If the request was successful, the Status parameter will have a value of
SUCCESS. Otherwise, the status parameter will have an error code indicating the reason of failure. The
reasons for these status values are fully described in 5.2.2.13.
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5.2.2.15 MHME-GET.request

This primitive allows the next higher layer to read the value of an attribute from the MeshIB, which is
defined in Table 42.

The semantics of the primitive is as follows:

MHME-GET.request

Table 23 specifies the parameters for this primitive.

(
MIBAttribute

)

Table 23 —MHME-GET.request parameter

Name Type Valid range Description
MeshIB Integer | As described in Table 42 The identifier of the MeshIB attribute to
Attribute read

On receipt of the MHME-GET.request primitive, the MHME checks to see if the MeshIB Attribute is a
MeshIB attribute or a MAC/PHY PIB attribute. If the requested attribute is a MeshIB attribute, the MHME
attempts to retrieve the requested MeshIB attribute from its database. If the identifier of the MeshIB
attribute is not found in the database, the MHME will issue the MHME-GET.confirm primitive with a
status of UNSUPPORTED ATTRIBUTE. If the requested MeshIB attribute is successfully retrieved, the
MHME will issue the MHME-GET.confirm primitive with a status of SUCCESS.

If the requested attribute is a MAC/PHY PIB attribute, the request is passed to the MAC by issuing the
MLME-GET.request primitive. The MHME will issue the MHME-GET.confirm primitive to the next
higher layer with the status parameter resulting from the translation and the MIBAttribute and
MIBAttributeValue parameters equal to those returned by the MLME primitive.

5.2.2.16 MHME-GET.confirm

This primitive reports the results of an attempt to read the value of an attribute from the MIB.

The semantics of the primitive is as follows:

MHME-GET.confirm

Table 24 specifies the parameters for this primitive.

(

Status,
MIBAttribute,
MIBAttributeLength,
MIBAttributeValue

)
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Table 24 —MHME-GET.confirm parameters

Name Type Valid range Description

Status Enumeration | SUCCESS, The results of the request to read
UNSUPPORTED ATTRIBUTE | an MeshlIB attribute value.

MIBAttribute Integer As described in Table 42 The identifier of the MeshIB
attribute that was read.

MIBAttributeLength | Integer 0x0000—-0x ftff The length, in octets, of the
attribute value being returned.
MIBAttributeValue | Various Attribute specific, as defined in | The value of the MeshIB
Table 42 attribute that was read.

This primitive is generated by the MHME and issued to its next higher layer in response to an MHME-
GET.request primitive. This primitive returns either a status of SUCCESS, indicating that the request to
read a MeshIB attribute was successful, or an error code of UNSUPPORTED ATTRIBUTE. The reasons
for these status values are fully described in 5.2.2.15.

On receipt of this primitive, the next higher layer is notified of the results of its request to read a MeshIB
attribute.

5.2.2.17 MHME-SET.request

This primitive allows the next higher layer to write the value of an attribute into the MIB.

The semantics of the primitive is as follows:

MHME-SET.request (
MIBAttribute,
MIBAttributeLength,
MIBAttributeValue

)

Table 25 specifies the parameters for this primitive.

Table 25 —MHME-SET.request parameters

Name Type Valid range Description
MIBAttribute Integer | As described in The identifier of the MeshIB attribute to be
Table 42 written.
MIBAttributeLength | Integer | 0x0000—Oxffff The length, in octets, of the attribute value being
set.

MIBAttributeValue | Various | Attribute specific, The value of the MeshIB attribute that should be

as defined in written.
Table 42
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This primitive is to be generated by the next higher layer and issued to its MHME to write the value of an
attribute in the MIB.

On receipt of the MHME-SET.request primitive, the MHME checks to see if the MIBAttribute is a MeshIB
attribute or MAC/PHY PIB attribute. If the requested attribute is a MeshIB attribute, the MHME attempts
to write the given value to the indicated MeshIB attribute in its database. If the MIBAttribute parameter
specifies an attribute that is a read-only attribute, the MHME will issue the MHME-SET.confirm primitive
with a status of READ ONLY. If the MIBAttribute parameter specifies an attribute that is not found in the
database, the MHME will issue the MHME-SET.confirm primitive with a status of
UNSUPPORTED_ATTRIBUTE. If the MIBAttributeValue parameter specifies a value that is out of the
valid range for the given attribute, the MHME will issue the MHME-SET.confirm primitive with a status of
INVALID PARAMETER. If the requested MeshIB attribute is successfully written, the MHME will issue
the MHME-SET.confirm primitive with a status of SUCCESS.

If the requested attribute is a MAC/PHY PIB attribute, the request is passed to the MAC by issuing the
MLME-SET .request primitive. The MHME will issue the MHME-SET.confirm primitive to the next higher
layer with the status parameter resulting from the translation and the MIBAttribute parameter equal to that
returned by the MLME primitive.
5.2.2.18 MHME-SET.confirm
The primitive reports the results of an attempt to write a value to a MeshIB attribute.
The semantics of the primitive is as follows:

MHME-SET.confirm (

Status,
MIBAttribute

)

Table 26 —MHME-SET.confirm parameters

Name Type Valid range Description

Status Enumeration | SUCCESS, The results of the request to write the
INVALID PARAMETER  or | MeshIB attribute.
UNSUPPORTED ATTRIBUTE

MIBAttribute | Integer As described in Table 42 The identifier of the MeshIB attribute
that was written.

The primitive is generated by the MHME and issued to its next higher layer in response to an MHME-
SET.request primitive. This primitive returns a status of either SUCCESS, indicating that the requested
value was written to the indicated MeshIB attribute, or an error code of INVALID PARAMETER or
UNSUPPORTED_ATTRIBUTE. The reasons for these status values are fully described in 5.2.2.17.

On receipt of this primitive, the next higher layer is notified of the results of its request to write the value of
a MeshIB attribute. If the requested value was written to the indicated MeshIB attribute, the status
parameter will be set to SUCCESS. Otherwise, the status parameter indicates the error.
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5.2.2.19 MHME-START-SYNC.request

The primitive allows the next higher layer of the mesh coordinator to request the mesh sublayer to start
synchronization for synchronous energy saving (SES).

The semantics of the primitive is as follows:

MHME-START-SYNC.request  (
AO,
WO,
SyncRegion,
SyncInterval

)
Table 27 specifies the parameters of the MHME-START-SYNC.request primitive.

Table 27 —MHME-START-SYNC.request parameters

Name Type Valid range Description

AO Integer | 0-WOor 15 The length of the active portion of the time structure. If
the WO has a value of 15, this parameter is ignored.

Refer to 5.5.10.2.1 for an explanation of the
relationship between the AO and the active duration.

WO Integer | 0-15 The time interval that a device periodically wakeup in
energy saving mode. A value of 15 indicates SES will
not be used.

Refer to 5.5.10.2.1 for an explanation of the
relationship between the WO and the wakeup interval.

SyncRegion Integer | 0x00—0xff The hop distance to be synchronized by a mesh
coordinator or region synchronizer during
synchronization duration.

Synclnterval Integer | 0x00-Oxff The number of wakeup interval times for periodic
synchronization.

This primitive is generated by the next higher layer of the mesh coordinator and issued to its MHME to
request the synchronization procedure for SES.

On receipt of this primitive by a device that is not capable of being a mesh coordinator (MC) (by checking
the mesh sublayer constant, meshcCoordinatorCapability), the MHME issues the MHME-START-
SYNC.confirm primitive with the status parameter set to INVALID REQUEST. Otherwise, the MHME of
the mesh coordinator should attempt to start the synchronization procedure by sending a sync request
command frame with the parameters AO, WO, SyncRegion, SyncInterval and timestamp in the frame.

The mesh coordinator should transmit two successive synchronization request command frames with
timestamp parameters in the frames.

If the MHME of mesh coordinator receives a synchronization reply frame from each of its child devices, it
should issue a MHME-START-SYNC.confirm primitive to the next higher layer and start to operate in
SES mode from the following wakeup interval.
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5.2.2.20 MHME-START-SYNC.confirm

This primitive reports to the next higher layer the results of the synchronization procedure.
The semantics of the primitive is as follows:

MHME-START-SYNC.confirm  (
Status

)
Table 28 specifies the parameters of the MHME-START-SYNC.confirm primitive.

Table 28 —MHME-START-SYNC.confirm parameters

Name Type Valid range Description
Status Enumeration | INVALID REQUEST, | The results of the attempt to start
SYNC _SUCCESS, synchronization procedure using synchronous
SYNC FAILURE energy saving scheme.

This primitive is generated by the MHME and issued to its next higher layer in response to an MHME-
START-SYNC.request primitive. It is sent when the MHME of mesh coordinator receives a
synchronization reply frame from each of its child devices. The primitive returns a status value of
INVALID REQUEST, SYNC SUCCESS or SYNC FAILURE depending on the status of the
initialization of the synchronization procedure.

5.2.2.21 MHME-TRACE-ROUTE.request

This primitive allows the next higher layer of a mesh device to request the mesh sublayer to trace the route
to a specific destination.

The semantics of the primitive is as follows:

MHME-TRACE-ROUTE.request (
DestAddr,
ResponseTimeout,
BatchSize,
maxTTL

)
Table 29 specifies the parameters of the MHME-TRACE-ROUTE.request primitive.

Table 29 —MHME-TRACE-ROUTE.request parameters

Name Type Valid range Description
DestAddr Integer | 0x0000-0xftfd Specifies the mesh address of the destination.
ResponseTimeout Integer | 0-16,777,215 Timeout limitation for trace route reply frames

in millisecond.

BatchSize integer | 0-255 Number of trace route request frames to be
transmitted for each hop.
maxTTL Integer | 0-255 Maximum number of hops the traceroute

request command frame allowed to propagate.
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This primitive is generated by the next higher layer of a device and issued to its MHME to trace the route to
the destination specified in this primitive.

On receipt of this primitive, the mesh sublayer should issue a traceroute request command frame toward the
destination, using the provided parameters.

5.2.2.22 MHME-TRACE-ROUTE.indication

This primitive allows the next higher layer of a mesh device to be notified when a traceroute reply
command frame has been successfully received. It returns round trip times between the originator of
traceroute request to an intermediate mesh device or the destination device.

The semantics of the primitive is as follows:

MHME-TRACE-ROUTE.indication

(

Status,
SrcAddr,
RTTStamp,
HopCount

)

Table 30 specifies the parameters of the MHME-TRACE-ROUTE.indication primitive.

Table 30 —MHME-TRACE-ROUTE.indication parameters

Name Type Valid range Description

Status Boolean | TRUE, FALSE If TRUE, indicates successful reception of
traceroute reply frame within ResponseTimeout.

SrcAddr Integer 0x0000—0xfff7 Specifies the mesh address of the source of the
traceroute reply frame.

RTTStamp Integer 0-65535 Time duration, in milliseconds, between the
traceroute requests is sent to the traceroute reply
frame is received.

HopCount Integer 0x00-0x0f The hop count between the originator of the
traceroute reply and this device.

This primitive is generated by the mesh sublayer of a device and issued to its next higher layer.

On receipt of this primitive, the next higher layer is notified the result of current step of trace route.

5.2.2.23 MHME-TRACE-ROUTE.confirm
This primitive is used to report the final result of the MHME-TRACE-ROUTE request.

The semantics of the primitive is as follows:
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