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Abstract: Short-range, wireless communications in the vicinity of, or inside, a human body (but
not limited to humans) are specified in this standard. It uses existing industrial scientific medical
(ISM) bands as well as frequency bands approved by national medical and/or regulatory
authorities. Support for quality of service (QoS), extremely low power, and data rates up to
10 Mbps is required while simultaneously complying with strict non-interference guidelines where
needed. This standard considers effects on portable antennas due to the presence of a person
(varying with male, female, skinny, heavy, etc.), radiation pattern shaping to minimize the specific
absorption rate (SAR) into the body, and changes in characteristics as a result of the user
motions.
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Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are developed
within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA)
Standards Board. IEEE develops its standards through a consensus development process, approved by the American National
Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and serve without compensation. While IEEE administers the process
and establishes rules to promote fairness in the consensus development process, IEEE does not independently evaluate, test, or
verify the accuracy of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. IEEE disclaims liability for any personal injury, property or other damage, of
any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the
publication, use of, or reliance upon any IEEE Standard document.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS
IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or
provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a
standard is approved and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every IEEE standard is subjected to review at least every ten years. When a document is
more than ten years old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to another.
Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in the exercise of
reasonable care in any given circumstances or, as appropriate, seek the advice of a competent professional in determining the
appropriateness of a given IEEE standard.

Translations: The IEEE consensus development process involves the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.

Official Statements: A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be considered to
be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an individual
presenting information on IEEE standards shall make it clear that his or her views should be considered the personal views of
that individual rather than the formal position of IEEE.

Comments on Standards: Comments for revision of IEEE Standards documents are welcome from any interested party,
regardless of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining
to IEEE Standards documents. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important to ensure that any responses to comments and questions also receive the concurrence of a balance of interests. For
this reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to comments or questions except in those cases where the matter has previously been addressed. Any person who
would like to participate in evaluating comments or revisions to an IEEE standard is welcome to join the relevant IEEE
working group at http:/standards.ieee.org/develop/wg/.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Photocopies: Authorization to photocopy portions of any individual standard for internal or personal use is granted by The
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or
contact the IEEE at the address listed previously. For more information about the IEEE Standards
Association or the IEEE standards development process, visit IEEE-SA  Website at
http://standards.ieee.org/index.html.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.iece.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.iece.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
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compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 802.15.6-2012, IEEE Standard for Local and metropolitan area
networks—Part 15.6: Wireless Body Area Networks.

With the decreasing size and increasing capability of electronic devices, thanks to the Moore’s Law, it was
inevitable that small and portable devices would be developed for communications around human bodies.
Some devices are wearable and some are implementable for medical purposes. These devices need to
communicate with their remote controllers. IEEE Std 802.15.6-2012 is a standard for short-range, wireless
communications in the vicinity of, or inside, a human body (but not limited to humans). It uses ISM and
other bands as well as frequency bands in compliance with applicable medical and communication
regulatory authorities. It allows devices to operate on very low transmit power for safety to minimize the
specific absorption rate (SAR) into the body and increase the battery life. It supports quality of service
(QoS), for example, to provide for emergency messaging. Since some communications can carry sensitive
information, it also provides for strong security.
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IEEE Standard for
Local and metropolitan area networks—

Part 15.6: Wireless Body Area Networks

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This is a standard for short-range, wireless communication in the vicinity of, or inside, a human body (but
not limited to humans). It uses existing industrial scientific medical (ISM) bands as well as frequency bands
approved by national medical and/or regulatory authorities. Support for quality of service (QoS), extremely
low power, and data rates up to 10 Mbps is required while simultaneously complying with strict non-
interference guidelines where needed. This standard considers effects on portable antennas due to the
presence of a person (varying with male, female, skinny, heavy, etc.), radiation pattern shaping to minimize
specific absorption rate (SAR) into the body, and changes in characteristics as a result of the user motions.

1.2 Purpose

The purpose is to provide an international standard for a short-range (i.e., about human body range), low
power, and highly reliable wireless communication for use in close proximity to, or inside, a human body.
Data rates, typically up to 10Mbps, can be offered to satisfy an evolutionary set of entertainment and
healthcare services. Current personal area networks (PANs) do not meet the medical (proximity to human
tissue) and relevant communication regulations for some application environments. They also do not
support the combination of reliability, QoS, low power, data rate, and noninterference required to broadly
address the breadth of body area network (BAN) applications.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

ETSI EN 301 839-1, V1.3.1 (2009,), Electromagnetic Compatibility and Radio Spectrum Matters (ERM);
Short Range Devices (SRD); Ultra Low Power Active Medical Implants (ULP-AMI) and Peripherals
(ULP-AMI-P) operating in the frequency range 402 MHz to 405 MHz; Part 1: Technical characteristics and
test methods. '

FIPS Pub 186-3 (2009), Digital Signature Standard (DSS). *

FIPS Pub 197 (2001), Advanced Encryption Standard (AES).

IEEE Std 802°-2001, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture.” *

IEEE Std 1363™-2000, IEEE Standard Specifications for Public-Key Cryptography.

ISO/IEC 10646:2003, Information Technology—Universal Multiple-Octet Coded Character Set (UCS).
Amendment 1, November 2005; Amendment 2, July 2006; Amendment 3, February 2008.°

NIST Special Publication 800-38B (2005), Recommendation for Block Cipher Modes of Operation: The
CMAC Mode for Authentication. ©

NIST Special Publication 800-38C (2004), Recommendation for Block Cipher Modes of Operation: The
CCM Mode for Authentication and Confidentiality.

3. Definitions, acronyms, and abbreviations

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary: Glossary of Terms & Definitions [B1] should be consulted for terms not defined in this
clause.” ®

3.1 Definitions

abbreviated address: A one-octet identifier (ID) selected as an address for a node, hub, or body area
network (BAN) in frame exchanges.

active state: An internal power management state that is ready for frame reception and transmission.

! ETSI publications are available from the European Telecommunications Standards Institute (http:/www.etsi.org).

2 FIPS publications are available from the National Technical Information Service (http://www.ntis.gov/).

* IEEE publications are available from The Institute of Electrical and Electronics Engineers (http:/standards.ieee.org).

* The IEEE standards or products referred to in Clause 2 are trademarks owned by The Institute of Electrical and Electronics
Engineers, Incorporated.

* ISO/IEC publications are available from the ISO Central Secretariat (http://www.iso.org/). ISO publications are also available in the
United States from the American National Standards Institute (http://www.ansi.org/).

 NIST publications are available from the National Institute of Standards and Technology (http://www.nist.gov/).

" The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at http://shop.ieee.org/.

8 The numbers in brackets correspond to those of the bibliography in Annex A.
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active superframe: A superframe in which frame transmission typically occurs within the body area
network (BAN) of the hub announcing such a superframe.

allocation: One or more time intervals that a node or a hub obtains using an access method for initiating
one or more frame transactions. An allocation comprises one or more allocation intervals. Reference to
allocation of a node means that the node is the sender or recipient in the allocation.

allocation interval: A continuous time interval in an allocation, comprising one or more consecutive
allocation slots. Reference to allocation interval of a node means that the node is the sender or recipient in
the allocation interval.

allocation slot: A time unit used to designate the lengths of medium access related time intervals, such as
beacon period (superframe) and allocation interval.

beacon: A frame transmitted by a hub to facilitate network management, such as the coordination of
medium access and power management of the nodes in the body area network (BAN) of the hub, and to
facilitate clock synchronization therein.

beacon period: A repetitive time interval to which medium access is referenced and in which a beacon is
transmitted when appropriate, comprising the same number of time units (allocation slots) of equal
duration.

bilink: A communications link for transfer of management and data traffic from a hub to a node or/and
vice versa.

bilink allocation: An allocation with allocation interval(s) in which a hub or a node initiates one or more
frame transactions to transmit management and data traffic to a node or a hub, respectively, and the
recipient returns acknowledgment if required, with the provision that the node initiates frame transaction(s)
only after receiving a poll from the hub.

connected node: A node that has a connection with a hub.

connection: A relationship between a node and a hub in a body area network (BAN), substantiated by a
connected node identification assigned to the node by the hub and by a wakeup arrangement between them,
and optionally by one or more scheduled allocations or unscheduled bilink allocations between them.

contended allocation: A non-reoccurring time interval, within a random access phase (RAP) or a
contention access phase (CAP), that a node obtains using random access for initiating a frame transaction.
A contended allocation is an uplink allocation, suitable for servicing “unpredictable” uplink traffic (for
example, due to data rate variations and/or channel impairments).

contention access: An access method, based on carrier sense multiple access with collision avoidance
(CSMA/CA) or slotted Aloha access but not both, whereby a node obtains a time interval in a contention
access phase (CAP) for initiating one or more frame transactions. As an access method, contention access
is synonymous with random access.

contention access phase (CAP): A time span set aside by a hub and announced via a preceding non-
beacon frame for contention access to the medium by the nodes in the body area network (BAN) of the
hub.

downlink: A communications link for transfer of management and data traffic from a hub to a node.

downlink allocation: An allocation with allocation interval(s) in which a hub initiates one or more frame
transactions to transmit management and data traffic to a node and the node returns acknowledgment if
required.
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entity authentication: Corroboration of the identity of the node or the hub in a security association
procedure.

exclusive access phase (EAP): A time span set aside by a hub in a beacon period (superframe) for transfer
of the traffic of the highest user priority (UP) (for emergency or medical implant event report).

frame: An uninterrupted sequence of octets delivered by the medium access control (MAC) sublayer to the
physical (PHY) layer, or vice versa, within a node or a hub.

hub: An entity that possesses a node’s functionality and coordinates the medium access and power
management of the nodes in its body area network (BAN).

hub identifier (HID): An abbreviated address of a hub.

improvised access: An access method, based on impromptu polling or posting by a hub, whereby a hub
grants to a node or itself a polled or posted allocation, typically outside scheduled downlink and uplink
allocations, for initiating one or more frame transactions by the node or hub, respectively.

inactive state: An internal power management state that is not ready for frame reception and transmission.

inactive superframe: A superframe in which no frame transmission occurs within the body area network
(BAN) of the hub announcing such a superframe.

information element (IE): An optional part, with variable but self-identifiable length, of some frames.

managed access phase (MAP): A time span set aside by a hub for improvised access, scheduled access,
and unscheduled access to the medium by the hub and the nodes in the body area network (BAN) of the
hub.

master key (MK): A secret bit string activated or established between a node and a hub in a security
association procedure and used to create a pairwise temporal key (PTK) shared between them.

message authentication: Corroboration of the origin of a message in a message transfer.

multi-periodic (m-periodic) allocation: A scheduled allocation or an unscheduled bilink allocation that
has allocation intervals reoccurring in every mth beacon period (superframe) with m being an integer larger
than one. An m-periodic scheduled allocation is an uplink allocation, a downlink allocation, or a bilink
allocation, suitable for servicing low duty cycle periodic or quasi-periodic traffic on a committed schedule.
An m-periodic unscheduled allocation is a bilink allocation, suitable for servicing low duty cycle periodic
or quasi-periodic traffic on a best-effort basis.

node: An entity that contains a medium access control (MAC) sublayer, a physical (PHY) layer, and that
optionally provides security services.

node identifier (NID): An abbreviated address of a single node or of a logical group of nodes.

nonce: A number that is unique per instantiation of a cryptography protocol as part of a measure to thwart
cryptanalytic and other cryptographic attacks.

non-secure frame: A term that is interchangeable with unsecured frame.

one-periodic (1-periodic) allocation: A scheduled allocation that has allocation intervals reoccurring in
every beacon period (superframe), or an unscheduled bilink allocation that has allocation intervals
reoccurring in every beacon period (superframe) or in round-robin together with the allocation intervals of
other 1-periodic unscheduled bilink allocations. A 1-periodic scheduled allocation is an uplink allocation, a
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downlink allocation, or a bilink allocation, suitable for servicing high duty cycle periodic or quasi-periodic
traffic on a committed schedule. A 1-periodic unscheduled bilink allocation is a bilink allocation, suitable
for servicing high duty cycle periodic or quasi-periodic traffic on a best-effort basis.

pairwise temporal key (PTK): A secret bit string shared between a node and a hub and used to secure
frames transferred between them.

pairwise temporal key (PTK) creation: A procedure used to create a PTK between a node and a hub
based on a master key (MK) shared between them, and to confirm possession of a shared MK between the
node and the hub.

poll: A control type frame or its variant sent by a hub to grant an immediate polled allocation to the
addressed node or to inform the node of a future poll or post.

polled allocation: A non-reoccurring time interval that a hub grants to a node using polling access for
initiating one or more frame transactions by the node. A polled allocation is an uplink allocation interval,
suitable for servicing “ordinary,” “unexpected,” or “extra” uplink traffic (for example, due to data rate
variations and/or channel impairments). A polled allocation is also called a polled allocation interval.

polling access: An access method, based on impromptu or scheduled polling by a hub, whereby a hub
grants to a node a polled allocation for initiating one or more frame transactions by the node.

post: A management or data type frame sent by a hub to a node within its body area network (BAN). A
post starts a posted allocation.

posted allocation: A non-reoccurring time interval that a hub grants to itself using posting access for
initiating a frame transaction. A posted allocation is a downlink allocation interval, suitable for servicing
“unexpected” or “extra” downlink traffic (for example, due to network management needs, data rate
variations, and/or channel impairments).

posting access: An access method, based on impromptu or scheduled posting by a hub, whereby a hub
grants to itself a posted allocation, typically outside scheduled uplink allocations, for initiating one or more
frame transactions by the hub.

random access: An access method, based on carrier sense multiple access with collision avoidance
(CSMA/CA) or slotted Aloha access but not both, whereby a node obtains a time interval in a random
access phase (RAP) for initiating one or more frame transactions.

random access phase (RAP): A time span set aside by a hub and announced via a beacon frame for
random access to the medium by the nodes in the body area network (BAN) of the hub.

relayed node: A node that communicates with a hub through another node.
relaying node: A node through which another node communicates with a hub.

scheduled access: An access method, based on advance reservation and committed scheduling, whereby a
node and a hub obtain scheduled reoccurring time intervals for initiating frame transactions.

scheduled allocation: One or more scheduled reoccurring time intervals that a node and a hub obtains
using scheduled access for initiating frame transactions. A scheduled allocation is an uplink allocation, a
downlink allocation, or a bilink allocation, suitable for servicing high or low duty cycle periodic or quasi-
periodic traffic on a committed schedule.
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scheduled-polling access: A combination of scheduled access and polling access, whereby a node and a
hub obtain scheduled reoccurring time intervals, wherein the hub grants to the node and/or itself non-
reoccurring time intervals for initiating frame transactions on uplink and/or downlink.

secure frame: A term that is interchangeable with secured frame.
secured communication: Exchange of secured frames.

secured frame: A frame that is secured with authenticity, integrity, confidentiality if required, and replay
protection.

security association: A procedure used to identify a node and a hub to each other and establish a new
master key (MK) shared between them or activate an existing MK pre-shared between them.

star network: A logical network partition comprising a hub and zero or more nodes whose medium access
and power management are coordinated by the hub.

superframe: A term that is interchangeable with beacon period used especially when no beacons are
transmitted.

type-I polled allocation: A polled allocation the length of which is specified in terms of the duration of
time granted for transmission.

type-I polling access: Polling access that provides type-I polled allocations.

type-II polled allocation: A polled allocation the length of which is specified in terms of the number of
frames granted for transmission.

type-II polling access: Polling access that provides type-II polled allocations.
unconnected node: A node that does not have a connection with a hub in a body area network (BAN).

unscheduled access: A combination of best-effort scheduled access and polling access, whereby a node
and a hub obtain unscheduled reoccurring time intervals, wherein the hub grants to the node and/or itself
non-reoccurring time intervals for initiating frame transactions in an uplink and/or downlink.

unscheduled bilink allocation: One or more unscheduled reoccurring time intervals that a node and a hub
obtains using unscheduled access for initiating frame transactions. An unscheduled bilink allocation is a
bilink allocation, suitable for servicing high or low duty cycle periodic or quasi-periodic traffic in an uplink
and/or downlink on a best-effort basis.

unsecured communication: Exchange of unsecured frames.

unsecured frame: A frame that is not secured with authenticity, integrity, confidentiality, or replay
protection.

uplink allocation: An allocation with allocation interval(s) in which a node initiates one or more frame
transactions to transmit management and data traffic to a hub and the hub returns acknowledgment if
required.

uplink: A communications link for transfer of management and data traffic from a node to a hub.
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3.2 Special terms
association: A term synonymous to security association in absence of the qualifier “security.”
appropriate: Subject to the rules specified in Clause 5, Clause 6, and Clause 7.

frame transaction: All management or data type frames of the same frame subtype, and an
acknowledgment frame if required, that are separated in time by an appropriate interframe space and
transmitted between a node and a hub. Examples of a frame transaction: (a) a management type frame and
an immediate acknowledgment frame; (b) all data type frames of the same frame subtype after a block
acknowledgment frame, and the block acknowledgment frame that follows; (c) a management or data type
frame, which is followed by another management or data type frame of a different frame subtype; (d) a
management or data type frame, which is separated by more than an appropriate interframe space by
another management or data type frame of the same frame subtype.

implant: An entity that is placed inside a human body for medical purposes.

low power low duty cycle (LP/LDC): Power, duty cycle, and transmission (transmissions/per hour) limits
defined by standards and regulations for implants transmitting within the band 403.5 MHz to 403.8 MHz
without coordination with a hub.

medical implant event: A term referenced in regulatory documents governing the use of the Medical

Device Radiocommunication Service (MedRadio), which includes the Medical Implant Communications
Service (MICS) from 402 MHz to 405 MHz.

3.3 Acronyms and abbreviations

AES Advanced Encryption Standard
ARQ automatic repeat request
AWGN additive white Gaussian noise
B-Ack block acknowledgment
BAN body area network
BCH code Bose, Ray-Chaudhuri, Hocquenghem code
BPSK binary phase shift keying
CAP contention access phase
CBC cipher block chaining
CCA clear channel assessment
CCM counter mode for message encryption and cipher block chaining (CBC) mode for

message authentication
CMAC (block) cipher-based message authentication code algorithm
CP contention probability
CP-BFSK continuous-phase binary frequency shift keying
CRC cyclic redundancy check
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CSMA/CA
CcwW
D8PSK
DBPSK
DQPSK
DRF
EAP

ED

EFC
EIRP
EUI
EVM
FCS
FEC
FM-UWB
FSDT
FS-Spreader
G-Ack
GF
GFSK
GPPM
GT

GTK
HARQ
HBC
HCS
HID
HME
I-Ack

1IE
IR-UWB
ISM

ISO
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carrier sense multiple access with collision avoidance

contention window (for carrier sense multiple access with collision avoidance)

differential 8-phase-shift keying
differential (or differentially encoded) binary phase-shift keying
differential (or differentially encoded) quadrature phase-shift keying
data rate field

exclusive access phase

energy detection

electric field communication
equivalent isotropically radiated power
extended unique identifier

error vector magnitude

frame check sequence

forward error correction code
frequency modulation ultra-wideband
frequency selective digital transmission
frequency selective spreader

group acknowledgment

Galois field

Gaussian frequency-shift keying

group pulse position modulation

guard time

group temporal key

hybrid automatic repeat request

human body communications

header check sequence

hub identifier

hub management entity

immediate acknowledgment
information element

impulse radio ultra-wideband

industrial scientific medical

International Organization for Standardization
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KCK
KMAC
L-Ack
LFSR
LP/LDC
LSB
MAC
MAP
MCU
MIC
MICS
MIFS
MK
MPDU
MSB
MSDU
MUX
N-Ack
NID
NME
OSI
PER
PHR
PHY
PLCP
PN
PPDU
P.PRF
PRF
PSD
PSDU
PSK
PTK
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key confirmation key
key message authentication code
late acknowledgment (acknowledgment later)
linear feedback shift register
low power low duty cycle
least significant bit
media access control
managed access phase
micro controller unit
message integrity code
medical implant communications service
minimum interframe space
master key
medium access control protocol data unit
most significant bit
media access control service data unit
multiplexer
no acknowledgment
node identifier
node management entity
open systems interconnection
packet error rate
physical layer header
physical or physical layer
physical layer convergence protocol
pseudo-random noise
physical layer protocol data unit
peak pulse repetition frequency
pulse-repetition-frequency
power spectral density
physical layer service data unit
phase shift keying

pairwise temporal key
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QPSK quadrature phase shift keying
RAP random access phase

RI rate indicator

RX receive or reception

S2p serial-to-parallel

SAP service access point
SAR specific absorption rate
SF spreading factor

SFD start-of-frame delimiter
SHR synchronization header
SIFS short interframe spacing
SRRC square-root raised cosine
TK temporal key

TX transmit or transmission
UP user priority

UWB ultra wideband

4. General framework elements

4.1 General

This clause provides the basic framework of nodes and hubs. The framework serves as a prerequisite to
supporting the functions of nodes and hubs and their interactions specified later in detail. It covers the
following aspects: the network topology used for medium access, the reference model used for functional
partitioning, the time base used for access scheduling, the state diagrams used for frame exchange, and the
security paradigm used for message protection.

4.2 Network topology

All nodes and hubs are to be organized into logical sets, referred to as body area networks (BANs) in this
specification, and coordinated by their respective hubs for medium access and power management as
illustrated in Figure 1. There is to be one and only one hub in a BAN, whereas the number of nodes in a
BAN is to range from zero to mMaxBANSize. In a one-hop star BAN, frame exchanges are to occur
directly between nodes and the hub of the BAN. In a two-hop extended star BAN, the hub and a node are to
exchange frames optionally via a relay-capable node.

Access coordination at the MAC sublayer between BANs is not specified in this standard. Optional
mechanisms for coexistence and interference mitigating between adjacent or overlapping BANs are
provided (in 6.13). Nodes referenced in this standard are in the context of a given BAN, unless noted
otherwise.
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H=hub N =node BAN 2

N1a N1c N2a

Optional mechanisms

} H Ve
L - for goexustence and e 'i
i interference i _ i
- mitigation _ o/

Figure 1—Network topology

4.3 Reference model

All nodes and hubs are internally partitioned into a physical (PHY) layer and a medium access control
(MAC) sublayer, in accordance with the IEEE 802" reference model, as shown in Figure 2. Direct
communications between a node and a hub are to transpire at the PHY layer and MAC sublayer as
specified in this standard; the PHY layer and MAC sublayer of a node or a hub are to use only one
operating channel at any given time. Message security services are to occur at the MAC sublayer, and
security key generations are to take place inside and/or outside the MAC sublayer.

—
MAC SAP MAC SAP
Medium Access Control -« —— — MAC frames _p| Medium Access Control

gz, (MAC) Sublayer (MAC) Sublayer §
’Z\ m =] = ’:E m >
= E«% 8 — = EJ%; z
mg3o PHY SAP PHY SAP m<3°©

o Physical PHY frames Physical e

s  rhysieal o FArYIfames =3

= (PHY) Layer i > (PHY) Layer

Figure 2—Reference model

Within a node or a hub, the MAC provides its service to the MAC client (higher layer) through the MAC
service access point (SAP) located immediately above the MAC sublayer, while the PHY provides its
service to the MAC through the PHY SAP located between them. On transmission, the MAC client passes
MAC service data units (MSDUs) to the MAC sublayer via the MAC SAP, and the MAC sublayer passes
MAC frames (also known as MAC protocol data units or MPDUs) to the PHY layer via the PHY SAP. On
reception, the PHY layer passes MAC frames to the MAC sublayer via the PHY SAP, and the MAC
sublayer passes MSDUs to the MAC client via the MAC SAP. Both MAC SAP and PHY SAP are not
exposed and their specifications are beyond the scope of this standard.

There may be a logical node management entity (NME) or hub management entity (HME) that exchanges
network management information with the PHY and MAC as well as with other layers. The HME is a
superset of the NME in terms of the management functionality they each support. However, the presence of
the NME or HME and the partitioning between the NME or HME and the MAC or the PHY is not
mandated, nor is the behavior of the NME or HME specified, in this standard.
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4.4 Time base

All nodes and hubs are to establish a time reference base, as shown in Figure 3, if their medium access is to
be scheduled in time, where the time axis is divided into beacon periods (superframes) of equal length and
each beacon period (superframe) is composed of allocation slots of equal length and numbered from 0, I,
..., 5, where s < 255. An allocation interval may be referenced in terms of the numbered allocation slot
comprising it, and a point of time may be referenced in terms of the numbered allocation slots preceding or
following it as appropriate.

Beacon period (superframe) n Beacon period (superframe) n+1 |, Beacon period (superframe) n+2
| | |

1 | | | L+ e
I I1I2II,-IIIIIIIIIIIIIIII‘

| |
51, I
L Allocation J
D) interval 1

0 0

offset from current allocation slot start

Figure 3—Time reference base

If time reference is needed for access scheduling in its BAN, the hub is required to choose the boundaries
of beacon periods (superframes) and hence of the allocation slots therein. In beacon mode operation for
which beacons are transmitted, the hub needs to communicate such boundaries by transmitting beacons at
the start or other specified locations of beacon periods (superframes), and optionally timed frames (T-Poll
frames) containing their transmit time relative to the start time of current beacon period (superframe). In
non-beacon mode operation for which beacons are not transmitted but time reference is needed, the hub is
required to communicate such boundaries by transmitting timed frames (T-Poll frames) also containing
their transmit time relative to the start time of current superframe.

A node requiring a time reference in the BAN needs to derive and recalibrate the boundaries of beacon
periods (superframes) and allocation slots from reception of beacons or/and timed frames (T-Poll frames).

A frame transmission may span more than one allocation slot, starting or ending not necessarily on an
allocation slot boundary.

4.5 MAC and security state diagrams

All nodes and hubs are to go through certain stages, i.e., states, at the MAC level before they exchange user
(MAC client) data, as shown in Figure 4, where frames permitted or required to exchange between a node
and a hub at each state are also indicated. State classification and transition are defined with respect to a
pair of a node and a hub, but is often referenced in the name of the node only. Broadcast or multicast
frames, such as beacons, are frame exchanges between a hub and a group of nodes but not between a hub
and a node; their transmissions are not dictated by the pairwise state diagrams specified in this subclause.

4.5.1 Secured communication

A node and a hub are to follow the MAC state diagram Figure 4(a) for secured communication if either of
them requires secured frame exchanges with the other.
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Master key missing/invalid (during PTK recreation)

PTK recreation & GTK distribution
(PTK & GTK frames)

Master key missing/invalid Disconnection (Disconnection frame) or PTK missing/invalid
(during PTK creation)

PTK missing/invalid

assiiica..tli%tr: o or Connected_NID lost Connected exchange
MK activation/ Connection E@I fra_mtnies ?SFBP' Se.miinty
establishment Associated (Connection soglalxj_on lsa‘;;oma on
[Security sociate Request e isconnection)
Association Assignment frames) Connection change
frames) _— L )
Security disassociation Connection Request/Assignment
(Security Disassociation frame) frames)

(a) Secured communication

Disconnection Connected exchange

(Disconnection frame) (All frames except Security
Association/Disassociation,

TK, GTK, & Disconnection)

- Connected |«

Connection
(Connection Request/Assignment frames)

Orphan

Connection change

(Connection Request/
Assignment frames)

(b) Unsecured communication

Figure 4—MAC and security state diagrams

4.5.1.1 Orphan state

At this state, the node does not have any relationship with the hub for secured communication. It is the state
that the node initially enters in relation with the hub. The node and the hub are not allowed to transmit any
frames to each other—other than Security Association and control unsecured frames. The node is allowed
to exchange Security Association frames with the hub to establish a security association, i.e., to activate a
pre-shared master key (MK) or generate a new MK, and to authenticate with each other if so required,
thereby transitioning to next state, Associated state. However, if the node and the hub fail to activate or
establish a shared MK, they are not allowed to advance to Associated state.

4.5.1.2 Associated state

At this state, the node is associated, i.e., holds a shared MK, with the hub for their pairwise temporal key
(PTK) creation. The node and the hub are not allowed to transmit any frames to each other—other than
Security Disassociation and PTK unsecured frames, as well as control unsecured frames. The node is
allowed to exchange PTK frames with the hub to establish a secured relationship, i.e., to confirm
possession of a shared MK and to create a PTK, thereby transitioning to next state, Secured state. However,
if the node and the hub fail to create a PTK, they are not allowed to advance to Secured state. If their MK is
missing or invalid during their PTK creation, they are required to move back to Orphan state. To repeal the
security association and hence the current MK, either the node or the hub is allowed to send a Security
Disassociation frame to the other, thus moving back to Orphan state.
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4.5.1.3 Secured state

At this state, the node is secured, i.e., holds a PTK, with the hub for message security, i.e., for secured
frame exchanges. The node and the hub are not allowed to transmit any frames to each other—other than
Security Disassociation, Connection Request, and Connection Assignment secured frames, as well as
control secured or unsecured frames depending on whether authentication of control type frames was
selected during their association. The node is allowed to exchange Connection Request and Connection
Assignment frames with the hub to establish a connection, thereby transitioning to the next and final state,
Connected state. However, if the node and the hub fail to establish a connection, they are not allowed to
advance to Connected state. If their PTK is missing or invalid or the node’s Connected NID is lost, they
are required to move back to Associated state. To repeal the security association and hence the current MK,
either the node or the hub is allowed to send a Security Disassociation frame to the other, thus moving back
to Orphan state.

4.5.1.4 Connected state

At this state, the node is connected, i.e., holds an assigned Connected NID, a wakeup arrangement, and
optionally one or more scheduled and unscheduled allocations with the hub for abbreviated node
addressing, desired wakeup, and optionally scheduled and unscheduled access. The node and the hub are
allowed to transmit any secured frames to each other—other than Security Association secured frames, but
are not allowed to transmit any unsecured frames to each other—other than control unsecured frames if
authentication of control type frames was not selected during their association. If their MK is missing or
invalid during a PTK recreation, the node and the hub are required to move back to Orphan state. If their
PTK is missing or invalid, the node and the hub are required to move back to Associated state. To repeal
the security association and hence the current MK, either the node or the hub is allowed to send a Security
Disassociation frame to the other, thus moving back to Orphan state. To repeal the connection and hence
the node’s Connected NID, wakeup arrangement, and scheduled and unscheduled allocations if any, either
the node or the hub is allowed to send a Disconnection frame to the other, thereby moving back to
Associated state.

4.5.2 Unsecured communication

A node and a hub are required to follow the MAC state diagram Figure 4(b) for unsecured communication
if neither of them requires secured frame exchanges with the other.

4.5.2.1 Orphan state

At this state, the node does not have any relationship with the hub for unsecured communication. It is the
state that the node initially enters in relation with the hub. The node and the hub are not allowed to transmit
any frames to each other—other than Connection Request, Connection Assignment, and control unsecured
frames. The node is allowed to exchange Connection Request and Connection Assignment frames with the
hub to establish a connection, thereby transitioning to next and final state, Connected state. However, if the
node and the hub fail to establish a connection, they are not allowed to advance to Connected state.

4.5.2.2 Connected state

At this state, the node is connected, i.c., holds an assigned Connected NID, a wakeup arrangement, and
optionally one or more scheduled and unscheduled allocations with the hub for abbreviated node
addressing, desired wakeup, and optionally scheduled and unscheduled access. The node and the hub are
allowed to transmit any unsecured frames to each other—other than Security Association, Security
Disassociation, and PTK frames, but are not allowed to transmit secured frames to each other. To repeal the
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connection and hence the node’s Connected NID, wakeup arrangement, and scheduled and unscheduled
allocations if any, either the node or the hub is allowed to send a Disconnection frame to the other, thereby
moving back to Orphan state.

To change to secured communications between them, the node and the hub are required to disconnect from
each other, thus moving back to Orphan state and then following the state diagram Figure 4(a) for secured
communication.

4.6 Security paradigm

All nodes and hubs are to choose three security levels in this standard, as follows:

— Level 0—unsecured communication. At this level, messages are transmitted in unsecured frames,
which provide no measures for message authenticity and integrity validation, confidentiality and
privacy protection, and replay defense.

— Level 1—authentication but not encryption. At this level, messages are transmitted in secured
authenticated but not encrypted frames, which provide measures for message authenticity and
integrity validation and replay defense but not confidentiality and privacy protection.

— Level 2—authentication and encryption. At this level, messages are transmitted in secured
authenticated and encrypted frames, which provide measures for message authenticity and integrity
validation, confidentiality and privacy protection, and replay defense.

During association, a node and a hub need to jointly select a security level suitable for their subsequent
secured frame exchanges, and whether to require authentication of control type frames, based on their
respective security requirements and certain information specific to each other.

For unicast secured communication, the node and the hub need to activate a pre-shared MK or establish a
new MK via an unauthenticated or authenticated association, and create a PTK via a PTK creation
procedure. For multicast secured communication, the hub needs to distribute a GTK to the corresponding
multicast group in a unicast manner.

The node and the hub are to follow the security structures shown in Figure 5 to perform security key
generations and provide message security services. A “session” indicated in this figure refers to a time span
in which a temporal key (TK) remains valid. The length of the session is determined by the security policy
governing data transfers between the two communicating parties. It is further limited by the technical
restrictions on the reuse of the same TK over successive messages (i.e., MAC frames in this specification).

Association - Pairwise Message (data) security
Authentication master key Master key temporal key Pairwise (message authentication
credentials activation/ (MK) (“session” key) | temporal key (PTK) message encryption
generation creation message replay defense)
Once between Once Once
two parties per “session” per message (frame)

Figure 5—Security hierarchy
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5. MAC frame formats

5.1 Conventions

A MAC frame is an ordered sequence of fields delivered to or from the physical layer service access point
(PHY SAP). Each figure in Clause 5 depicts the fields contained in a MAC frame, or a part thereof, from
left to right in the transmit order, with fields that are optional or selectively absent drawn in dashes where
possible. The transmit order starts from top to bottom if the ficlds are depicted in multiple rows,
symbolically linked by dashes extended to the right of one row and to the left of next row, respectively.
Also indicated is the number of octets contained in each field along with the corresponding octet transmit
order, on top of the field, as illustrated in Figure 6.

Octets: 2 4 1
- ——
Octet order: - 0-1 > L-R - 0
First field S;ﬁ”;;’;ﬁ')d i | Lastfied
transmitted P . H transmitted
transmitted

Figure 6—Example of fields aligned with octet boundaries

Unless otherwise noted, an atomic field, i.e., a field that is not in turn comprised of other fields, denotes a
numerical value encoded in unsigned binary. If such a field contains F octets (F > 1), octet 0 is the octet
containing the least significant bits (LSBs) of that field and is the first octet transmitted of the field,
whereas octet F-1 is the octet containing the most significant bits (MSBs) of that field and is the last octet
transmitted of the field. The octet order is indicated as “L-R,” i.e., from left to right, above a multi-octet
non-atomic field.

In a field encoding an EUI-48, it is set to a string of six octets per Clause 9 of IEEE Std 802-2001.° Octets
0-2 of the field are set sequentially to the first three octets of the string that specify an organizationally
unique identifier (OUI), with bit 0 of octet 0 being the individual/group (I/G) address bit. Octets 3—5 are set
to the last three octets selected as an extension identifier (ID) by the organization identified by the OUI.

In a figure that depicts certain fields not aligned with octet boundaries, the number of bits and the
corresponding bit order of encoding are shown instead for each field in the figure, as illustrated in Figure 7.
Bits are ordered continually across the fields that are not aligned with octet boundaries, from left to right,
starting from bit 0, i.e., the LSB of the bits comprising these fields. Bit numbering restarts from zero in
fields located on octet boundaries.

Bits: 2 1 3 8

. -——F> -——>
Bit order: - 0-1 > 2 - 5-7 0-7
First field Second field | *- Nth field e Last field

Figure 7—Example of fields not aligned with octet boundaries

Each field is defined, or set, based on the perspective of the node or the hub that is sending the frame
containing that field, referred to as the sender. It is parsed based on its definition by the hub or the node
intended to receive the frame containing it, referred to as the recipient or the intended recipient.

? Information on references can be found in Clause 2.
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Reserved fields are set to zero on transmission and ignored on reception. If some values in a field are
reserved, the field is not set to any of those reserved values on transmission. Unless otherwise noted, fields
that are set to reserved values or defined based on other fields that are set to reserved values are ignored on
reception.

MAC constants are referenced through parameters as listed in 6.15. These parameters are denoted with a
preceding “m” if they are PHY independent or with a preceding “p” if they are PHY dependent.

5.2 General format

A MAC frame consists of a fixed-length MAC header, a variable-length MAC frame body, and a fixed-
length Frame Check Sequence (FCS) field as shown in Figure 8. The MAC frame body has an octet length
L FBsuchthat 0 <L FB <pMaxFrameBodyLength, and is present only if it has a nonzero length.

Octets: 7 L FB 2
-——— - — Pt
Octet order: [R » € IR "t xr
MAC
MAC Frame FCS
Header
Body

Figure 8—MAC frame format

5.2.1 MAC Header

The MAC Header is formatted as shown in Figure 9.

N
N

Octets: 4 1

Octet order: - L-R > < 0 > 0 > < 0 >
Frame Recipient Sender BAN
Control ID ID ID
Figure 9—MAC Header format
5.2.1.1 Frame Control
The Frame Control is formatted as shown in Figure 10.
Bits: 1 2 2 1 1 1 4
Btorderr ¥ b0 » ®bib2 T ¥ mbd T b5 T € 6 T o T %o >
BAN Ack Timing 7 o
Protocol Ack Security TK Securit EAP Indicator Frame
Version Policy Level Index Y | First Frame Subtype
/ Relay )
On Time e
Bits: 2 1 1 8 3 1 4
Btorder € bdbs > % b6 T ¥ b7 ¥ % o0o7 T %m0z P 3 T Yo &
o Sequence Fragment Non-final
Frame More /L':cs;str?\nn;Zé Number Number Fragment / Reserved
Type Data /B2 / Poll-Post / Next Cancel / Scale
I Window [ Coexistence] /lInactive
Figure 10 —Frame Control format
. Documents
Copyright © 2012 IEEE. All rights reserved. Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 01:49:30 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.15.6-2012


http://www.avadocuments.com/doc/ieee-802-15-6-2012
http://www.avadocuments.com/doc/ieee-802-15-6-2012

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

5.2.1.1.1 Protocol Version

The Protocol Version field is set to zero for this revision of the standard. All other values are reserved. This
field is invariant in size and place across all revisions of this standard.

5.2.1.1.2 Acknowledgment (Ack) Policy

The Ack Policy field is set according to Table 1 to indicate the acknowledgement requirement of the
current frame.

Table 1—Acknowledgement Policy field encoding

Fiell)(; \lf)z;lue Acknowledgment requirement
00 No acknowledgment (N-Ack) or group acknowledgment (G-Ack)
01 Immediate acknowledgment (I-Ack)
11 Block acknowledgment later (L-Ack)
10 Block acknowledgment (B-Ack)

The group acknowledgment (G-Ack) value is applicable to frames sent to a hub and of frame type set to
data and frame subtype set to mG-AckDataSubtype.

5.2.1.1.3 Security Level

The Security Level field is set according to Table 2 such that it indicates the security level of the current
frame.

Table 2—Security Level field encoding

Fieli(‘i‘ Ez;lue Security level of current frame
00 Level 0—frame not secured
01 Level 1—frame authenticated but not encrypted
10 Level 2—frame authenticated and encrypted
11 Reserved

5.2.1.1.4 Temporal key (TK) Index

The TK Index field is set as follows to indicate the PTK or GTK being used to secure the current frame:

a) In frames secured by a PTK, it is set to the value of the PTK Index field in the PTK frames that
were exchanged in creating the PTK.

b) In frames secured by a GTK, it is set to the value of the GTK Index field in the GTK frame that
was exchanged in distributing the GTK.

The TK Index field is reserved in unsecured frames.
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5.2.1.1.5 BAN Security/Relay

The BAN Security/Relay field is set as follows:

a) Inbeacon, Poll, and T-Poll frames sent by a hub, it is used as a BAN Security field, which is set to
one if this hub accepts only secured communication with it as described in 4.5.1, or is set to zero if
this hub accepts either secured or unsecured communication with it as described in 4.5.1 or 4.5.2.

b) In frames sent to or from a relaying node in a two-hop extended star network communication, it is
used as a Relay field, which is set to one.

c) Inall other frames, it is reserved.

5.2.1.1.6 Ack Timing/EAP Indicator/First Frame On Time

The Ack Timing/EAP Indicator/First Frame On Time field is set as follows:

a) Inbeacon frames, it is used as an EAP Indicator field, which is set to one if exclusive access phase
1 (EAP 1) in the current (with beacon shifting not enabled) or next (with beacon shifting enabled)
beacon period has a nonzero length, or is set to zero otherwise.

b) In non-beacon management or data type frames or Poll frames sent by a hub to a node, it is used as
a First Frame On Time field, which is set to one if this is the first frame sent by the hub to the
node at the start of an allocation interval of a scheduled allocation assigned to the node, or is set to
zero otherwise.

¢) In non-beacon management or data type frames with the Ack Policy field of the MAC header set
to I-Ack or B-Ack sent by a node to a hub, it is used as an Ack Timing field, which is set to one if
the following acknowledgment (I-Ack, B-Ack, I-Ack+Poll, or B-Ack+Poll) frame is to include a
timestamp in its frame payload, or is set to zero otherwise. The timestamp encodes the start time
of the acknowledgment frame transmission based on the hub’s clock.

d) InI-Ack, B-Ack, I-Ack+Poll, and B-Ack+Poll frames sent by a hub to a node, it is used as an Ack
Timing field, which is set to one if the frame includes a timestamp in the frame payload, or is set
to zero otherwise.

e) In all other frames, it is reserved.

5.2.1.1.7 Frame Subtype

The Frame Subtype field is set to indicate the subtype of the current frame of a given type according to
Table 3. The name of the frame subtype of a frame is used as the name of the frame throughout Clause 2
through Clause 7.

5.2.1.1.8 Frame Type

The Frame Type field is set to indicate the type of the current frame according to Table 3.
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Table 3—Frame Type and Frame Subtype field encoding

Frameb’gy;) 4e value Frame Type name Fran;)%Sbuzblt))ipsovalue Frame Subtype name
00 Management 0000 Beacon
00 Management 0001 Reserved
00 Management 0010 Security Association
00 Management 0011 Security Disassociation
00 Management 0100 PTK
00 Management 0101 GTK
00 Management 0110-0111 Reserved
00 Management 1000 Connection Request
00 Management 1001 Connection Assignment
00 Management 1010 Disconnection
00 Management 1011-1110 Reserved
00 Management 1111 Command
01 Control 0000 I-Ack
01 Control 0001 B-Ack
01 Control 0010-0011 Reserved
01 Control 0100 I-Ack+Poll
01 Control 0101 B-Ack+Poll
01 Control 0110 Poll
01 Control 0111 T-Poll
01 Control 1000-1101 Reserved
01 Control 1110 Wakeup
01 Control 1111 B2
10 Data 0000 User Priority 0 or Allocation Mapped
Data Subtype
10 Data 0001 gzz Is’{:t?:;'g/el or Allocation Mapped
10 Data 0010 gzg ggﬁ:;;yez or Allocation Mapped
10 Data 0011 g:ft:; ISJS;):;;}; 3 or Allocation Mapped
10 Data 0100 gzz Is’lrllt())tr;/;ye 4 or Allocation Mapped
10 Data 0101 gzg ls)fllt())tr}l,tges or Allocation Mapped
10 Data 0110 g:ft:; ISJS;):;;}; 6 or Allocation Mapped
10 Data 0111 Emergency
10 Data 1000-1111 Allocation Mapped Data Subtype
11 Reserved 0000-1111 Reserved
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5.2.1.1.9 More Data

The More Data field is set as follows:

a) In management or data type frames sent by a node to a hub,

1) itis set to zero if the node has no management or data type frame pending for transmission to
the hub, except for a possible retransmission of the current frame, or

2) it is set to one if the node has at least a management or data type frame pending for
transmission or retransmission to the hub.

b) InI-Ack and B-Ack frames sent by a node to a hub,

1) itis set to zero if the node has no management or data type frame pending for transmission or
retransmission to the hub, or

2) it is set to one if the node has at least one management or data type frames pending for
transmission or retransmission to the hub.

¢) In non-beacon management or data type frames sent by a hub to a node,

1) itis set to zero if the hub has no poll or post pending for transmission to the node, except for a
possible retransmission of the current frame, or

2) itis set to one if the hub has at least a poll or post pending for transmission to the node.
d) InI-Ack and B-Ack frames sent by a hub to a node,

1) itis set to zero if the hub is not to send a poll or post to the node immediately after the current
allocation interval is reclaimed or ended, or

2) it is set to one if the hub is to send a poll or post to the node immediately after the current
allocation interval is reclaimed or ended.

e) In Poll, T-Poll, I-Ack+Poll, and B-Ack+Poll frames sent by a hub to a node,

1) if Access Mode = 0 indicating that the hub is operating in beacon or non-beacon mode with
superframes,

i) it is set to zero if via the current frame the hub grants a type-l (immediate) polled
allocation that starts pSIFS thereafter and ends at a time as encoded in the Poll-Post
Window and Next fields therein, or

ii) it is set to one if via the current frame the hub grants no polled allocation but is to send a
(future) poll or post to the node at a time as encoded in the Poll-Post Window and Next
fields thereof;

2) if Access Mode = 1 indicating that the hub is operating in non-beacon mode without
superframes, and that via the current frame the hub grants a type-II (immediate) polled
allocation that starts pSIFS thereafter and allows for the node to send up to a specified number
of frames as encoded in the Poll-Post Window field thereof, it is reserved.

f) Inall other frames, it is reserved.

5.2.1.1.10 Last Frame/Access Mode/B2

The Last Frame/Access Mode/B2 field is set as follows:

a) In beacon frames, it is used as a B2 field, which is set to one if a B2 frame is to be transmitted in
the current beacon period, or is set to zero otherwise.
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b) In non-beacon management or data type frames, it is used as a Last Frame field, which is

1) set to zero if the sender is likely to send another frame in the current allocation interval after
the current frame, or

2) set to one if the sender is definitely not to send another frame in the current allocation interval
after the current frame.

c¢) In I-Ack, B-Ack, I-Ack+Poll, B-Ack+Poll, Poll, and T-Poll frames sent by a hub to a node, it is
used as an Access Mode field, which is

1) set to zero if the hub that is the sender or recipient of the current frame is operating in beacon
or non-beacon mode with superframes, or

2) set to one if the hub is operating in non-beacon mode without superframes.

d) Inall other frames, it is reserved.

5.2.1.1.11 Sequence Number/Poll-Post Window

The Sequence Number/Poll-Post Window field is set as follows:

a) Inbeacon frames, it is used as a Sequence Number field, which is

1) incremented by one, modulo 256, from its value applicable to the last beacon period
(superframe), active or inactive;

2) also referred to as the sequence number of the current beacon (superframe) or of the current
beacon period (superframe).

b) In non-beacon management type frames, it is used as a Sequence Number field, which is

1) set to zero if the frame is the first non-beacon management type frame sent to a recipient or a
group of recipients;

2) incremented by one, modulo 256, from its value in the frame that was of the same frame type
and addressed to the same recipient(s); or

3) kept with the same value if the frame is being retransmitted to the same recipient(s).

¢) In Poll, T-Poll, I-Ack+Poll, and B-Ack+Poll frames sent by a hub to a node, it is used as a Poll-
Post Window field, which is set as follows:

1) If Access Mode = 0 indicating that the hub is operating in beacon or non-beacon mode with
superframes, and

i) if More Data = 0 indicating that via the current frame the hub grants a type-I
(immediate) polled allocation that starts pSIFS thereafter, it is set to £ such that the
polled allocation ends at the end of the allocation slot that is numbered E and located in
a beacon period (superframe) encoded in the Next field thereof; or

ii) if More Data = 1 indicating that via the current frame the hub grants no polled
allocation, it is set to S such that the hub is to send a (future) poll or post to the node at
the start of the allocation slot that is numbered S and located in a beacon period
(superframe) encoded in the Next field thereof.

2) If Access Mode = 1 indicating that the hub is operating in non-beacon mode without
superframes, and that via the current frame the hub grants a type-II (immediate) polled
allocation that starts pSIFS thereafter, it is set to M such that the node is allowed to send up to
M frames in the polled allocation.

d) In Wakeup frames, it is used as a Poll-Post Window field, which is set to Poll Post Window such
that this hub is to send a (future) poll after 2x(1+Scale)* (256 xNext+Poll Post Window)
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milliseconds of the current frame, where Next and Scale are the values of the Next and Scale
fields, respectively.

e) In B2 frames, it is used as a Poll-Post Window field, which is set to C such that the current frame
starts a contention access phase (CAP) that ends at the end of the allocation slot numbered C in the
current beacon period (superframe).

f) In data type frames, it is used as a Sequence Number field, which is

1) set to zero if the frame is the first data type frame of this frame subtype sent to a recipient or a
group of recipients;

2) incremented by one, modulo 256, from its value in the data type frame that was of the same
frame subtype and addressed to the same recipient(s) and that contained the previous MSDU or
final fragment thereof;

3) kept with the same value in frames containing fragments of the same MSDU; or
4) kept with the same value if the frame is being retransmitted to the same recipient(s).

g) Inall other frames, it is reserved.

5.2.1.1.12 Fragment Number/Next/Coexistence

The Fragment Number/Next/Coexistence field is set as follows:

a) In beacon and B2 frames, it is used as a Coexistence field, which is formatted as shown in
Figure 11.

1) The Beacon Shifting field is set to one if beacon shifting is currently enabled, or is set to zero
otherwise.

2) The Channel Hopping field is set to one if channel hopping is currently enabled, or is set to
zero otherwise.

3) The Superframe Interleaving field is set to one if the sender (a hub) supports active superframe
interleaving and Command frames, or is set to zero otherwise.

Bits: 1 1 1

Bitorder ® b0 ™ % b1 » iz >
Beacon Channel Superframe
Shifting Hopping Interleaving

Figure 11 —Coexistence format

b) In non-beacon management type frames, it is used as a Fragment Number field, which is

1) set to zero if the current frame contains a frame payload not fragmented or the first fragment of
a fragmented frame payload;

2) incremented by one from its value in the frame containing the previous fragment of the frame
payload if the current frame contains a non-first fragment of a fragmented frame payload; or

3) kept with the same value if the frame is being retransmitted to the same recipient(s).
¢) In data type frames, it is used as a Fragment Number field, which is

1) set to zero if the current frame contains no MSDU, an MSDU not fragmented, or the first
fragment of a fragmented MSDU;;

2) incremented by one from its value in the frame containing the previous fragment of the MSDU
if the current frame contains a non-first fragment of a fragmented MSDU;; or
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3) kept with the same value if the frame is being retransmitted to the same recipient(s).

d) In Poll, T-Poll, I-Ack+Poll, and B-Ack+Poll frames sent by a hub to a node, it is used as a Next
field, which is set as follows:

1) If Access Mode = 0 indicating that the hub is operating in beacon or non-beacon mode with
superframes, and

i) if More Data = 0 indicating that via the current frame the hub grants a type-I
(immediate) polled allocation that starts pSIFS thereafter and ends at the end of an
allocation slot as encoded in the Poll-Post Window field thereof, it is set to NV such that
the allocation slot is the one located in the current beacon period (superframe) for N =0
or in the next Nth beacon period (superframe) not counting the current one for N > 0 (a
case possible if no beacon is to be sent in the polled allocation); or

ii) if More Data = 1 indicating that via the current frame the hub grants no polled allocation
but is to send a (future) poll or post to the node at the start of an allocation slot as
encoded in the Poll-Post Window field thereof, it is set to F such that the allocation slot
is the one located in the current beacon period (superframe) for 7' = 0 or in the next Fth
beacon period (superframe) not counting the current one for 7 > 0;

2) If Access Mode = 1 indicating that the hub is operating in non-beacon mode without
superframes, and that via the current frame the hub grants a type-II (immediate) polled
allocation that starts pSIFS thereafter and allows for the node to send up to a specified number
of frames as encoded in the Poll-Post Window field thereof, it is reserved.

e) In Wakeup frames, it is used as a Next field, which is set to Next such that this hub is to send a
(future) poll after 2x(1+Scale)*(256 xNext+Poll Post Window) milliseconds of the current
frame, where Poll Post Window and Scale are the values of the Poll-Post Window and Scale
fields, respectively.

f) In all other frames, it is reserved.

5.2.1.1.13 Non-final Fragment/Cancel/Scale/lnactive

The Non-final Fragment/Cancel/Scale/Inactive field is set as follows:

a) In beacon and B2 frames, it is used as an Inactive field, which is set to one if one or more inactive
superframes are enabled (starting) at the end of the current beacon period (superframe), or is set to
zero otherwise.

b) In non-beacon management type frames, it is used as a Non-final Fragment field, which is

1) set to zero if the current frame contains no frame payload, a frame payload not fragmented, or
the final fragment of a fragmented frame payload; or

2) setto one if the frame contains a non-final fragment of a fragmented frame payload.
¢) In data type frames, it is used as a Non-final Fragment field, which is

1) set to zero if the current frame contains no MSDU, an MSDU not fragmented, or the final
fragment of a fragmented MSDU; or

2) set to one if the frame contains a non-final fragment of a fragmented MSDU.

d) In I-Ack, B-Ack, Poll, T-Poll, I-Ack+Poll, and B-Ack+Poll frames sent by a hub to a node, it is
used as a Cancel field, which is

1) set to zero if the current frame does not cancel any future polls/posts previously improvised by
this hub; or

2) set to one if the current frame cancels all future polls/posts previously improvised by this hub.
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e) In Wakeup frames, it is used as a Scale field, which is set to Scale such that this hub is to send a
(future) poll after 2x(1+Scale)*(256 xNext+Poll Post Window) milliseconds of the current
frame, where Poll Post Window and Next are the values of the Poll-Post Window and Next fields,
respectively.

f) Inall other frames, it is reserved.

5.2.1.2 Recipient ID

The Recipient ID field is set to the abbreviated address (i.e., NID or HID) of the recipient of the current
frame.

5.2.1.3 Sender ID

The Sender ID field is set to the abbreviated address (i.e., NID or HID) of the sender of the current frame.

5.21.4 BANID

The BAN ID field is set to the abbreviated address of the BAN in which the current frame is transferred.

5.2.2 MAC Frame Body

The MAC Frame Body, when it has a nonzero length, is formatted as shown in Figure 12. The length of the
MAC Frame Body L_FB is not to exceed pMaxFrameBodyLength.

Octets: 1 L FP 4
Octet order: - 0 > 0,1, .. > < 0-3 >
i""Cow-Order " TTTTEmTTETTTYY
i Security Frame :
: Sequence Payload MIC '
boNumber | ;

Figure 12—MAC Frame Body format

The Low-Order Security Sequence Number and Message Integrity Code (MIC) fields are not present in
unsecured frames, as indicated by the Security Level field of the MAC header of the current frame.

5.2.2.1 Low-Order Security Sequence Number

The Low-Order Security Sequence Number field is set as follows for message freshness as needed for
nonce construction and replay detection:

a) Itis set to zero, if the current frame is secured with a PTK or GTK that has never been used.

b) It is incremented by one from its value in the last frame secured with the same PTK or GTK,
containing a valid MIC value, and transmitted by the same sender, even if the current frame
transmission is a retransmission of the last frame or an earlier frame. Incrementing by one from
the maximum value of the field wraps around to zero, causing the High-Order Security Sequence
Number maintained internally to increment by one.
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The value of the Low-Order Security Sequence Number field increments in frames secured with the same
PTK or GTK, rather than in frames of the same frame type or frame subtype. It increments even if the
current frame transmission is a retransmission of the last frame or an earlier frame. It is set independently
between the frames sent from a hub to a node and the frames sent from the node to the hub, although the
same PTK applies to secured frames sent in either direction.

5.2.2.2 Frame Payload

The Frame Payload field is set as follows:

a) In management type frames, prior to encryption (if any) it is set to a sequence of fields to be
communicated to the recipient(s), with the fields defined in 5.3.

b) In control type frames, it is set to a sequence of fields to be communicated to the recipient(s), with
the fields defined in 5.4.

c) In data type frames, prior to encryption (if any) it is set to a sequence of octets passed as an
MSDU through the MAC SAP to the MAC, without altering the order of the sequence.

d) In data type frames with the Relay field in their MAC header set to one, prior to encryption (if
any) it is set to the relayed MAC frame that would otherwise be sent directly between a node and a
hub without relay.

If a frame payload is fragmented and carried in multiple frames, the Frame Payload field is set to a
fragment of the otherwise unfragmented frame payload.

The length of the Frame Payload field, denoted as L FP in Figure 12, needs to be such that the length of
the MAC frame body does not exceed pMaxFrameBodyLength. If the Frame Payload has a zero length,
i.e., if a frame does not have a frame payload, then the frame does not have a MAC frame body if it is not
secured, but still has a MAC frame body containing the Low-Order Security Sequence Number and MIC
fields if it is secured.

5.2.2.3 Message Integrity Code (MIC)

The MIC field is set to a message authentication code for preserving the authenticity and integrity of the
MAC header and the MAC frame body of the current secured frame, as further specified in 7.3.1.5.

5.2.3 Frame Check Sequence (FCS)

The FCS field is formatted as shown in Figure 13, where its transmit order is defined such that a;s is the

LSB of the field, and a, is the MSB. The bits a;s, aj4, ..., ap are the binary coefficients of a cyclic
redundancy check (CRC) polynomial of degree 15 denoted, as shown in Equation (1):

R(X):315X15+314X14+ LLoTFaxtag (1)
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Bits: 1 1 1
. - | - -———
Bit order: b0 b1 b15
ais a4 e ao

Figure 13 —FCS format

The CRC polynomial is calculated over a calculation field using the following CRC-16-CCITT standard
generator polynomial of degree 16, shown in Equation (2):

Gx)=x"+x"+x"+1 )
The calculation field is the transmitted MAC frame except the FCS field for this specification. It is mapped
to a message polynomial M(x) of degree k—1, where k is the number of bits in the calculation field. The
LSB of the first octet presented to the PHY SAP is the coefficient of the X' term, the next LSB is the
coefficient of the x* term, and finally the MSB of the last octet transmitted is the coefficient of the x°
term.

The CRC polynomial is the remainder R(x) resulting from the (modulo 2) division of [x'® x M(x)] by G(x),
shown in Equation (3):

R(x) = x'® x M(x) mod G(x) 3)

The initial remainder of the division is set to zero, and the final remainder is not inverted as is the case in
some other standards.

5.3 Management type frames

A management type frame contains certain mandatory fixed-length fields and some optional variable length
components referred to as information elements (I1Es).

5.3.1 Beacon

A beacon frame contains a Frame Payload that is formatted as shown in Figure 14. It is locally broadcast by
a hub in every beacon period (superframe).

Octets: 6 1 1 1 1 1

Octet order: - 0-5 > 0 > 0 > 0 > 0 > 0 >
Sender BPZarf;’d” A"cgzlz:m“ RAP1 RAP2 RAP2
Address Length Length End Start End
Octets: 3 1 1 1 2 1 1
Octetorder: €02 > 475 > > L X i B R >
MAC PHY RAP1 Beacon Channel Next Inactive |
Capability Capability Start Shifting Hopping Channel Duration E
Sequence State Hop :
Figure 14 —Frame Payload format for Beacon frames
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5.3.1.1 Sender Address

The Sender Address field is set to the EUI-48 of the hub sending the current beacon.

5.3.1.2 Beacon Period Length

The Beacon Period Length field is set to the length of the current beacon period (superframe), in units of
allocation slots. It is set to zero to encode a value of 256 allocation slots.

5.3.1.2.1 Allocation slot numbering

If beacon shifting is not enabled, the allocation slots in a beacon period (superframe) are numbered 0, /, ...,
starting from the allocation slot that starts at the beacon transmission time of the beacon period
(superframe) consecutively to the allocation slot that ends at the end of the beacon period (superframe), as
shown in Figure 15.

B =beacon BP =beacon period A_n = allocation slot numbered n M = number of allocation slots in a beacon period T= beacon transmission start time

Figure 15—Allocation slot ordering and numbering in beacon periods (superframes)

5.3.1.2.2 Allocation slot numbering with beacon shifting

If beacon shifting is enabled, a beacon period (superframe) needs to have 4N allocation slots in length,
where N is an integer. The allocation slots in a beacon period (superframe) are numbered 0, 1, ..., 4N-1,
starting from the allocation slot that starts at the beacon transmission time of the beacon period
(superframe) to the allocation slot that ends at the end of the beacon period (superframe) and, if the beacon
transmission time is not at the start of the beacon period (superframe), wrapping back to the allocation slot
that starts at the start of the beacon period (superframe) and finally to the allocation slot that ends at the
beacon transmission time, as shown in Figure 16. A beacon period (superframe) has four quarters, which
are comprised of allocation slots 0 to N—1, N to 2N—1, 2N to 3N-1, and 3N to 4N—1, respectively.

B = beacon BP = beacon period A_n = allocation slot numbered n 4N = number of allocation slols in a beacon period ']\ = beacon transmission start time

-
-

-
-

-
-

BPn BP n+1 BP n+2 BP n+3

Figure 16 —Allocation slot ordering and numbering in beacon periods (superframes)
with exemplary beacon shifting

5.3.1.3 Allocation Slot Length

The Allocation Slot Length field is set to L such that the length of an allocation slot is equal to
pAllocationSlotMin + L x pAllocationSlotResolution.
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5.3.1.4 RAP1 Start

The RAP1 Start field is present only if EAP1 has a nonzero length as indicated by the EAP Indicator field
of the MAC header of the current beacon frame. When present, it is set to S/ such that random access phase
1 (RAP1) starts at the beginning of the allocation slot that is numbered S/ and located in the current beacon
period ends EAP1, and it occurs after the PHY Capability field.

Both EAP1 (if of nonzero length) and RAP1 (if of nonzero length) occur in the current beacon period if
beacon shifting is not enabled or in the next beacon period if beacon shifting is enabled. If EAP1 has a
nonzero length, it immediately follows the preceding beacon, and is immediately followed by RAPI1. If
EAPI has a zero length, RAP1 immediately follows the preceding beacon.

5.3.1.5 RAP1 End

The RAP1 End field is set to E£1 such that RAP1 ends at the end of the allocation slot that is numbered £/
and located in the current beacon period. The value of this field is not to be smaller than the value of the
Earliest RAP1 End field in any Connection Assignment frame sent by the hub transmitting this beacon.
5.3.1.6 RAP2 Start

The RAP2 Start field is set to S2 such that random access phase 2 (RAP2) starts at the beginning of the
allocation slot that is numbered S2 and located in the current beacon period if either exclusive access phase
2 (EAP2) or RAP2 is of nonzero length, or is set to zero otherwise. If EAP2 is of nonzero length, it ends at
the time indicated by this field. The start time of EAP2 is encoded in Connection Assignment frames
defined in 5.3.6.15.

Both EAP2 (if of nonzero length) and RAP2 (if of nonzero length) occur in the current beacon period if
beacon shifting is not enabled or in the next beacon period if beacon shifting is enabled.

5.3.1.7 RAP2 End

The RAP2 End field is set to £2 such that RAP2 ends at the end of the allocation slot that is numbered £2
and located in the current beacon period if RAP2 is of nonzero length, or is set to zero otherwise.

5.3.1.8 MAC Capability

The MAC Capability is as defined in 5.6.1.

5.3.1.9 PHY Capability

The PHY Capability is as defined in 5.6.2.

5.3.1.10 Beacon Shifting Sequence

The Beacon Shifting Sequence is present only if beacon shifting is currently enabled as encoded according
to Figure 11. When present, it is formatted as shown in Figure 17 to indicate the beacon transmission time
in the current beacon period (superframe).
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Bits: 4 4
Bitorder: € b0-b3 > ¥ b4b7 >
Beacon Beacon
Shifting Shifting
Sequence Sequence
Index Phase

Figure 17 —Beacon Shifting Sequence format

5.3.1.10.1 Beacon Shifting Sequence Index

The Beacon Shifting Sequence Index field is set according to Table 4 to the index m of the PN sequence
PN,,(n) governing the beacon transmission time pattern.

Table 4—Beacon Shifting Sequence field encoding

Beacon Shifting
Sequence Index m
in decimal value

Beacon Shifting
Sequence pattern (...
denotes pattern repeat)

Beacon Shifting Sequence as function of
Beacon Shifting Sequence Phase n=0,1, 2, ..., 15

2

0 PNy(n) = nmod 2 PNyn)=0,1,0,1, ...
1 PN;(n) = 2XPNy(n) PN;(n)=0,2,0,2, ...
2 PN,(n) = n mod 4 PN>,(n)=0,1,2,3, ...

PNj;(n) = [PNy(n) + PN, (n)]/2 mod 2 + [PNy(n) +

3 PN (n) + PN»(n)] mod 4 PN;mn)=0,1,3,2, ...

4 PN,(n) = [PNy(n) + PN;(n) + PNy(n)]/2 PN,m)=0,2,1,3, ...

5 PNs(n) = {PNs(n) + [PNy(n) + PNx(n)]/2} mod 4 PNs(n)=0,2,3,1, ...

6 PNg(n) = PN,(n)+{[ PNy(n)+ PNx(n)]/2 mod 2} PNy(n)=0,3,1,2, ...

7 PN;(n) = [PN,(n) + PN(n)] mod 4 PN,n)=0,3,2, 1, ...
8-15 Reserved Reserved

5.3.1.10.2 Beacon Shifting Sequence Phase

The Beacon Shifting Sequence Phase field is incremented by one, modulo 16, from its value applicable to
the last beacon period (superframe), active or inactive.

5.3.1.11 Channel Hopping State

The Channel Hopping State field is present only if channel hopping is currently enabled as encoded
according to Figure 11. When present, it is set to the current state of a 16-bit maximum-length linear
feedback shift register (LFSR) used to generate the channel hopping sequence by the hub sending this
beacon, as further specified in 6.13.2.

5.3.1.12 Next Channel Hop

The Next Channel Hop field is present only if channel hopping is currently enabled as encoded according
to Figure 11. When present, it is set to the sequence number of the beacon period (superframe) in which the
hub sending the current beacon is to hop to another channel according to its channel hopping sequence.
Channel hopping is independent of inactive duration as defined in 5.3.1.13.
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5.3.1.13 Inactive Duration

The Inactive Duration field is present only if one or more inactive superframes are starting at the end of the
current beacon period (superframe) as encoded by the Non-final Fragment/Cancel/Scale/Inactive field
according to 5.2.1.1.13. When present, it is set to the number of inactive superframes after each active

superframe.

5.3.2 Security Association

A Security Association frame contains a Frame Payload that is formatted as shown in Figure 18. It is
exchanged between a node and a hub during the execution of a security association protocol to activate a
pre-shared MK or generate a new shared MK.

Octets: 6 I 6 I 2 I 2 I > () I
Octet order: 0-5 0-5 0 0-1 L-R
Recipient Sender Secgrlty Association Sect_mty E
Suite Association 1
Address Address Control '
Selector Data :

Figure 18 —Frame Payload format for Security Association frames

5.3.2.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the recipient of the current frame, or is set to zero if

such an EUI-48 is yet unknown.

5.3.2.2 Sender Address

The Sending Address field is set to the EUI-48 of the sender of the current frame.

5.3.2.3 Security Suite Selector

The Security Suite Selector is formatted as shown in Figure 19.

Bits: 3

2

1

4

6

Bitorder ¥ 5062 > ¥ b3bd > € b5 > % o600 > o065
Security . Control .
Association Security Frame Clph_er Reserved
Level L Function
Protocol Authentication

Figure 19 —Security Suite Selector format

5.3.2.3.1 Security Association Protocol

The Security Association Protocol field is set according to Table 5 to select a desired security association

protocol.
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Table 5—Security Association Protocol field encoding

Field value
in decimal

Security association protocol

0

Master key pre-shared association

Unauthenticated association

Public key hidden association

Password authenticated association

1
2
3
4

Display authenticated association

5-7

Reserved

5.3.2.3.2 Security Level

The Security Level field is set to the security level required by this sender according to Table 6.

Table 6—Security Level field encoding

Field value
in decimal

Security level required

0

Level 0—unsecured communication

Level 1—authentication but not encryption

Level 2—authentication and encryption

1
2
3

Reserved

5.3.2.3.3 Control Frame Authentication

The Control Frame Authentication field is set to one if control type frames sent from or to this sender needs
to be authenticated but not encrypted when they are required to have security level 1 or 2. It is set to zero if
control type frames sent from or to this sender needs to be neither authenticated nor encrypted even when
they are otherwise required to have security level 1 or 2.

5.3.2.3.4 Cipher Function

The Cipher Function field is set according to Table 7 to indicate the underlying cipher function selected by
this sender for performing security services as specified in Clause 7.

Table 7—Cipher Function field encoding

Field value
in decimal

Cipher function

0

AES-128 forward cipher function

Camellia-128 forward cipher function

2-15

Reserved

5.3.2.4 Association Control

The Association Control is formatted as shown in Figure 20.
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Bits: 4 I 4 I 8 I
Bit order: b0-b3 b4-b7 b0-b7
Association "
Association
Sequence Reserved
Status
Number

Figure 20 —Association Control format

5.3.2.4.1 Association Sequence Number

The Association Sequence Number field is set to the number (i.e., position) of the current Security
Association frame in the execution of the selected security association protocol. In particular, it is set to one
in the first Security Association frame of the protocol, two in the second Security Association frame, etc.
The first Security Association frame is the Security Association frame transmitted or retransmitted by the
node initializing the security association, the second Security Association frame is the next Security
Association frame transmitted or retransmitted by the responding hub, and the like.

5.3.2.4.2 Association Status

The Association Status field in the second Security Association frame of a security association protocol
(procedure) is set according to Table 8 to indicate the status of the current security association procedure. It
is reserved in other Security Association frames.

Table 8—Association Status field encoding

Field value Association status

in decimal
0 Joining the security association procedure
1 Aborting the security association procedure with a different security suite selector

Aborting the security association procedure due to lack of needed security credential (no MK
pre-shared with the initiator of the security association procedure for MK pre-shared

2 association; no public key of the initiator of the security association procedure for public key
hidden association; no password shared with the initiator of the security association procedure
for password authenticated association)

3 Aborting the security association procedure due to temporary lack of resources

Aborting the security association procedure due to security policy restrictions as imposed by
the administrator/owner of this hub on the communications in its BAN

5-15 Reserved

5.3.2.5 Security Association Data
The Security Association Data field is specific to the selected security association protocol.
For MK pre-shared association, the Security Association Data field is not present.

For unauthenticated association, public key hidden association, password authenticated association, and
display authenticated association, the Security Association Data field is formatted as shown in Figure 21.
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Octets: 16 32 32 8
Octetorder. € 0-15 » ® 037 » % o371 » o7 >
Sender Sender Sender

Nonce PKx PKy MK_KMAC

Figure 21 —Security Association Data format for security association protocols 1 to 4

5.3.2.5.1 Sender Nonce

The Sender Nonce field is set to a statistically unique number per sender and per security association
procedure, except otherwise indicated, as follows:

a) For unauthenticated association, public key hidden association, and password authenticated
association

1) In the first Security Association frame of the security association procedure, the field is set
afresh to an integer randomly drawn from {1, 2, ..., 2'*-1} and independent of the nonces of
other senders.

2) In the second Security Association frame of the procedure, the field is set afresh to an integer
randomly drawn from {1, 2, ..., 2'**~1} and independent of the nonces of other senders if the
sender of the frame is to join the security association procedure, or is set to zero otherwise.

3) In the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure.

4) In the fourth Security Association frame, the field is set to its value contained in the first
Security Association frame of the procedure.

b) For display authenticated association

1) In the first Security Association frame of the security association procedure, the field is set to a
witness (message authentication code) of its value contained in the fourth Security Association
frame of the procedure.

2) In the second Security Association frame of the procedure, the field is set afresh to an integer
randomly drawn from {1, 2, ..., 2'**~1} and independent of the nonces of other senders if the
sender of the frame is to join the security association procedure, or is set to zero otherwise.

3) In the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure.

4) In the fourth Security Association frame, the field is set afresh to an integer randomly drawn
from {1, 2, ..., 2'**~1} and independent of the nonces of other senders.

5.3.2.5.2 Sender PK,

The Sender PK, field is set to the X-coordinate of the sender’s elliptic curve public key, except otherwise
indicated, as follows:

a) For unauthenticated association and display authenticated association,

1) in the first Security Association frame of the current security association procedure, the field is
set to the X-coordinate of the sender’s elliptic curve public key PK = (PK,, PKy);

2) in the second Security Association frame of the procedure, the field is set to the X-coordinate
of the sender’s elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join
the security association procedure, or is set to zero otherwise;
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3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure;

4) in the fourth Security Association frame, the field is set to its value contained in the first
Security Association frame of the procedure.

b) For public key hidden association,

1) in the first and fourth Security Association frames of the current security association
procedure, the field is set to zero;

2) in the second Security Association frame, the field is set to the X-coordinate of the sender’s
elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join the security
association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure.

¢) For password authenticated association,

1) in the first and fourth Security Association frames of the current security association
procedure, the field is set to the X-coordinate of the sender’s password-scrambled elliptic curve
public key PK' = (PK'y, PK'y);

2) in the second Security Association frame, the field is set to the X-coordinate of the sender’s
elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join the security
association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure.

5.3.2.5.3 Sender PKy

The Sender PKy field is set to the Y-coordinate of the sender’s elliptic curve public key, except otherwise
indicated, as follows:

a) For unauthenticated association and display authenticated association,

1) in the first Security Association frame of the current security association procedure, the field is
set to the Y-coordinate of the sender’s elliptic curve public key PK = (PK,, PKy);

2) in the second Security Association frame of the procedure, the field is set to the Y-coordinate
of the sender’s elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join
the security association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure;

4) in the fourth Security Association frame, the field is set to its value contained in the first
Security Association frame of the procedure.

b) For public key hidden association,

1) in the first and fourth Security Association frames of the current security association
procedure, the field is set to zero;

2) in the second Security Association frame, the field is set to the Y-coordinate of the sender’s
elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join the security
association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure.

¢) For password authenticated association,
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1) in the first and fourth Security Association frames of the current security association
procedure, the field is set to the Y-coordinate of the sender’s password-scrambled elliptic curve
public key PK' = (PK'x, PK'y);

2) in the second Security Association frame, the field is set to the Y-coordinate of the sender’s
elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join the security
association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure.

5.3.2.5.4 MK_KMAC

The MK KMAC field is set to a key message authentication code (KMAC) for certain fields of the frame
payloads of the Security Association frames of the current security association procedure, except otherwise
indicated, as follows:

a) For unauthenticated association and display authenticated association,

1) in the first and second Security Association frames of the current security association
procedure, the field is set to zero;

2) in the third Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the first and second Security Association frames of the procedure;

3) in the fourth Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the second and fourth Security Association frames.

b) For public key hidden association,

1) in the first and second Security Association frames of the current security association
procedure, the field is set to zero;

2) in the third Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the first and second Security Association frames of the procedure;

3) in the fourth Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the second and fourth Security Association frames.

¢) For password authenticated association,

1) in the first and Security Association frames of the current security association procedure, the
field is set to zero;

2) in the third Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the first and second Security Association frames of the procedure;

3) in the fourth Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the second and fourth Security Association frames.

5.3.3 Security Disassociation

A Security Disassociation frame contains a Frame Payload that is formatted as shown in Figure 22. It is
transmitted by either an associated node or a hub to repeal an existing security association, i.e., the shared
MK.
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