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|EEE Standar ds documents are developed within the IEEE Societies and the Standards Coordinating Committees of the
IEEE Standards Association (IEEE-SA) Standards Board. The |IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the fina product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the |EEE administers the process and establishes rules to promote fairness
in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the
information contained in its standards.

Use of an |IEEE Standard is wholly voluntary. The |IEEE disclaims liability for any persona injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting
from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained herein is free from patent infringement. |EEE Standards documents are supplied “AS1S.”

The existence of an |EEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market,
or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every |IEEE Standard is subjected to review at least every five years for
revision or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is reasonable to
conclude that its contents, although still of some value, do not wholly reflect the present state of the art. Users are cautioned
to check to determine that they have the latest edition of any |EEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the |EEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other |EEE Standards document, should rely upon the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to the attention of |EEE, the Institute will initiate action to prepare
appropriate responses. Since |EEE Standards represent a consensus of concerned interests, it isimportant to ensure that any
interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its
societies and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except
in those caseswhere the matter has previously received formal consideration. At lectures, symposia, seminars, or educational
courses, an individual presenting information on | EEE standards shall makeit clear that hisor her views should be considered
the personal views of that individua rather than the formal position, explanation, or interpretation of the IEEE.

Comments for revision of |IEEE Standards are welcome from any interested party, regardless of membership affiliation with
IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate
supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, |EEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854

USA

NOTE—Attention is called to the possibility that implementation of this standard may require use of subject
matter covered by patent rights. By publication of this standard, no position is taken with respect to the
existence or vaidity of any patent rights in connection therewith. The IEEE shall not be responsible for
identifying patents for which alicense may be required by an |EEE standard or for conducting inquiriesinto the
legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 802.1AB-2005, |IEEE Standard for Local and Metropolitan Area
Networks Station and Media Access Control Conmectivity Discovery.

Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.i eee.org/reading/i eee/updates/erratal/index.html. Users are encouraged to check this URL for
errataperiodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an |EEE standard or for
conducting inquiriesinto the legal validity or scope of those patents that are brought to its attention. A patent
holder or patent applicant has filed a statement of assurance that it will grant licenses under these rights
without compensation or under reasonable rates and nondiscriminatory, reasonable terms and conditions to
applicants desiring to obtain such licenses. The IEEE makes no representation as to the reasonableness of
rates, terms, and conditions of the license agreements offered by patent holders or patent applicants. Further
information may be obtained from the IEEE Standards Department.
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IEEE Standard for
Local and metropolitan area networks

Station and Media Access Control
Connectivity Discovery

1. Overview

The Link Layer Discovery Protocol (LLDP) specified in this standard allows stations attached to an |[EEE
802® LAN to advertise, to other stations attached to the same IEEE 802 LAN, the major capabilities
provided by the system incorporating that station, the management address or addresses of the entity or
entities that provide management of those capabilities, and the identification of the station’s point of
attachment to the IEEE 802 LAN required by those management entity or entities.

The information distributed via this protocol is stored by its recipients in a standard Management
Information Base (MIB), making it possible for the information to be accessed by a Network Management
System (NMS) using a management protocol such as the Simple Network Management Protocol (SNMP).

1.1 Scope

The scope of this standard is to define a protocol and management elements, suitable for advertising
information to stations attached to the sasme IEEE 802 LAN, for the purpose of populating physica topology
and device discovery management information databases. The protocol facilitates the identification of
stations connected by IEEE 802 LANSMANS, their points of interconnection, and access points for
management protocols.

This standard defines a protocol that:

a)  Advertises connectivity and management information about the local station to adjacent stations on
the same |EEE 802 LAN.

b) Receives network management information from adjacent stations on the same |[EEE 802 LAN.
c) Operateswith al IEEE 802 access protocols and network media.

d) Establishes a network management information schema and object definitions that are suitable for
storing connection information about adjacent stations.

€)  Provides compatibility with the IETF PTOPO MIB (IETF RFC 2922 [B15]).

1.2 Purpose

An IETF Standard MIB (IETF RFC 2922 [B15]), as well as a number of vendor specific MIBs, have been
created to describe a network's physical topology and associated systems within that topology. However,
there is no standard protocol for populating these MIBs or communicating this information among stations
on the IEEE 802 LAN.

1The numbers in brackets correspond to those in the bibliography in Annex A.
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This standard specifies the necessary protocol and management elements to:

a) Facilitate multi-vendor inter-operability and the use of standard management tools to discover and
make available physical topology information for network management.

b) Make it possible for network management to discover certain configuration inconsistencies or
malfunctions that can result in impaired communication at higher layers.

c) Provide information to assist network management in making resource changes and/or re-
configurations that correct configuration inconsistencies or malfunctionsidentified in b) above.

NOTE—The LLDP protocol is designed to advertise information useful for discovering pertinent information about a
remote port and to populate topology MIBs. It is not intended to act as a configuration protocol for remote systems, nor
as a mechanism to signal control information between ports. During the operation of LLDP, it may be possible to
discover configuration inconsistencies between systems on the same IEEE 802 LAN. LLDP does not provide a
mechanism to resolve those inconsistencies. Rather, it provides a means to report discovered information to higher layer
management entities. A port in this context isasingle point of attachment to the LAN infrastructure.

2Notesin text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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2. References

The following standards contain provisions which, through reference in this text, constitute provisions of
this standard. At the time of this publication, editions indicated were valid. All standards are subject to
revision, and parties to agreements based on this standard are encouraged to investigate the possibility of
applying the most recent editions of the standards indicated below. Members of 1SO and IEC maintain
registers of currently valid International standards.

Abstract Syntax Notation One (ASN.1): Specification of Basic Notation, ITU-T Rec. X.680 (2002) 1SO/IEC
8824-1:2002.3

IEEE Std 802®-2001, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture.* °

IEEE Std 802a™-2003, |IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture—Amendment 1: Ethertypes for Prototype and V endor-Specific Protocol Devel opment.

IEEE Std 802.1D™-2004, Standard for Local and Metropolitan Area Networks: Media Access Control
(MAC) Bridges.

IEEE Std 802.1Q™-1998, |IEEE Standards for Local and Metropolitan Area Networks: Virtua Bridged
Loca Area Networks.

|EEE Std 802.1X ™-2004, |EEE Standard for Local and Metropolitan Area Networks—Port-Based Network
Access Control.

|EEE Std 802.3™-2002, Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications.

|IEEE Std 802.3ae™-2002, Part 3: Carrier Sense Multiple Access with Collison Detection (CSMA/CD)
Access Method and Physical Layer Specifications—Amendment: Media Access Control (MAC)
Parameters, Physical Layers, and Management Parameters for 10 Gb/s Operation.

IEEE Std 802.3af "-2003, Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
Access Method and Physical Layer Specifications—Amendment: Data Termina Equipment (DTE) Power
via Media Dependent Interface (MDI).

IETF RFC 1493, Definitions of Managed Objects for Bridges, Decker, E., Langille, P, Rijsinghani, A., and
McCloghrie, K., July 1993.5

IETF RFC 1812, Requirements for IP Version 4 Routers, Baker, F., June 1995.

IETF RFC 2108, Definitions of Managed Objects for |EEE 802.3 Repeater Devices using SM1v2, de Graaf,
K., and Romascanu, D., February 1997.

SASN.1 standards are available on-line by Web browser at http://asnl.elibel.tm.fr/en/standards/index.htm#asn1.

4 EEE and 802 are registered trademarks in the U.S. Patent & Trademark Office, owned by the Institute of Electrical and Electronics
Engineers, Incorporated.

SIEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08855,
USA (http://standards.ieee.org).

8Internet RFCs are retrievable by FTP at ds.internic.net/rfc/rfcnnnn.txt, or by Web browser at http://www.ietf.org/rfc/FcNNNN.txt
(where NNNN is the RFC number prefixed with zeroes as necessary to make afour digit number), or call InterNIC at 1-800-444-4345
for information about receiving copies through the mail.
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IETF RFC 2011, SNMPv2 Management Information Base for the Internet Protocol using SMIv2,
McCloghrie, K., November 1996.

IETF RFC 2021, Remote Network Monitoring Management Information Base Version 2 using SM1v2,
Waldbusser, S., January 1997.

IETF RFC 2669, DOCSIS Cable Device MIB Cable Device Management Information Base for DOCSIS
compliant Cable Modems and Cable Modem Termination Systems, St. Johns, M., August 1999.

IETF RFC 2670, Radio Frequency (RF) Interface Management Information Base for MCNS/DOCSIS
compliant RF interfaces, St. Johns, M., August 1999.

IETF RFC 2674, Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering and

Virtua LAN Extensions, Bell, E., Smith, A., Langille, P., Rijhsinghani, A., and McCloghrie, K., August
1999.

IETF RFC 2683, IMAP4 Implementation Recommendations, Leiba, B., September 1999.

IETF RFC 2737, Entity MIB (Version 2), McCloghrie, K., and Bierman, A., December 1999.

IETF RFC 2863, The Interfaces Group MIB, McCloghrie, K. and Kastenholz, F., June 2000.

IETF RFC 3046, DHCP Relay Agent Information Option, Patrick, M., January 2001.

IETF RFC 3232, Assigned Numbers: RFC 1700 is Replaced by an On-line Database, Reynolds, J., January
2002."

IETF RFC 3410, Introduction and Applicability Statements for Internet-Standard Management Framework,
Case, J., Mundy, R.,Partain, D., and Stewart, B., December 2002.

IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management Protocol
(SNMP), Presuhn, R., ED., December 2002.

IETF RFC 3621, Power Ethernet MIB, Berger, A. and Romascanu, D., December 2003.
IETF RFC 3629, UTF-8, atransformation format of 1SO 10646, Y ergeau, F. November 2003.

IETF RFC 3636, Definitions of Managed Objects for IEEE 802.3 Medium Attachment Units (MAUS),
Hick, J., September 2003.

"The IETF RFC 3232 ianaAddressFamilyNumbers on-line database module is accessible through a web page (currently, http://
www.iana.org).
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3. Definitions and numerical representation

3.1 Definitions

For purposes of this standard, the following terms and definitions apply. IEEE 100, The Authoritative
Dictionary of IEEE Standard Terms, Seventh Edition [B2], as well as other referenced |EEE standards and
IETF RFCs, should be referenced for terms not defined in this clause.

3.1.1 alpha-numeric infor mation: Information that is encoded using the UTF-8 octet sequence [|[ETF RFC
3629].

3.1.2 chassis: A physical component incorporating one or more |EEE 802 LAN stations and their associated
application functionality.

3.1.3 chassis identifier: An administratively assigned name that identifies the particular chassis within the
context of an administrative domain that comprises one or more networks.

3.1.4 |EEE 802° LAN: Local area network (LAN) technologies that provide a media access control (MAC)
Service equivalent to the MAC Service defined in ISO/IEC 15802-1. IEEE 802 LANSs include |IEEE Std
802.3, (CSMA/CD), |EEE Std 802.5™ (Token Ring), |IEEE Std 802.11™ (Wireless), and 1SO 9314-2
(FDDI) LANSs.

3.15 IEEE 802® LAN station: An IEEE 802-compatible entity that incorporates all the necessary
mechanisms to participate in media access control of an IEEE 802 LAN, and that is at least capable of
providing the MA C service plus the mandatory capabilities of the LLC.

3.1.6 Link Layer Discovery Protocol (LLDP): A media-independent protocol intended to be run on all
IEEE 802® LAN stations and to alow an LLDP agent to learn the connectivity and management
information from adjacent stations.

3.1.7 LLDP agent: The protocol entity that implements LLDP for a particular |IEEE 802® chassis.

3.1.8 MAC service access point (MSAP): The access point for MAC services provided to the LLC
sublayer.

3.1.9 M SAP identifier: Theidentifier of aMAC service access point.

NOTE—In this standard, the concatenation of the chassis ID and the port ID isused by LLDP as an MSAP identifier, to
identify the LLDP agent and physical port associated with an IEEE 802® LAN station.

3.1.10 management entity: The protocol entity that implements a particular network management protocol
and that provides access support to a MIB associated with the protocol and implemented on a host chassis.

3.1.11 Management Information Base (M IB): The instantiation of MIB module.

3.1.12 Management Information Base module (MIB module): The specification or schema for a data
base that can be populated with the information required to support a network management information
system.

3.1.13 network: An interconnected group of systems, each comprising one or more |[EEE 802° LAN
stations.

3.1.14 Network Management System (NMS): A management system that is capable of utilizing the
informationin aMIB.
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3.1.15 object identifier (OID): An identifier used to identify the type of a MIB object. Each MIB object’s
object type is named by an object identifier, an administratively assigned name.

3.1.16 physical network topology: The identification of systems, of IEEE 802° LAN stations that compose
each system, and of the IEEE 802 LAN stations that attach to the same | EEE 802° LAN.

3.1.17 port: The entity in a chassis/system to support an MSAP. A port incorporates one and only one
MSAP and identifies the collection of manageable entities that provide the MAC Service at the MSAP.

3.1.18 port identifier: An administratively assigned name that identifies the particular port within the
context of a system, where the identification is convenient, local to the system, and persistent for the
system’ s use and management (whereas the MAC address that globally identifies the MSAP can not be).

3.1.19 system: A managed collection of hardware and software components incorporating one or more
chassises, stations and ports.

3.1.20 station only: A non-forwarding |EEE 802® LAN station such as a user workstation, network file
server, or print server.

3.1.21 type, length, value (TLV): A short, variable length encoding of an information element consisting of
sequentia type, length, and value fields where the type field identifies the type of information, the length
field indicates the length of the information field in octets, and the value field contains the information,
itself.

3.2 Numerical representation

Decimal, hexadecimal, and binary numbers are used within this document. For clarity, decimal numbers are
generally used to represent counts, hexadecimal numbers are used to represent addresses, and binary
numbers are used to describe bit patterns within binary fields.

Decima numbers are represented in their usual 0, 1, 2, ... format. Hexadecima numbers are represented by
a string of one or more hexadecimal (0-9, A-F) digits followed by the subscript 16, except in C-code
contexts, where they are written as 0x123EF2 etc. Binary numbers are represented by a string of one or
more binary (0,1) digits, followed by the subscript 2. Thus the decimal number “26” may also be represented
as“1A " or “110102".

MAC addresses and OUI/EUI values are represented as strings of 8-bit hexadecimal numbers separated by
hyphens and without a subscript, as for example “01-80-C2-00-00-15" or “AA-55-11".
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4. Acronyms and abbreviations

EUI

IETF

LLC

LLDP

LLDPDU

LSAP

MAC

MDI

MIB

MSAP

MSDU

NMS

OID

Oul

PHY

PMD

PVID

PPVID

PTOPO

SNAP

SNMP

TLV

TTL

VID

Extended Unique Identifier

Internet Engineering Task Force
logical link control (sublayer)

Link Layer Discovery Protocol

LLDP data unit

link service access point

media access control (sublayer)

media dependent interface
Management Information Base (modul €)
MAC service access point

MAC service data unit

Network Management System

object identifier

organizationally unique identifier
physical (sublayer)

physical media dependent (sublayer)
port VLAN 1D

port and protocol VLAN 1D

the name of the IETF physical topology MI1B
Subnetwork Access Protocol

Simple Network Management Protocol
Spanning Tree Protocol

type length value

timeto live (value)

VLAN ID
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5. Conformance

5.1 Terminology

For consistency with IEEE and existing IEEE 802.1™ standards, requirements placed upon conformant
implementations of this standard are expressed using the following terminology:

a) shall isused for mandatory requirements;

b) may isused to describe implementation or administrative choices (*may” means “is permitted to,”
and hence, “may” and “may not” mean precisely the same thing);

¢) shouldisused for recommended choices (the behaviors described by “should” and “should not” are
both permissible but not equally desirable choices).

The PICS proforma provided in Annex B reflects the occurrences of the words shall, may, and should within
the standard.

The standard avoids needless repetition and apparent duplication of its formal requirements by using is, is
not, are, and are not for definitions and the logical consequences of conformant behavior. Behavior that is
permitted but is neither always required nor directly controlled by an implementor or administrator, or
whose conformance requirement is detailed elsewhere, is described by can. Behavior that never occursin a
conformant implementation or system of conformant implementations is described by cannot. The word
allow is used as a replacement for the cliche “ Support the ability for”, and the word capability means “can
be configured to.”

5.2 Required capabilities

A system for which conformance to this standard is claimed shall, for al ports for which support is claimed,
include the following capahilities:

a) If port access is controlled by IEEE Std 802.1X-20048, LLDP exchanges shall be through the
controlled port as specified in Clause 6.

b)  The destination and source addressing shall conform to 8.1 and 8.2.

c) Ethertype encapsulation shall conform to 8.3.

d) LLDPDU recognition and reception shall conformto 8.4 and 10.3.1.

e) LLDPDU encapsulation shall conform to the specificationsin 9.2.

f)  Thebasic TLV format capability shall be implemented as defined in 9.4.

g) Thebasic management set of TLVs shall be implemented as defined in 9.5.

h)  The Organizationally Specific TLV format capability shall be implemented as defined in 9.6.

i)  Theprotocol shall conform to the specifications for all Clause 10 subclausesindicated in Table 10-1
for the particular operating mode (transmit only, receive only, or transmit and receive) being
implemented.

i) If receipt of LLDPDUs is supported, for every set of TLVs (the basic management set and any
organizationally specific sets) supported, support shall be implemented for receipt of every TLV
defined in the set.

k) If transmission of LLDPDUsis supported, for every set of TLVs (the basic management set and any
organizationally specific sets) supported, support shall be implemented for transmission of every
TLV defined in the set.

8 nformation on references can be found in Clause 2.

Documents

8 Copyright © 2005 I£EE. All nght&tesaweent Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 02:30:14 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AB-2005


http://www.avadocuments.com/doc/ieee-802-1ab-2005
http://www.avadocuments.com/doc/ieee-802-1ab-2005

IEEE
STATION AND MEDIA ACCESS CONTROL CONNECTIVITY DISCOVERY Std 802.1AB-2005

[) If transmission of LLDPDUsis supported, for every set of TLVs (the basic management set and any
organizationally specific sets) supported, a capability shall be implemented for users to determine
which optional TLVs are transmitted in any particular LLDPDU.

m) If SNMPissupported, the system shall conform to the L L DP management specificationsin Clause 11.
and shall implement the sections of the basic LLDP MIB indicated in Table 12-1 for the operating
mode being implemented.

n) If SNMPisnot supported, the system shall provide storage and retrieval capability equivaent to the
functionality specified in 11.1 for the operating mode being implemented.

5.3 Optional capabilities

A system for which conformance to this standard is claimed, for each port for which support is claimed,
may:
a) Implement the entire IEEE 802.1 Organizationally Specific TLV extension set and the associated
IEEE 802.1 MIB extension capability defined in Annex F.

b) Implement the entire IEEE 802.3 Organizationally Specific TLV extension set and the associated
IEEE 802.3 MIB extension capability defined in Annex G.
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6. Architectural overview

LLDP isalink layer protocol that is an optiona part of the protocol stack of an IEEE 802 LAN station.
Figure 6-1 indicates the hierarchical relationships of the LLDP agents and the LLDP entity to the LLC
sublayers.

r-—— " 1
| LLDP entity |
| LLDP agent LLDP agent LLDP agent |
— e T e | T T Vs |
LLC LLC vee | LLC
{ ) { ) { )
* “MsAP * “MsAP * “MsAP

LLDP - Link Layer Discovery Protocol
LSAP - Link service access point
MSAP - MAC service access point

Figure 6-1—Architectural relationship between LLDP and the LLC

Thelogical link control (LLC) provides an L SAP for access to higher layers plus additional L SAPs for each
implemented link layer protocol such as LLDP and STP. Figure 6-2 shows the LLDP block diagram with
respect to its associated L SAP.

NOTE—For the purposes of this standard, the terms “LLC” and “LLC entity” include the service provided by the
operation of entities that support protocol discrimination using an LLDP Ethertype, i.e., protocol discrimination based
on the Type interpretation of the Ethertype field as specified in |EEE Std 802a-2003.

Organizationally Organizationally
defined local device defined remote device
LLDP MIB extension LLDP MIB extensions PTOPO MIB
tional jonal &
(optional) (optional) < (optional)
¢ A
Y
P Entity MIB
LLDP local system MIB LLDP remote systems MIB < (optional)
A y
A 4 A < Interface MIB
(optional)
A
--- - 4 Other MIBs
< [___1> LLDP frames < P (optional)
LLDP agent p \
\ 7 LLDPILSAP
Local device information Remote device information
v
Figure 6-2—LLDP agent block diagram
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If port accessis controlled by |EEE Std 802.1X-2004, Clause 8, LLDP exchanges shall run on the controlled

port. (See also |EEE Std 802.1D-2004, 7.12.7). In a bridge, LLDP operates as an LLC procedure over the
bridge port and is therefore not affected by the spanning tree port state.
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7. Principles of operation

LLDP uses the services of the LLC and the MAC to transmit and receive information to and from other
LLDP agents, as defined in 8.1, 8.2, 8.3, and 8.4.

7.1 LLDP operational modes

LLDP is a one way protocol. An LLDP agent can transmit information about the capabilities and current
status of the system associated with its MSAP identifier. The LLDP agent can also receive information
about the capahilities and current status of the system associated with aremote MSAP identifier. However,
LLDP agents are not provided any means of soliciting information from other LLDP agents via this
protocol.

LLDP allows the transmitter and the receiver to be separately enabled, making it possible to configure an
implementation to restrict the local LLDP agent either to transmit only or receive only, or to allow the loca
LLDP agent to both transmit and receive LLDP information.

7.2 Connectivity and management information

The information fields in each LLDP frame are contained in a Link Layer Discovery Protocol Data Unit
(LLDPDU) as a sequence of short, variable length, information elements known as TLV's that each include
type, length, and value fields where;

a) Typeidentifies what kind of information is being sent.
b) Length indicates the length of the information string in octets.

¢) Valueis the actua information that needs to be sent (for example, a binary bit map or an alpha-
numeric string that can contain one or more fields).

Each LLDPDU includes four mandatory TLV s plus optional TLV s as selected by network management:
a) A ChassisIDTLV.
b) A PortIDTLV.
¢c) ATimeToLiveTLV.
d) From zeroto noptional TLVSs, as allowed by the space limitation of the LLDPDU.
€) AnEndOf LLDPDU TLV.

The chassis ID and the port ID values are concatenated to form alogical MSAP identifier that is used by the
recipient to identify the sending LLDP agent/port. Both the chassis ID and port ID values can be definedina
number of convenient forms. Once selected however, the chassis ID/port ID value combination remains the
same as long as the particular port remains operable.

A non-zero value in the TTL field of Time To Live TLV tells the receiving LLDP agent how long all
information pertaining to this LLDPDU’s MSAP identifier will be valid so that all the associated
information can later be automatically discarded by the receiving LLDP agent if the sender fails to update it
in atimely manner.

The End Of LLDPDU TLV marks the end of the LLDPDU.

The format for the LLDPDU isdefined in 9.2. The TLV categories and the basic TLV format are defined in
9.3 and 9.4. The specific format and field contents for the Chassis ID TLV are defined in 9.5.2; for the
Port ID TLV, in 9.5.3; for the Time To Live TLV in 9.5.4; and for the End Of LLDPDU TLV, in9.5.1.
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NOTE—A time to live (TTL) value of zero, tells the recipient LLDP agent that all the system information associated
with the LLDPDU’s MSAP identifier isto be deleted. This can be used, for example, to signa that the sending port has
initiated a port shutdown procedure.

7.3 Optional information categories

Three sets of optiona use TLVs are currently defined and may be used to describe the system and/or to
assist in the detection of configuration inconsistencies associated the MSAP identifier:

a) Basic management TLV set (this set isrequired in all LL DP implementations):
1) Port Description TLV.
2) SystemNameTLV.
3) System Description TLV.

4) System Capabilities TLV (indicates both the system’s capabilities and its current primary
network function, such as end station, bridge, router).

5) Management Address TLV.
b) 1EEE 802.1 Organizationally Specific TLV set (this set is optional for all LLDP implementations).
1) Port VLANID TLV.
2) Port And Protocol VLAN ID TLV.
3) VLAN NameTLV.
4) Protocol Identity TLV.
c) |EEE 802.3 Organizationally Specific TLV set (this set isoptional for all LLDP implementations).

1) MAC/PHY Configuration/Status TLV (indicates the auto-negotiation capability and the
duplex/speed status of |IEEE 802.3 MAC/PHY s).

2) Power ViaMDI TLV (indicates the capabilities and current status of |EEE 802.3 PMDs that
either require or are able to provide power over twisted-pair copper links).

3) Link Aggregation TLV (indicates the current link aggregation status of IEEE 802.3 MACS).
4) Maximum Frame Size TLV (indicates the maximum supported |EEE 802.3 frame size).

Table 9-1 includes a list of the currently defined optional TLVs in the basic management set and provides
subclause references for their specific definitions.

Organizationally Specific TLV's can be defined by either the professiona organizations or the individual
vendors that are involved with the particular functionality being implemented within a system. The basic
format and procedures for defining Organizationally Specific TLVs are provided in 9.6.

Annex F contains definitions of Organizationally Specific TLV's associated with IEEE Std 802.1. Annex G
contains definitions of Organizationally Specific TLVs associated with IEEE Std 802.3. Annex E contains
an informative discussion of how severa Organizationally Specific TLV's could be used to detect potential
problems in communications networks.

7.4 LLDP design principles

LLDP isdesigned to operate in amanner consistent with the principles of the Internet-standard M anagement
Framework, which describes the separation of a data modeling language (for example, SMIv2) from
content-specific data models (for example, the LLDP remote systems MIB), and from messages and
protocol operations used to manipulate the data (for example, SNMPv3). Managed objects are accessed via
a virtual information store (the MIB). MIB objects are generally accessed through SNMP. Objects in the
MIB are defined using the mechanisms of the Structure of Management Information (SMI). For an overview
of this structure, see section 7 of IETF RFC 3410.
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Clause 12, Annex G, and Annex F include specifications for an LLDP MIB module and for |EEE 802.1 and
IEEE 802.3 extension MIB modules that are compliant with the SMIv2 as defined in IETF STD 58, RFC
2578 [B10]; IETF STD 58, RFC 2579 [B11]; and IETF STD 58, RFC 2580 [B12].

7.5 TLV selection

Information for constructing the various TLV's to be sent is stored in the LLDP loca system MIB. The
selection of which particular TLVs to send is under control of the network manager. Information received
from remote LLDP agents is stored in the LLDP remote systems MIB.

7.6 Transmission principles

Transmission can beinitiated either by the expiration of atransmit countdown timing counter or by a change
in the status or value in one or more of the information elements (managed objects) associated with the local
system. When atransmit cycle isinitiated, the LL DP manager extracts the managed objects from the LLDP
local system MIB and formats this information into TLVs. The TLVs are inserted into the LLDPDU that is
passed to the LLDP transmit module. The LLDP transmit module prepends addressing parameters to the
LLDPDU asdefinedin 9.2,9.3, and 9.4. The LLDPDU and TLV formats are defined in Clause 9 The LLDP
transmit state machine is described in 10.4 and 10.5.4.

NOTES

1—Because a transmission cycle can be initiated whenever a change occurs within the LLDP local system MIB, it is
possible that a series of successive changes over a short period of time could trigger a number of LLDP frames to be
sent, each reporting only a single change, LLDP utilizes a transmission delay timer that can be set by network
management to ensure that there is a defined minimum time between successive LLDP frame transmissions.

2—Under norma circumstances, the information in the receiving LLDP agent’s remote systems MIB is refreshed
periodically to avoid being discarded due to aging. To prevent the receiving LLDP agent’'s remote systems MIB
information being aged out because a refresh frame has been lost in transmission, the sending LLDP agent will typicaly
set the TTL value so that several refresh cycles will occur before the received MIB information will age out.

7.7 Reception principles

The LLDP receive module uses the services of the LLC entity to recognize that the incoming
MA_UNITDATA.indication contains the correct combination of destination address and MSDU header
valuesto identify it as being derived from an incoming LLDP frame. The LLDPDU recognition is defined in
8.4 and 10.3.1.

7.7.1 LLDPDU and TLV error handling

The LLDPDU is checked to ensure that it contains the correct sequence of mandatory TLV's and then each
optional TLV is validated in succession. LLDPDUs and TLV's that contain detectable errors are discarded.
TLVsthat are not recognized, but that also contain no basic format errors, are assumed to be validated and
are stored for possible later retrieval by network management (see 10.3.2 and 10.3.5).

7.7.2 LLDP remote systems MIB update

The LLDP remote systems MIB is updated after al TLV's have been validated. LLDP remote system MIB
update procedures are defined in 10.3.3, 10.3.4, 10.3.5, 10.3.6, and 10.3.7. The LLDP receive state machine
is described in 10.4 and 10.5.5.
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7.8 Relationship between LLDP and IETF MIBs

LLDP is designed to operate in conjunction with MIBs defined by IETF, IEEE 802, and others. The
following subclauses discuss the relationship between LLDP and IETF MIBs. LLDP agents automatically
notify the managers of these MIBswhenever there is a value or status changein an LLDP MIB object.

LL DP managed objects for thelocal system are stored in the LLDP local system MIB. Information received
from aremote LLDP agent is stored in the local LLDP agent’s LLDP remote system MIB.

NOTE—In this standard, managed objects for an LLDP MIB module are defined as they would be for an SNMP MIB.
However, it is not required for LLDP implementations to support SNMP to store and retrieve system data. LLDP agents
need to have a place to store both information about the local system and information they have received about remote
systems. No particular implementation isimplied.

7.8.1 IETF Physical Topology MIB

The Physical Topology MIB (IETF RFC 2922 [B15]) allows a LLDP agent to expose learned physical
topology information, using a standard MIB. LLDP is intended to support the PTOPO MIB.

NOTE—The LLDP MIB module isalogica superset of the IETF Physical Topology MIB, and from a functional point
of view if the LLDP MIB module isimplemented, there is no need to implement the PTOPO MIB defined in RFC 2922
[B15].

7.8.2 IETF Entity MIB

The Entity MIB (IETF RFC 2737) alows the physical component inventory and hierarchy to be identified.
Chassis IDs passed in the LLDPDU may identify entPhysical Table entries. SNMP agents that implement the
LLDP MIB should implement the entPhysical Alias object from the Entity MIB version 2 or higher.

7.8.3 IETF Interfaces MIB

TheInterfaces MIB (IETF RFC 2863) provides a standard mechanism for managing network ports. Port IDs
passed in the LLDPDU may identify if Table (or entPhysical Table) entries. SNM P agents that implement the
LLDP MIB, should aso implement the ifTable and ifXTable for the ports that are represented in the
InterfacesMIB.
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8. LLDPDU transmission, reception, and addressing

This standard is intended to be compatible with all IEEE 802 MACs.

LLDP uses the service provided by the LLDP/LSAP and LLC to transmit and receive LLDPDUSs. Each
LLDPDU istransmitted as a single MAC service request by an LLC entity that uses a single instance of the
MAC Service provided at an MSAP. Each incoming LLDP frame is received at the MSAP by the LLC
entity asaMAC service indication.

NOTE—For the purposes of this standard, the terms “LLC” and “LLC entity” include the service provided by the
operation of entities that support protocol discrimination using an Ethertype, i.e., protocol discrimination based on the
Ethertype field specified in IEEE Std 802a-2003.
The parameters of each service request and service indication comprise:

a) destination address.

b) source address.

c) Ethertype.

d LLDPDU.

The LLDP Ethertype is prepended to the LLDPDU as shown in Figure 8-1 to form the MSDU of the
corresponding MAC service regquest.

LLDP

Ethertype LLDPDU

LLDPDU
header

Figure 8-1—MSDU format

The values of the parameters used by LLDP, and their encoding by the LLC entity that supports the LLDP
LSAP, are specified in the following subclauses.

8.1 Destination address

The destination address shall be as specified in Table 8-1. This address is within the range reserved by IEEE
Std 802.1D-2004 for protocols constrained to an individual LAN, and ensures that the LLDPDU will not be
forward by MAC Bridges that conform to |EEE Std 802.1D-2004.

Table 8-1—LLDP_Multicast address

Name Value
LLDP_Multicast address 01-80-C2-00-00-0E
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NOTE—This address has been selected from amongst those addresses that are not forwarded by MAC Bridges, or by
VLAN-aware Bridges (see |EEE Std 802.1Q-1998).

8.2 Source address

The source address shall be the MAC address of the sending station or port.

8.3 Ethertype use and encoding

The Ethertype shall be the LLDP Ethertype specified in Table 8-2.

Table 8-2—LLDP Ethertype

Name Value

LLDP Ethertype 88-CC

Where the LLC entity uses an MSAP that is supported by a specific media access control method (for
example, |EEE Std 802.3-2002, IEEE Std 802.11-1999) or a media access control independent entity (for
example, |IEEE P802.1AE) that directly supports encoding of Ethertypes, the LLC entity shall encode the
LLDP Ethertype asthe two octet LLDPDU header in the MSDU of the corresponding MAC service request.

Where the LLC entity uses an MSAP that is supported by a specific media access control method (for
example, IEEE Std 802.5) that does not directly support Ethertype encoding, the LLDP Ethertype shall be
encoded in the octets of LLDPDU header according to the procedures specified in IEEE Std 802-2001 for
Subnetwork Access Protocols (SNAP).

NOTES
1—The SNAP discriminator comprises the octets AA-AA-03-00-00-00 prepended to the LLDP Ethertype.

2—Annex D provides example LLDP transmission frame formats for both direct-encoded and SNAP-encoded LLDP
Ethertype encoding methods.

8.4 LLDPDU reception

The LLDPDU shall be delivered to the LLDP receive module if, and only if, both the destination address
and the Ethertype encoding are equal to the values defined in Table 8-1 and Table 8-2 respectively.
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9. LLDPDU and TLV formats

9.1 LLDPDU bit and octet ordering conventions

All LLDPDUs shall contain an integral number of octets. The octetsin an LLDPDU are numbered starting
from 1 and increasing in the order they are put into the LLDP frame. The bits are numbered from 0 to 7,
where 0 isthe low-order bit.

When consecutive bits within an octet are used to represent a binary number, the highest bit number has the
most significant value. When consecutive octets are used to represent a binary number, the lower octet
number has the most significant value. All TLVs respect these bit and octet ordering conventions, thus
allowing communications to take place.

9.2 LLDPDU format

The LLDPDU shall contain an ordered sequence of three mandatory TLV s followed by one or more optional
TLVsplusan End Of LLDPDU TLV, as shown in Figure 9-1:

a) Threemandatory TLVsshall beincluded at the beginning of each LLDPDU and shall be in the order
shown:

1) ChassisID TLV.

2) PortIDTLV.

3) TimeTolLiveTLV.
b) Optiona TLVs as selected by network management (may be inserted in any order).
c¢) TheEnd Of LLDPDU TLV shall bethelast TLV inthe LLDPDU.

Chassis ID Port ID Time To Optional «xs | Optional End Of
TLV TLV Live TLV TLV TLV LLDPDU TLV
M M M M

M - mandatory TLV - required for all LLDPDUs

Figure 9-1—LLDPDU Format

The maximum length of the LLDPDU shall be the maximum information field length allowed by the
particular transmission rate and protocol. In IEEE 802.3 MACs, for example, the maximum LLDPDU
length is the maximum data field length for the basic, untagged MAC frame (1500 octets).

9.3 TLV categories

The TLVs are grouped into two general categories:

a) A setof TLVsthat are considered to be basic to the management of network stations and that are a
required capability of all LLDP implementations. Each TLV in this category is identified by an
unique TLV type value that indicates the particular kind of information contained inthe TLV.

b) Organizationally specific extension sets of TLVsthat are defined by standards groups such as IEEE
802.1 and | EEE 802.3 and others to enhance management of network stations that are operating with
particular media and/or protocols.
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1) TLVsin this category are identified by a common TLV type vaue that indicates the TLV as
belonging to the set of Organizationally Specific TLVs.

2) Eachorganization isidentified by its organizationally unique identifier (OUI).

3) Organizationally Specific TLV subtype valuesindicate the kind of information contained in the
TLV.

The basic TLV format and general field definition rules are defined in 9.4. Specific definitions and usage
requirements for all basic management set TLV s are defined in 9.5. Usage rules/requirements that pertain to
each individual basic TLV are contained in the definition for that particular TLV.

The basic format and the field definition/general usage rules/restrictions for Organizationally Specific TLVs
aredefined in 9.6. Specific definitionsfor IEEE 802.1 and |EEE 802.3 extension sets are contained in Annex
F and Annex G.

Usage rules/requirements that pertain to each individual basic TLV are contained in the definition for that
particular TLV.

9.4 Basic TLV format

Figure 9-2 showsthe basic TLV format.

TLV type TLV information

string length TLV information string

7 bits 9 bits 0 <n<511 octets

|——— TLV header ———Pp»

Figure 9-2—Basic TLV format

The TLV type field occupies the seven most significant bits of the first octet of the TLV format. The least
significant bit in the first octet of the TLV format is the most significant bit of the TLV information string
length field.

9.4.1 TLV type

The TLV typefield is seven bitslong and identifies the specific TLV. Two classes of TLVs are defined:
a) Mandatory TLVsthat shall beincluded in each LLDPDU.
b) Optiona TLVsthat may beincluded some LLDPDUSs.

Table 9-1 lists the currently defined TLVs, their identifying TLV type values, and whether they are
mandatory or optional for inclusion in any particular LLDPDU.

Documents

Docunient Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 02:30:14 UTC from IEEE Xplore. Restrictions apply.

Copyright © 2005 IEEE. All rights reserved.

Full document details: IEEE 802.1AB-2005


http://www.avadocuments.com/doc/ieee-802-1ab-2005
http://www.avadocuments.com/doc/ieee-802-1ab-2005

IEEE
Std 802.1AB-2005 LOCAL AND METROPOLITAN AREA NETWORKS

Table 9-1—TLV type values

TLV type” TLV name LULSg%eDiB Subclause reference

0 End Of LLDPDU Mandatory Clause 9.5.1

1 Chassis ID Mandatory Clause 9.5.2

2 Port ID Mandatory Clause 9.5.3

3 TimeToLive Mandatory Clause 9.5.4

4 Port Description Optional Clause 9.5.5

5 System Name Optional Clause 9.5.6

6 System Description Optional Clause 9.5.7

7 System Capabilities Optional Clause 9.5.8

8 Management Address Optional Clause 9.5.9

9-126 reserved — —

127 Organizationally Optional IEEE 802.1 TLV set, Annex F
Specific TLVs IEEE 802.3 TLV set, Annex G

"TLVs with type values 0-8 are members of the basic management set.

9.4.2 TLV information string length
The TLV information string length field shall contain the length of the information string, in octets.
9.4.3 TLV information string

The information string:
a) May befixed or variable length.

b) May include one or more information fields with associated subtype identifiers and field length
designators asin, for example, the Management Address TLV (see 9.5.9).

¢) May contain either binary or apha-numeric information that is instance specific for the particular
TLV type and/or subtype:

1) Bit0in binary bit maps shall be theleast significant bit in the field.
2) Thefirst octet of an alpha-numeric field shall be the most significant octet.
3) Alphanumeric information shall be encoded in UTF-8 [IETF RFC 3629].

9.5 Basic management TLV set formats and definitions
9.5.1 End Of LLDPDU TLV

The End Of LLDPDU TLV is a 2-octet, all-zero TLV that is used to mark the end of the TLV sequence in
LLDPDUs. The format for thisTLV is shown in Figure 9-3.
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TLV type = 0 TLy information
string length = 0

7 bits 9 bits

Figure 9-3—End Of LLDPDU TLV format

NOTE—Some | EEE 802 MACs require the data field in aframe to contain a minimum number of octets. For example,
the |[EEE 802.3 MAC adds pad octets to complete a minimum length data field if the user’s data is less than the
minimum required length. Since pad octets are unspecified, an End Of LLDPDU TLYV is necessary to prevent non-zero
pad octets from being interpreted by the receiving LLDP agent as another TLV.

9.5.2 Chassis ID TLV

The Chassis ID TLV is amandatory TLV that identifies the chassis containing the IEEE 802 LAN station
associated with the transmitting LLDP agent. There are several ways in which a chassis may be identified
and a chassis ID subtype is used to indicate the type of component being referenced by the chassis ID field.
Each LLDPDU shall contain one, and only one, Chassis ID TLV and the chassis ID field value shall remain
constant for all LLDPDUSs while the connection remains operational .

The Chassis ID TLV shall bethefirst TLV inthe LLDPDU. Its format isshown in Figure 9-4.

_ TLV information chassis ID .
TLViype =1 string length subtype chassis ID
7 bits 9 bits 1 octet 1 <n <255 octets
ef}—— TLV header ] TLV information string ~ ————Jp»|

Figure 9-4—Chassis ID TLV format

9.5.2.1 TLV information string length

The TLV information string length field shall indicate the exact length, in octets, of the (chassis ID subtype
+ chassis ID) fields.

9.5.2.2 chassis ID subtype

The chassis ID subtype field shall contain an integer value indicating the basis for the chassis ID entity that
is listed in the chassis ID field. The defined chassis ID subtypes and their preferred use order are listed in
Table 9-2.

Documents
Copyright © 2005 IEEE. All rights reserved. Docurdtnt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 02:30:14 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AB-2005


http://www.avadocuments.com/doc/ieee-802-1ab-2005
http://www.avadocuments.com/doc/ieee-802-1ab-2005

IEEE
Std 802.1AB-2005

LOCAL AND METROPOLITAN AREA NETWORKS

Table 9-2—Chassis ID subtype enumeration

1D subtype ID basis Reference

0 Reserved —

1 Chassis component EntPhysical Alias when entPhysClass has a value of
‘chassis(3)' (IETF RFC 2737)

2 Interface aias IfAlias (IETF RFC 2863)

3 Port component EntPhysical Alias when entPhysicalClass has a value
‘port(10)’ or ‘backplane(d)’ (IETF RFC 2737)

4 MAC address MAC address (I EEE Std 802-2001)

5 Network address networkAddress

6 Interface name ifName (IETF RFC 2863)

7 Locally assigned local "

8-255 Reserved —

*networkAddress is an octet string that identifies a particular network address family and an associated net-
work address that are encoded in network octet order. An | P address, for example, would be encoded with
the first octet containing the IANA Address Family Numbers enumeration value for the specific address
type and octets 2 through n containing the address value (for example, the encoding for CO-A8-FE-0A
would indicate the IP version 4 address 192.168.254.10).

Tlocal is an alpha-numeric string and is locally assigned.

9.5.2.3 chassis ID

The chassis ID field shall contain an octet string indicating the specific identifier for the particular chassisin
this system. Because chassis ID and port ID values are concatenated to form the local MSAP identifier, the
value chosen from Table 9-2 for the chassis ID shall be non-null.

9.5.2.4 Chassis ID TLV usage rules
An LLDPDU shall contain exactly one ChassisID TLV.
9.5.3 Port ID TLV

The Port ID TLV isamandatory TLV that identifies the port component of the MSAP identifier associated
with the transmitting LLDP agent. As with the chassis, there are several ways in which a port may be
identified. A port ID subtype is used to indicate how the port is being referenced in the Port ID field. Each
LLDPDU shall contain one, and only one, Port ID TLV. The port ID value shal remain constant for all
LLDPDUs while the transmitting port remains operational .

The chosen port shall be identified in an unambiguous manner (for example, backplane number,
management entity, MAC address.).

The Port ID TLV shall be the second TLV inthe LLDPDU. Itsformat is shown in Figure 9-5.
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_ TLV information
TLV type =2 string length port ID subtype port ID

9 bits 1 octet 1<n <255 octets

—P»—— TLV information string —————J|

7 bits

lel—— TLV header

Figure 9-5—Port ID TLV format

9.5.3.1 TLV information string Length

The TLV information string length field shall indicate the length, in octets, of the (port ID subtype + port ID)

fields.

9.5.3.2 port ID subtype

The port ID subtype field shall contain an integer value indicating the basis for the identifier that islisted in
the port ID field. The defined port 1D subtypes and their preferred use order are listed in Table 9-3.

Table 9-3—Port ID subtype enumeration

1D subtype ID basis References
0 Reserved —
1 Interface alias ifAlias (IETF RFC 2863)
2 Port component entPhysical Alias when entPhysicalClass has avalue
‘port(10)’ or ‘backplane(4)’ (IETF RFC 2737)

3 MAC address MAC address (IEEE Std 802-2001)
4 Network address networkAddress
5 Interface name ifName (IETF RFC 2863)
6 Agent circuit ID agent circuit ID (IETF RFC 3046)
7 Locally assigned local T

8-255 Reserved —

*networkAddressis an octet string that identifies a particular network address family and an asso-
ciated network address that are encoded in network octet order. An IP address, for example,
would be encoded with the first octet containing the IANA Address Family Numbers enumer-
ation value for the specific address type and octets 2 through n containing the address value (for
example, the encoding for CO-A8-FE-OA would indicate the IP version 4 address

192.168.254.10).

Tlocal isan alpha-numeric string and is locally assigned.

Copyright © 2005 IEEE. All rights reserved.
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9.5.3.3 port ID

The port ID field is an alpha-numeric string that contains the specific identifier for the port from which this
LLDPDU was transmitted. Because chassis ID and port 1D values are concatenated to form the local MSAP
identifier, the value chosen from Table 9-3 for the port ID shall be non-null.

9.5.3.4 Port ID TLV usage rules

An LLDPDU shall contain exactly one Port ID TLV.

9.5.4 Time To Live TLV

The Time To Live TLV indicates the number of seconds that the recipient LLDP agent is to regard the

information associated with this MSAP identifier to be valid.

a) When the TTL field is non-zero the receiving LLDP agent is notified to completely replace all
information associated with this MSAP identifier with the information in the received LLDPDU.

b) When the TTL field is set to zero, the receiving LLDP agent is notified all system information
associated with the LLDP agent/port isto be deleted. This TLV may be used, for example, to signal
that the sending port has initiated a port shutdown procedure.

The Time To Live TLV is mandatory and shall be the third TLV in the LLDPDU. Its format is shown in
Figure 9-6.

TLV information

TLViype =3 string length =2

time to live (TTL)

7 bits 9 bits 2 octets

Figure 9-6—Time To Live TLV format
9.5.4.1time to live (TTL)

The TTL field shall contain an integer value in the range 0 < t < 65535 seconds and shall be set to the
computed value of tXTTL at the timethe LLDPDU is constructed (see 10.5.4.1).

9.5.4.2 Time To Live TLV usage rules
An LLDPDU shall contain exactly one TimeTo Live TLV.
9.5.5 Port Description TLV

The Port Description TLV alows network management to advertise the IEEE 802 LAN station’s port
description. The format for thisTLV isshown in Figure 9-7.
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TLV information .
TLV =4 .
type string length port description
7 bits 9 bits 0 < n < 255 octets
|«}——— TLV header P} TLV information string ————J»

Figure 9-7—Port Description TLV format

9.5.5.1 TLV information string length
The TLV information string length field shall contain the exact length, in octets, of the port description field.
9.5.5.2 port description

The port description field shall contain an alpha-numeric string that indicates the port’s description. If RFC
2863 isimplemented, the ifDescr object should be used for this field.

9.5.5.3 Port Description TLV usage rules
An LLDPDU should not contain more than one Port Description TLV.
9.5.6 System Name TLV

The System Name TLV alows network management to advertise the system’s assigned name. The format
for thisTLV isshown in Figure 9-8.

TLV type =5 TLV_Information system name
string length
7 bits 9 bits 0 < n< 255 octets
|-}——— TLV header ] TLV information string ———Jp

Figure 9-8—System Name TLV format

9.5.6.1 TLV information string length
The TLV information string length field shall contain the exact length, in octets, of the system name.
9.5.6.2 system name

The system name field shall contain an apha-numeric string that indicates the system’s administratively
assigned name. The system name should be the system’s fully qualified domain name. If implementations
support IETF RFC 3418, the sysName object should be used for this field.
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9.5.6.3 System Name TLV usage rules
An LLDPDU should not contain more than one System Name TLV.
9.5.7 System Description TLV

The System Description TLV allows network management to advertise the system’ s description. The format
for thisTLV isshown in Figure 9-9.

TLV type = 6 TLV information

h system description
string length

7 bits 9 bits 0 < n < 255 octets

|——— TLV header ——Jp{<}—— TLV information string ———

Figure 9-9—System Description TLV format

9.5.7.1 TLV information string length

The TLV information string length field shall indicate the exact length, in octets, of the system description.
9.5.7.2 system description

The system description field shall contain an apha-numeric string that is the textual description of the
network entity. The system description should include the full name and version identification of the
system's hardware type, software operating system, and networking software. If implementations support
IETF RFC 3418, the sysDescr object should be used for thisfield.

9.5.7.3 System Description TLV usage rules

An LLDPDU should not contain more than one System Description TLV.

9.5.8 System Capabilities TLV

The System Capabilities TLV is an optional TLV that identifies the primary function(s) of the system and
whether or not these primary functions are enabled. Figure 9-10 shows the format of thisTLV.

TLV t -7 TLV information system enabled
ype = string length = 4 capabilities capabilities
7 bits 9 bits 2 octets 2 octets
l«f——— TLV header P TLV information string ——Jm|

Figure 9-10—System Capabilities TLV format
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9.5.8.1 system capabilities

The system capabilitiesfield shall contain a bit-map of the capabilities that define the primary function(s) of
the system. The bit positions for each function and the associated MIB or standard that are likely, but not
guaranteed, to be supported arelisted in Table 9-4. A binary one in the associated bit indicates the existence
of that capability. Individua systems may indicate more than one implemented functional capability (for

example, both a bridge and router capability).

Table 9-4—System capabilities

Bit Capability Reference
0 Other —
1 Repesater IETF RFC 2108
2 Bridge IETF RFC 2674
3 WLAN Access Point IEEE 802.11 MIB
4 Router IETF RFC 1812
5 Telephone IETF RFC 2011
6 DOCSIScabledevice | IETFRFC 2669 and
IETF RFC 2670
7 Station Only * IETF RFC 2011
8-15 reserved —

"The station only capability is intended for devices that implement
only an end station capability. Bit 7 should not be set in conjunc-
tion with any other hits.

9.5.8.2 enabled capabilities

The enabled capabilities field shall contain a bit map of the primary functions listed in Table 9-4. A binary
onein abit position indicates that the function associated with that bit is currently enabled.

9.5.8.3 System Capabilities TLV usage rules
An LLDPDU should not contain more than one System Capabilities TLV.

If the system capabilities field does not indicate the existence of a capability that the enabled capabilities
field indicates is enabled, the TLV will be interpreted as containing an error and shall be discarded.

9.5.9 Management Address TLV

The Management Address TLV identifies an address associated with the local LL DP agent that may be used
to reach higher layer entities to assist discovery by network management. The TLV also provides room for
the inclusion of both the system interface number and an object identifier (OID) that are associated with this
management address, if either or both are known. Figure 9-11 shows the Management Address TLV format.
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TLv management | management interface | . OID )
TLV information address address management numbering interface string object
— i i ifi
type =8 Isetr:gt% string length subtype address subtype number length identifier
7 bits 9 bits 1 octet 1 octet 1-31 octets 1 octet 4 octets | 1 octet 0-128
octets
g management > < : >
address string OID string
g TLV > TLV information string
header < 9 < n< 167 octets >

Figure 9-11—Management Address TLV format

9.5.9.1 TLV information string length

The TLV information string length field shall contain the length, in octets, of al the fields in the TLV
information string.

9.5.9.2 management address string length

The management address string length field shall contain the length, in octets, of the (management address
subtype + management address) fields.

9.5.9.3 management address subtype

The management address subtype field shall contain an integer value indicating the type of address that is
listed in the management address field. Enumeration for this field is contained in the
ianaA ddressFamilyNumbers module of the IETF RFC 3232 on-line database that is accessible through a
web page (currently, http://www.iana.or g). The management address subtype is contained in the first octet
of the management address string.

9.5.9.4 management address

The management address field shall contain an octet string indicating the particular management address
associated with thisTLV.

a) Thereturned address should be the most appropriate for management use, typically alayer 3 address
such as the IPv4 address, 192.168.254.10 (see also Table 9-2, footnote 1).

b) If no management addressis available, the return address should be the MA C address for the station
or port.

9.5.9.5 interface numbering subtype

The interface numbering subtype field shall contain an integer value indicating the numbering method used
for defining the interface number. Three values are currently defined:

1)  Unknown.
2)  ifIndex.
3)  system port number.

Documents

28 Copyright © 2005 ILEE. All nghtéesaweent Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 02:30:14 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AB-2005


http://www.avadocuments.com/doc/ieee-802-1ab-2005
http://www.avadocuments.com/doc/ieee-802-1ab-2005

IEEE
STATION AND MEDIA ACCESS CONTROL CONNECTIVITY DISCOVERY Std 802.1AB-2005

9.5.9.6 interface number

The interface number field shall contain the assigned number within the system that identifies the specific
interface associated with this management address. If the value of the interface subtype is unknown, this
field shall be set to zero.

9.5.9.7 object identifier (OID) string length

The object identifier string length field shall contain the length, in octets, of the OID. A vaue of zero in this
field indicates that the OID field is not provided.

9.5.9.8 object identifier

The object identifier field contains an OID that identifies the type of hardware component or protocol entity
associated with the indicated management address. The OID shall be the value portion of the ASN.1
encoding of the object identifier [ASN.1]. If no OID isavailable, thisfield shall not be provided.

NOTE—The interface number and OID are included in this TLV to assist NMS discovery by indicating Enterprise
Specific or other starting points for the search, such asthe Interface or Entity MIB.

9.5.9.9 Management Address TLV usage rules

Management Address TLV's are subject to the following:
a) Atleast one Management Address TLV should be included in every LLDPDU.

b) Since there are typicaly a number of different addresses associated with a MSAP identifier, an
individual LLDPDU may contain more than one Management Address TLV.

c) When Management Address TLV(s) are included in an LLDPDU, the included address(es) should
be the address(es) offering the best management capability.

d) If morethan one Management Address TLV isincluded in an LLDPDU, each management address
shall be different from the management address in any other management address TLV in the
LLDPDU.

e) If no management addressis available, the M AC address may be used.
f) IfanOIDisincludedinthe TLV, it shal be reachable by the management address.

g) If the network system is a VLAN bridge that implements the port and protocol based VLAN
classification, every Management Address TLV that reports an address that is accessible on a port
and protocol VLAN through the particular port should be accompanied by a port and protocol
VLAN TLV that indicates the VLAN identifier (VID) associated with the management address
reported by this TLV (see F.3.2).

9.6 Organizationally Specific TLVs

This TLV category is provided to alow different organizations, such as |[EEE 802.1, IEEE 802.3, IETF, as
well as individual software and equipment vendors, to define TLVs that advertise information to remote
entities attached to the same media, subject to the following restrictions:

a) Information transmitted in an Organizationally Specific TLV is intended to be a one way
advertisement. The TLV shall not solicit a response and shall not provide an acknowledgement.

b) Information transmitted in an Organizationally Specific TLV shall be independent from information
inaTLV received from aremote port.

¢) Information transmitted in one Organizationally Specific TLV shall not be concatenated with
information transmitted in another TLV on the same mediain order to provide a means for sending
messages that are larger than would fit within asingle TLV.
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d) Information received in an Organizationally Specific TLV shall not be explicitly forwarded to other
ports in the system.

€) Organizationaly Specific TLVsshal conformto 9.4 and 9.6.1.

Each set of Organizationally Specific TLVs shall include associated LLDP MIB extensions and the
associated TLV selection management variables and MIB/TLV cross reference tables (for example, see F.6
and G.6). Systems that implement LLDP and that aso support standard protocols for which
Organizationally Specific TLV extension sets have been defined shall support all TLVsand the LLDP MIB
extensions defined for that particular TLV set.

Annex F and Annex G contain currently defined Organizationally Specific TLV's for IEEE 802.1 and |EEE
802.3, along with their associated LLDP MIB extensions and LLDP MIB/TLV cross reference tables.
Organizations wishing to define TLVs for their use should use these annexes as examples. Future TLV
definitions for |EEE 802 working groups should be included in annexes to this standard.

9.6.1 Basic Organizationally Specific TLV format

The basic format for Organizationally Specific TLVsisshown in Figure 9-12.

TLV tvpe = 127 TLV information SL?aS:%t&T?ﬁIz organizationally organizationally defined
type = string length a (oul) defined subtype information string
7 bits 9 bits 3 octets 1 octet 0<n <507 octets
TLV information string
l«f——  TLV header - 4-511 octets P

Figure 9-12—Basic format for Organizationally Specific TLVs
The following subclauses indicate how the individual fields shall be defined.
9.6.1.1 TLV type

The same Oganizationally Specific TLV type value, 127, shall be used for all organizationally defined
TLVs.

9.6.1.2 TLV information string length
The TLV information string length field shall contain the length of the information string, in octets.

9.6.1.3 organizationally unique identifier (OUI)

The organizationally unique identifier field shall contain the organization's OUI as defined in Clause 9 of
| EEE Std 802-2001.

9.6.1.4 organizationally defined subtype

The organizationally defined subtype field shall contain a unique subtype value assigned by the defining
organization.

NOTE—Defining organizations are responsible for maintaining listings of organizationally defined subtypesin order to
assure unigueness.
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9.6.1.5 organizationally defined information string

The actual format of the organizationally defined information string field is organizationally specific and
can:

a) Contain either binary or apha-numeric information that is instance specific for the particular TLV
type and/or subtype. Alpha-numeric information should be encoded in UTF-8 (IETF RFC 3629).

b) Include one or more information fields with their associated field-type identifiers and field length
designators similar to those in the Management Address TLV (see 9.5.9).

9.6.2 Organizationally Specific TLV usage rules

Organizations defining their own Organizationally Specific TLVs should include a subclause that defines
any specific usage rules and/or specific conditions that will affect how the receiving LLDP agent shall treat
the TLV.

The Organizationally Specific TLV usage rules should include:

a) The number of Organizationally Specific TLVs that may be contained in an LLDPDU and any
additional information field subtypes that would identify differences between two TLVs with the
same OUI and organizationally defined subtype (for example, see F.3.3 ).

b)  Any error conditions that are specific to the particular Organizationally Specific TLV and the action
that will be taken for each defined error condition (see F.3.3 b and c).
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10. The protocol

This clause describes the protocol for a single port where the local LLDP agent manages L LDP operations
for that port.

Thelocal LLDP agent is responsible for causing the following tasks to be performed:
a) Maintaining current information in the LLDP local system MIB.

b) Extracting and formatting LLDP local system MIB information for transmission to the remote port
LLDP agent(s) at regular intervals or whenever there is a change in the system condition or status.

¢) Recognizing and processing received LLDP frames.
d) Maintaining current valuesin the LLDP remote system MIB.

€) Setting the variables somethingChangedLocal and somethingChangedRemote to notify the PTOPO
MIB manager and MIB managers of other optional MIBs whenever a value or status change has
occurred in one or more objects in the LLDP local system LLDP remote systems MIB.

LLDP allows implementations that support three different operating modes: transmit only mode, receive

only, or both transmit and receive. Implementations of this protocol shall conform to the specifications each
subclause indicated in Table 10-1 for the operating mode being implemented.

Table 10-1—Subclause/operating mode applicability

Subctause Subclausetitle Tranemit | Reostve: | TS
receive
10.1.1 LLDP transmit module initialization M — M
10.2.1 LLDP receive module initiaization — M M
10.2 Frame transmission M — M
10.3 Frame reception — M M
104 Notational conventions used in state machines M M M
105.1 Global variables M M M
10.5.2 Statistical counters M M M
10.5.21 Transmission counters M — M
10.5.2.2 Reception counters — M M
10.5.3 Timers M M M
10531 Transmit state machine timers M — M
10534 Recelve state machine timers — M M
10.5.3.3 Transmit state machine timing parameters M — M
10.5.34 Recelve state machine timing parameters — M M
10.54 Transmit state machine M — M
1055 Recelve state machine — M M
*M = mandatory
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10.1 Protocol initialization

Because the local LLDP agent may be configured to both transmit and receive LLDP frames, to only
transmit LLDP frames, or to only receive LL DP frames, separate protocol initialization processes are needed
for frame transmission and reception.

10.1.1 LLDP transmit module initialization

During LLDP initialization or re-initiaization of the transmit module, the local LLDP agent shall perform
the following tasks:

a) If applicable, either the non-volatile configuration for the LLDP local system MIB shall be retrieved
or the appropriate default values shall be assigned to all LLDP configuration variables.

b) The interna (implementation specific) data structures shall be initialized with appropriate local
physica topology information.

¢) Thevariable somethingChangedL ocal shall be set to FALSE
d) Appropriate values shall be set for the following timing parameters:

1) reinitDelay.

2) msgTxHold.
3) msgTxInterval.
4) txDelay.

€) The variable adminStatus shall be interrogated to determine whether initialization should proceed
further. If the value of adminStatusis ‘disabled’, LLDP transmit module initialization shall be halted
until the variable portEnabled is equal to TRUE and the value of adminStatus is either of the
following:
1) enabledTxRx: thelocal LLDP agent can both transmit and receive LLDP frames.

2) enabledTxOnly: the local LLDP agent can only transmit LL DP frames.

NOTE—It is both permissible and recommended to introduce a degree of stagger into starting the LLDP local agent
initialization in multi-port implementations so that the timing of LLDP frame transmission cycles can be distributed
among system ports. The method of accomplishing the stagger is an implementation issue and is beyond the scope of
this standard.

10.1.2 LLDP receive module initialization

After the variable portEnabled is equal to TRUE, the LLDP receive moduleisinitialized or re-initialized for
frame reception. During this process, the local LLDP agent shall perform the following tasks:

a) Thevariable tooManyNeighbors shall be set to FALSE.

b) The adminStatus object shall be interrogated to determine whether initialization should proceed
further. If the value of adminStatusis ‘disabled’, LLDP receive initialization shall be halted until the
value of adminStatus is one of the following:

1) enabledTxRx: thelocal LLDP agent can both transmit and receive LLDP frames.
2) enabledRxOnly: the local LLDP agent can only receive LLDP frames.
c) Allinformation in the remote systems MIB associated with this port shall be deleted.

10.2 Frame transmission

Frame transmission is a combined responsibility of the LLDP MIB manager and the LLDP transmit module.
LLDP transmission shall conform to the following:
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a) Anactive LLDP agent enabled for transmission shall initiate an L LDP frame transmission whenever
either of the following events occur:

1) Expiration of the transmission countdown timing counter, txTTR, associated with the LLDP
local system MIB.

2) A condition (status or value) change in one or more objectsin the LLDP local system MIB.

b) To prevent a series of successive LLDP frame transmissions during a short period due to rapid
changesin LLDP local systems MIB objects and to increase the probability that multiple, rather than
single changes are reported in each frame, the local LLDP shall limit the LLDP frame transmission
rate through use of a variable transmit delay timer that may be set by network management.

c) The LLDP agent shall suppress the transmission of multiple frames during a single transmission
cycle if frame transmission cannot be restricted to a single port, but rather is transmitted through a
group of ports attached to the same LAN segment (for example, in a repeater). In this case, asingle
port in the port group should be selected (in an implementation specific manner) to represent the
port group. An LLDP agent should represent port groups as “backplanes”, in the LLDP local system
MIB (and in the entPhysical Table of the Entity MIB, rather than individual portsin either the Entity
MIB or Interfaces MIB).

d) Actua transmission intervals for different ports on the same multi-port implementation should be
staggered to prevent synchronization effects.

10.2.1 LLDPDU construction

Two types of LLDPDUSs are defined:
a) Normal LLDPDUs where the purposeisto provide management information about the local station.

b) A specia shutdown advisory LLDPDU indicating that the information about the local station that is
maintained in the remote LL DP agent’ s remote systems MIB is about to become invalid.

10.2.1.1 Normal LLDPDU construction

The LLDP local system MIB shall contain the information needed for constructing individual TLV's and
shall include a capability that will allow network managers to select which optional TLVs are to be included
inthe LLDPDU (see 11.2.2).

When a new transmission cycleisindicated for an LLDP enabled port, the LLDP MIB manager shall extract
the selected information from the LLDP loca system MIB and shall construct an LLDPDU as defined in
9.1, containing:

a) Three mandatory TLVs as specified in 9.2:
1) ChassisID TLV (see9.5.2).
2) PortID TLV (see9.5.3).
3) TimeToLiveTLV, withthe TTL value set equal to tXTTL (see 9.5.4).

b) Additional optional TLVs from either the basic management set or from one or more
organizationally specific sets, as allowed by LLDPDU length restrictions and as selected in the
LLDP loca system MIB by network management (see Table 9-1, Table F-1, and Table G-1).

¢) AnEndOf LLDPDU TLV.

Optional TLVs from the basic management set, such as the Management Address TLV, with different TLV
type and subtype combinations as well as optional TLVs with different OUI and organizationally defined
subtype combinations from one or more organizationally specific sets may be included within the same
LLDPDU.
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When the LLDPDU is complete, the MIB manager shall re-initialize the txXTTR timing counter in the LLDP
local system MIB.

10.2.1.2 Shutdown LLDPDU construction

A special procedure exists for the case in which a LLDP agent knows an associated port is about to become
non-operational (for example, the adminStatus for the port is transitioning to ‘disabled’). In the event a port,
currently configured with LLDP frame transmission enabled, either becomes disabled for LLDP activity, or
the interface is administratively disabled, afinal LLDP shutdown LLDPDU may be sent with:

1) TheChassisID and Port ID TLVs.
2) TheTimeToLiveTLV withtheTTL field set to zero.
3) AnEndOf LLDPDU TLV.

The LLDPDU shall not include any optiona TLVs and should be transmitted before the interface is
disabled.

NOTE—There is an inherent race condition between an interface knowing it is going down and its ability to send “one
more frame.” If possible, the actua termination of the connection should be delayed until after this frame is transmitted.
In the event where adminStatus is transitioning to the disabled state and the LLDP agent will be shutting down, then this
shutdown procedure should be executed for all loca ports.

10.2.2 LLDP frame formatting/transmission

Upon receipt of an LLDPDU, the LLDP transmission module shall:

a) Prepend the appropriate source and destination addresses plus the LLDP Ethertype to the LLDPDU
asdefined in 8.1, 8.2, and 8.3 to complete the construction of the MA_UNITDATA .request.

b)  Utilize the services of the LLC to pass the MA_UNITDATA.request to the MAC for final frame
formatting and transmission.

c) Increment the statsFramesOutTotal counter.

10.3 Frame reception

LLDP frame reception consists of three phases: frame recognition, frame validation, and LLDP remote
systems MIB updating. All error checking is done during frame validation.

10.3.1 LLDP frame recognition

The frame recognition is done at the LLDP/L SAP (see Figure 6-2) where the following frame elements shall
be checked to determine whether:

a) Thedestination address value is the assigned LLDP_Multicast address defined in 8.1.
b) The Ethertype value isthe LL DP Ethertype defined in 8.3 for the particular frame format.

If both of the above conditions are TRUE, the global variable rcvFrame shall be set to TRUE and the frame
shall be sent to the LLDP receive module for validation.

10.3.2 LLDPDU validation

The receive module shall process each incoming LLDPDU asit is received. The statsFramesinTotal counter
for the port shall be incremented and the LLDPDU shall be checked to verify the presence of the three
mandatory TLVs at the beginning of the LLDPDU as defined in 9.2.

a) Thefirst TLV shall be extracted:
1) If theextracted TLV type value does not equal 1, the TLV isnot aChassisID TLV:
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i) TheLLDPDU shall bediscarded.

ii) The statsFramesDiscardedTotal and statsFramesinErrorsTotal counters shal both be
incremented.

iii) The variable badFrame shall be set to TRUE.
iv) The procedure rxProcessFrame() shall be terminated.

2) If the extracted TLV type value equas 1, and the chassis ID TLV information string length is
not within the range 2 < n < 256:

i) TheLLDPDU shall be discarded.

ii) The statsFramesDiscardedTotal and statsFramesinErrorsTotal counters shall both be
incremented.

iii) The variable badFrame shall be set to TRUE.
iv) The procedure rxProcessFrame() shall be terminated.

3) |If the extracted TLV type value equals 1, and the chassis ID TLV information string length is
within the range 2 < n < 256, the chassis ID value shall be extracted to become the first part of
the MSAP identifier.

b) Thesecond TLV shal be extracted:
1) If theextracted TLV type value does not equa 2, the TLV isnot aPort ID TLV:
i) TheLLDPDU shall be discarded.

ii) The statsFramesDiscardedTotal and statsFramesinErrorsTotal counters shall both be
incremented.

iii) The variable badFrame shall be set to TRUE.
iv) The procedure rxProcessFrame() shall be terminated.

2) If the extracted TLV type value equals 2, and the port ID TLV information string length is not
within the range 2 < n < 256:

i) TheLLDPDU shall be discarded.

ii) The statsFramesDiscardedTotal and statsFramesinErrorsTotal counters shall both be
incremented.

iii) The variable badFrame shall be set to TRUE.
iv) The procedure rxProcessFrame() shall be terminated.

3) If the extracted TLV type vaue equals 2, and the port ID TLV information string length is
within the range 2 < n < 256, the port ID value shal be extracted and appended to the
chassis ID vaue to compl ete construction of the MSAP identifier.

c) Thethird TLV shal be extracted:
1) If theextracted TLV typevalue does not equal 3,the TLV isnotaTimeToLive TLV.
i) TheLLDPDU shall be discarded.

ii) The statsFramesDiscardedTotal and statsFramesinErrorsTotal counters shall both be
incremented.

iii) The variable badFrame shall be set to TRUE.
iv) The procedure rxProcessFrame() shall be terminated.

2) If the extracted TLV type value equals 3, and the Time To Live TLV information string length
islessthan 2:

i) TheLLDPDU shall be discarded.

ii) The statsFramesDiscardedTotal and statsFramesinErrorsTotal counters shall both be
incremented.

iii) The variable badFrame shall be set to TRUE.
iv) The procedure rxProcessFrame() shall be terminated.
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