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Abstract: How all or part of a network can be secured transparently to peer protocol entities that
use the MAC Service provided by IEEE 802® LANs to communicate is specified in this standard.
MAC security (MACsec) provides connectionless user data confidentiality, frame data integrity, and
data origin authenticity.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/I[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE-SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: merchantability; fitness for a particular purpose;
non-infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE
disclaims any and all conditions relating to: results; and workmanlike effort. IEEE standards documents are supplied
“AS 1S” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE does not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. An official IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://iceexplore.icee.org or contact IEEE at
the address listed previously. For more information about the IEEE SA or IEEE’s standards development process, visit
the IEEE-SA Website at http://standards.iece.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on the IEEE-SA Website at
http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is
willing or unwilling to grant licenses under patent rights without compensation or under reasonable rates, with
reasonable terms and conditions that are demonstrably free of any unfair discrimination to applicants desiring to obtain
such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.1AE-2018, IEEE Standard for Local and metropolitan area networks—
Media Access Control (MAC) Security.

The first edition of IEEE Std 802.1AE was published in 2006. The first amendment,
IEEE Std 802.1AEbn™-2011, added the option of using the GCM-AES-256 Cipher Suite. The second,
IEEE Std 802.1AEbw™-2013, added the GCM-AES-XPN-128 and GCM-AES-XPN-256 Cipher Suites.
These extended packet numbering Cipher Suites allow more than 232 frames to be protected with a single
Secure Association Key (SAK) and so ease the timeliness requirements on key agreement protocols for very
high speed (100 Gb/s plus) operation. The third amendment, IEEE Std 802.1AEcg™-2017, specified
Ethernet Data Encryption devices (EDEs) that provide transparent secure connectivity while supporting
provider network service selection and provider backbone network selection as specified in
IEEE Std 802.1Q™.

This revision, IEEE Std 802.1AE-2018, incorporates the text of [EEE Std 802.1AE-2006 and amendments
IEEE Std 802.1AEbn-2011, IEEE Std 802.1AEbw-2013, and IEEE Std 802.1AEcg-2017.

Relationship between IEEE Std 802.1AE and other IEEE 802° standards

IEEE Std 802.1X™-2010 specifies Port-based Network Access Control, provides a means of authenticating
and authorizing devices attached to a Local Area Network (LAN), and includes the MACsec Key
Agreement protocol (MKA) necessary to make use of IEEE Std 802.1AE.

IEEE Std 802.1AE is not intended for use with IEEE Std 802.11™. That standard also uses
IEEE Std 802.1X, thus facilitating the use of a common authentication and authorization framework for
LAN media to which this standard applies and for Wireless LANs.

Documents

8 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Uni\/%?S?tY/rlgg\t/vgo%%lg (I)IEIE-e . rfj\lallrggggorfésg%ggﬂ:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

Contents

1 OVETVIEW ...teeiiietie et ette et e it e st e ebeesteesebeesteeesaesateessseeasaessseanseassseansaassseesseesssaanseenssesnsaenssassseensnenssennes 16
1.1 TNETOAUCTION. ...ttt ettt e e et e st e eabeesbaeesbe e saesssaenseesnseensnensaesnsaenseennsas 16
1.2 N 1o oSS PUSRI 17
2 NOTMALIVE TETETEICES ...euvvieuvieeeieeieeitieeteetee st e e te et e teeteesteesbeesseessseessaessseeseessseesseesssessseessseenseenseens 18
3 DETINTLIONS ...viivieiieeit ettt ettt et e et e et esbe et e e s b e esbeesseesssaeseessseensaenssesnsaasssassseesssennseenes 19
4. AbDbreviations and ACTOMYITIS ........cccueeriieiiierieeriesteerteesiteeteesteeteessseesseessseasseesseessseessessseesssessseesseens 23
5. CONTOIMANCE. ....c.ueiiiieeeieeiieie et eteeetteeteestteeteeteessteeseessseesseeasseanseasssesnseessseanseenssesnseesssessseesseenssennss 25
5.1 Requirements terminOlOZY .......cccuieriierieeiieiieeieeieeieeete et staeete et esaeeteeseaeeaeessaeenseessneenss 25
5.2 Protocol Implementation Conformance Statement (PICS)........ccccocvvvviievienciienienie e, 25
53 MAC Security ENtity reqUITEMENTS ......cccvervieriieriieiienieeieesieeeieesieesveeaeesreeseesseesseesseensnes 26
5.4 MAC Security ENtity OPtIONS ..cccueeriieiiieriieiiieiieesiierieeieeiee e esieeseveeseesseesseesssessseenseesssennses 27
5.5 EDE CONTOIMANCE........ccueiiiiiiiieiieiieeiteeiee et estteetteeteesteeteestaeebeesteesssaenseessseenseesssesnseenseennses 27
5.6 EDE-M CONTOIMMANCE ... cecuvieiieriieeiieiieeieeteestteeteeteesteeseestaeesseessaessseenseesssesseessessnsessssesnses 28
5.7 EDE-CS CONTOIMANCE.......eiiiiiieiieeiieiiieeieecite st eteeiee ettt steesteessaeebeessseessaessnesnseensnennsas 28
5.8 EDE-CC CONTOIMANCE ....cvvieiieeiieeiieiieeiieeieestieeeeeteesteeeteestaessseesseessseenseessseenseesssesnsessssennses 29
5.9 EDE-SS CONTOIMANCE .....ocvviiiiiiiieciieciie ettt ettt ettt ae et e ssbeeseessseenaeessnesnbeensnennses 29
6. Secure provision 0f the MAC SEIVICE .......ccuveruieriieriierieeiiiereeete et e sreesteesebeesseesseessseesssesseesssesseenes 30
6.1 MAC Service primitives and ParameterS........ccverueerreerierireereeerieerieesseeesseesseesseesseessseesseesnnes 30
6.2 MAC SEIVICE CONMECLIVILY..eevvieieiiiesreeieeritesteeteeteesteeteestaeeseesseesseeseessseeseesssesnseesseesnses 32
6.3 Point-to-mMultipoint LANS.......cccciiiiieiie ettt ettt te et e s aeebeesbeeaeesseeenbeessneeneas 32
6.4 MAC StAtUS PATAIMELETS ...c.vveeurieeeieetierteeeereeteesteensresteesteeseessaeeseesseessseesseessseesseesssesssessseesnses 33
6.5 MAC pOInt-tO-POINt PATAIMETIETS. ......verureereerrrerieeireeteesreeseestreeseesseesseesseessseesseesssesssessseennses 33
6.6 SECUTTLY TNICALS ...eevveeiieiiie ettt ettt et e et eete e s beebeesabeebeessaeesbeesseessseessseenseenseens 34
6.7 IMACSEC CONMECLIVILY 1.uveeevriiiieieieeieeiieeeteeteesttesteeteesteeseessaeesseesseessseeseessseenseesssesnsessseennses 35
6.8 IMACSEC UATANTEES ...eeuveeeerienrieeieeieesireeteeteesstesseeesseessseesseessseasseesseessseesseessseesseesssesnsessseennses 35
6.9 SECUITLY SEIVICES .euvveeureetieetiesiieitreesieesttesteessaeeseeseessseesseessseesseesssessseesseessseesssesssesssseessesssenns 36
6.10  Quality of Service MaAINtENANCE ........cecuviriierrierieetieiee et etee e eteesteeveeseeessbeesseessbeessnessseenes 37
7. Principles of secure NnetWork OPEIation..........cccuieeiierierieniieiieeieeeeste et e sveete e e ebeeseeebeeseneenseenes 39
7.1 Support of the secure MAC Service by an individual LAN .........cccoovveevieicienieeeesieeeeee 39
7.2 Multiple instances of the secure MAC Service on a single LAN.........cccccovviievieniieecieennenen. 44
7.3 Use Of the SECUTE MAC SEIVICE.....ccuviriieiieiieeieeitieiteeteesiteeteesteesteesseesssesseesseesseesssessseenes 45
8. MAC Security protoCOl (IMACSEC) .....eccuiiirreieerieeiieerieesttesteesteeseteesseessseesseesssesseesssessseesssesseesseesnses 48
8.1 Protocol design reqUITEIMENTS. ......ccuueiiiereeereeriieeeeeieeeteeteesteeebeesteessseeseesnseeseesseesnseenseennses 48
8.2 Protocol SUPPOTt TEQUITEIMENTS .....eevveeireeiieiieeieerieeieesteeteesteeesteesseessseeseeseneenseesssesnseesseennses 51
8.3 IMACSEC OPETALION ...veeueieeerieiieeiieeieesieeeteesteessteeseestaesseesseesssaesseessseasseenssesnseesssessseesseennseenses 53
9.  Encoding of MACsec Protocol Data UnitS..........coiiieriiiiiienieieniceieeiee et 55
9.1 Structure, representation, and eNCOAING.........cecviiiriirieiiririe e 55
9.2 IM@JOT COMPOMNENES ....veenereeerierreeieeieeseeeseesteessteeseesaeaseesseesssaesseessseasseesssesnseesssessseessesssseeses 55
9.3 MAC SECUTTEY TAG ..ttt ettt ettt sttt ettt e et eaeebesaeseeseenes 56
9.4 MACSEC EtREITYPE ..eeenvieiieeiieiece ettt ettt et te et e s saeenteesebeenaeessaeenbeessneensas 56
Documents
9 Document Sharing Hub

ht © 201§ (I)E'E_e. All ri

Authorized licensed use limited to: Tsinghua UnivCe(r)Srl)tY/rlgownloade n ruary%@?orfésg{\éggztz:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

9.5 TAG Control Information (TCI).......cccueeeuieiiieieeiiesie ettt see e 57

9.6 Ass0Ciation NUMDET (AN) ...ccuiiiiieiieiiieiie et eeie et et e stteesteesaeeteesbeesseesaressseesssassseesssessseenes 58
9.7 Short Length (SL) ...ceueeieiee ettt sttt sttt sn e e e e nee e ees 58
9.8 Packet NUMDET (PIN) ...c.uiiiiiiiiiie ettt sttt be et e s beebeesabeessaessseenbeessnaennas 58
9.9 Secure Channel Identifier (SCI) .....cccuiecuieiiieiieie ettt ae s 59
.10 SECUIE DAtA.....eviiiiiiiiieie et e et e e et e e e e et ar e e e e eeeata e e e e e arraeaeeananaes 59
9.11 Integrity check value (ICV) ..ot s 59
L2 B D 1 G R 1§ T Fo 1 o) s USROS 60
10.  Principles of MAC Security Entity (SeCY) OPEration ..........ccecceveeierieerienieeiene e 61
TO.1  SECY OVEIVICW ..ottt e et e e e e e et e e et e e eeaeeeeeaaeeeeateeeenneeaeseeeeenneeeenns 61
10.2  SECY fUNCHIONS ...ttt et e e et e e e e e et eeeeaeeeeenteeeenaeeeeneeeeenreeeenns 62
10.3 MoOdel Of OPETALION. ... coitieiiiiieiieit ettt ettt sttt ettt et et beeneeteeneesneenes 63
10.4  SECY AICHITECTUIE ....c.uveiieeeiee ettt et e e e e et e e e et e e eeaaeeeeaeeeeenneeeenns 63
10.5  Secure frame ZeNEIation ..........ccoeieoiereeriereeeierieteeie ettt et e et e et ete et e tesseeeeeseeneeeneenaeene 65
10.6  Secure frame VerTfiCAtION .......c..ooiiuiieieiie e e e et e e eaeeeenns 68
10.7  SECY MANAZEIMENL ......eiiiiiiiiiiieetieite ettt ettt et sat et esbe e st esbtesate e baesateebeesmteebeenas 72
10.8  AdQAIESSING ...ttt ettt ettt ettt ettt et et e et s et et e saeemee e st et e e ee et e ne et e ene et e eneenaeene 85
LI T s 5 101 & L7 85
10.10 SecY performance reqUITCIMENLS. .........eeverueeeerteeeieeeeeeeeeeteeseeseeeeesseesesreensesseenseeneenseeneenseenes 86
L1, MAC SECUIILY TN SYSTEIIIS ...eueetieuietertietesteeteeteete st eeeseeeeesaeeeesteenseseeneesseeneesseeneeeseenseeneensesseensennenn 87
11.1  MAC Service INterface StACKS. .........ooiuiiiiiiie it e et eeeaeeeenns 87
11.2 MACGCSEC iN €Nd StALIONS .....eeiieeiieeeiee ettt ee et e et e e e et e e e et e e eeaaeeeeaeeeeenseeeenes 88
11.3 MACSEC i MAC BIIAZES. ...t eueeiieiieie ettt sttt eae et nae e 89
11.4 MACsec in VLAN-aWare Bridges.........ccoveeieiirieiieieieieee st e 90
11.5 MACsec and Link AgEregation ..........ccoceeiiiieiiinieriri ettt 91
11.6  Link Layer Discovery Protocol (LLDP) ........ccciiiiiiiiiiiiieie st 92
11.7 MACsec in Provider Bridged NetWoOrks ...........cceoeiieiiiiinieie e 93
11.8  MACsec and multi-acCesS LANS......c..iiiiiii et 95
12, MAGSEC and EPON ...t e e e e e e e e e eeaae e e eaeeeeeaeeeeenns 97
13. MAC Security ENtity MIB.......c.cooioiiieiieeiiee ettt et eae et e e e e eeeeneas 98
13,1 INEEOAUCTION. ....eo i e e et e e e e e et eeeaaeeeeaaeeeeaeeeeenneeeenns 98
13.2  The Internet-Standard Management Framework .............coccooirirninieninieiinieceeecee e 98
13.3  Relationship to 0ther MIBS........cccooiiiiiiiiii e 98
13.4  Security CONSIACIATIONS .......ertieieieieieitieteete et iet et et eete et ee et e see bt en e steeneesteenteeneeneesneenseenean 100
13.5  Structure of the MIB MOAUIE ..........oooimiiiieieeeeeeeeee e 102
13.6  MAC Security Entity (SecY) MIB definitions ..........cccoeeereeririerieeneeiesieee e 107
I 031 s T3 g 31Tt 141
T4. 1 CIPRET SUILE TUSC . .eiiieiiitieiiiete ettt ettt ettt ettt e et et e st e e st e bt en e eteene et e eneeeneeneeeneeseenean 141
14.2  Cipher Suite Capabilities ........coeeuiiieiietieiie ettt ettt e eeeenae s 142
14.3  Cipher Suite SPECITICAtION ......eeiuieeieiiiiiieie sttt ettt ee e naeeneas 143
14.4  Cipher Suite CONTOIMANCE ......ccueruiiriiieieie ittt nae s 143
14.5 Default Cipher Suite (GCM-AES-128) ...c.ooiiiiieieieieee et 145
J4.6 GOMEEAES 256 .o et e ettt e e et e ete e eaaeeere e enaeenteeeaeeeneeeeaeeenreeereeenrean 146
147 GCM-AES-XPN-128 ... oot ettt et e e e et e e e e ete e eaeeenteesaeeenseesneeenseeereeennen 147
14.8  GOM-EAES-XPN-256....c.uii et eeee et eeee et eteeeeeeetesenaeeeseeeraeenseeeaesenseeeaesenreeereeensean 148
Documents
10 Document Sharing Hub

ht © 201§(I)E . All ri

Authorized licensed use limited to: Tsinghua UnivCeCr)Srl)tY/rlgownloade n Fe ruary%%?gorfésg{\éggztz:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

15.  Ethernet Data ENcryption de@VICES.......ccoiieiieriieierieiesie et ettt ettt st eeeseeensenneens 149

15.1  EDE CharacteriStiCS . ...cueeteruerieieuieuiriirtintententeeeiteiteiteteet ettt sttt et sbe b e saenes 149

15.2  Securing LANS With EDE-IMS ......cooiiiiiiieieiee et 150

15.3  Securing connectivity across PBINS ........cccoiiiiiiriiiiiieiee e 152

15.4  Securing PBN connectivity with an EDE-M ........cccoccoiiiiiiiiiiieeeeeee e 153

15.5 Securing PBN connectivity with an EDE-CS...........cccooiiiiiiiieeeeeeee e 154

15.6  Securing PBN connectivity with an EDE-CC ...........cccoooiiiiiiiiiieeeeee e 156

15.7  Securing PBN connectivity with an EDE-SS ..........ccociiiiiiiiieeeeee e 158

15.8  EDE INteroperability ........cccoeieriieieiiiiieiesieeiei ettt sttt nae s 159

15.9 EDES, CEM, and UNI ACCESS .....ooeuueiiiiiiiieieeeeeeeeieee ettt eeeeetee e e eeaae e e e e eesnaaeeesessaneeeeeens 160

16.  Using MIB modules to manage EDES .........cccoooiiiiiiiiiee et s 161
16.1  Security CONSIAETALIONS ..c..eoveuveureiieiiitiniententitcet ettt st ettt et ettt ebe b e e enes 161

16.2  EDE-M ManaQ@emeENT ......ccocueeruieriieiieeiienieesiteeiteeite et site et e st st esisesateesbeesabeesbeeseteenseenaeeen 161

16.3  EDE-CS ManaEemeNL..........cocueeriiriiiniieniieeieeniteniie et site et esite st esitesaseesbeesaseebeeseteenseenneeen 161

16.4 EDE-CC and EDE-SS Management...........ccceeierureuieniineeiesieeiienieeieseeeneeseeeeesneeeeseeenaesneas 161
Annex A (normative) PICS Proforma...........oocooieiiiiiiieeeseeee ettt 163
Al INEOQUCTION. ¢ttt sttt et ebe bbb b ee 163

A.2  Abbreviations and special SYMDOIS.........ccceoererieriiiiniiiininereneeeeeeeee e 163

A.3  Instructions for completing the PICS proforma.........cccccceevenirenenenenieiieieneenencnenecnenne 164

A4  PICS proforma for IEEE Std 802.1AE oo 166

A5 Major CAPADILILIES ..o.eeeeieiiieieieitieet ettt ettt ettt ae e naeenean 167

A.7  MAC status and point-to-point PAramELerS. ......ceeueeueeruerieierieeeeereeeeeeeeeeeeeeneeeneeeesneeseesneas 169

A.6  Support and use of Service Access POINtS ........ccooeiiiiiiiiiiiieeee e 169

A.8  Secure Frame GENETatioN. .........cceirireruerienienienieteteenie ettt ste sttt st s vt st ereeuesie e ssesse e 170

A9 Secure Frame VerifiCation ........cccocuvviriririnenenieiiinciteteese ettt 171

A.10  MACsec PDU encoding and decoding ............ccceeeeriirieienieieiieiesieeeeeee e 172

A.11 Key Agreement Entity LIMI........cooiiiiiiiiiee ettt 172

A12 ManA@EMENT  ...eeiiiiiiiiiie ettt sttt sttt st bt e sat e e b e et eans 173

A.13  Additional fully conformant Cipher Suite capabilities...........ccccevvueririeninieneeeeeeeeeee 177

A.14 Additional variant Cipher Suite capabilities..........ccccooveriiririeiiniee e 177
Annex B (informative) BiblIOSIaphy ........cooueiiieiiiieiee et 180
Annex C (informative) MACSEC tESt VECTOTS .....ccuvievueeriieiiierieesieesteesteesereesseessseesseeseessseesssesseessesssseesseses 182
C.1  Integrity protection (54-0ctet frame) ..........coeeieririeiieiiee et 183

C.2  Integrity protection (60-0ctet frame) ..........cecerieririeieriee et 188

C.3  Integrity protection (65-0Ctet frame) .........ceerueeieririeiereee ettt 193

C.4  Integrity protection (79-0ctet frame) ..........ceoeeierieieieriee e 198

C.5  Confidentiality protection (54-0ctet frame).........ccoocvevieririerieiiiiee e 203

C.6  Confidentiality protection (60-0Ctet frame)..........cooeeveerirrereeieieee e 208

C.7  Confidentiality protection (61-0Ctet frame)..........coocveoverirririeieieee e 213

C.8  Confidentiality protection (75-0Ctet frame).........ccoocveverirrenieiiiieereeeeeee e 218
Annex D (normative) PICS proforma for an Ethernet Data Encryption device .........cccooceiirienenieinnnene 223
D.l  INOAUCHION. ..c.uiititiietcicietccetet ettt sttt ettt ebe b b e nes 223

D.2  Abbreviations and special SYMDbOIS..........ccoevveriirierieiniininineeceeeeee e 223

D.3  Instructions for completing the PICS proforma...........cccccocevveneninenienenennininncncncneeee 224

D.4  PICS proforma for IEEE Std 802.1AE EDE ..o 226

D.5  EDE type and cCOMMON FEQUITEINENLS .........eeruerreeeeerieriineeeeesteeseenseeeeseeeneesseensesneeneesneensesneas 227

Documents
11 Document Sharing Hub

ht © 201§(I)E . All ri

Authorized licensed use limited to: Tsinghua UnivCeCr)Srl)tY/rlgownloade n Fe ruary%%?gorfésg{\éggztz:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

D.6  EDE-M CONFIGUIAION ....eoutiitieiiieieieeiieie sttt ettt ettt ee et et e e e e st eneeeneenaeenean 228

D.7  EDE-CS CONfigUIAtiONn .......coieiiiiuieieiieieeteeeetieite sttt sttt e s e e eneeneesneenaeenean 229
D.8  EDE-CC CONfIGUIAtION. ......eeieiiieeieiiiiieie ettt ettt ettt e e e e eneeneeeneenaeenean 229
D.9  EDE-SS CONfIGUIATION ...eoutiitieiieiieieiieeie ettt ettt ettt ee st et e s e e eneeneesneesaeenean 229
Annex E (informative) MKA operation for multiple transmit SCS .........ccooceeiirieiiniiineieeeeereeeiee 230
Annex F (informative) EDE Interoperability and PAE addresses .........ocveieririeiinieeneieeeeeeseeeeae 232
Annex G (informative) Management and MIB IeVISIONS .......cccocerieieriieiinieieseeieee e 235
G.1  COUNLET CRANZES.....c.eieuieiieeieie ettt ettt sttt et e et en e e nee e eneeneeeneenaeenean 236
G.2  Available CIPRer SUILES ......ccieiiiieiiieee ettt ettt sneenae s 237
Documents
12 Document Sharing Hub

Authorized licensed use limited to: Tsinghua um\%‘r’ﬁ&f'gﬁhﬁo%%lﬁ (I)Ir51 eb ﬁgrg%tiorfesg%%z:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

Figures

Figure 6-1 MACsec secured LAN with three Stations.........c.cceceveeeriiieneiieneneneeeeeeeeee e 30
Figure 6-2 MACsec Frame, VLAN TAG, and QOS .......ooovieiieiieeieeieciie et seae e 32
Figure 7-1 Two stations connected by a point-to-point LAN........ccccccivvieiiiierieniieeeeie e 40
Figure 7-2 Two stations in a CA created by MACsec Key Agreement ..........ccceeeeeeeneeieneeneeneenne. 40
Figure 7-3 Secure communication between tWo STAtiONS ..........coceeruerierienieniineenieecese e 41
Figure 7-4 Four stations attached to a shared media LAN .......ccoccoooiiiiiiiniiiineeceeeee 41
Figure 7-5 A CA including ports A, B, and C .......ccceeiiiiiiiiieeit et 42
Figure 7-6 Secure communication between three Stations ...........cooceeeveveerenieiiinieneeeeneee e 42
Figure 7-7 Secure Channel and Secure Association Identifiers ..........cccceveeririeniinieniciienneneeee 44
Figure 8-1 IMAICSEC ..ttt ettt et sttt et st sb e et b e e ettt n e bt et b e e 48
Figure 8-2 IMACSEC OPETALION ...ttt ettt ettt ettt st e ettt e e st e b eb e bt este bt estesbeeneesbeenees 54
Figure 9-1 MPDU COMPONENLS....veeeurieiiieieeiieeiteeeteesteesteesseeesteeseesseesssessseesseesssesssessssesssesssseessessses 56
Figure 9-2 SECTAG TOIMAL ... eeiiiiiiieiiecit ettt ettt et e e te et e s beeaeesebeessaeensessseessseenseens 56
Figure 9-3 MACseC EtherType eNCOAING .....ccvevvieriieriieiieriieeieeriteeee et sre e seeeeereeteeseaeevee e 57
Figure 9-4 MACsec TCI and AN ENCOAING ......ccvverieriiieiiieeieeieesieeie et sre et esieesene et e seaeevee e 57
Figure 10-1 LT e GO RPRSTUPRRRUSRRUP 61
Figure 10-2 SecY architecture and OPETAtION .........ccveerieeciiiiieerieeieesieeteeieeereeeesebeeseeeseaeeseesaseeneees 64
Figure 10-3 Management controls and counters for secure frame generation ...........cccecceevveecveenenne. 66
Figure 10-4  Management controls and counters for secure frame verification............ccccevevverveenenns 69
Figure 10-5 SeCY MANAZEA ODJECTS ...veeuvieiiieiiieiieiie et ettt ete et e eteeseeesbeeseaeseaeesteesssaesseessseeseenssenns 73
Figure 11-1 Direct support of the MAC Service by a media access method...........cccceeeevverienieenennne. 87
Figure 11-2  Provision of MAC Service with media-independent functions ...........cccceeeveerveecreennenne. 88
Figure 11-3 MACSEC N AN €N STALION ....vveeieieeeieeiieriie e eie et eeteestteeaeebeesbeeseessreesseessseeseessseenseensns 88
Figure 11-4  MACsec in a VLAN-unaware MAC Bridge.........ccccevvierienieiiiienieeieeeeereeieesve e 89
Figure 11-5  VLAN-unaware MAC Bridge Port with MACSEC.......c.ccovierieiiiienieeiieeeeveeieee e 89
Figure 11-6  Addition of MAC Security to a VLAN-aware MAC Bridge......ccccceevvvevveeciienienieeieenne, 90
Figure 11-7  IEEE 802.1Q VLAN-aware Bridge Port with MACSEC ......cccccveveeriieiieeieeieeeve e 90
Figure 11-8 MACsec and Link Aggregation in an interface Stack..........cccooeeeveeniieneencieenieenieeneene 91
Figure 11-9  IEEE 802.1Q VLAN-aware Bridge Port with MACsec and Link Aggregation.............. 92
Figure 11-10  MACSEC With LLDP .....oociiiiiiiiieieceee ettt sttt st enreete e s aeesee e 92
Figure 11-11 Internal organization of the MAC sublayer in a Provider Bridged Network................... 93
Figure 11-12  Interface stack for MAC Security to and across provider’s network............ccecveeeveeneenne. 93
Figure 11-13  Provider network with priority selection and aggregation..........ccccceeeveerveecreenieenveenneene 94
Figure 11-14  An example multi-access LAN .......cccviiiiiiiieiie ettt st ae e eee 95
Figure 11-15 Multi-access LAN interface stacki.........coocovieiiiiiiiiiininieceeceeeeeeeene 96
Figure 12-1 MACsec with EPON, showing SCs and SCBi...........ccccooiiiniiiininieeeeeeee, 97
Figure 13-1 MACSsec INterface Stack ........ccoeieiiiiiiiiieeic e 98
Figure 13-2  SeCY MIB StIUCIUIE.......coruiiuiiiiiiieieeiieeet ettt st 103
Figure 14-1 Cipher Suite Protect and Validate Operations ............cccveeeveerieeriveeneenieeseeeeeesieesaeenneens 141
Figure 15-1 EDE-Ms connected by a point-to-point LAN ........cccceiiievieerieiieeeecieeeeeee e 150
Figure 15-2  EDE-Ms securing a point-to-point LAN between Provider Bridges ..........ccccccceveenenne. 151
Figure 15-3 MACsec protected frame traversing @ PBN........ccccccveviiiiiiiiieiieeeecceeeee e 152
Figure 15-4  EDE-Ms securing point-to-point LAN connectivity across a PBN ..........cccccocnene 153
Figure 15-5 EDE-Ms securing multi-point PBN CONNECHIVILY .....cccveevveeriieiieeiieiiieeeeieeieesve e 154
Figure 15-6  Example network with an EDE-CS ..........cccooiiiiiiiiiiiieeeee et 155
Figure 15-7  EDE-CS connected to a PBN S-tagged interface...........cocceeveeieiieneeeiienieeieeiecie e 156
Figure 15-8  Using an EDE-CC with a C-tagged provider service interface ...........ccocceeeveerverveennnne 157
Figure 15-9  EDE-CC arChit@CtUIE ......ccueevuiiiiieiiesiiecie et eiee st etee st e e eseeesbeesaeeseseessaessseeseessneenseens 158
Documents
13 Document Sharing Hub

ht © 201§(I)E . All ri

Authorized licensed use limited to: Tsinghua UnivCe(r)Srl)tY/rlgownloade n Fe ruary%%?gorfésg{\éggztz:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

Tables

Table 9-1  MACsec EtherType alloCation..........ccceevviriieriieiiieiiieiee ettt sre e et esaeeeee e 56
Table 10-1 Management controls and SECTAG €NCOAING ......ccoveruirieriirieniiieeriee e 67
Table 10-2 Extended packet number recovery (€Xamples) ........cvereerviereenieeiieeneeeieenreereesieessaeesseenens 70
Table 10-3  SecY performance reqUITEMENTS. .......cceecvvierueereeriieeteereesreesteesseeeseeseesreesseeesseesseesseesseessns 86
Table 13-1 Use of ifGeneralInformationGroup ObBJECts .........ccoeeoueriieiiriieiiinieiereere e 99
Table 13-2 Use of ifCounterDiscontinuityGroup ODJECE........ccvieiierieiiieriieiieeieereesieesee e esiee e 100
Table 13-3  Use of ifStaCkTabIE ....cc.eooiiiiiiieiieee et e 100
Table 13-4 Use of ifStaCKGroup2 ODJECES ...ccuviiiiieieriieiieeiterieeeieesee e esteesteesreesseesereesseessseesseesssennns 100
Table 13-5 Controlled Port service management ............cccueeeeerieereeniienieeneeeieeseeereeseeesveesseessseenseens 104
Table 13-6 Transmit and receive SC Management ..........ccceecveerueerieeiiienienieeneeeeeeseesaeeseessseesseessnens 105
Table 13-7 Transmit and reCeIVE STATISTICS ...cverueeuertieiertieiieiiete ettt ettt ettt 106
Table 13-8 Cipher Suite iNfOIMAtION ........cccueiiiierieeiiieiieeie ettt siee e e seesebeessaeeeseebeessaeeseens 107
Table 14-1 MACSEC CIPRET SUILES....ccuvieiieitieiieeieestiecie et et ete e sttt esteesteesbeesseeseseessaessseeseessseenseens 144
Table 15-1 PAE GIoup AdAIESSES ...ccvieveeriiiiiieriieeieeitieeteesieesteesteeseteesteesseesseesseessseesssessseessessssessseens 159
Table 15-2 PAE Group AdAIeSS USE .....ccveevieriieeieeiiieriieeieeiteesteesieestteesteesseesseesseeseseessaessseessessssessseens 160
Table C-1  Unprotected frame (€XaAMPIE) ......ccueeeveeriieiieeiierieeieeeee ettt ere et eeaeereesaeeseessaeesaesanes 183
Table C-2 Integrity protected frame (€XampPle) ......c..ccvveevueerieiiiieiieiiieieecie et esee et seeeeae e 183
Table C-3 GCM-AES-128 Key and calculated ICV (eXample) ........cceveevieiriieneeeiieneeeieeeesve e 184
Table C-4 GCM-AES-256 Key and calculated ICV (eXample) ........ccoeveerieiriieneeeiienieeieeieeeve e 185
Table C-5 GCM-AES-XPN-128 Key and calculated ICV (example) .......ccceeeveeveeeiienieniieeniiecieenens 186
Table C-6 GCM-AES-XPN-256 Key and calculated ICV (example)........cceeeveeveeriieneeniieeniienieenens 187
Table C-7 Unprotected frame (€XaAMPIE) ......ccuveevieiiieiiieiiieiieeieeeee ettt ere et e e e eteesaeebeeseaeeaeeseeeas 188
Table C-8 Integrity protected frame (€XampPle) .........eccveerueerieriieiieiiieeeeee et eree et et eae e 188
Table C-9 GCM-AES-128 Key and calculated ICV (eXample) ........cceveevieiiieneeeiienieeieeieesve e 189
Table C-10 GCM-AES-256 Key and calculated ICV (eXample) ........ccoeveerieiiieneeeiienieeieeieesve e 190
Table C-11 GCM-AES-XPN-128 Key and calculated ICV (example) ........ccccoveveeriienveniennieenieenens 191
Table C-12 GCM-AES-XPN-256 Key and calculated ICV (example) ........ccceoveeveeeiienienieeniienieenens 192
Table C-13 Unprotected frame (€XaAMPIE) ......ccuveeveeiiieiiieiieeiieeieeree ettt ere et eeaeebeesaeebeestaeeseesaeens 193
Table C-14 Integrity protected frame (€Xample) .........ccvveerieeiieiiieiieiiieieeree ettt eve e e sae e 193
Table C-15 GCM-AES-128 Key and calculated ICV (eXample) ........cceeveevieiriieneeniienieeieeieesve e 194
Table C-16 GCM-AES-256 Key and calculated ICV (eXample) ........cceveerveiriieneeeiienieeieeeesve e 195
Table C-17 GCM-AES-XPN-128 Key and calculated ICV (example)........ccceevveveeriienvenieeniienieenene 196
Table C-18 GCM-AES-XPN-256 Key and calculated ICV (example)........cccceveveeeiienveecieenieenieenene 197
Table C-19 Unprotected frame (€XaAMPIE) ......ccvveeveeriieiieeiieiieeieeeee ettt ere et e eaeereeeaeebeesraeeaeeseneas 198
Table C-20 Integrity protected frame (€XampPle) .........ccvveevieerieriieiieiiieeeree e ere e e eaeeaee s 198
Table C-21 GCM-AES-128 Key and calculated ICV (eXample) ........ccoevveerieiriieneeeiienieeieeieeeve e 199
Table C-22 GCM-AES-256 Key and calculated ICV (eXample) ........ccoevveerieiriieneeniieieeieeieeeve e 200
Table C-23 GCM-AES-XPN-128 Key and calculated ICV (example) ........ccceevevveeiieneeecienniienveenens 201
Table C-24 GCM-AES-XPN-256 Key and calculated ICV (example).......ccceeeveevveeiieneencieenieenieenene 202
Table C-25 Unprotected frame (€XAMPIE) ......ccuveeieeriieiiieieerieeieeree ettt ere e e e eteesveereessaeeseeneneas 203
Table C-26 Confidentiality protected frame (€Xample)........cccvervveerieiiienienieeieeree et ve e 203
Table C-27 GCM-AES-128 Key, Secure Data, and ICV (eXample) .......ccceecvervreereenciienienieeiiesieeaens 204
Table C-28 GCM-AES-256 Key, Secure Data, and ICV (eXample) .......ccceevvervriereeeiienieeieeieesieeaens 205
Table C-29 GCM-AES-XPN-128 Key, Secure Data, and ICV (example).........cccceeeevierveecieeniencveennnnne 206
Table C-30 GCM-AES-XPN-256 Key, Secure Data, and ICV (example).........cccceevevierveecreeniencveennnns 207
Table C-31 Unprotected frame (€XaAMPIE) ......ccuveeueeiiieiiieiieiieeteeeee ettt ere et e e eteesaeeseesraeeseeneneas 208
Table C-32 Confidentiality protected frame (€Xample).......cccvevveerieiiieniienieeieeree et ve e 208
Table C-33 GCM-AES-128 Key, Secure Data, and ICV (eXample) ........cceccverviiereeeiienieeieeieeeveenens 209
Table C-34 GCM-AES-256 Key, Secure Data, and ICV (eXample) .......ccceevvervieereeeiienieeieerieenieeaens 210
Table C-35 GCM-AES-XPN-128 Key, Secure Data, and ICV (example).........cccceevevierveeieenienieennnnne 211
Table C-36 GCM-AES-XPN-256 Key, Secure Data, and ICV (example).........cccceeveriereeeieenieencveennnns 212
Table C-37 Unprotected frame (€XaAMPIE) ......ocuveeueeiiieiiieiierieeieeeee ettt ere et e e ebeesaeebeesraeeseenenes 213
Documents
14 Document Sharing Hub

ht © 201§(I)E . All ri

Authorized licensed use limited to: Tsinghua UnivCe(r)Srl)tY/rlgownloade n Fe ruary%%?gorfésg{\éggztz:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

Table C-38 Confidentiality protected frame (eXample)........ccccerireeririiereeierere e 213

Table C-39 GCM-AES-128 Key, Secure Data, and ICV (example) ........ccoceerereerieienieeneeeeeee e 214
Table C-40 GCM-AES-256 Key, Secure Data, and ICV (example) ........cccceererierinienieeneeeeeee 215
Table C-41 GCM-AES-XPN-128 Key, Secure Data, and ICV (example)........cceveeeereeneneeieneene. 216
Table C-42 GCM-AES-XPN-256 Key, Secure Data, and ICV (eXxample).......ccceveeeeniereneeeneene. 217
Table C-43 Unprotected frame (€XaAMPIE) ....ccueeueirueeiiriieieiiieieeit ettt see e 218
Table C-44 Confidentiality protected frame (eXample).........cccerieeeririereiierieee e 218
Table C-45 GCM-AES-128 Key, Secure Data, and ICV (example) ........ccoceeverieninienieienieeeeeee 219
Table C-46 GCM-AES-256 Key, Secure Data, and ICV (example) ........ccoceeverieninienieeneeeeeee 220
Table C-47 GCM-AES-XPN-128 Key, Secure Data, and ICV (example).......ccceveeveneeneneereneene. 221
Table C-48 GCM-AES-XPN-256 Key, Secure Data, and ICV (example).......cccevereerveieneereeneene. 222
Table F-1  Interoperability scenarios and PAE Addresses .........coverrriereeienienienieeieieee e 234
Documents
15 Document Sharing Hub

ht © 201§(I)E . All ri

Authorized licensed use limited to: Tsinghua UnivCe(r)Srl)tY/'.'lgownloade n Fe ruary%@?orfésgmggz(z:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

IEEE Standard for
Local and metropolitan area networks—

Media Access Control (MAC) Security

1. Overview

1.1 Introduction

IEEE 802® Local Area Networks (LANs) are often deployed in networks that support mission-critical
applications. These include corporate networks of considerable extent, and public networks that support
many customers with different economic interests. The protocols that configure, manage, and regulate
access to these networks typically run over the networks themselves. Preventing disruption and data loss
arising from transmission and reception by unauthorized parties is highly desirable, since it is not practical
to secure the entire network against physical access by determined attackers.

MAC Security (MACsec), as defined by this standard, allows authorized systems that attach to and
interconnect LANs in a network to maintain confidentiality of transmitted data and to take measures against
frames transmitted or modified by unauthorized devices.

MACsec facilitates

a)  Maintenance of correct network connectivity and services
b) Isolation of denial of service attacks
¢) Localization of any source of network communication to the LAN of origin

d) The construction of public networks, offering service to unrelated or possibly mutually suspicious
customers, using shared LAN infrastructures

e) Secure communication between organizations, using a LAN for transmission

f)  Incremental and non-disruptive deployment, protecting the most vulnerable network components.

To deliver these benefits, MACsec has to be used in conjunction with appropriate policies for higher-level
protocol operation in networked systems, an authentication and authorization framework, and network
management. IEEE Std 802.1X™ provides authentication and cryptographic key distribution.!

MACsec protects communication between trusted components of the network infrastructure, thus protecting
the network operation. MACsec cannot protect against attacks facilitated by the trusted components
themselves, and is complementary to, rather than a replacement for, end-to-end application-to-application

! Information on other references can be found in Clause 2.
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security protocols. The latter can secure application data independent of network operation, but cannot
necessarily defend the operation of network components, or prevent attacks using unauthorized
communication from reaching the systems that operate the applications.

1.2 Scope

The scope of this standard is to specify provision of connectionless user data confidentiality, frame data
integrity, and data origin authenticity by media access independent protocols and entities that operate
transparently to MAC Clients.

NOTE—The MAC Clients are as specified in IEEE Std 802®, IEEE Std 802.1Q™, and IEEE Std 802. 1x.2

To this end, it

a)  Specifies the requirements to be satisfied by equipment claiming conformance to this standard.

b) Specifies the requirements for MACsec in terms of provision of the MAC Service and the
preservation of the semantics and parameters of service requests and indications.

¢) Describes the threats, both intentional and accidental, to correct provision of the service.
d) Specifies security services that prevent, or restrict, the effect of attacks that exploit these threats.

e) Examines the potential impact of both the threats and the use of MACsec on the Quality of Service
(QoS), specifying constraints on the design and operation of MAC Security entities and protocols.

f)  Models support of the secure MAC Service in terms of the operation of media access control method
independent MAC Security Entities (SecY's) within the MAC Sublayer.

g) Specifies the format of the MACsec Protocol Data Unit (MPDUs) used to provide secure service.

h) Identifies the functions to be performed by each SecY, and provides an architectural model of its
internal operation in terms of Processes and Entities that provide those functions.

i)  Specifies each SecY’s use of an associated and collocated Port Access Entity (PAE,
IEEE Std 802.1X) to discover and authenticate MACsec protocol peers and its use of that PAE’s
Key Agreement Entity (KaY) to agree and update cryptographic keys.

j)  Specifies performance requirements and recommends default values and applicable ranges for the
operational parameters of a SecY.

k)  Specifies how SecYs are incorporated within the architecture of end stations, bridges, and two-port
Ethernet Data Encryption devices (EDEs).

1)  Establishes the requirements for management of MAC Security, identifying the managed objects
and defining the management operations for SecYs.

m) Specifies the Management Information Base (MIB) module for managing the operation of MAC
Security in TCP/IP networks.

n) Specifies requirements, criteria, and choices of Cipher Suites for use with this standard.

2 Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used; therefore, each referenced document is cited in text, and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) applies.

IEEE Std 802®, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture.>*

IEEE Std 802.1Q™, IEEE Standard for Local and Metropolitan Area Networks: Bridges and Bridged
Networks.

IEEE Std 802.1X™, [EEE Standard for Local and Metropolitan Area Networks: Port-Based Network
Access Control.

IEEE Std 802.1Xbx™-2014, IEEE Standard for Local and Metropolitan Area Networks: Port-Based
Network Access Control—Amendment 1: MAC Security Key Agreement Protocol (MKA) Extensions.

IEEE Std 802.1AB™, IEEE Standard for Local and Metropolitan Area Networks: Station and Media Access
Control Connectivity and Discovery.

IEEE Std 802.1AC™, IEEE Standard for Local and metropolitan area networks—Media Access Control
(MAC) Service Definition.

IEEE Std 802.3™, JEEE Standard for Ethernet.

IETF RFC 1213: Management Information Base for Network Management of TCP/IP-based internets:
MIB-II, McCloghrie, K., and Rose, M. T., March 1991.5

IETF RFC 2578, STD 58, Structure of Management Information for Version 2 of the Simple Network
Management Protocol (SNMPv2), McCloghrie, K., Perkins, D., Schoenwaelder, J., Case, J., Rose, M., and
Waldbusser, S., April 1999.

IETF RFC 2579, STD 58, Textual Conventions for Version 2 of the Simple Network Management Protocol
(SNMPv2), McCloghrie, K., Perkins, D., Schoenwaelder, J., Case, J., Rose, M., and Waldbusser, S.,
April 1999.

IETF RFC 2580, STD 58, Conformance Statements for SMIv2, McCloghrie, K., Perkins, D.,
Schoenwaelder, J., Case, J., Rose, M., and Waldbusser, S., April 1999.

IETF RFC 2863, The Interfaces Group MIB using SMIv2, McCloghrie, K., and Kastenholz, F., June 2000.

IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management Protocol
(SNMP), Preshun, R., editor, December 2002.

ISO/IEC 14882, Information Technology—Programming languages—C-Hr.6

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation:
Galois/Counter Mode (GCM) and GMAC, November 2007.7

3 IEEE publications are available from The Institute of Electrical and Electronics Engineers (https://www.standards.ieee.org).
“ The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
5 IETF RFCs are available from the Internet Engineering Task Force (https://www.ietf.org/rfc.html).

© ISO/IEC documents are available from the International Organization of Standardization (https://www.iso.org/) and from the
International Electrotechnical Commission (http://www.iec.ch). These documents are also available from the American National
Standards Institute (https://www.ansi.org/).

TNIST Special Publications are available from the National Institute of Standards and Technology (https://csrc.nist.gov/).
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3. Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary Online should be consulted for terms not defined in this clause.®

access priority: The priority associated with a transmit request made by a MAC Security Entity (SecY) at
its Common Port.

Association Number (AN): A number that is concatenated with the Secure Channel Identifier (SCI) to
identify a Secure Association (SA).

black-side: Identifies the Ethernet Data Encryption device (EDE) port that uses MACsec to protect
transmitted frames and verify received frames.

bounded receive delay: A guarantee that a frame will not be delivered after a known bounded time.

NOTE—In the case of the MAC Service, this is typically assumed to be less than two seconds.

Bridged Local Area Network: A concatenation of individual IEEE 802 Local Area Networks (LANs)
interconnected by MAC Bridges.

NOTE—Unless explicitly specified the use of the word network in this standard refers to a Bridged Local Area Network.
The term Bridged Local Area Network is not otherwise abbreviated. The term Local Area Network and the abbreviation
LAN are used exclusively to refer to an individual LAN specified by a MAC technology without the inclusion of
Bridges. This precise use of terminology within this specification allows a Bridged Local Area Network to be
distinguished from an individual LAN that has been bridged to other LANs in the network. In more general usage such
precise terminology is not required, as it is an explicit goal of this standard that MAC Security is transparent to the users
of the MAC Service.

Cipher Suite: A set of one or more algorithms, designed to provide any number of the following: data
confidentiality, data authenticity, data integrity.

Common Port: An instance of the MAC Internal Sublayer Service (ISS) used by the SecY to provide
transmission and reception of frames for both the controlled and uncontrolled ports.

Controlled Port: The access point used to provide the secure MAC Service to a client of a MAC Security
Entity (SecY).

cryptographic key: A parameter that determines the operation of a cryptographic function such as
a)  The transformation from plain text to cipher text and vice versa
b) Synchronized generation of keying material

¢) Digital signature computation or validation.’

cryptographic mode of operation: An algorithm for the cryptographic transformation of data that features
a symmetric key block cipher algorithm. Syn: mode.'”

8 JEEE Standards Dictionary Online is available at https://dictionary.ieee.org.

9 This and some other definitions in this clause have been drawn from ASC TR1/X9, Technical Report for ABA ASC/X9 Standards
Definitions, Acronyms, and Symbols, 2002.

10 This and some other definitions in this clause have been drawn from NIST Special Publication 800-38A, Recommendation for Block
Cipher Modes of Operation: Methods and Techniques, 2001.
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Customer Edge Port: The red-side port of an Ethernet Data Encryption device (EDE-CS, EDE-CC, or
EDE-SS).

NOTE—The terms customer and provider applied to the external and internal ports of an EDE-CS are those used by
IEEE Std 802.1Q in its description of Provider Edge Bridges (PEBs) and reflect the role of those ports in the layered
network architecture. They do not indicate control or ownership of the equipment. In this standard it is convenient to
extend the use of those terms to ports that have the same relative relationship to the edge and network components of an
EDE-CC or EDE-SS. This is not a suggestion that further variants of PEBs and Backbone Edge Bridges (BEBs) be
specified, as the existence of additional variants would complicate interoperability, service provision, and the task of this
standard.

Customer Network Port: A port on the network component of an Ethernet Data Encryption device
(EDE-CS, EDE-CC, or EDE-SS) that provides internal connectivity to the edge component of that EDE.

data integrity: A property whereby data has not been altered in an unauthorized manner since it was
created, transmitted or stored. 1

edge component: The bridge component in an Ethernet Data Encryption device (EDE-CS, EDE-CC, or
EDE-SS) that is attached to the red-side port.

Ethernet Data Encryption device (EDE): A two-port bridge that transmits and receives frames that are
assumed to be unprotected to and from one red-side port, and conditionally relays those frames to and from
its other black-side port, protecting and verifying frames transmitted and received on the black-side port
using MACsec.

IEEE 802 Local Area Network (LAN): LAN technologies that provide a MAC Service equivalent to the
MAC Service defined in IEEE Std 802.1AC. IEEE 802 LANs include IEEE Std 802.3 (Ethernet) and
IEEE Std 802.11 [B2] (Wireless).

NOTE—IEEE 802 LANSs are also referred to in the text of this standard simply as LANs.

initialization vector (IV): A vector used in defining the starting point of an encryption process within a
cryptographic algorithm. 12

integrity: See: data integrity.

integrity check value (ICV): A value that is derived by performing an algorithmic transformation on the
data unit for which data integrity services are provided. The ICV is sent with the protected data unit and is
recalculated and compared by the receiver to detect data modification.

key: See: cryptographic key.

key management: The generation, storage, distribution, deletion, archiving, and application of keys in
accordance with a security policy.

Layer Management Interface (LMI): The interface between a protocol entity in a system and the system
management, providing for the exchange of parameters with other system entities that are not attached to the
service access points used and provided by the protocol entity.

Local Area Network (LAN): See: IEEE 802 Local Area Network (LAN).

' This and some other definitions in this clause have been drawn from NIST Special Publication 800-57, Recommendation for Key
Management, 2005.

12 This and some other definitions in this clause have been drawn from Federal Information Processing Standard (FIPS) 140-2, Security
Requirements for Cryptographic Modules, 2001.
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MAC Security Entity (SecY): The entity that operates the MAC Security protocol within a system.

MAC Security TAG (SecTAG): A protocol header, comprising a number of octets and beginning with an
EtherType, that is prepended to the service data unit supplied by the client of the protocol and is used to
provide security guarantees.

MAC service data unit (MSDU): A sequence of zero or more octets that compose the data to be
communicated with a single MAC Service request or indication.

master key: A secret key that is used to derive one or more cryptographic keys that are used directly to
protect data transfer.

message authentication: If the message arrives authenticated, the cryptographic guarantee is that the
message was not modified in transit and that the message originated from an entity with the proper
cryptographic credentials.

mode: See: cryptographic mode of operation.

multipoint: Involving or potentially involving more than one participant in the role of receiver, or in the
role of transmitter, in a single data transfer or set of related data transfers.

network component: The bridge component in an Ethernet Data Encryption device (EDE-CS, EDE-CC, or
EDE-SS) that is attached to the black-side port.

nonce: A non-repeating value, such as a counter, used in key management protocols to thwart replay and
other types of attack. 13

Packet Number (PN): A monotonically increasing value that is guaranteed unique for each MACsec frame
transmitted using a given Secure Association Key (SAK).

Port Identifier: A 16-bit identifier that uniquely identifies each of a system’s transmit Secure Channels
(SCs) that uses the same MAC address as a component of its Secure Channel Identifier (SCI).

NOTE—The Port Identifier is not constrained to correspond to any other port number, identifier, or index. There can be
more than one SC for a physical port, identifying frames transmitted by separate virtual ports, and more than one SC for
a physical or virtual port if that port uses different SCs to transmit frames of different priorities.

Protocol Data Unit (PDU): A unit of data specified in a protocol and consisting of protocol information
and, possibly, user data.

Provider Edge Port (PEP): A port on the edge component of an Ethernet Data Encryption device
(EDE-CS, EDE-CC, or EDE-SS) that provides internal connectivity to the network component of that EDE.

Provider Network Port: The black-side port of an Ethernet Data Encryption device (EDE-CS, EDE-CC, or
EDE-SS).

red-side: Identifies the Ethernet Data Encryption device (EDE) port that does not use MACsec to protect
transmitted frames or verify received frames.

Reserved Address: A group address filtered by a bridge component to restrict the scope of the control
protocols using that Destination Address (DA).

13 This and some other definitions in this clause have been drawn from ASC TR1/X9, Technical Report for ABA ASC/X9 Standards
Definitions, Acronyms, and Symbols, 2002.
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secret key: A cryptographic key used with a secret key cryptographic algorithm that is uniquely associated
with one or more entities and should not be made public.1

Secure Association (SA): A security relationship that provides security guarantees for frames transmitted
from one member of a Connectivity Association (CA) to the others. Each SA is supported by a single secret
key, or a single set of keys where the cryptographic operations used to protect one frame require more than
one key.

Secure Association Identifier (SAI): An identifier for an Secure Association (SA), comprising the Secure
Channel Identifier (SCI) concatenated with the Association Number (AN).

Secure Association Key (SAK): The secret key used by a Secure Association (SA).

Secure Channel (SC): A security relationship used to provide security guarantees for frames transmitted
from one member of a Connectivity Association (CA) to the others. An SC is supported by a sequence of
Secure Associations (SAs) thus allowing the periodic use of fresh keys without terminating the relationship.

Secure Channel Identifier (SCI): A unique identifier for a Secure Channel (SC), composed of a MAC
Address and a Port Identifier.

NOTE—Key agreement protocols such as the MACsec Key Agreement protocol (MKA) (see IEEE Std 802.1X) are
responsible for ensuring that each SCI used with a given Secure Association Key (SAK) is unique where a Cipher Suite
requires that for nonce construction, as does the Default Cipher Suite (14.5). SCI uniqueness does not rely on MAC
Address allocation procedures.

secure Connectivity Association (CA): A security relationship, established and maintained by key
agreement protocols, that comprises a fully connected subset of the service access points in stations attached
to a single Local Area Network (LAN) that are to be supported by MACsec.

Short Secure Channel Identifier (SSCI): A 32-bit value, managed by the key agreement protocol, that is
unique for each SCI within the context of all MAC Security Entities (SecYs) using a given Secure
Association Key (SAK).

spoofing: Claiming a fraudulent identity for purposes of mounting an attack.

Uncontrolled Port: The access point used to provide the insecure MAC Service to a client of a MAC
Security Entity (SecY).

user priority: The priority associated with a transmit request received by the Controlled Port of a MAC
Security Entity (SecY).

14 From FIPS 140-2.
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4. Abbreviations and acronyms

The following abbreviations and acronyms are used in this standard.

AES Advanced Encryption Standard
AN Association Number

BEB Backbone Edge Bridge

BPDU Bridge Protocol Data Unit

CA secure Connectivity Association
CFM Connectivity Fault Management
CRC Cyclic Redundancy Check

DA Destination Address

EDE Ethernet Data Encryption device

EDE-CC Ethernet Data Encryption device with red-side recognition of C-TAGs and black-side
addition and removal of C-TAGs

EDE-CS Ethernet Data Encryption device with red-side recognition of C-TAGs and black-side
addition and removal of S-TAGs

EDE-M VLAN-unaware Ethernet Data Encryption device operating as a Customer Bridge

EDE-SS Ethernet Data Encryption device with red-side recognition of S-TAGs and black-side
addition and removal of S-TAGs

EISS Enhanced Internal Sublayer Service
EPON Ethernet Passive Optical Network

ES end station

FCS frame check sequence

GCM Galois Counter Mode

Icv integrity check value

ISS Internal Sublayer Service

v initialization vector

KaY MAC Security Key Agreement Entity
LACP Link Aggregation Control Protocol
LAN IEEE 802 Local Area Network

LLC Logical Link Control (ISO/IEC/IEEE 8802.2™ [B10])
LLDP Link Layer Discovery Protocol

LMI Layer Management Interface

MAC Media Access Control

MACsec Media Access Control Security
MIB Management Information Base

MKA MACsec Key Agreement protocol (IEEE Std 802.1X)
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MPDU
MSDU
MSTP
OLT
ONU
PAE
PCP
PDU
PEB
PEP
PN
QoS
RSTP
SA
SAI
SAK
SC
SCB
SCI
SecTAG
SecY
SL
SMI
SNMP
SSCI
STP
UNI
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MACsec Key Agreement Protocol Data Unit
MACsec Protocol Data Unit

MAC Service Data Unit

Multiple Spanning Tree Protocol

Optical Line Terminal

Optical Network Unit

Port Access Entity

Priority Code Point (IEEE Std 802.1Q)
Protocol Data Unit

Provider Edge Bridge

Provider Edge Port

Packet Number

Quality of Service

Rapid Spanning Tree Algorithm and Protocol
Secure Association or Source Address, as applicable
Secure Association Identifier

Secure Association Key

Secure Channel

Single Copy Broadcast

Secure Channel Identifier

MAC Security TAG

MAC Security Entity

Short Length

Structure of Management Information
Simple Network Management Protocol
Short Secure Channel Identifier

Spanning Tree Protocol

User Network Interface (IEEE Std 802.1Q)
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5. Conformance

A claim of conformance to this standard is a claim that the behavior of an implementation of a MAC
Security Entity (SecY) meets the requirements of this standard as they apply to the operation of the MACsec
protocol, management of its operation, and provision of service to the protocol clients of the SecY, as
revealed through externally observable behavior of the system of which the SecY forms a part.

A claim of conformance may be a claim of full conformance, or a claim of conformance with Cipher Suite
variance, as specified in 5.4.

Conformance to this standard does not ensure that the system of which the MAC Security implementation
forms a part is secure, or that the operation of other protocols used to support MAC Security, such as key
management and network management do not provide a way for an attacker to breach that security.

Conformance to this standard does not require any restriction as to the nature of the system of which a SecY
forms part other than as constrained by the SecY’s required and optional capabilities (5.3, 5.4). Clause 11
describes the use of SecYs within a number of different types of systems. These include, but are not limited
to, systems specified in IEEE Std 802.1Q and those that make use of IEEE Std 802.1X. Successful
interoperable use of MACsec in those systems also requires conformance to those standards. In addition
Clause 15 of this standard makes use of components specified in IEEE Std 802.1Q to define further systems,
Ethernet Data Encryption devices (EDEs), whose purpose is to secure the MAC Service within networks
comprising bridging systems specified by IEEE Std 802.1Q in a way that is transparent to the operation of
those bridging systems. Additional claims of conformance can be made to this standard in respect of EDEs
(5.5-5.7).

5.1 Requirements terminology

For consistency with existing IEEE and IEEE 802.1 standards, requirements placed upon conformant
implementations of this standard are expressed using the following terminology:

a)  shall is used for mandatory requirements.

b) may is used to describe implementation or administrative choices (“may” means “is permitted to”,
and hence, “may” and “may not” mean precisely the same thing).

¢) should is used for recommended choices (the behaviors described by “should” and “should not” are
both permissible but not equally desirable choices).

The PICS proforma (see Annex A) reflects the occurrences of the words shall, may, and should within the
standard.

The standard avoids needless repetition and apparent duplication of its formal requirements by using is, is
not, are, and are not for definitions and the logical consequences of conformant behavior. Behavior that is
permitted but is neither always required nor directly controlled by an implementor or administrator, or
whose conformance requirement is detailed elsewhere, is described by can. Behavior that never occurs in a
conformant implementation or system of conformant implementations is described by cannot.

5.2 Protocol Implementation Conformance Statement (PICS)

The supplier of a MAC Security Entity (SecY) implementation that is claimed to conform to this standard
shall complete a copy of the PICS proforma provided in Annex A and shall provide the information
necessary to identify both the supplier and the implementation.
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The supplier of an EDE that is claimed to conform to this standard shall complete a copy of the PICS
proforma provided in Annex D and shall provide the information necessary to identify both the supplier and
the implementation. The supplier of an EDE implementation shall also complete or provide copies of the
following PICS proforma(s) adhering to any restrictions required by conformance to this standard and
marking any exceptions required by conformance to this standard:

a)  For all types of EDE, the PICS proforma for each SecY implementation provided in Annex A of this
standard.

b) For all types of EDE, the PICS proforma specified by IEEE Std 802.1X.

¢) For an EDE-M: the IEEE 802.1Q PICS proforma as required for a VLAN-unaware MAC Bridge.

d) For an EDE-CS: the IEEE 802.1Q PICS proforma as required for a Provider Edge Bridge.

e) For an EDE-CC: the IEEE 802.1Q PICS proforma as required for each of the two C-VLAN
components.

f)  For an EDE-SS: the IEEE 802.1Q PICS proforma as required for each of the two S-VLAN
components.

5.3 MAC Security Entity requirements

An implementation of a MAC Security Entity (SecY) for which conformance to this standard is claimed
shall
a)  Support the Controlled and Uncontrolled Ports, and use a Common Port as specified in Clause 10.

b)  Support the MAC status and point-to-point parameters for the Controlled and Uncontrolled Ports as
specified in 6.4, 6.5, and 10.7.

¢)  Process transmit requests from the Controlled Port as required by the specification of Secure Frame
Generation (10.5).

d)  Process receive indications from the Common Port as required by the specification of Secure Frame
Verification (10.6), prior to causing receive indications at the Controlled Port.

e) Encode and decode MACsec Protocol Data Units (MPDUs) as specified in Clause 9.

f)  Use a 48-bit MAC Address and a 16-bit Port Identifier unique within the scope of that address
assignment to identify each transmit SCI, as specified in 8.2.1.

g) Satisfy the performance requirements specified in Table 10-3 and 8.2.2.

h)  Support the Layer Management Interface (LMI) operations required by the Key Agreement Entity
as specified in Clause 10.

i)  Provide the management functionality specified in 10.7.
j)  Protect and validate MPDUs by using Cipher Suites as specified in 14.1.
k)  Support Integrity Protection using the Default Cipher Suite specified in Clause 14.
1)  For each Cipher Suite implemented, support a minimum of
1)  One receive SC
2) Two receive SAKs
3) One transmit SC

4) One of the two receive SAKs at a time for transmission, with the ability to change from one to
the other within the time specified in Table 10-3.

m) Specify the following parameters for each Cipher Suite implemented
1) The maximum number of receive SCs supported
2)  The maximum number of receive SAKs

3) The maximum number of transmit SCs supported.
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An implementation of a SecY for which conformance to this standard is claimed shall not

n) Introduce an undetected frame error rate greater than that achievable by preserving the original
frame check sequence (FCS), as required by 10.4.

0) Implement any Cipher Suite that is additional to those specified in Clause 14 and does not meet all
the criteria specified in 14.2, 14.3, and 14.4.1.

p) Support access to MACsec parameters by a management agent using any version of SNMP prior to
v3.

An implementation of a SecY for which full conformance to this standard is claimed shall not

q) Implement Cipher Suites other than those specified in Clause 14.

NOTE—Conformance with Cipher Suite variance is allowed, as specified in 5.4 and in 14.4.1.

5.4 MAC Security Entity options

An implementation of a MAC Security Entity (SecY) for which conformance to this standard is claimed
may

a)  Support access to MACsec parameters by a management agent using SNMP version v3 and the MIB
module specified in Clause 13.

b)  Support more than one receive SC.

¢)  Support more than two receive SAKs.

d)  Support more than one transmit SC.

e)  Support Confidentiality Protection using the Default Cipher Suite without a confidentiality offset, as
specified in Clause 14.

f)  Support Confidentiality Protection using the Default Cipher Suite with a confidentiality offset, as
specified in Clause 14.

g) Include Cipher Suites that are specified in Clause 14 in addition to the Default Cipher Suite.

An implementation of a SecY that supports more than one transmit SC shall
h)  Support a Traffic Class Table and an Access Priority Table as specified in 10.7.17.

An implementation of a SecY for which conformance with Cipher Suite variance is claimed may

i)  Use Cipher Suites not specified in Clause 14, but meeting the criteria specified in 14.2, 14.3, and
14.4.1.

5.5 EDE conformance

Ethernet Data Encryption devices (EDEs) of various types comprise bridging systems and bridge
components used as specified in this standard. Clause 15 provides a taxonomy, specification, and a
description of the intended use of each type (EDE-M, EDE-CC, EDE-CS, or EDE-SS).

The bridging system and/or bridge components that comprise an implementation of an EDE that is claimed
to conform to this standard shall conform to the requirements of (and may use any of the options and
recommendations permitted by) IEEE Std 802.1Q, IEEE Std 802.1X, and the provisions of this standard for
each MAC Security Entity (SecY) that is part of the EDE implementation, with the restrictions, additions,
exceptions, and clarifications specified in this standard for that type of EDE.
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An implementation of any type of EDE that is claimed to conform to this standard shall

a) Have two and only two externally accessible Bridge Ports, a red-side port and a black-side port.

NOTE—A red-side port can also be referred to as the customer or edge port and the black-side port as a
provider or network port. The use of either or both of the pair of terms, customer/provider and edge/network to
refer to an EDE-M’s ports is consistent with the relative roles played by ports in multicomponent bridges and
EDEs.

b)  Associate a Port Access Entity (PAE) that includes a MACsec Key Agreement Entity (KaY) capable
of operating MKA with each SecY required by this standard for the particular type of EDE (15.2,
15.4,15.5, 15.6, 15.7).

5.6 EDE-M conformance
An implementation of an EDE-M (15.2, 15.4) that is claimed to conform to this standard shall

a) Comprise a VLAN-unaware MAC Bridge as specified by IEEE Std 802.1Q (5.14 of
IEEE Std 802.1Q-2018) with the constraints and exceptions specified in this standard.

b) Incorporate a SecY in the black-side port interface stack (15.2, 15.4).

¢) Be capable of being configured to secure connectivity within a customer or provider network (as
specified in 15.2), using the Nearest non-TPMR group address for group-addressed EAPOL PDUs,
and filtering frames whose destination MAC Address is a TPMR component Reserved Address or
the Nearest non-TPMR Bridge group address.

d) Be capable of being configured to secure connectivity across a PBN to a peer EDE-M,
MACsec-capable Customer Bridge, or an EDE-CS (as specified in 15.4 and 15.5), using the Nearest
Customer Bridge group address for group addressed EAPOL PDUs and filtering frames whose
destination MAC Address is a C-VLAN component Reserved Address with the exception of the
Nearest Customer Bridge group address.

and may

e) Be capable of being configured to secure connectivity across a PBN to a peer EDE-CC (as specified
in 15.6), using the EDE-CC PAE group address for group addressed EAPOL PDUs, and filtering
frames whose destination MAC Address is a C-VLAN component Reserved Address or the
EDE-CC PAE group address.

f)  Be capable of being configured to recover signaled priority from a C-VLAN tag and to priority tag
(or not) frames transmitted by the black-side port as specified in 15.4.

5.7 EDE-CS conformance

An implementation of an EDE-CS (15.5) that is claimed to conform to this standard shall

a) Comprise a Provider Edge Bridge as specified by IEEE Std 802.1Q (5.10.2 of
IEEE Std 802.1Q-2018) including one and only one C-VLAN component (identified by this

standard as the edge component of the EDE) and an S-VLAN component (the network component
of the EDE).

b) Incorporate a SecY in each of the internal Provider Edge Port interface stacks (15.5).

c¢) Be capable of being configured to use the Nearest Customer Bridge group address for group
addressed EAPOL PDUs (15.5).
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5.8 EDE-CC conformance

An implementation of an EDE-CC (15.6) that is claimed to conform to this standard shall

a) Comprise two C-VLAN components, each as specified by IEEE Std 802.1Q (5.5 of
IEEE Std 802.1Q-2018)—an edge component and a network component—internally connected as
specified in 15.6.

b) Incorporate a SecY in each of the internal Provider Edge Port interface stacks (15.6).

c¢) Be capable of being configured to use the EDE-CC PAE group address as the destination MAC
address of group addressed EAPOL PDUs for group addressed EAPOL PDUs (as specified in 15.6).

d) Filter and not forward all frames whose destination MAC address is either one of the addresses
identified by IEEE Std 802.1Q as a C-VLAN component Reserved Address or the EDE-CC PAE
group address.

e) Transmit frames received from the red-side customer port and relayed to the black-side network port
untagged if they were received untagged and C-tagged with the same C-VID if they were C-tagged
on receipt (15.6).

5.9 EDE-SS conformance

An implementation of an EDE-SS (15.7) that is claimed to conform to this standard shall

a) Comprise two S-VLAN components, each as specified by IEEE Std 802.1Q (5.6 of
IEEE Std 802.1Q-2018)—an edge component and a network component—internally connected as
specified in 15.7.

b) Incorporate a SecY in each of the internal Provider Edge Port interface stacks (15.7).

c¢) Be capable of being configured to use the EDE-SS PAE group address as the destination MAC
address of group addressed EAPOL PDUs for group addressed EAPOL PDUs (as specified in 15.7).

d) Filter and not forward all frames whose destination MAC address is either one of the addresses
identified by IEEE Std 802.1Q as an S-VLAN component Reserved Address (Table 8-2 of IEEE Std
802.1Q-2018) or the EDE-SS PAE group address.

e) Transmit frames received from the red-side customer port and relayed to the black-side network port
untagged if they were received untagged and S-tagged with the same S-VID if they were S-tagged
on receipt (15.7).
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6. Secure provision of the MAC Service

MACsec provides secure communications between stations that are attached to the same LAN. An
authenticated and authorized peer MAC Security Entity (SecY) within each station uses the insecure MAC
Service provided by the LAN to provide the secure MAC Service to its client (see Figure 6-1). The
requirements for MACsec discussed in this clause are informed by the goal of preserving the MAC Service.

- J T) - J t - J t — —Secure MAC Service

MAC Security MAC Security MAC Security

-- () -——= (q P -——- () — — Insecure MAC Service

LAN

Figure 6-1—MACsec secured LAN with three stations

This clause discusses the

a) Primitives, parameters, connectivity, and status parameters provided by the MAC Service
b)  Security threats posed by abuses of the MAC Service

¢) Connectivity used and provided by the MACsec protocol

d)  Service guarantees provided by MACsec and the security services they support

e) Quality of Service (QoS) issues addressed in the design, implementation, and use of MACsec.

NOTE 1—In order to introduce the concepts used in this standard, this clause can repeat or summarize the specification
in other clauses; however, it contains no normative provisions that apply either to the subject matter of those other
clauses or to the other standards referenced. For conformance to this standard see Clause 5.

NOTE 2—MACsec does not itself guarantee the security of a Bridged Local Area Network, as that security depends on
the security of the individual LANs that comprise the network, on the policies adopted by clients of the secure MAC
Service (7.3), and on the security of the MAC Bridges that interconnect those LANS.

NOTE 3—Authentication and authorization are outside the scope of this standard, which ensures secure communication
between mutually authenticated and authorized service access points.

NOTE 4—The MAC Service and the secure MAC Service are provided at a service access point to a single client. The
client is either a logical link control (LLC) Entity or an entity that in turn provides the MAC Service or a MAC Internal
Sublayer Service (IEEE Std 802.1AC, IEEE Std 802.1Q).

6.1 MAC Service primitives and parameters

The MAC Service (IEEE Std 802.1AC) provides unconfirmed connectionless-mode data transfer between
source and destination stations. The invocation of a request primitive at a service access point within a
source station results, with a high probability, in a corresponding indication primitive at selected service
access points in destination stations. A single service request at one service access point results in no more
than one service indication at each of the other service access points.

Each request and indication primitive has the following four parameters:

— Destination Address

—  Source Address

—  Priority

— MAC Service Data Unit (MSDU)
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The MAC Service can be provided by a single LAN or by a Bridged Local Area Network. The service
provided to an LLC Client in an end station is specified in IEEE Std 802.1AC. The service provided by a
LAN to a MAC Bridge is the MAC Internal Sublayer Service (ISS), which includes parameters necessary to
the bridge relay function including the frame check sequence (FCS). Except as otherwise explicitly noted,
the term MAC Service as used in the remainder of this clause refers both to the provision of the MAC
Service to an LLC client and to provision of the ISS. Multiple instances of the MAC Service can be provided
using a single instance of the ISS and supported in VLAN-aware Bridges using the Enhanced Internal
Sublayer Service (EISS), (see 6.6 of IEEE Std 802.1Q-2018). When a VLAN TAG (IEEE Std 802.1Q) is
used to distinguish the service instances supported, the additional parameters of the EISS are all encoded
within the ISS MSDU.

NOTE 1—The MAC Service defined in IEEE Std 802.1AC is an abstraction of the features common to a number of
specific media access control methods and is a guide to the development of client protocols.

NOTE 2—The priority parameter described in this clause is also referred to as the user_priority in some specifications.
The functions that support the ISS can calculate an access_priority for use on a LAN in local support of the user_priority.

The MAC Service provided by a single LAN preserves the relative order of service requests and
corresponding service indications with the same requested priority. Each instance of the MAC Service
provided using an instance of the EISS preserves the relative order of requests and indications with the same
destination address, source address, and priority if the destination address is an individual address, and the
relative order of requests and indications with the same destination address and priority if the destination
address is a group address.

NOTE 3—A Provider Bridged Network can use the EISS to provide instances of the MAC Service that appear, with the
exception of ordering constraints, to be a single LAN and are used as such by MACsec.

The address and MSDU parameters delivered with a service indication have identical values to those
supplied with the corresponding service request. The MAC Service does not validate the parameters
supplied with the request; for example, it does not provide any assurance that the source address used by an
LLC client is the individual address previously allocated to the station.

NOTE 4—For example, in the absence of policies that require authorization to use an address, or check that a MACsec
participant does not change its address, the use of MACsec will not protect against ARP spoofing. MACsec can form
part of a solution that prevents ARP spoofing provided that suitable client policies are used in conjunction with
MACsec, as mentioned in 1.1, in Clause 6, and in Clause 7 (particularly 7.3). In the case of ARP spoofing, appropriate
policies include a selection of not accepting frames from an end station with a different source address than that used in
the authentication dialogue, not accepting frames from bridges that are not known to obey that rule, requiring use of
device identification to ensure use of a legitimate MAC address, and filtering certain higher-layer protocol frames unless
received (using MACsec) from a system allowed to send them.

The priority parameter delivered with a service indication has an identical value to that supplied with the
corresponding service request, where the media access control method used supports communication of
priority. The access to the LAN granted by the media access control method can take the requested priority
value into account, but can also be based on other factors. The IEEE 802.3™ media access control method
does not convey priority, and the priority value delivered with the service indication is determined by
management of the receiving station. However, where the EISS is used to support an instance of the MAC
Service, the priority parameter of the EISS is encoded within a VLAN TAG (IEEE Std 802.1Q) that forms
the initial octets of the MSDU accompanying a service request to the instance of the ISS used to support the
EISS. Figure 6-2 shows the priority field encapsulated in the VLAN TAG within the Secure Data portion of
the MACsec frame. In this case, the value of the priority parameter delivered with the service indication will
be identical to that provided with the corresponding request.
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Figure 6-2—MACsec Frame, VLAN TAG, and QoS

6.2 MAC Service connectivity

The MAC Service provided by a single point-to-point or shared media LAN provides symmetric and
transitive connectivity between all the stations connected to that LAN. Following a service request at one
service access point, a corresponding service indication occurs, with high probability, at all the MAC ISS
access points in other stations attached to the same LAN. Service indications at service access points that
provide the MAC Service to an LLC Entity are filtered by media access functions, generally within each
receiving station, to exclude frames that are not destined to an individual or group address used by the client.

NOTE 1—Symmetric connectivity means that if station A can communicate with station B, then B can also
communicate with A. Transitive connectivity means that if station A can communicate with B, and B with C, then A can
also communicate with C.

NOTE 2—Some media access control devices or methods are capable of not delivering some or all frames with
unwanted destination addresses to some or all stations.

MAC Service clients and client protocols can operate incorrectly if the connectivity provided is not as
expected. While some protocols can detect the lack of symmetric connectivity, they can simply deny service
as a result. Protocols can operate inefficiently if transitive connectivity is not provided. While MAC Bridges
can filter frames to restrict provision of service, the use of Virtual LANs (VLANSs), with each VLAN
providing full connectivity, is preferred to lessen the administrative burden of ensuring correct connectivity.

NOTE 3—The original Spanning Tree Protocol (STP) could create loops in the network if symmetric connectivity was
not provided. The Rapid Spanning Tree Algorithm and Protocol (RSTP), (see IEEE Std 802.1Q), detects non-symmetric
connectivity between Bridges, but will deny service until the problem is resolved, and intermittent non-symmetric
connectivity can result in data loops. For example, the operation of the OSPF routing protocol on a LAN is inefficient
unless all participants can receive frames sent by each other. If a LAN that provides the ISS to attached MAC Bridges
merely delivers frames to their intended destination instead of providing full connectivity, learning of source addresses
can be inhibited and frames flooded throughout the bridged network for an indefinite period.

6.3 Point-to-multipoint LANs

A point-to-multipoint LAN provides connectivity from a single distinguished station to one or more other
stations, i.e., from one point to multiple other points, and from each of the other stations to the distinguished
station. The point-to-multipoint LAN does not provide direct connectivity between pairs of stations unless
the distinguished station is one of the pair. Efficient multicast and broadcast from the distinguished station to
all the others is provided: a single service request with a given destination address can result in service
indications at each multipoint station wishing to receive frames with that destination address.
Communication between the other stations occurs via the distinguished station, as specified by the relevant
standard for the particular technology.
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NOTE—Examples of point-to-multipoint LANs include IEEE 802.3 Ethernet Passive Optical Network (EPON) (see
Clause 12), IEEE Std 802.11™ [B2], and certain provider network VLAN configurations. Depending on the particular
LAN or network technology the distinguished stations are variously referred to as optical line terminals (OLTs), wireless
access points (WAPs), head-ends, concentrators, star concentrators, or root nodes, and the other stations as optical
network units (ONUs), stations, modems, or leaf nodes.

6.4 MAC status parameters

Each service access point can make available status parameters that reflect the operational state and
administrative controls for the service instance provided at that access point.

The MAC_Enabled parameter is TRUE if use of the service is permitted and is otherwise FALSE. The
value of this parameter is determined by administrative controls specific to the entity providing the service.

The MAC_Operational parameter is TRUE if, and only if, service requests can be made and service
indications can occur.

The value of the MAC_Enabled and MAC_Operational parameters are determined by the specific entity
providing the MAC Service. IEEE Std 802.1AC and IEEE Std 802.1Q specify how that determination is
made for provision of the insecure ISS by specific media access control methods, and for provision of the
insecure EISS. This standard specifies how these parameters are determined for the secure MAC Service.

NOTE—Correct provision and use of the MAC Operational parameter is essential for high performance
implementation of RSTP (IEEE Std 802.1Q), Multiple Spanning Tree Protocol (MSTP, IEEE Std 802.1Q), and Link
Aggregation Control Protocol (LACP, IEEE Std 802.1AX™ [B4]). In the absence of this parameter, loss of connectivity
is determined by repetitive loss of protocol frames that are normally transmitted at intervals of a few seconds, and it is
assumed that frames transmitted immediately after a medium availability transition have a high probability of not being
received by protocol peers.

6.5 MAC point-to-point parameters

Each service access point can make available status parameters that reflect the point-to-point status for the
service instance provided, and that allow administrative control over the use of that information.

If the operPointToPointMAC parameter is TRUE, the service is used as if it provides connectivity to at
most one other system; if FALSE, the service is used as if it can provide connectivity to a number of
systems.

The adminPointToPointMAC parameter can take one of three values. If it is

a) ForceTrue, operPointToPointMAC shall be TRUE, regardless of any indications to the contrary
generated by the service providing entity.

b) ForceFalse, operPointToPointMAC shall be FALSE.

c)  Auto, operPointToPointMAC is as currently determined by the service providing entity.

IEEE Std 802.1AC and IEEE Std 802.1Q specify how the point-to-point status determination is made for
provision of the insecure ISS by specific media access control methods, and for provision of the insecure
EISS. This standard specifies how it is determined for the secure MAC Service.

NOTE—RSTP and MSTP (IEEE Std 802.1Q) require the use of operPointToPointMAC to facilitate rapid
reconfiguration in some network failure scenarios. LACP (IEEE Std 802.1AX [B4]) does not aggregate links that are not
point-to-point and can use operPointToPointMAC to make this determination.
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6.6 Security threats

The expected features of the MAC Service described in 6.1 through 6.5—the relationships between service
requests and indications, preservation of the parameters of these primitives, the connectivity provided, and
the relationship of the MAC status parameters to the connectivity—can be accidentally and unintentionally
distorted through misconfiguration or deliberately abused. Misconfiguration or abuse can result in

a) Inability to issue service requests

b) Indiscriminate loss of service indications

¢) Specifically targeted loss of service indications

d) Repeated service indications at the intended destinations

e) Service indications with modified address or data parameters

f)  Additional service indications with unmodified or selectively modified parameters
g) Service indications at unintended recipients

h) Delayed service indications that can disrupt network operation

i)  Disclosure of the MSDU to unauthorized parties.

Deliberate abuse can serve as a basis for an attack upon the resources accessible from a LAN through attacks
on the protocols that use the service and provide access to or control over those resources. The effort
required by an attacker to abuse the service in any particular way depends in general on the media access
control method used by the LAN, and the particular devices and components that support it.

The MAC Service does not guarantee the origin or authenticity of service requests and the accompanying
parameters. Since a station’s sole use of its source address and the restriction of service indications to
intended recipients can depend on cooperative behavior from other stations, it is usually easy for an attacker
that can attach a station to a LAN to receive any service indication and to issue additional service requests
with parameters based on those indications. Other service abuses can require physical access to
inconveniently located components.

It is beyond the scope of this standard to enumerate all the ways in which abuses of the service can be
exploited. They include techniques commonly referred to as passive wiretapping, masquerading, and
man-in-the-middle attacks. The latter is facilitated by source address spoofing, usually after another station
with that source address has been observed to have been granted access to some resource. Attacks can
include

j)  Denial of service, to all or to selected stations
k)  Theft of service

1)  Access to confidential information

m) Modification of confidential information

n)  Access to or control over restricted resources.

MACsec does not protect against brute force denial of service attacks that can be mounted by abusing the
operation of particular media access control methods through degrading the communication channel or
transmitting erroneous media access method specific control frames.
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6.7 MACsec connectivity

The connectivity provided (6.2) between the MAC Internal Sublayer Service (ISS) access points of stations
connected to a single LAN composes an insecure association between communicating stations. Key
agreement protocols as defined in IEEE Std 802.1X establish and maintain a secure Connectivity
Association (CA), which is a fully (i.e., symmetric and transitive) connected subset of the ISS service access
points. Each instance of MACsec operates within a single CA.

NOTE 1—ISO/IEC 15802, the MAC Service definition, introduces the term Connectivity Association to discuss the
relationship between service access points without referring to the details of particular media access control methods or
to terms such as physical connection or logical connection that have other associated attributes and meanings.

MACsec itself does not provide comprehensive monitoring of the connectivity provided by a CA, although
it can detect and will signal certain failures to the local MAC Security Key Agreement Entity (KaY).
Together, operation of key agreement protocols and MACsec ensures that the status parameters provided by
an instance of the secure MAC Service correctly reflect both the current connectivity and changes in the
connectivity of the CA. Specifically

a) MAC Operational is only True if the CA is complete (i.e., is symmetric and transitive), and the local
MACsec Entity (SecY) can both receive and transmit.

NOTE 2—EPON is discussed in Clause 12.

b) If MAC Operational is True in stations wanting to join a new CA and in stations already in the
target CA, and if stations are added to the CA, MAC_Operational transitions to False in either all the
stations originally participating in the CA or in all those added, for sufficient duration such that
clients of the service are aware of the transition.

Determining which group transitions MAC Operational to False is outside the scope of this
specification and is determined by the KaY and signaled through the LMI.

c¢) If MAC Operational is False in stations wanting to join a CA, and if these stations are added to a
CA, there is no change in the MAC Operational status of the stations already in the target CA, and
MAC _Operational will transition to True in the joining stations after some period of time. This is the
typical case for a single station joining a CA, in which its MAC_Operational is False until the join is
accomplished when its state transitions to MAC Operational True.

d) If adminPointToPointMAC is set to Auto and MAC Operational is True, then
operPointToPointMAC is True only if at most one other station is participating in the CA. If
adminPointToPointMAC is set to forceFalse, then operPointToPointMAC must be False, regardless
of the number of stations in the CA.

NOTE 3—Communication between KaYs in stations that compose a CA does not depend on the operation of MACsec.

6.8 MACsec guarantees

At each service access point that is a member of a CA, MACsec ensures that any service indication

a) Is the result of a service request at a service access point that is also a member of the same CA

b) Has the parameter values that are identical to those supplied with the service request
and can also ensure that

¢) No more than one indication results from one service request

d) A service indication does not occur after a known bounded time has elapsed since the service
request was made

e) The values of the octets that comprise the MAC Service Data Unit (MSDU) parameter cannot be
ascertained except by members of the CA.
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MACsec does not

f)  Conceal the following from stations that are not members of the CA:
1) Service requests
2) Values of service request address parameters
3) The number of octets that comprises the MSDU

g) Validate the parameters provided with a service request.

MACsec provides guarantees to within known bounds that are derived from the cryptographic methods and
other mechanisms used.

The known bounded time in item d) is typically longer than required to enforce the maximum transit delay
requirements of the MAC Service.

NOTE—The addition of explicit time indications to the MAC Security TAG (SecTAG) to provide tight bounds for
transit delay was considered in the development of this standard, but the value delivered is small for the added
complexity and the burden imposed on key agreement protocols. Higher-layer protocols that have tight timing
requirements typically add their own timing markers. As these markers are carried within the MSDU, their integrity is
protected by MACsec.

6.9 Security services

The guarantees provided by MACsec support the following security services for stations participating in
MACsec:

a) Connectionless data integrity [6.8a), 6.8b)]

b) Data origin authenticity [6.8a)]. If the connectivity model is point-to-point, the originator is
authenticated, but if the connectivity model is multipoint, then the authenticated originator is any
member of the CA, rather than a particular individual station.

¢) Confidentiality [6.8d)]
d) Replay protection [6.8c), 6.8d)]
e) Bounded receive delay

and can be used to limit the nature and extent of
f)  Denial of service attacks.
MACsec does not support
g) Non-repudiation (ISO/IEC 7498-2)
or protect against
h)  Traffic analysis (ISO/IEC 7498-2).
A MAC Bridge that forwards a frame with an erroneous source MAC address can unintentionally facilitate a
denial of service or other attack on other LANs within a Bridged Local Area Network. The MAC Bridge

should use MACsec in conjunction with an appropriate policy to verify the binding of the source MAC
address to access to resources.
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6.10 Quality of Service maintenance

The quality of the MAC Service can be lowered by direct attacks on the operation of particular media access
control methods and indirect attacks on their resource allocation procedures facilitated by masquerading and
unauthorized data modification. MACsec does not provide guarantees for frames, known as MAC control
frames, that are internal to the operation of a particular media access method and cannot defend against
abuses that use or affect such frames. MAC control frames are not forwarded by MAC Bridges, so attacks
that exploit them can be localized to particular LANs.

NOTE—Where, within the operation of a particular media access control method, it is possible to establish secure
Connectivity Associations (CAs) prior to performing certain control functions, those functions should be supported by
frames transmitted using an instance of the ISS. The parameters of those frames can then be protected by MACsec, and
the scope for abuse restricted. It is not a requirement of the Open Systems Interconnection (OSI) layer model (ISO 7498)
that management and control of a particular layer be carried out purely within that layer by protocols whose identifiers
and formats are specific to that layer. For example, SNMP can be used to manage MAC Bridges.

Operation of a security protocol has the potential to lower some aspects of QoS. The operation and design of
MACsec is discussed below as it relates to

a)  Service availability

b) Frame loss

c¢) Frame misordering

d) Frame duplication

e) Frame transit delay

f)  Frame lifetime

g) Undetected frame error rate

h) Maximum service data unit size supported
i)  Frame priority

j)  Throughput.

Use of MACsec can lower service availability if delays occur in the creation of Connectivity Associations or
in the distribution and maintenance of cryptographic keying material. Failures or attacks upon the system
that supports authentication and authorization can result in denial of service.

The operation of MACsec introduces no additional frame loss on individual LAN segments other than that
expected for a specific media access control method as a consequence of a small increase in frame size. The
operation of MACsec between two customer systems across a provider bridged network can introduce
additional frame loss caused by possible frame reordering from expedited forward or link aggregations
within the provider bridged network. The reception of misordered frames can cause MACsec
implementations to discard additional frames depending upon the configuration of replay protection
parameters. MACsec can use separate secure channels to transit frames with different access priorities and
thus reduce or eliminate undesirable frame discard resulting from the mutual reordering of those frames.

Conforming implementations of MACsec are capable of applying a new keying material starting with any
frame in a sequence that is received with the minimum intervening spacing specified by the specific media
access control method in use. Each frame protected by MACsec remains independent of its predecessors and
successors, so loss of a single frame does not imply loss of additional frames.

MACsec does not introduce any additional potential for duplicating or misordering frames. No
retransmission mechanisms are added to relax requirements for distribution and use of MACsec related
information. MACsec implementations are required to preserve the sequence of requests and indications
between the secure service access point supported and the insecure service access point used.
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Since the MAC Service is provided at an abstract interface within an end station, it is not possible to specify
the total frame transit delay precisely. It is, however, possible to measure the additional transit delay
introduced by an additional component or intermediate system.

The minimum additional transit delay introduced by MACsec is due to the increase in the MSDU size
required to convey security information and essential buffering requirements required to meet the processing
requirements of particular Cipher Suites. Specific limits are placed on the additional delays allowed to
MACsec implementations (Table 10-3). The permitted delay is short compared with the upper bound
mandated by the MAC Service, so it does not threaten the correct operation of higher-layer protocols.

Frame lifetime can be increased by MACsec if additional delay is introduced by providing security. The
typical bound on frame lifetime is approximately two seconds.

MACsec does not increase the undetected frame error rate for frames received and transmitted on a single
LAN. The frame check sequence (FCS) method used by each specific media access control method protects
the entire frame including information added by MACsec. The integrity check added by MACsec can
increase the probability of detecting unintentional frame modifications, particularly where those do not
correspond to the expected noise characteristics for which the FCS was originally designed, but equally is
not a substitute for the FCS since it is designed to ensure that an attacker has an exceedingly low chance of
predicting how to make an undetected modification to the frame’s parameters rather than to efficiently detect
burst noise characteristics.

Use of MACsec on each of a MAC Bridge’s Ports will force a change in the data covered by an FCS, even if
the frame is being relayed between LANs that use the same media access control method. Application of the
techniques described in Annex O of IEEE Std 802.1Q-2018 allow an implementation to achieve an
arbitrarily small increase in undetected frame error rate, even in cases where the data that is within the
coverage of the FCS is changed.

The MSDU size that can be supported by an IEEE 802 LAN varies with the media access control method
and its associated parameters (speed, electrical characteristics, etc.), and can be constrained by the owner of
the LAN. MACsec adds security information to a transmitted MSDU, and thus the secure MAC service
offers a smaller MSDU size than the insecure MAC service that it employs.

Where MACsec is used to support an instance of the ISS that in turn supports the EISS, encoding of the
priority parameter of the EISS within the ISS MSDU ensures that priority can be communicated unchanged
between service access points that are attached to a single LAN. Since MACsec is terminated at each of
those service access points, a bridge that makes use of that ISS instance to support one of its ports can access
or change the priority even if the two instances of MACsec encrypt the MSDU in order to provide
confidentiality. An Access Priority Table (10.7.17) can be used to derive the access priority requested from
the medium supporting the ISS from the priority requested by the user of the EISS.

Cryptography can be computationally intensive, and the operation of MACsec has the potential to lower
throughput. The Cipher Suite(s) mandated and recommended by this standard have been chosen, in part, for
their ability to support economic implementation across the range of LAN MAC data rates.

Documents

38 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Uni\/%?S?tY/rlgg\t/vgo%%lg (I)I% eb rfj\lallrggggorfésg%ggﬂ:m UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1AE-2018


http://www.avadocuments.com/doc/ieee-802-1ae-2018
http://www.avadocuments.com/doc/ieee-802-1ae-2018

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

7. Principles of secure network operation

This clause establishes the principles and a model of secure network operation. It describes the security
relationships used to support the secure MAC Service (Clause 6), and how that service is used to provide
overall network security. It provides the context necessary to understand the operation of the MAC Security
protocol (MACsec) (see Clause 8) and individual MAC Security Entities (SecYs) (see Clause 10).

Secure network operation comprises use of the secure MAC Service on each of the individual LANs that
compose the network together with the application of appropriate security policies by the MAC Service
clients in end stations and in intermediate systems that forward frames. This clause defines

a)  The security relationships that support secure MAC Service

and describes how the secure MAC Service is

b)  Supported on each of the individual LANs that compose the network (7.1)
¢) Used by the protocol entities that are its Clients (7.3)

and delineates the responsibilities of the

d) Key Agreement Entities (KaYs, IEEE Std 802.1X)
e) MAC Security Entities
f)  Clients of the secure MAC Service.

Security relationships and the terms that identify them have been defined, in various ways, by a number of
publicly available documents. This standard has deliberately chosen new terms to minimize confusion
whenever differences could exist between previously used terms and the requirements. For example, the
attributes associated with an Secure Association Identifier (SAI) (see Figure 7-7) are similar to but not
exactly the same as those associated with the Security Parameter Index (SPI) defined by IPsec
(IETF RFC 4303 [B8]). The normative properties of all terms used in this standard are as defined by this
standard.

NOTE 1—The use of the term secure network in this clause refers to a network of end stations, LANs, bridges, routers
and similar systems, and the servers and services that support these. The description and specification in this clause are
limited to use of the secure MAC Service to contribute to overall system security (see Clause 1).

NOTE 2—1In order to introduce the concepts used in this standard, this clause can repeat or summarize the specification
in other clauses; however, it contains no normative provisions that apply either to the subject matter of those other
clauses or to the other standards referenced. For conformance to this standard (see Clause 5).

NOTE 3—The term individual LAN is used in this standard to refer explicitly to an instance of media access
method-specific technologies providing the MAC Service directly. The term excludes larger networks or subsets of a
network that are created by aggregation or concatenation of individual LANs by Link Aggregation or bridges.

NOTE 4—The examples presented in this clause are intended to serve as a guide to best practice; however, the use of
MAC Security is not limited to the examples given. Limits to the use of MAC Security that are required for the
successful operation of network configuration and other protocols are made explicit.

7.1 Support of the secure MAC Service by an individual LAN

Each port that is capable of participating in an instance of the secure MAC Service comprises both a KaY
and a SecY. Each KaY discovers or is made aware of the KaY's present in other stations attached to the same
LAN, ensures that those stations are mutually authenticated and authorized, and creates and maintains the
secure relationships between the stations that are used by the SecYs to transmit and receive frames.
Specifically

a) A secure Connectivity Association (CA) is created to meet the requirements of the MAC Service
(6.2) and MACsec (6.7) for connectivity between the stations attached to an individual LAN.
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b) Each CA is supported by unidirectional Secure Channels (SCs), each SC supporting secure
transmission of frames through the use of symmetric key cryptography, from one of the systems to
all the others in the CA.

¢) Each SC is supported by an overlapped sequence of Security Associations (SAs).

d) Each SA uses a fresh Secure Association Key (SAK) to provide the MACsec service guarantees
(6.8) and security services (6.9) for a sequence of transmitted frames.

NOTE—An SC can be required to last for many years without interruption, since interrupting the MAC Service can
cause client protocols to re-initialize and recalculate aggregations, spanning trees, and routes (for example). An SC lasts
through a succession of SAs, each using a new SAK, to defend against a successful attack on a key while it is still in use.
In contrast it is desirable to use a new SAK at periodic intervals to defend against a successful attack on a key while it is
still in use. In addition, the MACsec protocol (Clause 8 and Clause 9) only allows 2321 frames to be protected with a
single key unless a Cipher Suite that supports extended packet numbering is used. Since 232 minimum-sized IEEE 802.3
frames can be sent in approximately 5 min at 10 Gb/s, this can force the use of a new SA.

These security relationships (CAs, SCs, and SAs) and the information associated with each of them are
further discussed in 7.1.1, 7.1.2, and 7.1.3. Their mutual relationship, and the insecure connectivity provided
by the LAN that supports them, are illustrated in Figure 7-1 through Figure 7-3 for a point-to-point LAN and
in Figure 7-4 through Figure 7-6 for stations attached to a shared media LAN.

Figure 7-1 shows two stations, A and B, connected to a point-to-point LAN that provides insecure
bi-directional connectivity.

A (8>

N N

Figure 7-1—Two stations connected by a point-to-point LAN

Figure 7-2 depicts the CA created by MACsec Key Agreement following mutual authentication and
authorization of A and B.

Figure 7-2—Two stations in a CA created by MACsec Key Agreement
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Figure 7-3 shows the two SCs that support the CA.

Figure 7-3—Secure communication between two stations

Figure 7-4 shows four stations, A, B, C, and D, attached to a shared media LAN that provides full but
insecure connectivity between the stations.
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Figure 7-4—Four stations attached to a shared media LAN
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Figure 7-5 depicts a CA created by MACsec Key Agreement following mutual authentication and
authorization of A, B, and C. The CA excludes D.

Figure 7-5—A CA including ports A, B, and C

Figure 7-6 shows the three SCs that support the CA, one for transmission by each of A, B, and C.

Figure 7-6—Secure communication between three stations

While D can send and receive frames using the insecure connectivity provided by the shared LAN, it does
not have SAKSs that would allow it to participate in any of the SAs that currently support SC,, SCpg, or SCc;
therefore, D cannot compromise the integrity, confidentiality, or origin of any of the frames being exchanged
by A, B, and C.
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In the above examples (Figure 7-3, Figure 7-6), each station transmits frames using a single SC. A station
can also use multiple transmit SCs, using each transmitted frame’s priority to allocate to it one of the SCs.
Each of these transmit SCs supports secure transmission for frames of one or more priorities from the
transmitting station to all the others in the CA. This use of multiple transmit SCs allows MACsec to enforce
in-order delivery (or the use of a smaller replay window than might otherwise be the case) for frames of any
given priority.

7.1.1 Connectivity Association (CA)

MACsec Key Agreement is responsible for discovering, authenticating, and authorizing the potential
participants in a CA. A SecY, as specified in this standard, does not need to be aware of the CA, except as a
list of SCs in which it needs to participate. Since all the SCs in a CA use the same Cipher Suite at any one
time, the Cipher Suite can be considered a property of the CA. A change in the Cipher Suite necessitates an
interruption to the service provided by the CA.

Each SecY participates in only a single CA at any one time. There is a limit, readable by management and by
the KaY, on the number of peer SecYs that can participate in a CA (10.7.7, 13.5).

NOTE—If this specification had allowed different SCs to use different Cipher Suites, a SecY implementing more than
one Cipher Suite would have to be capable of simultaneous transmitting using one Cipher Suite and receiving using one
or more other Cipher Suites.

7.1.2 Secure Channel (SC)

Each SecY transmits frames conveying secure MAC Service requests of any given priority on a single SC.
Each SC provides unidirectional point-to-multipoint communication, and it can be long lived, persisting
through SAK changes. Each SC is identified by a Secure Channel Identifier (SCI) comprising a 48-bit MAC
address concatenated with a 16-bit Port Identifier.

NOTE 1—Including the Port Identifier component would appear to be unnecessary in the case of a simple system with a
MAC address and a single SecY for each port. However, some systems require support for more SecY's than they have
uniquely allocated addresses because they make use of technologies that support virtual MACs, or because their
interface stacks include the possibility of including multiple SecY's at different sublayers (as do Provider Bridges [IEEE
Std 802.1Q)], for example), or because they transmit frames of different priorities using different SCs.

NOTE 2—An EPON Optical Line Terminal (OLT) can use a distinct SC to support the Single Copy Broadcast (SCB)
capability (Clause 12). The formal identifier for this SC comprises a System Identifier for the OLT and a reserved Port
Identifier. Both can be represented in the secured frame by a single SCB bit (Clause 9).

MACsec Key Agreement is responsible for informing each SecY of the identifier to be used for each
transmitting SC and of the existence and identifier of each of the SCs for which the SecY is to receive
frames. While the structure of the communication facilitated by each SC is point-to-multipoint (which
encompasses point-to-point as a special case), the SecY does not have to be aware that its transmissions can
reach multiple receivers, that the frames that it receives could be received by other SecYs, or of any
relationship or lack of relationship between the inbound SCs (except in determining the value of the
operPointToPointMAC status parameter, 6.5, 10.7.4). The operation of the MACsec Key Agreement
protocol (MKA, specified in IEEE Std 802.1X) is defined in terms of the behavior of participants, each
representing a single KaY and a single transmit SCI. When a SecY uses multiple transmit SCIs, each SCI is
represented by a separate participant that sends and receives MACsec Key Agreement PDUs (MKPDUs) to
and from all the other participants just as if it were representing a separate SecY in the same group CA, see
Annex E.

NOTE 3—The point-to-multipoint nature of the SC does have technical consequences, in particular the decision to
change from one SA to another is made by the transmitter using the SC, not by one or some number of the receivers.
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7.1.3 Secure Association (SA)

Each SC comprises a succession of SAs, each with a different SAK. Each SA is identified by the SC
identifier concatenated with a two-bit Association Number (AN, Figure 7-7). The Secure Association
Identifier (SAI) thus created allows the receiving SecY to identify the SA and thus the SAK used to decrypt
and authenticate the received frame. The SAI is only unique for the SAs used by SecYs participating in a
given CA at any instant.

MACsec Key Agreement is responsible for creating and distributing SAKs to each of the SecYs in a CA.
This key creation and distribution is independent of the cryptographic operation of each of the SecYs. The
same SAK can be used for SAs that compose different SCs, provided that every initialization vector (IV)
used with the SAK is unique. When the Default Cipher Suite (14.5) is used, the SCI is included in the IV to
ensure uniqueness across SCs.

The decision to replace one SA with its successor is made by the SecY that transmits using the SC, after
MACsec Key Agreement has informed it that all the other SecY's are prepared to receive using that SA. No
notification, other than receipt of a secured frame with a different SAI is sent to the receiver. At any one
instant a SecY has to be capable of storing SAKs for two SAs for each inbound SC, and of swapping from
one SA to another without notice. Certain LAN technologies can reorder frames of different priority, so
reception of frames on a single SC can use interleaved SAs. The time bound within which a receiver can
accept interleaved SAs is 0.5 s.

The transmitting SecY does not interleave frames for different SAs on a given SC.

NOTE—When MKA (see IEEE Std 802.1X) is used to distribute the SAKs used by each of the SCs supporting a given
CA, the same SAK is used for all SAs with a given AN (at any given time). The transmit SA for each SC is replaced with
its successor at approximately the same time so that there is no need for any SecY participating in the CA to support
more than two SAKs at a time.

Association Number
I
Port Idlentifier v

System IIdentifierI |
|

< SCI >
(Secure Channel Identifier)
< SAI

(Secure Association Identifier)

Figure 7-7—Secure Channel and Secure Association Identifiers

If a SecY does not have a usable SA for its outbound SC, i.e., an SA that can be used at no notice for frame
transmission with a PN value that is not exhausted, or any of the current SAs for inbound SCs are not usable,
then the MAC_Operational status parameter (6.4) will transition to FALSE.

7.2 Multiple instances of the secure MAC Service on a single LAN

Each service access point for an instance of the secure MAC Service is supported by a service access point
for an instance of an insecure MAC Internal Sublayer Service (ISS). Multiple instances of the secure MAC
Service can be provided by a single LAN, provided that each instance is uniquely identified by unencrypted
fields contained in each received frame. These fields identify separate instances of the insecure MAC ISS,
each capable of supporting a distinct service access point for MACsec.

Identification of each insecure service instance, and multiplexing and demultiplexing to and from the
transmission capabilities provided by the LAN, can be performed wholly below the ISS by a media-specific
or media-dependent function. Some media are defined to support such a multiplexing function, e.g., the
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LLID used by IEEE 802.3 EPON (see Clause 12). Where such media-specific multiplexing functions are not
available, the source address or SCI may be used (11.8). Provider Bridges are also capable of supporting
multiple instances of the ISS over a network of individual LANs (see 11.6).

MACsec should not be used to support multiple instances of the secure MAC Service on a single physical
LAN without the use of unencrypted frame fields to identify separate instances of insecure service, each
supporting a single instance of secure service. While the use of security to provide multiplexing is
impossible to prevent (since different cryptographic keys can be used to separate connectivity), relying
solely on security to define the connectivity makes deployment and fault management difficult—the
topology of an entire network could change as security was enabled or disabled on a single LAN. Key
agreement protocols that use the insecure MAC service can require a matching instance of that service for
each secure service instance.

NOTE 1—The service access point for the secure MAC Service is referred to as Controlled Port of the SecY (Clause 10)
and the service access point for the insecure MAC Service as the SecY’s Common Port. Access to the insecure service
for protocol entities above MAC Security is provided at the Uncontrolled Port.

NOTE 2—Although the field or fields used to provide service instance multiplexing are not parameters of the ISS, and
thus are not protected, the integrity of the secure MAC Service is not compromised. If the unprotected fields are
modified, the frame can be delivered to the wrong SecY, but will subsequently fail integrity checks. Different SecY's use
different security associations, keys, and cryptographic nonces. Additional management parameters are
(cryptographically) bound to individual SecY's, not to the values of frame fields.

The secure MAC Service requirements for symmetric and transitive connectivity ensure that two or more
service instances on the same LAN will appear as separate LANs to the clients of the SecYs. There is
therefore no conflict between the use of bridges and the provision of multiple secure service instances.

When clients that are connected to a first service instance change and connect to a second service instance,
the secure connectivity alters. MAC Operational temporarily transitions to False for a minimum amount of
time to allow the CA to re-establish its membership (as determined by the KaY). In particular, each time
membership of a CA changes, MAC Operational transitions False for at least one of each pair of SecYs
whose connectivity has changed. For example, if members of CAy leave CA, and join CAy and if CA has
MAC_Operational True, then MAC_Operational transitions to False for either the members of CA; who are
Joining CAy or for the original members of CAy. MAC_Operational transitions to True once all the new
members have joined CA,.

NOTE 3—Two SecY's that connect to the same LAN and participate in the same CA appear connected to the same LAN
(as one would expect) and appear connected to different LANS as they participate in distinct CAs. The effect is similar to
partitioning a LAN by switching a repeater on or off.

Distinct instances of the secure point-to-point MAC Service can be provided by a bridge to different end
stations connected to the same shared media by using the source address of the frames transmitted by each
end station to identify one of a number of SecY's in the receiving bridge (11.8). Where the source address is
not sufficient to select the receiving SecY, the SCI can be used to provide service instance multiplexing for
both secured and unsecured frames (11.8, 9.5, 10.6).

NOTE 4—IEEE Std 802.11 [B2] specifies its own mechanisms for identifying separate secure associations.

7.3 Use of the secure MAC Service

The secure MAC Service guarantees (6.8) the integrity of the parameters of each service indication, and that
each indication is a result of a request made by a SecY that is a member of the same CA as the receiver,
though not by any particular member. Management controls associated with each KaY can require certain
authentication and key management methods to ensure these guarantees. However, the degree of trust placed
in the security of the communication does not imply the degree of trust associated with the communicating
peers. Accordingly, the MACsec Key Agreement framework facilitates authorization of each potential
member and allows management of the acceptable authorization for inclusion in the CA.
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The secure MAC service does not itself provide any means to label or distinguish different levels of
authorization, and does not associate different levels of authorization with individual invocations of the
service. A station either participates in a service instance or it does not.

To ensure correct operation of client protocols, secure service indications are not filtered or modified by a
SecY except as specified in Clause 8 and Clause 9. Each protocol entity that is a client of the secure MAC
Service should implement suitable policies (7.3.1) to support overall network security.

NOTE 1—For example, correct operation of Spanning Tree Protocol depends on the delivery of BPDUs to the Spanning
Tree Protocol Entity of a given bridge from all the other bridges attached to the LAN that transmit frames that can be
relayed by the given bridge. If a SecY were to require a higher level of authorization to pass received BPDUs through
the Controlled Port, data loops in the network could result. However, the STP Entity can adopt a policy of discarding
frames rather than permit another system that is not authorized as a bridge to be the Designated Bridge for the CA.

The client policies in use at any time should reflect the intersection of the capabilities permitted to the
members of the CA. Policies can be

a) Selected by the client on the basis of the level of authorization, as provided by the PAE through a
Layer Management Interface (LMI) (see 10.7) or

b) Selected by a central server that forms part of the management framework for the network, and
1) Securely downloaded or
2) Communicated to the client using a secure connection

NOTE 2—If one of the members of the CA is a bridge (strictly speaking the Bridge Port is the CA member), the other
members should adopt policies that reflect their confidence in the policies applied by the bridge to forward frames. In
this case the trust is partly transitive—the question to be answered by each member of the CA is the degree of trust to
place in the bridge’s trust of systems that originate frames that the bridge will forward.

7.3.1 Client policies

Client policies, which are not specified in this standard, can include but are not limited to

a)  Limiting the set of protocol procedures that can be invoked by the peer
b) Segregating communications between different sets of peer users of the MAC Service

¢) Filtering, i.e., discarding, received frames

Clients of the secure MAC Service can also record any exceptional policy actions taken, so as to initiate
further administrative action, outside the scope of this standard, with the entities responsible for the
operation of the authenticated peer systems.

NOTE—A VLAN-aware Bridge that assigns frames that have been received from a specific Bridge Port (the bridge’s
point of attachment to a service instance) to a VLAN on the basis of the authorization associated with the Port provides
an example of policy of segregating communications, as described in item b) above.

7.3.2 Use of the secure MAC Service by bridges

Each Bridge Port uses the service provided by an individual LAN (see Clause 11), which is not dependent
for its connectivity on the operation of other bridges. This ensures that the configuration protocols used by
bridges, including the spanning tree protocol, operate over a physical topology (comprising a bipartite graph
of bridges and individual LANs connected by Bridge Ports) that is not itself dependent on the active
topology, or subsets of the active topology, calculated by those same configuration protocols.

NOTE 1—The apparent exception to this configuration restriction, which does not permit the creation of security
associations to create “secure tunnels” through selected bridges in a Bridged Local Area Network, is the use of a
Provider Bridged Network as specified in IEEE Std 802.1Q. However, a Provider Bridged Network appears to Customer
Bridges as a single LAN providing full connectivity independent of the operation of Customer Bridge protocols.
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PAEs and KaYs use group addressed frames to identify and communicate with peers whose SecYs are
potential participants in the same CA. Frames with the group addresses used for this purpose are filtered by
certain bridges and EDEs (Clause 15) to restrict each instance of the secure MAC Service to the appropriate
LAN scope. By default PAEs and KaYs for MAC Bridges, VLAN Bridges, Provider Bridges, and Provider
Backbone Bridges use the PAE group address specified by IEEE Std 802.1X (also identified as the Nearest
Non-TMPR Bridge group address by IEEE Std 802.1Q). Use of this address restricts each instance of the
secure MAC Service to an individual customer LAN.

NOTE 2—Use of Reserved Group MAC Addresses helps to ensure that the physical topology as perceived by spanning
tree and other configuration protocols aligns with that provided by MAC Security.

The policies applied by the Bridge Forwarding Process that is a client of each MAC service instance can
include but are not limited to

a)  Use of static Filtering Database Entries

b) Use of the RSTP and MSTP restrictedRole parameters

c) The PVID for the port

d) Configuration of the VLAN Translation Table

e) Inclusion in the Member Set for any given VLAN and the setting of Enable Ingress Filtering
f)  Identification of the Port as a Provider Edge Port

g) Port priority

h)  Priority remapping tables.

NOTE 3—A Bridge Port is one of the bridge’s points of attachment to an instance of the ISS and is used by the MAC
Relay Entity and associated Higher-Layer Entities as specified in IEEE Std 802.1Q.

NOTE 4—The RSTP and MSTP restrictedRole parameters in IEEE Std 802.1Q ensure that the spanning tree active
topology for other Bridge Ports is unaffected by BPDUs received on the Port, while continuing to protect against data
loops and allowing the peer system to use the BPDUs it receives to select between redundant service instances. The
restrictedRole parameter should be set if the authorization (see also 7.3) of the peer system(s) is not sufficient to allow
full participation in determining the active topology of the network.

In response to a limited authorization on the Bridge Port, a bridge can be configured to discard frames other
than from a specified number of MAC addresses and to use additional services provided by the network
administrator to ensure that these permitted addresses are not used by other end stations in the network.
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8. MAC Security protocol (MACsec)

MACsec provides the secure MAC Service (Clause 6) on a frame-by-frame basis, using cryptographic
methods within the context of security relationships maintained by MACsec Key Agreement.

This clause

a)  Sets out requirements for the design (8.1) and support (8.2) of MACsec
b) Provides an overview of its operation (8.3).

NOTE 1—The operation of MACsec Key Agreement Entity (KaY) and the protocols it uses are outside the scope of this
standard. However, the security relationships (Clause 7) it establishes are essential to the operation of MACsec and form
part of the support requirements.

Conformance to this standard is in terms of the observable protocol arising from the operation of a MAC
Security Entity (SecY, Clause 10), including management of MACsec and the service provided to client
protocols that use the secure MAC service.

Each of the possible sets of cryptographic algorithms used by MACsec to provide connectionless frame
integrity and data confidentiality compose a Cipher Suite. This clause describes the result of Cipher Suite
use by the SecY, illustrated in Figure 8-1. The normative specification of each Cipher Suite is provided in
Clause 14. The Cipher Suite is selected as part of the establishment of the CA (7.1.1).

<4— MAC Addresses —p <4—— MSDU —p»
User Destination Source
Parameters Address Address User Data

/ \,
/
/
/ \
/ \
/ \,

b= A !
2 B <4— Calculated by the Cipher Suite —»
g 5‘ < Integrity protected by the Cipher Suite >
S
= MACsec Confidentialit
EtherType — (optional) y =P
Protocol Destination Source ! Secure Data
Parameters Address Address SecTAG Icv
<4— MAC Addresses —p < MPDU >

Figure 8-1—MACsec

NOTE 2—The Destination Address and Source Address parameters are shown as separate from the MPDU in
Figure 8-1, as they are separate parameters of each service request. The encoding of these parameters into a transmitted
frame on a medium is accomplished by the supporting service, which can interpose additional octets between those of
the addresses and the MSDU. In the strict sense of externally visible transmission, this standard deals with parameters of
service primitives, not with frames. However, it is often convenient to talk of these parameters as a frame.

8.1 Protocol design requirements

MACsec operates in networks comprising end stations and individual point-to-point or shared media LANSs,
arbitrarily interconnected by intermediate systems, such as MAC Bridges, VLAN-aware Bridges, and
routers. MACsec supports, preserves, and maintains the quality of the secure MAC Service in all its aspects
as specified by Clause 6, meeting requirements for

a)  Connectivity (6.7)
b) Security (6.8, 6.9, 8.1.1)
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¢) Manageability (8.1.2)

d) Interoperability (8.1.3)

e) Deployment (8.1.4)

f)  Coexistence (8.1.5)

g) Scalability (8.1.6)

h) Intrusion detection (8.1.7)

i)  Localization and isolation of attacks (8.1.8)

j)  Implementation (8.1.9).
These requirements are met by the operation of MACsec (8.3) together with requirements placed on

k)  The architecture that specifies how MAC Security Entities (SecY's) are placed within LAN stations
and communicate with selected peers (Clause 11)

1)  The choice of cryptographic methods that compose each MACsec Cipher Suite (Clause 14)
m) Support of the protocol by each SecY, and on the system that contains it (8.2)

n) The operation of the protocols that support MACsec Key Agreement, including aspects of
authentication, authorization, and distribution of keys.

8.1.1 Security requirements

In addition to providing the security guarantees (6.8) and services (6.9) required for support of the secure
MAC service, the design of MACsec

a) Enables a succession of SAs, each with its own Secure Association Key (SAK) to be used to support
the connectivity provided by each SC. The succession of SAKs (7.1), together with the use of Key
Agreement protocols that provide Perfect Forward Secrecy, protects against the compromise of any
single SAK, without disrupting service.

b) Ensures that a fresh SA, supporting an existing CA, can be used within a known bounded time (1 s,
see 8.1.9) at intervals that are also bounded (keys can be changed as frequently as once every 10 s)
after Key Agreement provides the associated SAK.

c¢) Allows operation of the Key Agreement protocol to be independent of MACsec. In particular allows
fresh SAKSs to be supplied at any time, without unnecessarily disrupting communication.

The security provided by each SAK rests on the security provided by the Cipher Suite (see Clause 14 for
requirements), which in turn depends on the guarantees provide by the cryptographic mode of operation and
its underlying block cipher, and on the protocols and procedures used to ensure that keys remain secret.

8.1.2 Manageability requirements

The design of MACsec ensures that the protocols that configure, and that run over media, individual LANs,
and Bridged or Virtual Bridged Local Area Networks as a whole, can continue to operate with no diminution
in the capabilities available to and customarily used by network administrators. Existing firewall and
forwarding filters can still be applied to specific protocols.

When the Default Cipher Suite is used for integrity protection without confidentiality protection, protocol
analyzers and other tools that support MACsec parsing can understand the User Data transmitted, but cannot
modify that data without the receiving SecY being aware of the intrusion. This capability is also available
whenever the Secure Data remains the same as the User Data and the integrity check value (ICV) length is
the same as that of the Default Cipher Suite.
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