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Abstract: This amendment specifies the GCM-AES-256 Cipher Suite as an option in addition to the 
existing mandatory to implement Default Cipher Suite, GCM-AES-128.
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Introduction

  

The first edition of IEEE Std 802.1AE was published in 2006. This first amendment to that standard adds the 
option of using the GCM-AES-256 Cipher Suite.

Relationship between IEEE Std 802.1AE and other IEEE Std 802 standards

IEEE Std 802.1X-2010 specifies Port-based Network Access Control, and provides a means of 
authenticating and authorizing devices attached to a LAN, and includes the MACsec Key Agreement 
protocol (MKA) necessary to make use of IEEE 802.1AE.

This standard is not intended for use with IEEE Std 802.11 Wireless LAN Medium Access Control. An 
amendment to that standard, IEEE Std 802.11i-2004, also makes use of IEEE Std 802.1X, thus facilitating 
the use of a common authentication and authorization framework for LAN media to which this standard 
applies and for Wireless LANs.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the 
provisions of this standard does not imply compliance to any applicable regulatory requirements. 
Implementers of the standard are responsible for observing or referring to the applicable regulatory 
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in 
compliance with applicable laws, and these documents may not be construed as doing so. 

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private 
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation, 
standardization, and the promotion of engineering practices and methods. By making this document 
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in 
copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the 
issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether 
a given document is the current edition and whether it has been amended through the issuance of 
amendments, corrigenda, or errata, visit the IEEE Standards Association website at http://
ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

This introduction is not part of IEEE Std 802.1AEbn-2011, IEEE Standard for Local and metropolitan area networks—
Media Access Control (MAC) Security—Amendment 1: Galois Counter Mode—Advanced Encryption Standard—
256 (GCM-AES-256) Cipher Suite.
iv Copyright © 2011 IEEE. All rights reserved.
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For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/findstds/interps/in-
dex.html.

Patents

Attention is called to the possibility that implementation of this amendment may require use of subject
matter covered by patent rights. By publication of this amendment, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims or determining whether any licensing terms or conditions provided in connection
with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-
discriminatory. Users of this amendment are expressly advised that determination of the validity of any
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.
Copyright © 2011 IEEE. All rights reserved. v
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IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or environmental 
protection. Implementers of the standard are responsible for determining appropriate safety, security, 
environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These 
notices and disclaimers appear in all publications containing this document and may be found under the 
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”They 
can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.html.

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into 
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, 
and replace. Change is used to make corrections in existing text or tables. The editing instruction specifies 
the location of the change and describes what is being changed by using strikethrough (to remove old 
material) and underscore (to add new material). Delete removes existing material. Insert adds new material 
without disturbing the existing material. Deletions and insertions may require renumbering. If so, 
renumbering instructions are given in the editing instruction. Replace is used to make changes in figures or 
equations by removing the existing figure or equation and replacing it with a new one. Editing instructions, 
change markings, and this NOTE will not be carried over into future editions because the changes will be 
incorporated into the base standard.
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1. Overview

1.1 Introduction

Change the fourth paragraph as follows:

To deliver these benefits, MACsec has to be used in conjunction with appropriate policies for higher-level 
protocol operation in networked systems, an authentication and authorization framework, and network 
management. IEEE Std 802.1X P802.1af™ [B2]1 provides authentication and cryptographic key 
distribution.

1.2 Scope

Change bullet i) as follows:

i) Specifies the interface/exchanges between a SecY and its associated and collocated MAC Security 
Key Agreement Entity (KaY, IEEE Std 802.1X P802.1af [B2]) that provides and updates 
cryptographic keys.

Change bullet o) as follows:

o) Specify how the relationships between MACsec protocol peers are discovered and authenticated, as 
supported by key management or key distribution protocols, but makes use of IEEE Std 802.1X
P802.1af Key Agreement for MAC security to achieve these functions.
2 Copyright © 2011 IEEE. All rights reserved.
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