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Foreword 

(This Foreword is not a part of IEEE Std 802.1D-1990, IEEE Standards for Local and Metropolitan 
Area Networks: Media Access Control (MAC) Bridges.) 

This standard is part of a family of standards for Local and Metropolitan Area 
Networks. The relationship between this standard and other members of the family 
is shown below. (The numbers in the figure refer to IEEE Standard numbers.) 

802.1 BROADBAND TAG 

802.8 FIBER OPTIC TAG 
__---------- 

802.2 LOGICAL UNK 

MEDIUM 

PHYSICAL 
802.3 

PHYSICAL 

I DATA 
802.1 BRIDGING 

MEDIUM 

PHYSICAL 

I UNK 

802.5 1 I 802.9 1 PHYS'CA' 
PHYSICAL PHYSICAL 

8 0 2 . 6  and 802.9 provide services beyond the scope of IEEE Project 802. 
t 802 .10  is co-sponsored by the Technical Committee on Computer Communications 

(which sponsors Pro'ect 802) and also the Technical Committee on Security and Privacy. + Formerly IEEE Std 8b2.1A.  

Relationship Among IEEE Project 802 Working Groups and 
Technical Advisory Groups 

The family of IEEE 802 Standards includes publications, projects, and activities 
that define standards, recommended practices, and guidelines in the following 
areas: 

0 IEEE Std 802*: Overview and Architecture. This doc- 
ument forms part of the 802.1 scope of 
work. 

*The 802 Architecture and Overview Specification, originally known as IEEE Std 802.1A, has been 
renumbered as IEEE Std 802. This has been done to accommodate recognition of the base standard in a 
family of standards. References to IEEE Std 802.1A should be considered as references to IEEE Std 802. 
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0 IEEE 802.1 series: Glossary, Network Management, and 
Internetworking. These documents, as 
well as IEEE Std 802, Overview and 
Architecture, form part of the 802.1 
scope of work. 

0 IS0 8802-2 (ANSI/IEEE Std 802.21: 

0 ISO/IEC 8802-3 [ANSI/IEEE Std 802.31: CSMA/CD Access Method and Physical 

0 ISO/IEC 8802-4 [ANSI/IEEE Std 802.41: Token-Passing Bus Access Method and 

Logical Link Control 

Layer Specifications 

Physical Layer Specifications 

0 IEEE Std 802.5: 

P802.6: 

0 IEEE Std 802.7: 

P802.8: 

P802.9: 

P802.10: 

P802.11: 

Token-Passing Ring Access Method and 
Physical Layer Specifications 

Metropolitan Area Network Access 
Method and Physical Layer Specifi- 
cations 

Broadband Technical Advisory and 
Physical Layer Topics and Recom- 
mended Practices 

Fiber Optic Technical Advisory and 
Physical Layer Topics 

Integrated Voice/Data Access Method 
and Physical Layer Specifications 

Security and Privary Access Method 
and Physcial Layer Specifications 

Wireless Access Method and Physical 
Layer Specification (activity on this 
project began as this document went 
to press) 

This document, IEEE Std 802.1D, specifies an architecture and protocol for the 

The reader of this document is urged to become familiar with the complete 

Readers wishing to know the state of revision should contact the 802.1 Working 

Secretary 
IEEE Standards Board 
Institute of Electrical and Electronics Engineers, Inc. 
445 Hoes Lane, P.O. Box 1331 
Piscataway, N J  08855-1331 

interconnection of IEEE 802 LANs below the MAC service boundary. 

family of standards. 

Group Chair via 
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IEEE Standards for 
Local and Metropolitan Area Networks: 

Media Access Control (MAC) Bridges 

1. Introduction 

IEEE 802 Local Area Networks (LANs) of all types may be connected together 
with media access control (MAC) Bridges. Each individual LAN has its own inde- 
pendent MAC. The Bridged Local Area Network created allows the interconnection 
of stations attached to separate LANs as if they were attached to a single LAN. A 
MAC Bridge operates below the MAC Service Boundary, and is transparent to 
protocols operating above this boundary, in the Logical Link Control (LLC) Sub- 
layer or Network Layer (IS0 7498:1984 [9] '). A Bridged Local Area Network may 
provide for the following: 

(1) The interconnection of stations attached to 802 LANs of different MAC 

(2) An effective increase in the physical extent, the number of permissible 

(3) Partitioning of the physical LAN support for administrative or maintenance 

types. 

attachments, or the total performance of a LAN. 

reasons. 

1.1 Scope. For the purpose of compatible interconnection of data processing 
equipment using the IEEE 802 MAC Service supported by interconnected IEEE 802 
Standard Local Area Networks of various types, this standard specifies the opera- 
tion of MAC Bridges. To this end it 

(1) Positions the bridging function within an architectural description of the 
MAC Sublayer. 

'The numbers in brackets correspond to those of the references listed in 1.4. 
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Defines the principles of operation of the MAC Bridge in terms of the sup- 
port and preservation of the MAC Service, and the maintenance of Quality of 
Service. 
Specifies the MAC Internal Sublayer Service provided by individual LANs to 
the Media Access Method Independent Functions that provide frame relay 
in the Bridge. 
Identifies the functions to be performed by Bridges, and provides an archi- 
tectural model of the internal operation of a Bridge in terms of Processes 
and Entities that provide those functions. 
Establishes the requirements for a protocol between the Bridges in a 
Bridged Local Area Network to configure the network, and specifies the 
distributed computation of a Spanning Tree active topology. 
Specifies the encoding of the Bridge Protocol Data Units (BPDUs). 
Establishes the requirements for Bridge Management in the Bridged Local 
Area Network, identifying the managed objects and defining the manage- 
ment operations. 
Specifies how the management operations are made available to a remote 
manager using the protocol and architectural description provided by 
P802.1B [3]. 
Specifies performance requirements and recommends default values and 
applicable ranges for the operational parameters of a Bridge. 
Specifies the requirements to be satisfied by equipment claiming conform- 
ance to this standard. 
Specifies criteria for the use of MAC-specific bridging methods. 

This standard specifies the operation of MAC Bridges that attach directly to 
LANs as specified in the relevant MAC standards for the MAC technology or tech- 
nologies implemented. The specification of Remote Bridges, which interconnect 
LANs using Wide Area Network (WAN) media for the transmission of frames 
between Bridges, is outside the scope of this standard. 

1.2 Definition. The following definition is specific to this standard: 

Bridged Local Area Network. A catanet of individual Local Area Networks inter- 
connected by MAC Bridges. 

1.3 Abbreviation. The following abbreviation is specific to this standard: 

BPDU. Bridge Protocol Data Unit. 

1.4 References. This standard shall be used in conjunction with the following 
pubications or their approved revisions: 

[ 1 ] ANSI X3.159-1989, American National Standards for Information Systems - 
Programming Language - C.2 

2ANSI publications are available from the Sales Department, American National Standards Institute, 
1430 Broadway, New York, NY 10018. 
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[2] IEEE Std 802-1990, IEEE Standards for Local and Metropolitan Area Net- 
works: Overview and Architecture. 

[3] Reserved for future use.3 

[4] IS0 8802-2:1989 (ANSI/IEEE Std 802.2-19891, Information processing sys- 
tems - Local area networks -Part 2: Logical link contr01.~ 

(51 ISO/IEC 8802-3:1990 [ANSI/IEEE Std 802.3-1990 Edition], Information proc- 
essing systems - Local area networks - Part 3: Carrier sense multiple access with 
collision detection (CSMA/CD) access method and physical layer specifications. 

[6] ISO/IEC 8802-4:1990 [ANSI/IEEE Std 802.4-19901, Information processing 
systems - Local area networks -Part 4: Token-passing bus access method and 
physical layer specifications. 

(71 IEEE Std 802.5-1989, IEEE Standards for Local Area Networks: Token Ring 
Access Method and Physical Layer Specifications. 

[8] IS0 6937-2:1983, Information processing- Coded character sets for text 
communication - Part 2: Latin alphabetic and non-alphabetic graphic  character^.^ 
[ 9)  IS0 7498:1984, Information processing systems - Open Systems Interconnec- 
tion -Basic Reference Model. 

[ 101 IS0 8824:1987, Information processing systems - Open Systems Intercon- 
nection -Specification of Abstract Syntax Notation One (ASN.l). 

[ 11 ] IS0 8825:1987, Information processing systems - Open Systems Intercon- 
nection - Specification of Basic Encoding Rules for Abstract Syntax Notation One 
(ASN.l). 

[ 121 ISO/IEC 9595:1990, Information processing systems - Open Systems Inter- 
connection - Common management information service definition. 

[ 131 ISO/IEC 9596:1990, Information processing systems - Open Systems Inter- 
connection - Common management information protocol specification. 

3When the following IEEE project is approved, it wiU become a part of this reference section: P802.1B, 
LAN/MAN Management. Available from IEEE Computer Society Documents, c / o  AlphaGraphics, A": 
P. Thrush, 10215 N. 35th Ave., Suite A & B, Phoenix, AZ 85051. 

41S0 [IEEE] and ISO/IEC [IEEE] documents are available from IS0 Central Secretariat, 1 rue de 
Varembe, Case Postale 56, CH-1211, Genhve 20, Switzerland/Suke; and from the Service Center, Insti- 
tute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331. 

51S0 and ISO/IEC documents are available from the IS0 Central Secretariat, 1 rue de VarembC, Case 
Postale 56, CH-1211, Gen6ve 20, Switzerland/Suisse; and from the Sales Department, American National 
Standards Institute, 1430 Broadway, New York, NY 10018, USA. 
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1.5 Conformance. A MAC Bridge that claims conformance to this standard 
Shall conform to 
(a) The relevant MAC standards for the MAC technology or technologies 

implemented, i.e., ISO/IEC 8802-3 [5], ISO/IEC 8802-4 [6], or IEEE Std 
802.5 [7], as described in 2.5, and 

(b) IS0 8802-2:1989 [4] for the implementation of a Class I or Class I1 LLC, 
to support Type 1 operation as required by 3.2, 3.3, and 3.12. 

Shall relay and filter frames as described in 3.1 and specified in 3.5,3.6, and 
3.7. 
Shall either 
(a) Filter frames with equal source and destination addresses, or 
(b) Not filter frames with equal source and destination addresses, 
as specified in 3.7. 
May provide the capability to control the mapping of the priority of for- 
warded frames as specified in 3.7. 
Shall maintain the information required to make frame-filtering decisions as 
described in 3.1 and specified in 3.8 and 3.9. 
Shall use stated values of the following parameters of the Filtering Database 

(a) Filtering Database Size, the maximum number of entries that can be 
held in the Filtering Database. 

(b) Permanent Database Size, the maximum number of entries that can be 
held in the Permanent Database. 

May provide the capability to read and update the Filtering and Permanent 
Databases as specified in 3.9. 
May provide the capability to set the Ageing Time as specified in 3.9. A 
Bridge that provides this capability shall implement the full range of values 
specified in Table 3-3. 
Shall use either 
(a) 48-bit Universally Administered Addresses, or 
(b) 48-bit Locally Administered Addresses, or 
(c) 16-bit Locally Administered Addresses, 
as specified in 3.12. 
Shall conform to the provisions for addressing specified in 3.12. 
May implement the optional provisions for addressing Bridge Management 
as specified in 3.12.4, for associating the Bridge Address with a Bridge Port 
as specified in 3.12.5, and for preconfiguring group addresses in the Per- 
manent Database as specified in 3.12.6. 
Shall provide 
(a) A means of assigning a group MAC Address to identlfy the Bridge Proto- 

col Entity if 48-bit Universally Administered Addresses are not used, 
and 

(b) A means of assigning an address unique within a Bridged Local Area 
Network to uniquely identify the Bridge if 16-bit Locally Administered 
Addresses are used, as specified in 4.5, and 

(c) A distinct Port identifier for each Port of the Bridge, as specified in 4.5, 

(3.9): 
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as required by 4.2 for operation of the Spanning Tree Algorithm and 
Protocol. 

(13) Shall implement the Spanning Tree Algorithm and Protocol described in 
Section 4, as specified in 4.7. 

(14) Shall not exceed the values given in 4.10.2 for the following parameters: 
(a) Maximum bridge transit delay 
(b) Maximum Message Age increment overestimate 
(c) Maximum BPDU transmission delay 

(a) Hold Timer 

allow configuration of the Spanning Tree active topology: 
(a) Bridge Priority 
(b) Port Priority 
(c) Path Cost for each Port 
A Bridge that provides this capability shall implement the range of values 
specified in 4.10.2 and Tables 4-4 and 4-5. 

(17) May provide the capability to set the values of the following parameters of 
the Spanning Tree Algorithm and Protocol: 
(a) Bridge Max Age 
(b)  Bridge Hello Time 
(c) Bridge Forward Delay 
A Bridge that provides this capability shall implement the range of values 
specified in 4.10.2 and Table 4-3. 

( 18) Shall encode transmitted BPDUs and validate received BPDUs as specified 
in Section 5. 

( 19) May support management of the Bridge. Bridges claiming to support man- 
agement shall support all the management objects and operations defined 
in Section 6. 

(20) May support IEEE 802.1 remote management. Bridges claiming to support 
IEEE 802.1 remote management shall 
(a) Conform to P802.1B [ 3 ] .  
(b) Support remote management by the use of the network management 

operations and encodings specified in Section 7. 
(21) Shall spec@ a Guaranteed Port Filtering Rate for each Bridge Port, a Guar- 

anteed Bridge Relaying Rate for the Bridge, and the related time intervals TF 
and TK as specified in Section 8. Operation of the Bridge within the specified 
parameters shall not violate any of the other conformance provisions of this 
Standard. 

The supplier of an  implementation that is claimed to conform to this standard 
shall complete a copy of the PICS proforma provided in Appendix A and shall pro- 
vide the information necessary to identlfy both the supplier and the implementation. 

(15) Shall use the value given in Table 4-3 for the following parameter: 

(16) May provide the capability to assign values to the following parameters to 

1.6 Recommendations 

tions specified in Section 6 is highly recommended. 
1.6.1 Management. Support of the managed objects and management opera- 
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1.7 MAC-specific Bridging Methods. MAC-specific bridging methods may exist. 
Use of a MAC-specific bridging method and the method specified in this standard 
on the same LAN shall 

(1) Not prevent communication between stations in a Bridged Local Area 
Network. 

(2) Preserve the MAC Service. 
(3) Preserve the characteristics of each bridging method within its own domain. 
(4) Provide for the ability of both bridging techniques to coexist simultaneously 

on a LAN without adverse interaction. 
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2. Support of the MAC Service 

MAC Bridges interconnect the separate LANs that comprise a Bridged Local 
Area Network by relaying frames between the separate MACS of the bridged W s .  
The position of the bridging function within the MAC Sublayer is shown in Fig 2-1. 

The MAC Service is provided to the MAC Service User in the end stations and is 
supported by the relay function in the Bridge. This may exclude features specific to 
individual medium access technologies. 

This section discusses provision of the MAC Service to end stations, support of 
the MAC Service by Bridges, preservation of the MAC Service offered by the Bridged 
Local Area Network, maintenance of Quality of Service in the Bridged Local Area 
Network, and the Internal Sublayer Service offered to Bridges themselves to enable 
them to connect individual LANs. 

2.1 Support of the MAC Service. The MAC Service provided to end stations at- 
tached to a Bridged Local Area Network is supported by the Bridges in that 
Bridged Local Area Network. Bridges support MA -UNITDATA.request primitives 
and corresponding MA -UNITDATA.indication primitives conveying user data with 
unconfirmed service. The use of confirmed service by end stations communicating 
across a Bridge is not supported. 

The style of Bridge operation maximizes the availability of the MAC Service to 
end stations and assists in the maintenance of the Bridged Local Area Network. It 
is therefore desirable that Bridges be capable of being configured in the Bridged 
Local Area Network 

(1) So as to provide redundant paths between end stations to enable the 
Bridged Local Area Network to continue to provide the Service in the event 
of component failure (of Bridge or LAN). 

(2) So that the paths supported between end stations are predictable and con- 
figurable given the availability of Bridged Local Area Network components. 

2.2 Preservation of the MAC Service. The MAC Service offered by a Bridged 
Local Area Network consisting of LANs interconnected by MAC Bridges is similar 
(2.3) to that offered by a single LAN. In consequence, 

(1) A Bridge is not directly addressed by communicating end stations, except as 
an end station for management purposes: frames transmitted between end 
stations carry the MAC Address of the peer-end station in their Destination 
Address field, not the MAC Address, if any, of the Bridge. 
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End Station Bridge End Station 

Fig 2-1 
Internal Organization of the MAC Sublayer 

(2) AU MAC Addresses must be unique and addressable within the Bridged 

(3) The MAC Addresses of end stations are not restricted by the topology and 
Local Area Network. 

configuration of the Bridged Local Area Network. 

2.3 Quality of Service Maintenance. The quality of the MAC Service supported by 
a Bridge should not be significantly inferior to that provided by a single LAN. The 
Quality of Service parameters to be considered are those which relate to 

Service availability 
Frame loss 
Frame misordering 
Frame duplication 
The transit delay experienced by frames 
Frame lifetime 
The undetected frame error rate 
Maximum service data unit size supported 
User priority 
Throughput 

2.3.1 Service Availability. The MAC Sublayer provides the MAC Service to end 
stations attached to a LAN or a Bridged Local Area Network. Service availability is 
measured as that fraction of some total time during which the service is provided. 
The operation of a Bridge can increase or lower the service availability. 

The service availability can be increased by automatic reconfiguration of the 
Bridged Local Area Network in order to avoid the use of a failed component (e.g., 
repeater, cable, or connector) in the data path. The service availability can be 
lowered by failure of a Bridge itself, through denial of service by the Bridge, or 
through frame filtering by the Bridge. 

A Bridge may deny service and discard frames (2.3.2) in order to preserve other 
aspects of the MAC Service (2.3.3; 2.3.4) when automatic reconfiguration takes 
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place. Service may be denied to end stations that do not benefit from the reconfig- 
uration; hence, the service availability is lowered for those end stations. Bridges 
may filter frames in order to localize traffic in the Bridged Local Area Network. 
Should an end station move, it may then be unable to receive frames from other 
end stations until the filtering information held by the Bridges is updated. 

To maximize the service availability, no loss of service or delay in service provi- 
sion should be caused by Bridges, except as a consequence of a failure, removal, or 
insertion of a Bridged Local Area Network component, or as a consequence of the 
movement of an end station. These are regarded as extraordinary events. The 
operation of any additional protocol necessary to maintain the quality of the MAC 
Service is thus limited to the configuration of the Bridged Local Area Network, and 
is independent of individual instances of service provision. 

2.3.2 Frame Loss. The service provided by the MAC Sublayer does not guaran- 
tee the delivery of Service Data Units. Frames transmitted by a source station 
arrive, uncorrupted, at the destination station with high probability. The operation 
of a Bridge introduces minimal additional frame loss. 

A frame transmitted by a source station can fail to reach its destination station 
as a result of 

(1)  Frame corruption during physical layer transmission or reception. 
(2)  Frame discard by a Bridge because 

(a) I t  is unable to transmit them within some maximum time and, hence, 
must discard the frame to prevent the maximum frame lifetime (2.3.6) 
being exceeded. 

(b) I t  is unable to continue to store the frame due to exhaustion of internal 
buffering capacity as frames continue to arrive at a rate in excess of 
that at which they can be transmitted. 

(c) The size of the service data unit carried by the frame exceeds the 
maximum supported by the medium access control procedures em- 
ployed on the LAN to which the frame is to be relayed. 

(d) Changes in the connected topology of the Bridged Local Area Network 
necessitate frame discard for a limited period of time to maintain other 
aspects of Quality of Service. 

2.3.3 Frame Misordering. The service provided by the MAC Sublayer does not 
permit the reordering of frames transmitted with a given user priority. MA-UNIT- 
DATAhdication service primitives corresponding to MA-UNITDATA.request prim- 
itives with the same requested priority are received in the same order as the 
request primitives were processed. The operation of the Bridges does not misorder 
frames transmitted with the same user priority. 

Where Bridges in a Bridged Local Area Network are capable of connecting the 
individual MACS in such a way that multiple paths between any source station- 
destination station pairs exist, the operation of a protocol is required to ensure 
that multiple paths do not occur. 

2.3.4 Frame Duplication. The service provided by the MAC Sublayer does not 
permit the duplication of frames. The operation of Bridges does not introduce 
duplication of user data frames. 
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The potential for frame duplication in a Bridged Local Area Network arises 
through the possibility of duplication of received frames on subsequent transmis- 
sion within a Bridge, or through the possibility of multiple paths between source 
and destination end stations. 

A Bridge shall not duplicate user data frames. 
2.3.5 Transit Delay. The service provided by the MAC Sublayer introduces a 

frame transit delay that is dependent on the particular media and media access 
control method employed. Frame transit delay is the elapsed time between an 
MA-UNITDATA.request primitive and the corresponding MA-UNITDATAhdica- 
tion primitive. Elapsed time values are calculated only on Service Data Units that 
are successfully transferred. 

Since the MAC Service is provided at an abstract interface within an end station, 
it is not possible to spec& precisely the total frame transit delay. It is, however, 
possible to measure those components of delay associated with media access and 
with transmission and reception; and the transit delay introduced by an inter- 
mediate system, in this case a Bridge, can be measured. 

The minimum additional transit delay introduced by a Bridge is the time taken to 
receive a frame plus that taken to access the media onto which the frame is to be 
relayed. Note that the frame is completely received before it is relayed as the Frame 
Check Sequence (FCS) is to be calculated and the frame discarded if in error. 

2.3.6 Frame Lifetime. The service provided by the MAC Sublayer ensures that 
there is an upper bound to the transit delay experienced for a particular instance 
of communication. This maximum frame lifetime is necessary to ensure the correct 
operation of higher layer protocols. The additional transit delay introduced by a 
Bridge is discussed above. 

To enforce the maximum frame lifetime a Bridge may be required to discard 
frames. Since the information provided by the MAC Sublayer to a Bridge does not 
include the transit delay already experienced by any particular frame, Bridges 
must discard frames to enforce a maximum delay in each Bridge. 

The value of the maximum bridge transit delay is based on both the maximum 
delays imposed by all the Bridges in the Bridged Local Area Network and the 
desired maximum frame lifetime. A recommended and an absolute maximum 
value are specified in Table 4-2. 

2.3.7 Undetected Frame Error Rate. The service provided by the MAC Sublayer 
introduces a very low undetected frame error rate in transmitted frames. Unde- 
tected errors are protected against by the use of a FCS that is appended to the 
frame by the MAC Sublayer of the source station prior to transmission, and 
checked by the destination station on reception. 

The FCS calculated for a given Service Data Unit is dependent on the medium 
access control method employed. It is therefore necessary to recalculate the FCS 
within a Bridge providing a relay function between IEEE 802 MACS of dissimilar 
types. This introduces the possibility of additional undetected errors arising from 
the operation of a Bridge. For frames relayed between LANs of the same MAC type, 
the Bridge shall not introduce an undetected frame error rate greater than that 
which would be achieved by preserving the FCS. 
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2.3.8 Maximum Service Data Unit Size. The Maximum Service Data Unit Size 
that can be supported by an IEEE 802 LAN varies with the media access control 
method and its associated parameters (speed, etc.). It may be constrained by the 
owner of the LAN. 

The Maximum Service Data Unit Size supported by a Bridge between two LANs is 
the smaller of that supported by the LANs. No attempt is made by a Bridge to relay 
a frame to a LAN that does not support the size of Service Data  Unit conveyed by 
that frame. 

2.3.9 Priority. The service provided by the MAC Sublayer includes user priority 
as a Quality of Service parameter. MA-UNITDATA.request primitives with a high 
priority may be given precedence over other request primitives made at the same 
station, or at other stations attached to the same LAN, and can give rise to earlier 
MA-UNITDATA.indication primitives. 

The MAC Sublayer maps the requested user priorities onto the access priorities 
supported by the individual medium access control method. The requested user 
priority may be conveyed to the destination station. 

Since a Bridge shall not reorder frames originating from MA-UNITDATA.request 
primitives of the same user priority, the mapping of priority must be static. 

2.3.10 Throughput. The total throughput provided by a Bridged Local Area 
Network can be significantly greater than that provided by an equivalent single 
LAN. Bridges may localize traffic within the Bridged Local Area Network by filter- 
ing frames. 

The throughput between end stations on individual LANs, communicating 
through a Bridge, can be lowered by frame discard in the Bridge due to the inability 
to transmit at the required rate on the LAN forming the path to the destination for 
an extended period. 

2.4 Internal Sublayer Service Provided within the MAC Bridge. The Internal 
Sublayer Service provided by the MAC entities to the MAC Relay Entity within a 
Bridge is that provided by the individual, independent MACS. The Bridge observes 
the appropriate MAC procedures and protocol for each LAN to which it is con- 
nected. No control frames (also known as MAC frames) that govern the operation 
of an individual LAN are forwarded off the LAN of their origin. 

The Internal Sublayer Service excludes MAC specific features and procedures 
whose operation is confined to that of the individual LANs. The unit-data p r h i -  
tives that describe this service are 

M-UNITDATA.indication ( 
frametype, 
mac-action, 
destination-address, 
source-address, 
mac-service-data-unit, 
user-priority, 
frame-check-sequence 
1 
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Each data indication primitive invoked corresponds to the receipt of a MAC 
frame from an individual LAN. 

The frame-type parameter indicates the class of frame. The value of this param- 
eter is one of user-data-frame, mac-specific-frame, or reserved-frame. 

The mac-action parameter indicates the action requested of a MAC entity 
receiving the indication. If the value of the frame-type parameter is user-data- 
frame, then the mac-action parameter is one of request-with-response, request- 
with-no-response, or response. For mac-specific-frames and reserved-frames, 
this parameter does not apply. 

The destination-address parameter is either the address of an individual MAC 
entity or a group of MAC entities. 

The source-address parameter is the individual address of the source MAC 
entity. 

The mac-service-data-unit parameter is the service user data. 
The user-priority parameter is the priority requested by the originating service 

user. The value of this parameter, if specified, is in the range 0 (lowest) through 
7 (highest). 

The frame-check-sequence parameter is explicitly provided as a parameter of 
the primitive so that it can be used as a parameter to a related request primitive 
without recalculation. 

The identification of the LAN from which particular frames are received is a local 
matter and is not expressed as a parameter of the service primitive. 

M-UNITDATA.request ( 
frame-type, 
mac-action, 
destination-address, 
source-address, 
mac-service-data-unit, 
user-priority, 
access-priority, 
frame-check-sequence 

A data request primitive is invoked to transmit a frame to an individual LAN. 
The frame-type parameter indicates the class of frame. . 
The mac-action parameter indicates the action requested of the destination 

The destination-address parameter is either the address of an individual MAC 

The source-address parameter is the individual address of the source MAC 

The mac-service-data-unit parameter is the service user data. 
The user-priority parameter is the priority requested by the originating service 

user. The value of this parameter, if specified, is in the range 0 (lowest) through 
7 (highest). 

MAC entity. 

entity, or a group of MAC entities. 

entity. 
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The access-priority parameter is the priority used by the local service provider 
to convey the request. It can be used to determine the priority attached to the 
transmission of frames queued by the local MAC Entity, both locally and amongst 
other stations attached to the same individual LAN - if the media access method 
permits. The value of this parameter, if specified, is in the range 0 (lowest) through 
7 (highest). 

The frame-check-sequence parameter is explicitly provided as a parameter of 
the primitive so that it can be used without recalculation. 

The identification of the LAN to which a frame is to be transmitted is a local 
matter and is not expressed as a parameter of the service primitive. 

2.5 Support of the Internal Sublayer Service by Specific MAC Procedures. This 
section specifies the mapping of the Internal Sublayer Service to the MAC Protocol 
and Procedures of each individual IEEE 802 MAC type, and the encoding of the 
parameters of the service in MAC frames. The mapping is specified by reference to 
the IEEE 802 Standards that spec@ the individual media access methods. The 
mapping draws attention to any special responsibilities of Bridges attached to 
LANs of that MAC type. 

2.5.1 Support by ISO/IEC 8802-3 [5] (CSMA/CD). The CSMA/CD access 
method is specified in ISO/IEC 8802-3 [ 5 ] .  Section 3 of that standard specifies the 
media access control frame structure, and Section 4 specifies the media access 
control method. 

On receipt of an M-UNITDATA.request primitive, the local MAC Entity performs 
Transmit Data Encapsulation, assembling a frame using the parameters supplied 
as specified below, It appends a preamble and a Start Frame Delimiter before 
handing the frame to the Transmit Media Access Management Component in the 
MAC Sublayer for transmission ([5], 4.2.3). 

On receipt of a MAC frame by Receive Media Access Management, the MAC frame 
is passed to Receive Data Decapsulation which validates the FCS and disassembles 
the frame, as specified below, into the parameters that are supplied with an 
M-UNITDATA.indication primitive ( [ 51, 4.2.4). 

The frame-type parameter only takes the value user-data-frame and is not 
explicitly encoded in MAC frames. 

The mac-action parameter only takes the value request-with-no-response and 
is not explicitly encoded in MAC frames. 

The destination-address parameter is encoded in the destination address field 
of the MAC frame ([5], 3.2.3). 

The source-address parameter is encoded in the source address field of the MAC 
frame ([5], 3.2.3). 

The number of octets in the mac-service-data-unit parameter is encoded in the 
length field of the MAC frame ( [5], 3.2.6), and the octets of data are encoded in the 
data field ([5], 3.2.7). 

The user-priority parameter is not encoded in MAC frames and takes the value 
unspecified on corresponding M-UNITDATAhdication primitives. 

The frame-check-sequence parameter is encoded in the FCS field of the MAC 
frame ([5], 3.2.8). The FCS is computed as a function of the destination address, 
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source address, length, data and pad fields. This parameter, therefore, also conveys 
the value of the PAD field necessary to meet the requirement for a minimum frame 
size ([5], 3.2.7). If an M-UNITDATA.request primitive is not accompanied by this 
parameter, it is calculated in accordance with [5], 3.2.8. 

No special action, above that specified for the support of use of the MAC Service 
by LLC, is required for the support of the MAC Internal Sublayer Service by the 
CSMA/CD access method. 

2.5.2 Support by ISO/IEC 8802-4 [SI (Token-Passing Bus). The token-passing 
bus access method is specified in ISO/IEC 8802-4 [6). Section 4 of that standard 
specifies frame formats. Section 5 discusses the basic concepts of the access proto- 
cols, and Section 7 provides the definitive specification of the token-passing bus 
MAC operation. 

On receipt of an M-UNITDATA.request primitive the local MAC Entity Interface 
Machine (IFM) queues a frame for transmission by the Access Control Machine 
(ACM) ([6], Section 7). On transmission the frame fields are set using the param- 
eters supplied as specified below, and the Preamble, Start Delimiter, and End 
Delimiter are added ([6], Section 4). 

On receipt of a valid MAC frame by the Receive Machine (RxM) ( [6], 7.1.5), an 
M-UN1TDATA.indication primitive is generated, with parameters derived from the 
frame fields as specified below. 

The frame-type parameter is encoded in the FF bits (bit positions 1 and 2) of the 
frame control field ([6], 4.1.3.1, 4.1.3.2). A bit pattern of 0 1 denotes a user-data- 
frame, a bit pattern of 0 0 or 1 0 denotes a mac-specific-frame, and a bit pattern of 
1 1 denotes a reserved-frame. 

The mac-action parameter is encoded in the MMM bits (bit positions 3,4, and 5) 
of the frame control field ( [6], 4.1.3.2). For user-data-frames these take the values 
0 0 0 for request-with-no-response, 0 0 1 for request-with-response, and 0 1 0 for 
response. 

The destination-address parameter is encoded in the destination address field 
of the MAC frame ([6], 4.1.4.1). 

The source-address parameter is encoded in the source address field of the MAC 
frame ([6], 4.1.4.2). 

The mac-service-data-unit parameter is encoded in the MAC Data Unit field 
((61, 4.1.5). 

The user-priority parameter is encoded in the PPP bits (bit positions 6,7, and 8) 
of the frame control field ([6], 4.1.3.2; [6], 5.1.7). 

The frame-check-sequence parameter is encoded in the FCS field of the MAC 
frame ( [6], 4.1.6). The FCS is computed as a function of the frame control, destina- 
tion address, source address, and data fields. If an M-UNITDATA.request primitive 
is not accompanied by this parameter, it is calculated in accordance with [6], 4.1.6. 

No special action, above that specified for the support of use of the MAC Service 
by LLC, is required for the support of the MAC Internal Sublayer Service by the 
token-passing bus access method. 

2.5.3 Support by IEEE Std 802.5 [7] (Token-Passing Ring). The token-passing 
ring access method is specified in IEEE Std 802.5 [7]. Section 3 of that standard 
specifies formats and facilities, and Section 4 specifies token-passing ring protocols. 
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On receipt of an M-UNITDATA.request primitive the local MAC Entity composes 
a frame using the parameters supplied as specified below, appending the frame 
control, destination address, source address, and FCS fields to the user data, and 
enqueuing the frame for transmission on reception of a suitable token ( [ 7],4.1.1). 
On transmission, the starting delimiter, access control field, ending delimiter, and 
frame status fields are added. 

On receipt of a valid MAC frame ([7], 4.1.4) that was not transmitted by the 
Bridge Port’s local MAC Entity, with the Routing Information Indicator bit (which 
occupies the same position in the source address field as does the Group Address 
bit in the destination address field) set to zero, an M-UNITDATAhdication primi- 
tive is generated, with parameters derived from the frame fields as specified below. 

The frame-type parameter is encoded in the frame-type bits (FF bits) of the 
frame control field ( [7], 3.2.3.1). A bit pattern of 0 1 denotes a user-data-frame, a 
bit pattern of 0 0 denotes a mac-specific-frame, and a bit pattern of 1 0 or 1 1 
denotes a reserved-frame. 

The mac-action parameter only takes the value request-with-no-response and 
is not explicitly encoded in MAC frames. 

The destination-address parameter is encoded in the destination address field 
of the MAC frame ([7], 3.2.4.1). 

The source-address parameter is encoded in the source address field of the MAC 
frame ([7], 3.2.4.2). 

The mac-service-data-unit parameter is encoded in the information field ( [7], 
3.2.5). 

The user-priority parameter associated with user-data-frames is encoded in 
the YYY bits of the frame control field ([7] 3.2.3). 

The frame-check-sequence parameter is encoded in the FCS field of the MAC 
frame ( [ 7],3.2.6). The FCS is computed as a function of the frame control, destina- 
tion address, source address, and information fields. If an M-UNITDATA.request 
primitive is not accompanied by this parameter, it is calculated in accordance with 
[7], 3.2.6. 

The Address Recognized (A) bits in the Frame Status field of a frame ((7],3.2.8) 
may be set to 1 if an M-UNITDATA.indication primitive with frame-type and mac- 
action parameter values of user-data-frame and request-with-no-response 
respectively is generated, or if such an indication would be generated if buffering 
had been available; otherwise the A bits shall not be set except as required by [7]. 

If the A bits are set to 1, the Frame Copied (C) bits ([7], 3.2.8.1) may be set to 1 to 
reflect the availability of receive buffering; otherwise the C bits shall not be set. 

In order to support the MAC Internal Sublayer Service a Token Ring Bridge must 
be capable of recognizing and removing frames transmitted by itself, even though 
they can carry a source address different from that of the Bridge Port that trans- 
mitted them. 
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3. Principles of Operation 

This section establishes the principles and a model of the operation of a Bridge as 

(1) Explains the principal elements of Bridge operation and lists the functions 

(2) Establishes an architectural model for a Bridge that governs the provision of 

(3) Provides a model of the operation of a Bridge in terms of Processes and 

(4) Details the addressing requirements in a Bridged Local Area Network and 

follows: 

that support these. 

these functions. 

Entities that support the functions. 

specifies the addressing of Entities in a Bridge. 

3.1 Bridge Operation. The principal elements of Bridge operation are 
(1) Relay and filtering of frames. 
(2) Maintenance of the information required to make frame filtering and relay- 

ing decisions. 
(3) Management of the above. 
3.1.1 Relay. A MAC Bridge relays individual MAC user data frames between the 

separate MACS of the Bridged Local Area Networks connected to its Ports. The 
order of frames of given user-priority received on one Port and transmitted on 
another shall be preserved. 

The functions that support the relaying of frames and maintain the Quality of 
Service supported by the Bridge are 

(1) Frame reception. 
(2) Discard on received frame in error (2.3.2). 
(3) Frame discard if the frame-type is not user-data-frame, or if its mac- 

action parameter is not request-with-no-response (2.4). 
(4) Frame discard following the application of filtering information. 
(5) Frame discard on transmittable service data unit size exceeded (2.3.8). 
(6) Forwarding of received frames to other Bridge Ports. 
(7) Frame discard to ensure that a maximum bridge transit delay is not 

(8) Selection of outbound access priority (2.3.9). 
(9) Mapping of service data units and recalculation of Frame Check Sequence 

exceeded (2.3.6). 

(2.3.7). 
(10) Frame transmission. 
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3.1.2 Filtering Information. A Bridge filters frames, i.e., does not relay frames 
received by a Bridge Port to other Ports on that Bridge, in order to prevent the 
duplication of frames (2.3.4). Frames transmitted between a pair of end stations 
can be confined to LANs that form a path between those end stations (2.3.10). 

The functions that support the use and maintenance of filtering information are 
(1) Permanent configuration of reserved addresses. 
(2) Explicit configuration of static filtering information. 
(3) Automatic learning of dynamic filtering information through observation of 

(4) Ageing out of filtering information that has been automatically learned. 
( 5 )  Calculation and configuration of Bridged Local Area Network topology. 
3.1.3 Bridge Management. The functions that support Bridge Management 

control and monitor the provision of the above functions. They are specified in 
Section 6. 

Bridged Local Area Network traffic. 

3.2 Bridge Architecture. Each Bridge Port receives and transmits frames to and 
from the LAN to which it is attached using the services provided by the individual 
MAC Entity associated with that Port. The MAC Entity for each Port handles all the 
Media Access Method Dependent Functions (MAC protocol and procedures) as 
specified in the relevant IEEE 802 standard for that MAC technology. 

The MAC Relay Entity handles the Media Access Method Independent Functions 
of relaying frames between Bridge Ports, filtering frames, and learning filtering 
information. 

The Bridge Protocol Entity handles calculation and configuration of Bridged 
Local Area Network topology. 

The MAC Relay Entity uses the Internal Sublayer Service provided by the sepa- 
rate MAC Entities for each Port. This service and its support is described in 2.4 and 
2.5. It is not specific to any MAC technology. 

The Bridge Protocol Entity and other higher layer protocol users, such as Bridge 
Management, make use of Logical Link Control procedures. These procedures are 
provided separately for each Port, and use the MAC Service provided by the indi- 
vidual MAC Entities. 

Figures 3-2 and 3-3 illustrate a Bridge and its Ports and the architecture of the 
Bridge for a Bridge with two Ports. A Bridge may have more than two Ports. 

3.3 Model of Operation. The use, by the MAC Relay Entity, of the Internal Sub- 
layer Service provided by the individual MAC Entities associated with each Bridge 
Port is specified in 3.5 and 3.6. 

Frames are accepted for transmission and delivered on reception to and from 
Processes and Entities that model the operation of the MAC Relay Entity in a 
Bridge. These are 

(1) The Forwarding Process (3.7), which forwards received frames that are to 
be relayed to other Bridge Ports, filtering frames on the basis of information 
contained in the Filtering Database (3.9) and on the state of the Bridge Ports 
(3.4). 
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(2) The Learning Process (3.8), which, by observing the source addresses of 
frames received on each Port, updates the Filtering Database (3.9) condi- 
tionally on the state of the Port (3.4) on which frames are observed. 

( 3 )  The Filtering Database (3.9), which holds filtering information either ex- 
plicitly configured by management action or automatically entered by the 
Learning Process, and which supports queries by the Forwarding Process as 
to whether frames with given values of the destination MAC address field 
should be forwarded to a given Port. 

Each Bridge Port also functions as an end station providing the MAC Service to 

(1) The Bridge Protocol Entity (3.10), which operates a MAC Sublayer configu- 
ration protocol (Section 4) between Bridges, which determines, in part, the 
state of each Bridge Port (3.4) and its participation in the active topology of 
the Bridged Local Area Network. 

(2) Other users of LLC, such as protocols providing Bridge Management (3.11). 
Each Bridge Port shall support the operation of LLC Type 1 procedures in order 

to support the operation of the Bridge Protocol Entity. Bridge Ports may support 
other types of LLC procedures, which may be used by other protocols. 

Figure 3-4 illustrates a single instance of frame relay between the Ports of a 
Bridge with two Ports. 

Figure 3-5 illustrates the inclusion of information carried by a single frame, 
received on one of the Ports of a Bridge with two Ports, in the Filtering Database. 

Figure 3-6 illustrates the reception and transmission of Bridge Protocol Data 
Units by the Bridge Protocol Entity. 

LLC which supports 

Fig 34 
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3.4 Port State Information. State information associated with each Bridge Port 
governs its participation in the Bridged Local Area Network. If management per- 
mits a Port to participate in frame relay, and if it is capable of doing so, then it is 
described as active. 

This standard specifies the use of a Spanning Tree Algorithm and Protocol which 
reduces the topology of the Bridged Local Area Network to a simply connected 
active topology (Section 4). Subsection 4.4 specifies the Port States associated with 
that mechanism. Ports that continue to participate in frame relay are described as 
being in a forwarding state. 

The incorporation of end station location information in the Filtering Database 
by the Learning Process also depends on the active topology. If information asso- 
ciated with frames received on a Port is to be incorporated in the Filtering Data- 
base by the Learning Process, then the Port is described as being in a learning state; 
otherwise, it is in a non-learning state. 

Figure 3-6 illustrates the operation of the Bridge Protocol Entity which operates 
the Spanning Tree Algorithm and Protocol, and its modification of Port state 
information as part of determining the active topology of the Bridged Local Area 
Network. 

Figure 3-5 illustrates the use of the Port state information for a Port receiving a 
frame, by the Learning Process, in order to determine whether the station location 
information should be incorporated in the Filtering Database. 

Figure 3-4 illustrates the use of the Port state information for a Port receiving a 
frame, by the Forwarding Process, in order to determine whether the received 
frame should be relayed through other Ports on the Bridge; and the use of the Port 
state information for a second Bridge Port in order to determine whether the 
relayed frame should be forwarded through that Port. 

3.5 Frame Reception. The individual MAC Entity associated with each Bridge 
Port examines all frames transmitted on the LAN to which it is attached. 

Frames that are in error as defined by the relevant media access method shall be 
discarded; this includes frames whose FCS is in error. 

All other frames shall be submitted to the Learning Process. 
Frames with M-UNITDATAindication primitive frame-type and mac-action 

parameter values of user-data-frame and request-with-no-response, respectively 
(2.5), are submitted to the Forwarding Process. Frames with other values of frame- 
type and mac-action parameters, such as request-with-response and response 
frames, are discarded and shall not be relayed by the Bridge. 

Frames addressed to the Bridge Port as an end station, with a frame-type of 
user-data-frame, shall be submitted to LLC. Such frames carry either the individ- 
ual MAC Address of the Port or a group address associated with the Port (3.12) in 
the destination address field. 

Frames relayed to a Bridge Port from other Bridge Ports in the same Bridge, and 
addressed to that Bridge Port as an end station, shall also be submitted to LLC. 

3.6 Frame Transmission. The individual MAC Entity associated with each Bridge 
Port transmits frames submitted to it by the MAC Relay Entity. 
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Relayed frames are submitted for transmission by the Forwarding Process. The 
M-UNITDATA.request primitive associated with such frames conveys the values of 
the source and destination address fields received in the corresponding M-UNIT- 
DATAhdication primitive. 

LLC Protocol Data Units are submitted by LLC as a user of the MAC Service 
provided by the Bridge Port. Frames transmitted to convey such Protocol Data 
Units carry the individual MAC Address of the Port in the source address field. 

Each frame is transmitted subject to the MAC procedures to be observed for that 
specific IEEE 802 LAN technology. The values of the frame-type and mac-action 
parameters of the corresponding M-UN1TDATA.request primitive shall be user- 
data-frame and request-with-no-response respectively (2.5). 

Frames transmitted following a request by the LLC user of the MAC Service 
provided by the Bridge Port shall also be submitted to the MAC Relay Entity. 

3.7 Frame Forwarding. The Forwarding Process forwards received frames that 
are to be relayed to other Bridge Ports, filtering frames on the basis of information 
contained in the Filtering Database and on the state of the Bridge Ports. 
3.7.1 Forwarding Conditions. A frame received on a Bridge Port and submitted 

to the Forwarding Process shall be queued for transmission on each of the other 
Bridge Ports if, and only if 

(1) The Port on which the frame was received was in a forwarding state (4.4), 
and 

(2) The Port on which the frame is to be transmitted is in a forwarding state, 
and 

(3) Either 
(a) The Filtering Database indicates that frames with this value of the 

destination MAC address field should be forwarded through the trans- 
mission Port (as would happen, for example, if the destination address 
was not in the database), or 

(b) The values of the source and destination MAC address fields are the 
same, and the Bridge is configured to not filter such frames, 

and 
(4) The Maximum Service Data Unit Size supported by the LAN to which the 

transmission Port is attached would not be exceeded. 
3.7.2 LLC Duplicate Address Check. A Bridge may either: 
(1) Filter frames whose source and destination MAC address fields have the 

same value, in order to localize traffic, or 
(2) Forward such frames, in order to support the optional LLC duplicate 

address check function. 
3.7.3 Queued Frames. The Forwarding Process provides storage for queued 

frames, awaiting an opportunity to submit these for transmission to the individual 
MAC Entities associated with each Bridge Port. The order of queued frames shall be 
maintained. 

A frame queued by the Forwarding Process for transmission on a Port shall be 
removed from that queue on submission to the individual MAC Entity for that Port; 
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no further attempt shall be made to transmit the frame on that Port even if the 
transmission is known to have failed. 

A frame queued by the Forwarding Process for transmission on a Port can be 
removed from that queue, and not subsequently transmitted, if the time for which 
buffering is guaranteed has been exceeded for that frame. 

A frame queued for transmission on a Port shall be removed from that queue, 
and not subsequently submitted to the individual MAC Entity for that Port, if that 
is necessary to ensure that the maximum bridge transit delay (2.3.6) will not be 
exceeded at the time at  which the frame would be subsequently transmitted. 

A frame queued for transmission on a Port shall be removed from that queue if 
the associated Port leaves the Forwarding state. 

Removal of a frame from a queue for transmission on any particular Port does 
not of itself imply that it shall be removed from a queue for transmission on any 
other Port. 

3.7.4 Priority Mapping. The Forwarding Process performs the mapping of the 
priority of forwarded frames (2.3.9). I t  determines the values of the user-priority 
and access-priority parameters used to relay frames. 

The user-priority parameter in an M-UNITDATA.request primitive (2.5) shall be 
(1) Equal to the value of the user-priority of the corresponding M-UNIT- 

DATA.indication primitive, if that was specified; i.e., if the frame was 
received from a LAN using the token-passing bus or token-passing ring 
access method, or 

(2) Set to the value of the Outbound User Priority parameter (see below) for the 
transmission Port, if the value in the corresponding M-UNITDATAhdica- 
tion primitive was unspecified; i.e., if the frame was received from a LAN 
using the CSMA/CD access method. 

The access-priority parameter in an M-UNITDATA.request primitive (2.5) shall 

(a) Set to the value of the Outbound Access Priority parameter (see below) for 

(b) Equal to the value of the user-priority parameter in the request primitive. 
The Outbound User Priority and Outbound Access Priority parameters may be 

set by management. If this capability is provided the value of the parameters shall 
be independently settable for each transmission Port, and the Bridge shall have 
the capability to use the full range of values in the parameter ranges specified in 
Tables 3-1 and 3-2. If this capability is not provided, the Bridge shall use the default 
values specified in Tables 3-1 and 3-2. 

Note that the CSMA/CD access method treats all values of access-priority 
equally and does not signal user-priority. The Outbound User Priority and Out- 
bound Access Priority parameters are still specified for this access method to allow 
a consistent approach to the management of Bridge Ports of different MAC types. 

3.7.5 FCS Recalculation. Where a frame is being forwarded between two indi- 
vidual MAC Entities of the same IEEE 802 LAN type the FCS received in the 
M-UNITDATA.indication primitive may be supplied in the corresponding M-UNIT- 
DATAxequest primitive and not recalculated (2.3.7). 

be either 

the transmission Port, or 
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Recommended I Range ‘ j  Parameter 
or 

Default Value ’ 
Outbound User Priority 0 0 - 7  

Outbound User Priority 0 ‘ 0  - 7 

Outbound User Priority 0 0 - 7  

(ISO/IEC 8802-3 CSMA/CD) 

(ISO/IEC 8802-4 Token Bus) 

(IEEE Std 802.5 Token Ring) I 
-~ ---LA - -~ __~_____ 

Table 3-1 
Outbound User Priorities 

Parameter Recommended 1 Range 
or 

Default Value 

‘ O  - 7 i  a--I” - 
O - 7 l  

Outbound Access Priority 0 
(ISO/IEC 8802-3 CSMA/CD) 
Outbound Access Priority 

j (ISO/IEC 8802-4 Token Bus) 

I 1 (IEEE Std 802.5 Token Ring) 
r Outbound Access Priority 4 

-.- ___ _ _ ~ . _ ~ _ _ ~ _ _ _ _ _  -____-__ 

J 

j 

Table 3-2 
Outbound Access Priorities 

Where the LANs are of different types this is not possible, and the FCS is recalcu- 

3.7.6 Model. Figure 3-4 illustrates the operation of the Forwarding Process in a 
lated according to the specific MAC procedures of the transmitting MAC Entity. 

single instance of frame relay between the Ports of a Bridge with two Ports. 

3.8 The Learning Process. The Learning Process observes the source addresses of 
frames received on each Port and updates the Filtering Database conditionally on 
the state of the receiving Port. 

Frames are submitted to the Learning Process by the individual MAC Entities 
associated with each Bridge Port as specified in 3.5. 

The Learning Process may deduce the path through the Bridged Local Area 
Network to particular end stations by inspection of the source address field of 
received frames. It shall create or update a dynamic entry (3.9, 3.9.2) in the Filter- 
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ing Database, associating the Port on which the frame was received with the MAC 
address in the source address field of the frame, if and only if 

(1) The Port on which the frame was received is in a state that allows learning 

(2) The source address field of the frame denotes a specific end station, i.e., is 

(3) A static entry (3.9,3.9.1) for the associated MAC address does not already 

(4) The resulting number of entries would not exceed the capacity of the Filter- 

If the Filtering Database is already filled up to its capacity, but a new entry would 
otherwise be made, then an existing entry may be removed to make room for the 
new entry. 

Figure 3-5 illustrates the operation of the Learning Process in the inclusion of 
station location information carried by a single frame, received on one of the Ports 
of a Bridge, in the Filtering Database. 

(4.4), and 

not a group address, and 

exist, and 

ing Database. 

3.9 The Filtering Database. The Filtering Database holds filtering information 
that is either explicitly configured by management action or automatically entered 
by the Learning Process. I t  supports queries by the Forwarding Process as to 
whether frames with given values of the destination MAC address field should be 
forwarded to a given Port. 

The Filtering Database shall contain static entries (3.9.1). It shall be capable of 
containing dynamic entries (3.9.2). Both types of entry shall not exist for a given 
MAC address: a dynamic entry shall not be created if a static entry for the same 
MAC address already exists; creation of a static entry shall cause the removal of a 
dynamic entry for the same address if one exists. 

The Filtering Database may be interrogated and updated by management. Such 
management may be carried out by local or private means, or by use of the remote 
management capability provided by Bridge Management (3.1 1) using the opera- 
tions specified in Section 6. 

3.9.1 Static Entries. Static entries may be added to and removed from the 
Filtering Database under explicit management control. They are not automatically 
removed by any timeout mechanism. 

Static entries specify 
(1) The MAC address for which filtering is specified. 
(2) For each inbound Port on which frames are received, a Port map that 

specifies for each outbound Port on which frames may be transmitted, 
whether frames shall be filtered or forwarded to that Port. 

The MAC addresses that can be specified shall include group addresses and the 
broadcast address. 

3.9.2 Dynamic Entries. Dynamic entries are created and updated by the Learn- 
ing Process as described in 3.8. They shall be automatically removed after a speci- 
fied time has elapsed since the entry was created or last updated. This timing out 
of entries ensures that end stations that have been moved to a different part of the 
Bridged Local Area Network will not be permanently prevented from receiving 
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Parameter 1 Recommended 
Default Value 

Ageing Time 300.0 

LOCAL AND METROPOLITAN AREA NETWORKS: 

Range 11 
10.0 - 1.0 x106 11 

frames. It also takes account of changes in the active topology of the Bridged Local 
Area Network which can cause end stations to appear to move from the point of 
view of a Bridge; i.e., the path to those end stations subsequently lies through a 
different Bridge Port. 

The timeout value, or Ageing Time, after which a dynamic entry is automatically 
removed, may be set by management (Section 6). A recommended default value for 
use in IEEE 802 Bridged Local Area Networks is specified in Table 3-3; this is 
suggested in order to remove the need for explicit setting of the value in most cases. 
Table 3-3 also specifies a range of applicable values. If the value of Ageing Time can 
be set by management, the Bridge shall have the capability to use values in the 
range specified, with a granularity of 1 second. 

The Spanning Tree Algorithm and Protocol specified in Section 4 includes a 
procedure for notlfylng all Bridges in the Bridged Local Area Network of topology 
changes and specifies a short value for the timeout value which is enforced for a 
period after any topology change. This procedure allows the normal timeout, oper- 
able during periods in which the topology does not change, to be long enough to 
cope with periods for which addressed end stations do not generate frames them- 
selves, perhaps through being powered down, while not sacrificing the ability of the 
Bridged Local Area Network to continue to provide a service after automatic 
reconfiguration. 

Dynamic entries spec@ 
(1) The MAC address for which filtering is specified. 
(2) A Port number. 
Frames with the specified destination MAC address shall be forwarded only to 

the specified Port. A dynamic entry acts like a static entry with a single Port 
selected in the Port map. 

The MAC addresses specified in dynamic entries shall not include group 
addresses and the broadcast address. 

3.9.3 Permanent Database. The Filtering Database contains a Permanent Data- 
base which provides fixed storage for static entries. The Filtering Database shall be 
initialized with the static entries contained in this fixed data store. 

Static entries may be added to and removed from the Permanent Database 
under explicit management control. 

3.9.4 Model of Operation. Figure 3-6 illustrates the operation of the Bridge 
Protocol Entity (3.10), which operates the Spanning Tree Algorithm and Protocol, 
and its notification of the Filtering Database of changes in active topology signalled 
by that protocol. 

Table 3-3 
Ageing Time Parameter Value 
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Figure 3-5 illustrates the creation or update of a dynamic entry in the Filtering 

Figure 3-4 illustrates the use of the Filtering Database by the Forwarding Process 
Database by the Learning Process. 

in a single instance of frame relay between the Ports of a Bridge with two Ports. 

3.10 Bridge Protwo1 Entity. The Bridge Protocol Entity operates the Spanning 
Tree Algorithm and Protocol. 

The Bridge Protocol Entities of Bridges attached, through their Ports, to the 
same individual LANs in a Bridged Local Area Network, communicate by exchang- 
ing Bridge Protocol Data Units (BPDUs). 

Figure 3-6 illustrates the operation of the Bridge Protocol Entity including the 
reception and transmission of frames containing BPDUs, the modification of the 
state information associated with individual Bridge Ports, and notification of 
the Filtering Database of changes in active topology. 

3.11 Bridge Management. Remote management facilities may be provided by the 
Bridge. 

The facilities provided and the operations that support these are specified in 
Section 6. 

Section 7 specifies the protocol operations, identifiers, and values to be used in 
realizing these management operations through the use of P802.1B [3]. 

Bridge Management protocols use the Service provided by the operation of LLC 
Procedures, which use the MAC Service provided by the Bridged Local Area 
Network. 

3.12 Addressing. All MAC Entities communicating across a Bridged Local Area 
Network shall use the same length of MAC address, i.e. either all stations use 16-bit 
addresses or all stations use 48-bit addresses. 

A Bridge may use 
(1) 48-bit Universally Administered Addresses, or 
(2) 48-bit Locally Administered Addresses, or 
(3) 16-bit Locally Administered Addresses. 
The specific MAC address used by every MAC Entity communicating across the 

Bridged Local Area Network shall be unique in that network in order to spec@ the 
addressed station unambiguously. 

3.12.1 End Stations. Frames transmitted between end stations using the MAC 
Service provided by a Bridged Local Area Network carry the MAC address of the 
source and destination peer end stations in the source and destination address 
fields of the frames, respectively. The address, or other means of identification, of a 
Bridge is not carried in frames transmitted between peer users for the purpose of 
frame relay in the Bridged Local Area Network. 

The broadcast address and other group addresses apply to the use of the MAC 
Service provided by the Bridged Local Area Network as a whole. Frames with such 
values of the destination address field are, in the absence of explicit management 
configuration of the Filtering Database (3.9, Section 6), relayed throughout the 
Bridged Local Area Network. 
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3.12.2 Bridge Ports. The individual MAC Entity associated with each Bridge 
Port shall have a separate specific MAC Address. This address is used by the MAC 
procedures operated by the MAC Entity, if required by the particular Media Access 
Method employed. 

Frames that are received from the LAN to which a Port is attached and which 
carry a MAC address for the Port in the destination address field are submitted to 
the MAC Service User (LLC) exactly as for an end station. 

3.12.3 Bridge Protocol Entities. Bridge Protocol Entities only receive and 
transmit BPDUs. These are only received and transmitted from other Bridge Proto- 
col Entities (or in circumstances where two Bridge Ports are connected to the same 
LAN, to and from themselves). 

A Bridge Protocol Entity uses the DL-UNITDATA.request primitive provided by 
the individual LLC Entities associated with each active Bridge Port to transmit 
BPDUs. Each BPDU is transmitted on one selected Bridge Port. BPDUs are received 
through corresponding DL-UNITDATAhdication primitives. The source-address 
and destination-address parameters of the DL-UNITDATA.request primitive shall 
both denote the Standard LSAP assigned to the Bridge Spanning Tree Protocol. 
This identifies the Bridge Protocol Entity among other users of LLC. 

Each DL-UNITDATA.request primitive gives rise to the transmission of an LLC 
U1 command PDU which conveys the BPDU in its information field. The source and 
destination LSAP address fields are set to the values supplied in the request 
primitive. 

The value assigned to the Bridge Spanning Tree Protocol LSAP is given in 
Table 3-5. The full list of standard LSAP assignments and criteria for assignment 
can be obtained on request from the IEEE Standards Office, 345 East 47th Street, 
New York, NY 10017-2394. 

This standard defines a Protocol Identifier field, present in all BPDUs (Section 
5) ,  which serves to identlfy different protocols supported by Bridge Protocol Enti- 
ties, within the scope of the LSAP Assignment. This standard specifies a single 
value of the Protocol Identifier in Section 5. This value serves to identlfy BPDUs 
exchanged between Bridge Protocol Entities operating the Spanning Tree Algo- 
rithm and Protocol specified in Section 4. Further values of this field are reserved 
for future standardization. 

A Bridge Protocol Entity that receives a BPDU with an unknown Protocol Identi- 
fier shall discard that BPDU. 

A Bridge Protocol Entity that operates the Spanning Tree Algorithm and Proto- 
col specified in Section 4 of this standard always transmits BPDUs addressed to all 
other Bridge Protocol Entities attached to the LAN on which the frame containing 
the BPDU was transmitted. A group address shall be used in the destination 
address field to address this group of Entities. This group address shall be config- 
ured in the Permanent Database (3.12.6) in order to confine BPDUs to the individ- 
ual LAN on which they are transmitted. 

A 48-bit Universal Address, known as the Bridge Group Address, has been 
assigned for this purpose. Its value is specified in Table 3-2. Bridges that use 48-bit 
Universally Administered Addresses shall use this address in the destination 
address field of all MAC frames conveying BPDUs. 
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The source address field of MAC frames conveying BPDUs contains the specific 
MAC Address for the Bridge Port through which the BPDU is transmitted (3.12.2). 

3.12.4 Bridge Management Entities. Bridge Management Entities transmit 
and receive protocol data units using the Service provided by the individual LLC 
Entities associated with each Bridge Port. Each of these in turn uses the MAC 
Service, which is provided by the individual MAC Entities associated with that Port 
and supported by the Bridged Local Area Network as a whole. 

As a user of the MAC Service provided by a Bridged Local Area Network, the 
Bridge Management Entity may be attached to any point in the Bridged Local Area 
Network. Frames addressed to the Bridge Management Entity will be relayed by 
Bridges if necessary to reach the LAN to which it is attached. 

In order to ensure that received frames are not duplicated, the basic require- 
ment in a single LAN or a Bridged Local Area Network that a unique address be 
associated with each point of attachment shall be met. 

A Bridge Management Entity for a specific Bridge is addressed by one or more 
specific MAC addresses in conjunction with the higher layer protocol identifier and 
addressing information. It may share one or more points of attachment to the 
Bridged Local Area Network with the Ports of the Bridge with which it is asso- 
ciated. It is recommended that it make use of the MAC Service provided by all the 
MAC Entities associated with each Bridge Port, i.e., that it be reachable through 
each Bridge Port using frames carrying the specific MAC address of that Port in the 
destination address field. 

This Standard specifies a standard group address for public use which serves to 
convey management requests to the Bridge Management Entities associated with 
all Bridge Ports attached to a Bridged Local Area Network. A management request 
that is conveyed in a MAC frame carrying this address value in the destination 
address field will generally elicit multiple responses from a single Bridge. This 
address is known as the All LANs Bridge Management Group Address and takes 
the value specified in Table 3-5. 

3.12.5 Unique Identification of a Bridge. It is necessary for the operation of 
the Bridge Protocol specified in Section 4, that a single unique identifier be asso- 
ciated with each Bridge. This identifier is derived from a unique MAC address for 
the Bridge, known as the Bridge Address. 

In a Bridged Local Area Network utilizing locally assigned 16-bit addresses, this 
address shall be unique among all those assigned in the Bridged Local Area 
Network. 

In a Bridged Local Area Network utilizing 48-bit addresses, this address shall be 
assigned to be globally unique, i.e., it shall be a 48-bit Universally Administered 
Address. 

It is recommended that this address be the specific MAC Address of the lowest 
numbered Bridge Port (Port 1). 

The unique Bridge Identifier used by the Spanning Tree Algorithm and Protocol 
is derived from the Bridge Address, as specified in 4.5.3 and 5.2.5. 

3.12.6 Reserved Addresses. Frames containing any of the group addresses 
specified in Table 3-4 in their destination address field shall not be relayed by the 
Bridge. They shall be configured in the Permanent Database. Management shall not 
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Assignment 
All LANs Bridge Management Group Address 
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Value n 
01-80-C2-00-00- lg 

Table 3-4 
Reserved Addresses 

Table 3-5 
Addressing Bridge Management 

provide the capability to remove these addresses from the Permanent or the Filter- 
ing Databases. These group addresses are reserved for assignment to standard 
protocols, according to the criteria for such assignments (IEEE Std 802 [2], 5.5). 

Other group addresses may be configured as static entries in the Permanent 
Database, without the need for explicit initialization through management. Man- 
agement may provide the capability to remove these addresses from the Perma- 
nent or Filtering Database. 

Table 3-6 records values of functional addresses specified in IEEE Std 802.5 [7] 
that are used in the destination address field of MAC frames that can have frame- 
type and mac-action parameter values of user-data-frame and request-with-no- 
response, respectively, but should not be relayed from the token ring on which they 
are initially transmitted. 
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Assignment Value (16-bit) 
Bridge Functional Address 01-04 

IEEE 
Std 802.1D-1990 

Value (48-bit) 
03-00-00-00-80-00 

Table 3-6 
Functional Addresses as Specified in IEEE Std 802.6 [7] 

c Assignment 
Bridge Spanning Tree Protocol 

Value h 
O l O r [  

Table 3-7 
Standard LSAP Assignment 
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4. The Spanning Tree Algorithm and Protocol 
The configuration algorithm and protocol described in this section reduce the 

Bridged Local Area Network topology to a single Spanning Tree. 

4.1 Requirements to be Met by the Algorithm. The Spanning Tree Algorithm 
and its associated Bridge Protocol operate to Support, Preserve, and Maintain the 
Quality of the MAC Service in all its aspects as discussed in Section 2. In order to 
perform this function, the algorithm meets the following requirements, each of 
which is related to the discussion in that section: 

( 1 )  I t  will configure the active topology of a Bridged Local Area Network of 
arbitrary topology into a single spanning tree, such that there is at most one 
data route between any two end stations, eliminating data loops (2.3.3; 
2.3.4). 

(2) I t  wdl provide for fault tolerance by automatic reconfiguration of the span- 
ning tree topology as a result of Bridge failure or a breakdown in a data 
path, within the confines of the available Bridged Local Area Network com- 
ponents, and for the automatic accommodation of any Bridge or Bridge Port 
added to the Bridged Local Area Network without the formation of tran- 
sient data loops (2.1). 

(3) The entire active topology will stabilize in any sized Bridged Local Area 
Network. It will, with a high probability, stabilize within a short, known 
bounded interval in order to minimize the time for which the service is 
unavailable for communication between any pair of end stations (2.1). 

(4) The active topology will be predictable and reproducible, and may be 
selected by management of the parameters of the algorithm, thus allowing 
the application of Configuration Management, following traffic analysis, to 
meet the goals of Performance Management (2.1; 2.3.10). 

(5) It will operate transparently to the end stations, such that they are unaware 
of their attachment to a single LAN or a Bridged Local Area Network when 
usmg the MAC Service (2.2). 

(6) The communications bandwidth consumed by the Bridges in establishing 
and maintaining the spanning tree on any particular LAN will be a small 
percentage of the total available bandwidth and independent of the total 
traffic supported by the Bridged Local Area Network regardless of the total 
number of Bridges or LANs (2.3.10). 

49 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:18:36 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 802.1D-1990

http://www.avadocuments.com/doc/ieee-802-1d-1990
http://www.avadocuments.com/doc/ieee-802-1d-1990


IEEE 
Std 802.1D-1990 LOCAL AND METROPOLITAN AREA NETWORKS: 

Additionally, the algorithm and protocol meet the following goals which limit the 

(a) The memory requirements associated with each Bridge Port are indepen- 
dent of the number of Bridges and LANs in the Bridged Local Area Network. 

(b) Bridges do not have to be individually configured before being added to the 
Bridged Local Area Network, other than having their MAC addresses 
assigned through normal procedures. 

complexity of Bridges and their configuration: 

4.2 Requirements of the MAC Bridges. In order for the Bridge Protocol to oper- 
ate, the following are required: 

(1) A unique MAC group address, recognized by all the Bridges within the 
Bridged Local Area Network, that identifies the Bridge Protocol Entities of 
all Bridges attached to an individual LAN. 

(2) An identifier for each Bridge, unique within the Bridged Local Area Network. 
(3) A distinct Port identifier for each Bridge Port, that can be assigned inde- 

Values for each of these parameters, or a mechanism for assigning values to 
them, shall be provided by each Bridge. In the case of MAC Bridges that use 48-bit 
Universally Administered Addresses, the unique MAC Address that identifies the 
Bridge Protocol Entities is the Bridge Group Address (3.12.3). 

In addition, to allow the configuration of the Spanning Tree active topology to be 
managed, the following are required: 

(a) A means of assigning the relative priority of each Bridge within the set of 
Bridges in the Bridged Local Area Network. 

(b) A means of assigning the relative priority of each Port within the set of Ports 
of an individual Bridge. 

(c) A means of assigning a path cost component to each Port. 
These parameters may be set by management. 
The unique identifier for each Bridge is derived, in part, from the Bridge Address 

(3.12.5) and, in part, from a manageable priority component (5.2.5). The relative 
priority of Bridges is determined by the numerical comparison of the unique identi- 
fiers, with the lower numerical value indicating the higher priority identifier. 

Part of the identifier for each Port is fixed and is different for each Port on a 
Bridge, and part is a manageable priority component (5.2.7). The relative priority of 
Ports is determined by the numerical comparison of the unique identifiers, with the 
lower numerical value indicating the higher priority identifier. 

The path cost associated with each Port may be manageable. Additionally, 4.10.2 
recommends default values for Ports attached to LANs of specific MAC types and 
speeds. 

pendently of the values used in other Bridges. 

4.3 Overview 
4.3.1 The Active Topology and Its Computation. The Spanning Tree Algorithm 

and Protocol configure a simply connected active topology from the arbitrarily 
connected components of a Bridged Local Area Network. Frames are forwarded 
through some of the Bridge Ports in the Bridged Local Area Network and not 
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through others, which are held in a blocking state. At any time, Bridges effectively 
connect just the LANs to which Ports in a forwarding state are attached. Frames 
are forwarded in both directions through Bridge Ports that are in a forwarding 
state. Ports that are in a blocking state do not forward frames in either direction 
but may be included in the active topology, i.e., be put into a forwarding state if 
components fail, are removed, or are added. 

Figure 2-2 shows an example of a Bridged Local Area Network. Figure 4-1 shows 
the active topology, i.e., the logical connectivity, of the same Bridged Local Area 
Network following configuration. 

One of the Bridges is known as the Root or the Root Bridge in the Bridged Local 
Area Network. Each individual LAN has a Bridge Port connected to it that for- 
wards frames from that LAN towards the Root and forwards frames from the 
direction of the Root onto that LAN. This Port is known as the Designated Port for 
that LAN, and the Bridge of which it is part is the Designated Bridge for the LAN. 
The Root is the Designated Bridge for all the LANs to which it is connected. The 
Ports on each Bridge that are in a forwarding state are the Root Port (that closest 
to the Root -see below) and the Designated Ports (if there are any). 

In Fig 4-1, Bridge 1 has been selected as the Root (though one cannot tell simply 
by looking at the topology which Bridge is the Root) and is the Designated Bridge 
for LAN 1 and LAN 2. Bridge 2 is the Designated Bridge for LAN 3 and LAN 4, and 
Bridge 4 is the Designated Bridge for LAN 5. Figure 4-2 shows the logical tree 
topology of this configuration of the Bridged Local Area Network. 

The stable active topology of a Bridged Local Area Network is determined by 
(1) The unique Bridge Identifiers associated with each Bridge. 
(2)  The Path Cost associated with each Bridge Port. 
(3) The Port Identifier associated with each Bridge Port 
The Bridge with the highest priority Bridge Identifier is the Root (for conve- 

nience of calculation this is the identifier with the lowest numerical value). Every 
Bridge Port in the Bridged Local Area Network has a Root Path Cost associated 
with it. This is the sum of the Path Costs for each Bridge Port receiving frames 
forwarded from the Root on the least cost path to the Bridge. The Designated Port 
for each LAN is the Bridge Port for which the value of the Root Path Cost is the 
lowest: if two or more Ports have the same value of Root Path Cost, then first the 
Bridge Identifier of their Bridges and then their Port Identifiers are used as tie- 
breakers. Thus, a single Bridge Port is selected as the Designated Port for each LAN, 
the same computation selects the Root Port of a Bridge from amongst the Bridge’s 
own Ports, and the active topology of the Bridged Local Area Network is completely 
determined. 

A component of the Bridge Identifier of each Bridge, and the Path Cost and Port 
Identifier of each Bridge Port, can be managed, thus allowing a manager to select 
the active topology of the Bridged Local Area Network. 

4.3.2 Propagating the Topology Information. Bridges send a type of Bridge 
Protocol Data Unit known as a Configuration BPDU to each other in order to 
communicate and compute the above information. A MAC frame conveying a 
BPDU carries the Bridge Group Address in the destination address field and is 
received by all the Bridges connected to the LAN on which the frame is transmitted. 
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Bridge Protocol Data Units are not directly forwarded by Bridges, but the infor- 
mation in them may be used by a Bridge in calculating its own BPDU to transmit, 
and may stimulate that transmission. The Configuration BPDU, which is conveyed 
between the Bridge Ports attached to a single LAN, is distinguished from the notion 
of a Configuration Message, which expresses the propagation of the information 
carried throughout the Bridged Local Area Network. 

Each Configuration BPDU contains, among other parameters, the unique identi- 
fier of the Bridge that the transmitting Bridge believes to be the Root, the cost of 
the path to the Root from the transmitting Port, the identifier of the transmitting 
Bridge, and the identifier of the transmitting Port. This information is sufficient to 
allow a receiving Bridge to determine whether the transmitting Port has a better 
claim to be the Designated Port on the LAN on which the Configuration BPDU was 
received than the Port currently believed to be the Designated Port, and to deter- 
mine whether the receiving Port should become the Root Port for the Bridge if it is 
not already. 

Timely propagation throughout the Bridged Local Area Network of the necessary 
information to allow all Bridge Ports to determine their state (blocking or fonvard- 
ing) is achieved through three basic mechanisms: 

A Bridge that believes itself to be the Root (all Bridges start by believing 
themselves to be the Root until they discover otherwise); originates Configu- 
ration Messages (by transmitting Configuration BPDUs) on all the LANs to 
which it is attached, at regular intervals. 
A Bridge that receives a Configuration BPDU on what it decides is its Root 
Port conveying better information (i.e., highest priority Root Identifier, low- 
est Root Path Cost, highest priority transmitting Bridge and Port), passes 
that information on to all the LANs for which it believes itself to be the 
Designated Port. 
A Bridge that receives inferior information on a Port it considers to be the 
Designated Port on the LAN to which it is attached, transmits its own infor- 
mation in reply for all other Bridges attached to that LAN to hear. 

Hence, Spanning Tree paths to the Bridge with highest priority Root Identifier 
are quickly learned throughout the Bridged Local Area Network, with inferior 
information about other potential roots and paths being contradicted. 

4.3.3 Reconfiguration. To allow for reconfiguration of the Bridged Local Area 
Network when components are removed or when management changes are made 
to parameters determining the topology, the topology information propagated 
throughout the Bridged Local Area Network has a limited lifetime. This is effected 
by transmitting the age of the information conveyed (the time elapsed since the 
Configuration Message originated from the Root) in each Configuration BPDU. 
Every Bridge stores the information from the Designated Port on each of the LANs 
to which its Ports are connected, and monitors the age of that information. 

In normal stable operation, the regular transmission of Configuration Messages 
by the Root ensures that topology information is not timed out. 

If the Bridge times out the information held for a Port, it will attempt to become 
the Designated Port for the LAN to which that Port is attached, and will transmit 
protocol information received from the Root on its Root Port on to that LAN. 
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