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Abstract: An architecture for the interconnection of IEEE 802® Local Area Networks (LANS) below
the MAC Service boundary is defined. MAC Bridges, as specified by this standard, allow
communications between end stations attached to separate LANs, each with its own separate
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The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market,
or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every IEEE Standard is subjected to review at least every five years for revi-
sion or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is reasonable to conclude
that its contents, although still of some value, do not wholly reflect the present state of the art. Users are cautioned to check
to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a com-
petent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare
appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any
interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its soci-
eties and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except in
those cases where the matter has previously received formal consideration. At lectures, symposia, seminars, or educational
courses, an individual presenting information on IEEE standards shall make it clear that his or her views should be considered
the personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE. Current in-
terpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/index.html.

Errata, if any, for this and all other standards can be accessed at the following URL: http://standards.ieee.org/reading/ieee/
updates/errata/index.html. Users are encouraged to check this URL for errata periodically.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with
IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate
supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331USA

NOTE—Attention is called to the possibility that implementation of this standard may require use of subject
matter covered by patent rights. By publication of this standard, no position is taken with respect to the exist-
ence or validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents for which a license may be required by an IEEE standard or for conducting inquiries into the legal valid-
ity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
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Introduction

[This introduction is not part of IEEE Std 802.1D-2004, IEEE Standard for Local and
Metropolitan Area Networks: Media Access Control (MAC) Bridges.]

The MAC Bridge standardization activities that resulted in the development of IEEE Std 802.1D-1990
(subsequently republished as IEEE Std 802.1D, 1993 Edition [ISO/IEC 10038:1993] and IEEE Std 802.1D,
1998 Edition [ISO/IEC 15802-3: 1998]) specified an architecture and protocol for the interconnection of
IEEE 802 LANSs below the MAC Service boundary.

The 2004 revision of this standard incorporates two amendments into the 1998 Edition:

a) IEEE Std 802.1t-2001, technical and editorial corrections to the 1998 Edition; and
b) IEEE Std 802.1w-2001, Rapid Reconfiguration, which specified the Rapid Spanning Tree Algorithm
and Protocol (RSTP).

In addition, this revision includes further technical and editorial corrections, and removes the original
Spanning Tree Protocol (STP) as a conformance option.

Relationship between IEEE Std 802.1D and IEEE Std 802.1Q
Another IEEE standard, IEEE Std 802.1Q™-2003, extends the concepts of MAC Bridging and filtering
services to support the definition and management of Virtual LANs (VLANSs).

The capabilities defined in IEEE Std 802.1Q-2003 include the definition of a VLAN frame format that is
able to carry VLAN identification and user priority information over LAN technologies, such as CSMA/CD,
that have no inherent capability to signal priority information. This information is carried in an additional
header field, known as the 7Tag Header, which is inserted immediately following the Destination MAC
Address, and Source MAC Address (and Routing Information field, if present) of the original frame. IEEE
Std 802.1Q-2003 extends the priority handling aspects of this standard to make use of the ability of the
VLAN frame format to carry user priority information end to end across any set of concatenated underlying
MACs.

The VLAN Bridging specification contained in IEEE Std 802.1Q-2003 is independent of this standard, in
the sense that IEEE Std 802.1Q-2003 contains its own statement of the conformance requirements for
VLAN Bridges. However, IEEE Std 802.1Q-2003 makes use of many of the elements of the specification
contained in this standard, in particular

a)  The Bridge architecture

b) The Internal Sublayer Service, and the specification of its provision by IEEE 802 LAN MACs
c¢)  The major features of the operation of the forwarding process

d)  The Rapid Spanning Tree Protocol

e) The Generic Attribute Registration Protocol (GARP)

f)  The GARP Multicast Registration Protocol (GMRP)

Since the original Spanning Tree Protocol (STP) has been removed from the 2004 revision of IEEE Std
802.1D, an implementation of RSTP is required for any claim of conformance for an implementation of
IEEE Std 802.1Q-2003 that refers to the current revision of IEEE Std 802.1D unless that implementation
includes the Multiple Spanning Tree Protocol (MSTP) specified in IEEE Std 802.1Q-2003. MSTP is based
on RSTP, extended to provide support for multiple spanning trees.
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Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.icee.org/reading/icee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http:/standards.iece.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention.
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IEEE Standard for Local and
Metropolitan Area Networks:
Media Access Control (MAC) Bridges

1. Overview

1.1 Introduction

IEEE 802 Local Area Networks (or LANs; see 3.4) of all types can be connected togsitige MAC
Bridges. The Bridged Local Area Network created allows the interconnection of stationthe were
attached to a single LAN, even if they are attached to separate LANwitladis own independent MAC. A

MAC Bridge operates below the MAC Service Boundary, and is transparent to protocols operating above
this boundary, in the Logical Link Control (LLC) sublayer or Network Layer (ISO/IE@871: 1994). The
presence of one or more MAC Bridges can lead to differences in the Quality of Service (QoS) drpvided
the MAC sublayer; it is only because of such differences that MAC Bridge operation isyttefudparent.

A Bridged Local Area Network can provide for

a) The interconnection of stations attached to LANs of different MAC types.

b) An effective increase in the physical extent, the number of permissible attachmentsiatalthe
performance of a LAN.

c) Partitioning of the physical LAN for administrative or maintenance reasons.

d) Validation of access to the LAN.

e) Increased availability of the MAC Service in the face of reconfiguration or failure of network
components.

1.2 Scope

For the purpose of compatible interconnection of data-processing equipment using the IEEE 802 MAC
Service supported by interconnected IEEE 802 LANs (see 3.4) using different or idstgiia Access
Control methods, this standard specifies a general method for the operation of MAC Bridpeseid this
standard

a) Positions the bridging function within an architectural description of the MAC Sublayer.

b) Defines the principles of operation of the MAC Bridge in terms of the support and preservation of
the MAC Service, and the maintenance of QoS.

c) Specifies the MAC Internal Sublayer Service provided by individual LANs to the Media $Acces
Method Independent Functions that provide frame relay in the Bridge.

Linformation about references can be found in Clause 2.
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d) Identifies the functions to be performed by Bridges, and provides an architectural model of the
internal operation of a Bridge in terms of Processes and Entities that provide those functions.

e) Establishes the requirements for a protocol between the Bridges in a Bridged Local Area Network to
configure the network, and specifies the distributed computation of a Spanning Tveeapiogy.

f)  Establishes the requirements for a protocol between Bridges in a Bridged Locd\étwark to
configure multicast filtering information, and specifies the means of registering anduistyi
multicast filtering information by means of the GARP Multicast Registration ProtooR.

g) Establishes the requirements for Bridge Management in the Bridged Local Area Network,
identifying the managed objects and defining the management operations.

h) Specifies performance requirements and recommends default values and applicgsdarathe
operational parameters of a Bridge.

i)  Specifies the requirements to be satisfied by equipment claiming conformance tonitiés csta

j)  Specifies criteria for the use of MAC-specific bridging methods.

This standard specifies the operation of MAC Bridges that attach directly to IEEE 802 LANS, as specified
the relevant MAC standards for the MAC technology or technologies implemented.
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2. References

The following standards contain provisions that, through reference in this text, constitute provisiams of th
standard. At the time of publication, the editions indicated were valid. All stanai@ dsibject to revision,

and parties to agreements based on this standard are encouraged to investigagiilitg pbapplying the

most recent editions of the standards indicated below. Members of ISO and IEC maintain registers of
currently valid International Standards.

ANSI X3.159-1989, American National Standards for Information Systems—Programming Languége—C.

IEEE Std 802-2001, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture?

IEEE Std 802.1H', 1997 Edition [ISO/IEC 11802-5: 1997], Information technology—Telecommunications
and information exchange between systems—Local and metropolitan area netecksical reports and
guidelines—Part 5: Media Access Control (MAC) Bridging of Ethernet V2.0 in Local Area Nettorks.

IEEE Std 802.1('-2003, IEEE Standards for Local and Metropolitan Area Networks: Virtual Bridged Local
Area Networks.

IEEE Std 802.1X'-2001, IEEE Standards for Local and Metropolitan Area Networks—Port Based Network
Access Control.

IEEE Std 802.7', 1998 Edition [ISO/IEC 8802-2: 1998], Information technology—Telecommunications
and information exchange between systems—Local and metropolitan area networksie-Speci
requirements—Part 2: Logical link contrdl.

IEEE Std 802.3-2002, IEEE Standard for Local and Metropolitan Area Networks, Supplement to Carrier
Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer
Specifications: Aggregation of Multiple Link Segments.

IEEE Std 802.5, 1998 Edition [ISO/IEC 8802-5: 1998], Information technology—Telecommunications and
information exchange between systems—Local and metropolitan area keetw®pecific requirements—
Part 5: Token ring access method and physical layer specifications.

IEEE Std 802.11, 1999 Edition [ISO/IEC 8802-11: 1999], Information technology—Telecomitiamsca
and information exchange between systems—Local and metropolitan area networksie-Speci
requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
specifications.

IETF RFC 2236, Fenner, Internet Group Management Protocol (IGMP), Version 2, Novembér 1975,

IETF RFC 1493, Decker, Langille, Rijsinghani and McCloughrie, Definitions of Managed Oljyects
Bridges, July 1993.

2ANSI publications are available from the Sales Department, American NaStavalards Institute, 11 West 42nd Street, 13tbrFlo
New York, NY 10036, USA.

SIEEE publications are available from the Institute of Electrical and Eldéctr@ngineers, 445 Hoes Lane, P.O. Box 1331, Riacwy,
NJ 08855-1331, USA. IEEE publications can be ordered on-linetliertEEE Standards Website: http://www.standards.ieee.org.

“The IEEE standards or products referred to in this clause dentaaks of the Institute of Electrical and Electronics Eng#)dac.

51SO [IEEE] and ISO/IEC [IEEE] documents are available from ISO Centrab®eiat, 1 rue de Varembé, Case Postale 56, CH-1211,
Geneve 20, Switzerland/Suisse; and from the Institute of Electrical and Eiestémgineers, 445 Hoes Lane, P.O. Box 1331,

Piscataway, NJ 08855-1331, USA. ISO [IEEE] and ISO/IEC [IEEE] docuntamisbe ordered on-line from the IEEE Standards

Website: http://www.standardeége.org.

Sinternet RFCs are available from the Internet Engineering Task Force weltstfe/atww.ietf.org/rfc.html.
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IETF RFC 2233, The Interfaces Group MIB using SMIv2, McCloghrie, K., Kastenholz, F., November 1997.

IETF RFC 2674, Bell, Smith, Langille, Rijsinghani, McCloghrie, Definitions of Managed Objects for
Bridges with Traffic Classes, Multicast Filtering and Virtual LAN Extensions, August.1999

ISO/IEC 7498-1: 1994, Information processing systems—Open Systems InterconnectionRé3astace
Model—Part 1: The Basic Modél.

ISO/IEC 8824-1: 2002, Information technology—Abstract Syntax Notation One (ASN.1): Specification of
basic notation.

ISO/IEC 8825-1: 2002, Information technology—ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).

ISO/IEC 9595: 1998, Information technology—Open Systems Interconnection—Common management
information service.

ISO 9314-2: 1989, Information processing systems—Fibre Distributed Data Interface (FDDI)—Part 2:
Token Ring Media Access Control (MAC).

ISO/IEC 9596-1: 1998, Information technology—Open Systems Interconnection—Common management
information protocol—Part 1: Specification.

ISO/IEC TR 11802-1: 1997, Information technology—Telecommunications and information exchange
between systems—Local and metropolitan area networks—Technical reports and guidelmds—FRa
structure and coding of Logical Link Control addresses in Local Area Networks.

ISO/IEC TR 11802-2: 2002, Information technology—Telecommunications and information exchange
between systems—Local and metropolitan area networks—Technical reports and guideline®—Par
Standard Group MAC addresses.

ISO/IEC 14882: 2003, Information Technology—Programming languages—C++.

ISO/IEC 15802-1: 1995, Information technology—Telecommunications and information exchangenbetwee
systems—Local and metropolitan area networks—Common specificaticars-t:Redium Access Control
(MAC) service definition.

7ISO and ISO/IEC documents are available from the ISO Central Secretariaijd VYarembé, Case Postale 56, CH-1211, Genéve 20
Switzerland/Suisse; and from the Sales Department, American National iE&muktitute, 11 West 42nd Street, 13th Floor, New
York, NY 10036, USA.
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3. Definitions

For the purposes of this standard, the following terms and definitions apply.

3.1 Bridged Local Area Network
A concatenation of individual IEEE 802 LANSs interconnected by MAC Bridges.

NOTE—Unless explicitly specified, the use of the waomtworkin this standard refers to a Bridged Local Area
Network. The term Bridged Local Area Network is not otherwise abbreviated. Theé ¢teah Area Networland the
abbreviation LAN are used exclusively to refer to an individual LAN specified by a MAC technwoitigyut the
inclusion of Bridges. This precise use of terminology within thex#jzation allows a Bridged Local Area Network to
be distinguished from an individual LAN that has been bridged to other LANs in tlverkeln more general usage
such precise terminology is not required, as it is a explicit goal of this standardittgesBare transparent to the users
of the MAC Service.

3.2 Expedited traffic

Traffic that requires preferential treatment as a consequence of jitter, lasetfuypughput constraints, or as
a consequence of management policy.

3.3 Group
A Group associates

a) A group MAC address,
b) A set of properties that define membership characteristics, and

c) A set of properties that define the forwarding/filtering behavior of a Bridge with respect to frames
destined for members of that group MAC address.

with a set of end stations that all wish to receive information destined for that group MAC allidrat®rs
of such a set of end stations are said tGlmip members.

A Group is said teexistif the properties associated with that Group are visible in an entry filteeng
Database of a Bridge, or in the GARP state machines that characteriz¢etiod #te Group; a Group is said

to have members the properties of the Group indicate that members of the Group can be reached through
specific Ports of the Bridge.

NOTE—An example of the information that Group members might wish to receive idieasiNideo data stream.

3.4 IEEE 802 Local Area Network (LAN)

IEEE 802 LANSs (also referred to in the text simply as LANs) are LAN technologiepithratie a MAC
Service equivalent to the MAC Service defined in ISO/IEC 15802-1. IEEE 802 LANSs include IEEE Std
802.3 (CSMA/CD), IEEE Std 802.5 (Token Ring), IEEE Std 802.11 (Wireless), and ISO 9314-2 (FDDI)
LANSs.
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4. Abbreviations

The following abbreviations are used in this standard.

BPDU

CRC

FCS

GARP

GARP PDU

Gb/s

GID

GIP

GMRP

IETF

IGMP

kb/s

MAC

Mb/s

RSTP

RST BPDU

STP

Th/s

TCN

Copyright © 2004 IEEE. All rights reserved.

Bridge Protocol Data Unit

Cyclic Redundancy Check

Frame Check Sequence

Generic Attribute Registration Protocol

GARP Protocol Data Unit

Gigabit per second (1 Gb/s is equivalent to 1 000 000 000 bits per second)
GARRP Information Declaration

GARP Information Propagation

GARP Multicast Registration Protocol

Internet Engineering Task Force

Internet Group Management Protocol

Kilobit per second (1 kb/s is equivalent to 1000 bits per second)

Media Access Control

Megabit per second (1 Mb/s is equivalent to 1 000 000 bits per second)
Rapid Spanning Tree Algorithm and Protocol

Rapid Spanning Tree Bridge Protocol Data Unit

Spanning Tree Algorithm and Protocol

Terabit per second (1 Th/s is equivalent to 1 000 000 Mb/s)

Topology Change Notification
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5. Conformance

5.1 Required capabilities

A MAC Bridge for which conformance to this standard is claimed shall

a)

b)

Conform to the relevant MAC standards technologies implemented at its Portsgiiedspe6.4

and 6.5.

Conform to IEEE Std 802.2 for the implementation of a class of LLC supporting Type 1 operation as
required by 7.3 and 7.1.2.

Relay and filter frames as described in 7.1 and specified in 7.5, 7.6, 7.7, and 7.9.

Maintain the information required to support Basic Filtering Services, as described md6/6La

and specified in 7.5, 7.8, and 7.9.

Conform to the provisions for addressing specified in 7.12.

Implement the Rapid Spanning Tree Protocol, as specified in Clause 17.

Encode transmitted BPDUs and validate received BPDUs as specified in Clause 9.

Specify the following parameters of the implementation

1) Filtering Database Size, the maximum number of entries.

2) Permanent Database Size, the maximum number of entries.

Specify the following performance characteristics of the implementation

1) A Guaranteed Port Filtering Rate for each Bridge Port

2) A Guaranteed Bridge Relaying Rate for the Bridge

3) The related time intervalg- andTg for these parameters as specified in Clause 16.

Operation of the Bridge within the specified parameters shall not violate any of the other
conformance provisions of this standard.

5.2 Optional capabilities

A MAC Bridge for which conformance to this standard is claimed may

a)

b)

c)

d)

Support management of the Bridge. Bridges claiming to support management shall support all the

management objects and operations for all implemented capabilities as defined in Clause 14.

Support the use of a remote management protocol. Bridges claiming to support renagement

shall

1) State which remote management protocol standard(s) or specification(s) are supported.

2) State which standard(s) or specification(s) for managed object definitions and encodings are
supported for use by the remote management protocol.

Support multiple Traffic Classes for relaying and filtering frames through one or more outbound

Ports, controlling the mapping of the priority of forwarded frames as specified in 6.4, 7.5.1, and 7.7.

Support Extended Filtering Services for relaying and filtering frames as described in 7.1 and

specified in 7.5, 7.6, 7.7, and 7.9. Bridges claiming to support of Extendethgil8ervices shall

1) Implement the GARP Multicast Registration Protocol (GMRP), as specified ineCl@us

2) Implement the Generic Attribute Registration Protocol (GARP), in support of the GMRP
Application as specified in Clause 12.

NOTE—The term capability is used to describe a set of related detailed provisionsstditidiazrd. Each capability can
comprise both mandatory provisions, required if implementation of the capabilib be claimed, and optional
provisions. Each detailed provision is specified in one or more of the other<lalfigis standard. The Protocol
Implementation Conformance Statement (PICS), described in 5.3, provides a useful tobiettidse provisions.
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5.3 Protocol Implementation Conformance Statement

The supplier of an implementation that is claimed to conform to this standard shaletomgbpy of the
PICS proforma provided in Annex A and shall provide the information necessary to identify both the
supplier and the implementation.

5.4 Recommendations

Support of the relevant managed objects and management operations specified in Clause 14, and support of
the use of SNMP to access them, is highly recommended.

5.5 MAC-specific bridging methods

MAC-specific bridging methods may exist. Use of a MAC-specific bridging method and the method
specified in this standard on the same LAN shall

a) Not prevent communication between stations in a Bridged Local Area Network.
b) Preserve the MAC Service.

c) Preserve the characteristics of each bridging method within its own domain.
d) Allow both bridging techniques to coexist simultaneously on a LAN without adverse interaction.
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6. Support of the MAC Service

MAC Bridges interconnect the separate IEEE 802 LANs that compose a Bridged Local Area Network by
relaying and filtering frames between the separate MACs of the bridged LANs. The position of the bridging
function within the MAC Sublayer is shown in Figure 6-1.

MAC Service
LLC LLC User
RELAY MAC Service
Provider
MAC MAC
MAC MAC

Figure 6-1—Internal organization of the MAC sublayer

This clause discusses the following aspects of service provision:

a) Provision of the MAC Service to end stations.

b) Preservation of the MAC Service.

c) Maintenance of QoS.

d) Provision of the Internal Sublayer Service within the MAC Bridge.

e) Support of the Internal Sublayer Service by specific MAC procedures.
f)  Filtering services.

6.1 Support of the MAC Service

The MAC Service provided to end stations attached to a Bridged Local Area Network is the (unenfirme
connectionless-mode MAC Service defined in ISO/IEC 15802-1. The MAC Service is defined as an
abstraction of the features common to a number of specific MAC Servidescitibes the transfer of user
data between source and destination end stations, via MA-UNITDATA request primitives and correspondi
MA-UNITDATA indication primitives issued at MAC service access points. Each MA-UNITDATA reaques
and indication primitive has four parameters: Destination Address, Source Address, MAC Servicetdata
(MSDU), and Priority.

To improve the availability of the MAC Service to end stations and support networlgemaeat, MAC
Bridges can be configured:

a) To provide redundant paths between end stations to enable the network to corpirmwedt the
MAC Service in the event of component failure (of Bridge or LAN).

b) So that the paths supported between end stations are predictable and configurable given the
availability of network components.

A MAC Bridge may restrict the provision of the MAC Service to authenticated and authorizedsdevice
Unauthorized devices can be denied access to a bridged LAN, except as necessary for teeopurpos
conducting protocol exchanges required by an authentication process.

NOTE—Authentication and authorization to access a LAN may be achieved by administrative or mesmtage
mechanisms, or by means of an active authorization mechanism, such as is defined ird IBEE1SL
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6.2 Preservation of the MAC Service

The MAC Service provided by a Bridged Local Area Network is similar to that provided by a single LAN
(6.3). In consequence,

a) A Bridge is not directly addressed by communicating end stations, except as aniendfestat
management purposes—frames transmitted between end stations carry the MAC Address of th
peer-end station in their Destination Address field, not a MAC Address of the Bridge

b) All MAC Addresses need to be unique within the network.

c) MAC Addresses of end stations are not restricted by the topology and configuration of the network.

6.3 Quality of Service maintenance
Quality of Service comprises the following:

a) Service availability

b) Frame loss

c) Frame misordering

d) Frame duplication

e) Frame transit delay

f)  Frame lifetime

g) Undetected frame error rate

h) Maximum service data unit size supported
i)  Frame priority

j)  Throughput

6.3.1 Service availability

Service availability is measured as a fraction of some total time during which the MAC Sepogided.
The operation of a Bridge can increase or lower the service availability.

Service availability can be increased by automatic reconfiguration of the network (see Clause 10) to avoi
the use of a failed component (e.g., repeater, cable, or connector) in the dataerpatb.ggailability can be
lowered by the failure of a Bridge or by a Bridge filtering frames.

A Bridge can discard frames (6.3.2) to preserve other aspects of the MAC Service (6.3.3 and 6.3.4) during
reconfiguration, lowering service availability for end stations that do not benefit from trdigecation. If

an end station moves, it can then be unable to receive frames from other end stations filétitiy
information held by the Bridges and used to localize traffic is updated. To minimize serviak filearing
information that has been dynamically learned can be modified when reconfiguration takes pldge (17.1
However, filtering information that is statically configured cannot be modified in this way.

A Bridge may deny service and discard frames to prevent network access by unaditherizes.

To maximize the service availability, no loss of service or delay in service jmoviscaused by Bridges,
except as a consequence of a failure, removal, or insertion of a network component, or aquenoaf

the movement of an end station, or as a consequence of an attempt to perform unauttaized hese

are regarded as extraordinary events. The operation of any additional protocebnet@snaintain the
quality of the MAC Service is thus limited to the configuration of the Bridged Local Area Network, and is
independent of individual instances of service provision.

NOTE—This is true only in the absence of admission control mechanisms, i.e., wherelges Brovide a “best effort”
service. The specification and applicability of admission controls in Bridges is outside thestopetandard.

Documents

12 Copyright © 2004 IE=£. Al rightgyeserverent Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:20:55 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1D-2004


http://www.avadocuments.com/doc/ieee-802-1d-2004
http://www.avadocuments.com/doc/ieee-802-1d-2004

MEDIA ACCESS CONTROL (MAC) BRIDGES IEEE
Std 802.1D-2004

6.3.2 Frame loss

The MAC Service does not guarantee the delivery of Service Data Units. Framestteahby a source
station arrive, uncorrupted, at the destination station with high probabitiy. operation of a Bridge
introduces minimal additional frame loss.

A frame transmitted by a source station can fail to reach its destinat@mnss a result of the following:

a) Frame corruption during physical layer transmission or reception.
b) Frame discard by a Bridge because
1) It is unable to transmit the frame within some maximum period of time, and is required to
discard the frame to prevent the maximum frame lifetime (6.3.6) from being exceeded.
2) Itis unable to continue to store the frame due to exhaustion of internal buffering capacity as
frames continue to arrive at a rate in excess of that at which they can be trahsmitte
3) The size of the service data unit carried by the frame exceeds the mmasimpported by the
MAC procedures employed on the LAN to which the frame is to be relayed.
4) Changes in the physical topology of the network necessitate frame discard for a limited period
of time to maintain other aspects of QoS (see 17.10).
5) The device attached to the Port is not authorized for access towuelnet
6) The configuration of Static Filtering Entries in the Filtering Database (7d¥sa)lows the
forwarding of frames with particular destination addresses on specific Ports.

NOTE—As Static Filtering Entries are associated with particular Ports dbinations of Ports, there is a possibility
that mis-configuration of Static Filtering Entries will lead to unintended frdiseard during or following automatic
reconfiguration of the Bridged Local Area Network.

6.3.3 Frame misordering

The MAC Service (9.2 of ISO/IEC 15802-1) permits a negligible rate of reordering of frames with a given
user priority for a given combination of destination address and source address. MA_UNITDATA.indication
service primitives corresponding to MA_UNITDATA.request primitives, with the same requesteity prio
and for the same combination of destination and source addresses;eaved in the same order as the
request primitives were processed.

NOTE 1—The Forwarding Process in Bridges (7.7) does not misorder or duplicate frames.

Where Bridges are capable of connecting the individual MACs in such a way that multiple paths between
any source station—destination station pairs exist, the operation of a protoapliredeto ensure that a
single path is used.

NOTE 2—Frame misordering and duplication (6.3.4) does not occur during normal operatien. RETP is
configuring or reconfiguring the network (see Clause 17), there is an increasednpledhéntation-dependent
probability that frames that are in transit will be misordered or duplicated as network paths shaege Bridge can
buffer frames awaiting transmission through its Ports. Since the probabiliypéation or misordering occurring as a
result of reconfiguration is small, and the frequency of physical netwdikédaileading to reconfiguration is also
generally small, the degradation of the properties of the MAC service is constdebednegligible. Some LAN
protocols, for example, LLC Type 2, are particularly sensitive to frame misordering aizhtiap] to support these the
Force Protocol Version parameter (17.13.4) can be used to delay the treofsitiots to a Forwarding state and further
reduce the probability of such events. A more detailed discussion of misordering asdtaupin RSTP can be found
in Annex K (informative).

6.3.4 Frame duplication

The MAC Service (9.2 of ISO/IEC 15802-1) permits a negligible rate of duplication of frames. Bridges do
not duplicate user data frames.
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The potential for frame duplication in a Bridged Local Area Network arises through the possibility
multiple paths between source and destination end stations. Where Bridges can connaealindiis to
provide multiple paths, the operation of a protocol is required to ensure that a single path is used.

6.3.5 Frame transit delay

The MAC Service introduces a variable frame transit delay that is dependent on mesliangipaedia
access control methods. Frame transit delay is the elapsed time between an MA_UNIKEDA&S
primitive and the corresponding MA_UNITDATA.indication primitive. Elapsed time values &elaged
only on Service Data Units that are successfully transferred.

Since the MAC Service is provided at an abstract interface within an end station, it is fnepgospecify
the total frame transit delay precisely. It is, however, possible to measure the wmstia and frame
transmission and reception, and the transit delay introduced by an intermgstiate, $n this case a Bridge.

The minimum additional transit delay introduced by a Bridge is the time taken to receiveegpfusnthat
taken to access the media onto which the frame is to be relayed. The frame is compkdtedyg te=fore it is
relayed as the Frame Check Sequence (FCS) is to be calculated and the frardedliin error.

6.3.6 Frame lifetime

The MAC Service mandates an upper bound to the transit delay experienced for a particular afistance
communication. This maximum frame lifetime is necessary to ensure the correctoopefdtigher layer
protocols. The additional transit delay introduced by a Bridge is discussed in 6.3.5.

Since the information provided by the MAC Sublayer to a Bridge does not include the transit deldy alre
experienced by any particular frame, Bridges discard frames to enforce a maximum detiyBniége. A
recommended and an absolute maximum value are specified in Table 7-3.

6.3.7 Undetected frame error rate

The MAC Service introduces a very low undetected frame error rate in transmitted frames. tdddetec
errors are protected against by the use of an FCS that is appended to the frame by the MAC Sublayer of the
source station prior to transmission, and checked by the destination statioemtiorec

The FCS calculated for a given service data unit is dependent on the media access ctrulltrie
therefore necessary to recalculate the FCS within a Bridge providing a relay functi@emeéEEE 802

MAC:s of dissimilar types where there are differences in the method ofai@deund/or the coverage of the

FCS, or changes to the data that is within the coverage of the FCS. This introduces the possibility of
additional undetected errors arising from the operation of a Bridge.

NOTE—Application of the techniques described in Annex F (informative) allow an implementatiachieve an
arbitrarily small increase in undetected frame error rate, even in cases where thatdataithin the coverage of the
FCS is changed.

6.3.8 Maximum Service Data Unit Size

The Maximum Service Data Unit Size that can be supported by an IEEE 802 LAN varies with the MAC
method and its associated parameters (speed, electrical characteris)ict, may be constrained by the
owner of the LAN. The Maximum Service Data Unit Size supported by a Bridge between two LABIs is th
smaller of that supported by the LANs. No attempt is made by a Bridge to relay a frame to a LAN that does
not support the size of Service Data Unit conveyed by that frame.
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6.3.9 Frame priority

The MAC Service includes user priority as a QoS parameter. MA_UNITDATA.requests with priuigty
may be given precedence over other request primitives made at the same statioheorsgtions attached
to the same LAN, and can give rise to earlier MA_UNITDATA.indications.

The MAC Sublayer maps the requested user priorities onto the access priorities supporteddiyidiali
media access method. The requested user priority can be conveyed tetihatide station with the
transmitted frame, using the priority signaling mechanisms inherent in some roegiss aethods. Since

not all IEEE 802 LAN MACs can signal the user priority associated with a frame, Bridges regersera
priority based upon a combination of signaled information and configuration information held in the Bridge.

The transmission delay experienced by a frame in a Bridge comprises:

a) A queuing delay until the frame becomes first in line for transmission on therPadgardance
with the procedure for selecting frames for transmission described in 7.7.4.

b) The access delay for transmission of the frame.

Queueing delays can be managed using user priority. Access delays can be managed ysiogtysar
media access methods that support more than one access priority.

The Bridge maps user priority onto one or more traffic classes; Bridges that suppotharoone traffic

class are able to support expedited classes of traffic. The Forwarding Protedsséribes the use of user
priority and traffic classes in MAC Bridges. Given the constraints placed upon frame misordering in a
Bridge, as expressed in 6.3.3, the mappings of priority and traffic class are static.

NOTE 1—The term Traffic Class, as used in this standard, is used only in the context of the opktiagqriority
handling and queueing functions of the Forwarding Process, as described imy? Gth&r meanings attached to this
term in other contexts do not apply to the use of the term in this standard.

The ability to signal user priority in IEEE 802 LANs allows user priority to be carried with end-to-end
significance across a Bridged Local Area Network. This, coupled with a consistent &pjortdze mapping

of user priority to traffic classes and of user priority to access_priority, allonsistent use of priority
information, according to the capabilities of the Bridges and MACsdriransmission path.

NOTE 2—IEEE Std 802.18 defines a frame format and procedures that can be used to carry user priority across LAN
MAC types that are not able to signal user priority. Use of the IEEE 802.1Q frame foraved &lle end-to-end
significance of user priority to be maintained regardless of the abilitydofidlual LAN MAC types to signal priority.

Under normal circumstances, user priority is not modified in transit through the relay fuoicadBridge;
however, network management can control how user priority is propagated. Table 7-1 provides the ability to
map incoming user priority values on a per-Port basis. By default, the regdnesatgriority is identical to

the incoming user priority.

6.3.10 Throughput

The total throughput provided by a Bridged Local Area Network can be significantly greater than that
provided by an equivalent single LAN. Bridges may localize traffic within the networktbyirity frames.
Filtering services are described in 6.6.

The throughput between end stations communicating through a Bridge can be lowered by frameldésc
to the Bridge’s inability to transmit on the LAN to the destination at the required rate éatended period.
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6.4 Internal Sublayer Service provided within the MAC Bridge

The Internal Sublayer Service provided by a MAC entity to the MAC Relay Entity within a Bridigat is
provided by the individual MAC for the LAN Port. This observes the appropriate MAC procedures and
protocol for the LAN to which it attaches. No control frames, i.am#&s that do not convey MAC user data,
are forwarded on any LAN other than that on which they originated.

The Internal Sublayer Service is derived from the MAC Service defined by ISO/IEC 15802-1 by augmenting
that specification with elements necessary to the performance ofldlyefurction. Within an end station,
these additional elements are considered to be either below the MAC $ewittary, and pertinent only to

the operation of the service provider; or local matters not forming part of the peer-to-peeohéuefdAC
Service. Two parameters are added to the list of parameters associated with the MA_TUAlFEQ@est

and MA_UNITDATA.indication primitives defined by ISO/IEC 15802-1. These are frame_type and
frame_check_sequence. The definition of the Internal Sublayer Service does not add any iew serv
primitives to those defined by the LAN MAC Service Definition.

6.4.1 Service primitives

The Internal Sublayer Service excludes MAC-specific features and proceduresopbkos@on is confined
to that of the individual LANs. The unit-data primitives that describe this seavice

M_UNITDATA.indication (
frame_type,
destination_address,
source_address,
mac_service_data_unit,
user_ priority,
frame_check_sequence

)
Each M_UNITDATA indication corresponds to the receipt of an error-free MAC frame from a LAN.

NOTE—Detailed specifications of error conditions in received frames are oeditaithe relevant MAC standards; for
example, FCS errors, length errors, non-integral number of octets.

The frame_type parameter indicates the class of frame. The value of this parameter is one oftaser_da
frame, mac_specific_frame, or reserved_frame.

Thedestination_address parameter is the address of an individual MAC entity or a group of MAC entities.
Thesource_address parameter is the individual address of the source MAC entity.
Themac_service data_unit parameter is the service user data.

The user_priority parameter is the priority requested by the originating service user. The value of this
parameter is in the range O through 7.

NOTE—The default user_priority value is 0. Values 1 through 7 form an ordered sequence of uiis pwith 1
being the lowest value and 7 the highest. See 7.7.3 and Annex G (informative)Her &xplanation of the use of
user_priority values.

Theframe_check_sequence parameter is explicitly provided as a parameter of the primitive so that it can be
used as a parameter to a related request primitive without recalculation.
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The identification of the LAN from which particular frames are received iscal matter and is not
expressed as a parameter of the service primitive.

M_UNITDATA.request (
frame_type,
destination_address,
source_address,
mac_service_data_unit,
user_priority,
access_priority,
frame_check_sequence

)

A data request primitive is invoked to transmit a frame to an individual LAN.

Theframe_type parameter indicates the class of frame.

Thedestination_address parameter is the address of an individual MAC entity or a group of MAC entities.
Thesource_address parameter is the individual address of the source MAC entity.
Themac_service_data_unit parameter is the service user data.

The user_priority parameter is the priority requested by the originating service user. The value of this
parameter is in the range 0 (lowest) through 7 (highest).

Theaccess priority parameter is the priority used by the local service provider to convey the request. It can
be used to determine the priority attached to the transmission of frame=ddue the local MAC Entity,

both locally and among other stations attached to the same individual LAN, if the MAC method perenits.
value of this parameter, if specified, is in the range 0 (lowest) through 7 (highest).

Theframe_check_sequence parameter is explicitly provided as a parameter of the primitive so that it can be
used without recalculation.

The identification of the LAN to which a frame is to be transmiiseallocal matter and is not expressed as a
parameter of the service primitive.
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6.4.2 MAC status parameters

In addition to the unit-data service primitives, the Internal Sublayer Service makeblavaifair of status
parameters that permit inspection of, and control over, the administrative and opéistate of the MAC
entity by the MAC Relay Entity.

MAC_Enabled: The value of this parameter is TRUE if use of the MAC entity is permitted; and is
otherwise FALSE. The value of this parameter is determined by the specific MAC proceduresifiasl spe
6.5.

MAC_Operational: The value of this parameter is TRUE if the MAC entity is in a functiosta¢e and
MAC_Enabled is also TRUE; i.e., the MAC entity can be used to transmit and/or receies faend its use
is permitted by management. Its value is otherwise FALSE. The value of this paresttermined by the
specific MAC procedures, as specified in 6.5.

NOTE—These status parameters provide a common approach across MACs for handlinghhe fac
a) A MAC can inherently be working or not (as indicated by MAC_Operational).

b) If the MAC is operational, there may be the need to override its operational state for @dtivi@iseasons,
preventing any users from making use of its services (by means of MAC_Enabled).

6.4.3 Point-to-Point MAC parameters

In addition to the unit-data service primitives, the Internal Sublayer Service makeslavailpair of
parameters that permit inspection of, and control over, the administrative and operatierddl thia point-
to-point status of the MAC entity by the MAC Relay Entity.

oper PointToPointM AC: This parameter can take two values, as follows:

a) True. The MAC is connected to a point-to-point LAN; i.e., there is at most one other system
attached to the LAN.

b) False. The MAC is connected to a non-point-to-point LAN; i.e., there can be more than one other
system attached to the LAN.

adminPointToPointMAC: This parameter can take three values, as follows:

a) ForceTrue. The administrator requires the MAC to be treated as if it is connected to a point-to-point
LAN, regardless of any indications to the contrary that are generated by the MAC entity.

b) ForceFalse. The administrator requires the MAC to be treated as connected to a non-point-to-point
LAN, regardless of any indications to the contrary that are generated by the MAC entity.

c) Auto. The administrator requires the point-to-point status of the MAC to be determined in
accordance with the specific MAC procedures defined in 6.5.

If adminPointToPointMAC is set to ForceTrue, then operPointToPointMAC shall be set Tir
adminPointToPointMAC is set to ForceFalse, then operPointToPointMAC shall Belset

If adminPointToPointMAC is set to Auto, then the value of operPointToPointMAC is determined in
accordance with the specific procedures defined for the MAC entity concerned,rexidef6.5. If these
procedures determine that the MAC entity is connected to a point-to-point LAN, then
operPointToPointMAC is set TRUE; otherwise it is set FALSE. In the absence ofificpefinition of how

to determine whether the MAC is connected to a point-to-point LAN or not, the value of
operPointToPointMAC shall be FALSE.
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The value of operPointToPointMAC is determined dynamically; i.e., it is re-evaluatetewdrahe value of
adminPointToPointMAC changes, and whenever the specific procedures defined for the M&C enti
evaluate a change in its point-to-point status.

6.5 Support of the Internal Sublayer Service by specific MAC procedures

This subclause specifies the mapping of the Internal Sublayer Service to the MAC Protocolcaaidifes
of each individual IEEE 802 MAC type, and the encoding of the parameters of the service in MAC frames
The mapping is specified by reference to the IEEE 802 standards that specify the ihtAi@uanethods.
The mapping draws attention to any special responsibilities of Bridges attached to LANs of that MAC type

6.5.1 Support by IEEE Std 802.3 (CSMA/CD)

The CSMA/CD access method is specified in IEEE Std 802.3. Clause 3 of that dtspelgifies the MAC
frame structure, and Clause 4 specifies the MAC method.

On receipt of an M_UNITDATA.request primitive, the local MAC Entity performs Transmit Data
Encapsulation, assembling a frame using the parameters supplied as specifiett pedpends a preamble
and a Start Frame Delimiter before handing the frame to the Transmit Media AccesgeMant
Component in the MAC Sublayer for transmission (IEEE Std 802.3, 4.2.3).

On receipt of a MAC frame by Receive Media Access Management, the MAC frame is passeelite Re
Data Decapsulation, which validates the FCS and disassembles the frame, as specifiethtoetbe
parameters that are supplied with an M_UNITDATA.indication primitive (IEEE Std 802.3, 4.2.4).

Theframe_type parameter takes only the value user_data_frame and is not encddie@ iframes.
Thedestination_address parameter is encoded in the destination address field (IEEE Std 8@233, 3.
Thesource_address parameter is encoded in the source address field (IEEE Std 802.3, 3.2.3).
The number of octets of data in timac_service _data_unit parameter is either:

a) Encoded in the Length/Type field of the MAC frame if the frame makes use of the Length
interpretation of the Length/Type field (see 3.2.6 in IEEE Std 802.3), or

b) Determined from the length of the received MAC frame, if the frame makes use of the Type
interpretation of the Length/Type field (see 3.2.6 in IEEE Std 802.3).

The octets of data are encoded in the data field (see 3.2.7 in IEEE Std 802.3). Thélypadteld forms
the initial octets of the mac_service_data_unit parameter.

The user_priority parameter provided in a data request primitive is not encoded in MAC frames. The
user_priority parameter provided in a data indication primitive shall take the value of the Mifault
Priority parameter for the Port through which the MAC frame was received. The defaultofahie
parameter is 0, it may be set by management in which case the capability to set it tahenyadues 0
through 7 shall be provided.

The frame_check _sequence parameter is encoded in the FCS field of the MAC frame (IEEE Std 802.3,
3.2.8). The FCS is computed as a function of the destination address, source dygssjata, and PAD
fields. If an M_UNITDATA.request primitive is not accompanied by this parameter, it islatdd in
accordance with 3.28 in IEEE Std 802.3.
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NOTE 1—Since the PAD field, if present, contributes to the FCS, this parameter needsute iaclleast the
contribution of the PAD field to the FCS in order for the original FCS to be preseresdAffiex F (informative).]

No special action, above that specified for the support of use of the MAC Service by ré@yired for the
support of the MAC Internal Sublayer Service by the CSMA/CD access method.

NOTE 2—The support by IEEE Std 802.3 is described only in terms of the operation of a Bridge a¥iag fedmes
that result from the use of LLC services over an IEEE 802.3 MAC. |IEEE Stiil8@2fines the recommended practice
for bridging Ethernet V2.0 frames.

The values of the MAC_Enabled and MAC_Operational parameters are determined as follows:

a) For a MAC entity that contains a Link Aggregation sublayer, the value of MAC_Enabled t/direc
determined by the value of the aAggAdminState attribute (30.7.1.13 in IEEE Std 802.3-2@02), an
the value of MAC_Operational is directly determined by the value of the aAggOperStéteteattri
(30.7.1.13 in IEEE Std 802.3).

b) Otherwise, for IEEE 802.3 MAC entities that support the MAU managed Object Class
(30.5.1in IEEE Std 802.3):

1) The value of MAC_Enabled is TRUE.

2) The value of MAC_Operational is TRUE if the attribute aMediaAvéglatarries the value
available

3) The value of MAC_Operational is FALSE if the attribute aMediaAvégladarries any value
other tharavailable

c) Otherwise:

1) The value of MAC_Enabled is TRUE.
2) The value of MAC_Operational is TRUE.

From the point of view of determining the value of operPointToPointMAC (6.4.3), the MA@nhsidered to
be connected to a point-to-point LAN if any of the following conditions are true:

a) The MAC entity concerned contains a Link Aggregation sublayer, and the set of physical MACs
associated with the Aggregator are all aggregatable; or

b) The MAC entity concerned supports auto negotiation (Clause 28 of IEEE Std 802.3), and the auto
negotiation function has determined that the LAN is to be operated in full duplex arode;
c) The MAC entity has been configured by management means for full duplex operation.

Otherwise, the MAC is considered to be connected to a LAN that is not point-to-point.
6.5.2 Support by IEEE Std 802.5 (token-passing ring)

The token-passing ring access method is specified in IEEE Std 802.5. Clause 3 of that stanifias] spec
formats and facilities, and Clause 4 specifies token-passing ring protocols.

On receipt of an M_UNITDATA.request primitive the local MAC Entity composes a frame using the
parameters supplied as specified below, appending the frame control, destinatess,aslolurce address,
and FCS fields to the user data, and enqueuing the frame for transmission. On transthsstarting
delimiter, access control field, ending delimiter, and frame status fields are added.

On receipt of a valid MAC frame (IEEE Std 802.5, 4.1.4) that was not transmitted by the Bridgddeatt’

MAC Entity, with the Routing Information Indicator bit (which occupies the same position in theesourc
address field as does the Group Address bit in the destination address field) set to zero, an
M_UNITDATA.indication primitive is generated, with parameters derived from the ffatus as specified

in the paragraphs that follow.
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Theframe_type parameter is encoded in the frame_type bits (FF bits) of the frame control field (IEEE Std
802.5, 3.2.3.1). A bit pattern of 0 1 denotes a user_data_frame, a bit pattern of O O denotes a
mac_specific_frame, and a bit pattern of 1 0 or 1 1 denotes a reserved_frame.

Thedestination_address parameter is encoded in the destination address field (IEEE Std 8@245]1 3.
Thesource_address parameter is encoded in the source address field (IEEE Std 802.5, 3.2.4.2).
Themac_service_data_unit parameter is encoded in the information field (IEEE Std 802.5, 3.2.6).

The user_priority parameter associated with user_data_frames is encoded in the YYY bits of the frame
control field (IEEE Std 802.5, 3.2.3).

The frame_check_sequence parameter is encoded in the FCS field of the MAC frame (IEEE Std 802.5,
3.2.7). The FCS is computed as a function of the frame control, destinatiorssadstrerce address, and
information fields. If an M_UNITDATA.request primitive is not accompanied by this rpetar, it is
calculated in accordance with IEEE Std 802.5, 3.2.7.

The Address Recognized (A) bits in the Frame Status field of a frame (IEEE Std 802.5, 3.2.9)setay be
1if an M_UNITDATA.indication primitive with a frame_type of user_data_frame is generated, or if such an
indication would be generated if buffering had been available; otherwise, the A bits shalsabekeept as
required by IEEE Std 802.5.

If the A bits are set to 1, the Frame Copied (C) bits (IEEE Std 802.5, 3.2.9) may be set to Ltttheefle
availability of receive buffering; otherwise, the C bits shall not be set.

In order to support the MAC Internal Sublayer Service, a Token Ring Bridge must be capatdgoizieg
and removing frames transmitted by itself, even though they can carry a source addnesd &iéfm that of
the Bridge Port that transmitted them.

The values of the MAC_Enabled and MAC_Operational parameters are determined as follows:

a) For Dedicated Token Ring and High-Speed Token Ring MAC entities:
1) The value of MAC_Enabled is TRUE.
2) The value of MAC_Operational is set to TRUE wupon invocation of a
Mgt_Event_Report.request with an eventRequestType of CPortOperational (see?1ih.2.2.
IEEE Std 802.5).
3) The value of MAC_Operational is set to FALSE wupon invocation of a
Mgt_Event_Report.request with an eventRequestType of CPortNonOperational, CPatFailu
or ProtocolError (see 11.2.2.2 in IEEE Std 802.5).
b) For all other IEEE 802.5 MAC entities:
1) The value of MAC_Enabled is TRUE.
2) The value of MAC_Operational is set to TRUE upon invocation of a Mgt_Event.indication with
an event parameter value of evRingOperational (see 6.1.2 in IEEE Std 802.5).
3) The value of MAC_Operational is set to FALSE upon invocation of a Mgt_Event.indication
with an event parameter value of evRingNonOperational, evRingBeaconing, evStationFailure,
or evProtocolError (see 6.1.2 in IEEE Std 802.5).

6.5.3 Support by fibre distributed data interface (FDDI)

The FDDI access method is specified in ISO 9314-2:1989. Clause 6 of that standard specities, Senyi
Clauses 7 and 8 specify Facilities and Operation, respectively.
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On receipt of a valid frame (ISO 9314-2, 8.3.1) that was not transmitted by the BridgeldvaltMAC
entity, with the first bit of the source address equal to zero, an M_UNITDATA.indication is generated. The
associated parameters are derived from the frame fields as specified shortly below.

The Address Recognized (A) indicator in the Frame Status field of the frame (ISO 9B348P0n the ring

from which it was received shall not be set except as required by ISO 9314-2. The Frame Copied (C)
indicator (ISO 9314-2, 7.3.8) may be set if an M_UNITDATA.indication primitive with a frame_type of
user_data_frame is generated, if the frame is to be forwarded, and if receive bufferinglaisleava
Otherwise, the C indicator shall not be altered except as required by ISO 9314-2.

NOTE—This specification of the setting of the C indicator by 1SO 9314-2 MAC Bridges enhances ¢maingi8O
9314-2. A Bridge can be required by ISO 9314-2 to alter the A and/or C indicators waeingea frame addressed to
the Bridge as an FDDI end station, or when receiving a frame associated with the opétagdrRDDI MAC.

The parameters associated with the M_UNITDATA.indication generated on receipt of ddhamve

The frame_type parameter is encoded in the frame format bits (CL, FF, and ZZZZ bits) of the Frame

Control field (ISO 9314-2, 7.3.3). The bit pattern OLO1rXXX denotes a user_data_frame (asynchronous
LLC frame, where L represents the address length and can be Girdserved and can be received as 0 or

1, and XXX can range from 000 to 111). All other bit patterns yield a frame_type parameter value of
not_user_data_frame.

Thedestination_address parameter is enclosed in the destination address field (ISO 9314-2, 7.3.4-7.3.4.1).
Thesource_address parameter is encoded in the source address field (ISO 9314-2, 7.3.4-7.3.4.2).
Themac_service_data_unit parameter is encoded in the information field (ISO 9314-2, 7.3.5).

The user_priority parameter associated with user_data_frames is encoded in the PPP bits ah¢he fra
control field (ISO 9314-2, 7.3.3.4) when the frame is an asynchronously transmitted LLC frame whose
frame control field value is OLO10PPP, where L represents the addres (k8@ 9314-2, 7.3.3.2).

Theframe_check_sequence parameter is encoded in the Frame Check Sequence Field of the BIAE fr
(ISO 9314-2, 7.3.6). The frame_check_sequence is computed as a function of the frame controlpmestinat
address, source address, and information fields.

On receipt of an M_UNITDATA.request primitive, the local MAC entity composes a frame using the
parameters supplied as specified above, appending the frame control, destinagss, astuirce address,
and frame check sequence to the user data, and enqueuing the frame for tamsmissception of a
suitable token (ISO 9314-2, 8.3.1). On transmission, the preamble, starting delintiteg delimiter, and
frame status fields are added.

If an M_UNITDATA.request primitive is not accompanied by a frame check sequencis, cadeulated in
accordance with ISO 9314-2, 7.3.6.

The bit pattern of the frame control field shall be OLO1rPPP, indicating an asynchronous LLC frame with L
representing the address length (ISO 9314-2, 7.3.3.2), r being reserved and set to zero,irdida?RE
the frame’s priority (ISO 9314-2, 7.3.3.4).

If the user_priority parameter value is specified, it is encoded in the PPP bits and the access priority (ISO
9314-2, 8.1.4) is derived from the token-holding timer (THT) or otherwise by implementor option. If the
user_priority parameter value is unspecified, the PPP bits sha#tlio zero and the access priority derived
from the THT.
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In order to support the MAC Internal Layer Service, an FDDI bridge removes frames transmitted by itself
required by ISO 9314-2:1989, even though they can carry a source address different from that of the bridge
port that transmitted them.

6.5.4 Support by IEEE Std 802.11 (Wireless LANS)

The wireless LAN access method is specified in IEEE Std 802.11, 1999 Edition. Clautestandard
specifies frame formats, Clause 9 specifies the MAC sublayer fanatiod Clause 11 specifies the
mandatory MAC sublayer management function.

A Bridge to an IEEE 802.11 LAN shall connect to an IEEE 802.11 Portal, which indonects to an IEEE
802.11 Distribution System. For the purposes of bridging, the service interface presented at the Portal
identical to the service interface presented at the IEEE 802.11 MAC SAP. An instance of an 8802-11
Distribution System can be implemented from IEEE 802 LAN components. IEEE 802.15a8désto the
Distribution System via an IEEE 802.11 Access Point. A bridge shall not connect|EEEBN802.11
Independent BSS. For a description of the IEEE 802.11 architecture, see 3_tdUBEE Std 802.11.

On receipt of an M_UNITDATA.request primitive, the portal constructs a MAC Service Data hthit a
passes it to the MAC Data service for transmission (in accordance with the frame formats and procedures
specified in IEEE Std 802.11 Clauses 6, 7, 9, and Annex C) using the parameters supplied as sjpmwsified be

On receipt of a valid MAC Service Data Unit (see IEEE Std 802.11 Clauses 6, 7, 9, and Annex C), the portal
generates an M_UNITDATA.indication primitive with parameter values derived from the frame fields as
specified below.

The frame_type parameter only takes the value user_data_frame. When processing MSDU_frahe LLC,
frame_type of user_data_frame shall be translated according to parametdisdsipe7.1.3.1 of IEEE Std
802.11 and is explicitly encoded in MAC frames.

The destination_address parameter is encoded in MAC frames as the DA described in Table 4 of 7.2.2 of
IEEE Std 802.11.

The source_address parameter is encoded in MAC frames as the SA described in Table 4 ofEEE 2 of
Std 802.11.

The mac_service_data_unit parameter is encoded in the Frame Body field StEED2.11, 7.1.3.5) of
MAC frames. The length of the MSDU shall §&€304 octets. The length is not encoded in MAC frames;
rather, it is conveyed in the PHY headers.

The user_priority parameter is not encoded in MAC frames. The user_priority parpnosieed in an
M_UNITDATA.indication primitive shall take the value of the Default_User_Priority paranm@téhe port
through which the MAC Service Data Unit was received. The default value of this parameter is 0, it may be
set by management, in which case the capability to set it to any of the values 0 through 7 shaliée. prov

The Frame Check Sequence (FCS) field of MAC frames is calculateghanded in accordance with IEEE
Std 802.11, 7.1.3.6.

The access_priority parameter is not encoded in MAC frames.

No special action, above that specified in IEEE Std 802.11, is required for the support of the MAC Internal
Sublayer Service by the wireless LAN access method.

Documents

Copyright © 2004 IEEE. All rights reserved. Docurdént Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:20:55 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1D-2004


http://www.avadocuments.com/doc/ieee-802-1d-2004
http://www.avadocuments.com/doc/ieee-802-1d-2004

IEEE LOCAL AND METROPOLITAN AREA NETWORKS
Std 802.1D-2004

6.6 Filtering services in Bridged Local Area Networks

MAC Bridges provide filtering services that support aspects of the maintenance of QoS—in particular,
transit delay, priority, and throughput. In addition, these services provide a degree of admesiretol
over the propagation of particular MAC Addresses in the network.

The services described are services in the most general sense; i.e., descriptioni®oéfiynavailable to a
MAC Service user or an administrator to control and access filtering capabilities. The descmigtie@nso
assumptions as to how the service might be realized. There are at leasotiaedgbossibilities:

a) Use of existing protocols and mechanisms, defined in IEEE 802 standards and elsewhere.
b) Use of management functionality, either locally defined or via remotegaarent protocols.
c) Other means, standardized or otherwise.

6.6.1 Purpose(s) of filtering service provision
Filtering services are provided for the purposes described in 6.6.1.1 and 6.6.1.2.
6.6.1.1 Administrative control

Filtering services provide administrative control over the use of particular source andtimstddresses

in designated parts of the network. Such control allows network managers and administiatotghe

extent of operation of network layer and other protocols that use individual and group MAC Addresses by
establishing administrative boundaries across which specific MAC Addresses are not fdrwarde

6.6.1.2 Throughput and end station load

Filtering services increase the overall throughput of the network, and reduce the load placed on end stations
caused by the reception of frames that are destined for other end stations, by

a) Limiting frames destined for specific MAC Addresses to parts of the network that, to a high
probability, lie along a path between the source MAC Address and the destination MAC Address

b) Reducing the extent of group addressed frames to those parts of the network that contain end
stations that are legitimate recipients of that traffic.

NOTE—Some aspects of the filtering services described in this standard are dependent upive thartapation of
end stations. Where such participation is not possible, those aspéwmditiéting services will be unavailable.

6.6.2 Goals of filtering service provision
The filtering services provided can be used to

a) Allow the MAC Service provider to dynamically learn where the recipients of frames seldites
individual MAC Addresses are located.

b) Allow end stations that are the potential recipients of MAC frames destined for group MAC
Addresses to dynamically indicate to the MAC Service provider which destination MAC
Address(es) they wish to receive.

c) Exercise administrative control over the extent of propagation of specific MAC Adslresse
6.6.3 Users of filtering services

The filtering services provided are available to the followingsise
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a) Network management and administration, for the purposes of applying administrative control.
Interactions between administrators of the network and the filtering service provider may be
achieved by local means or by means of explicit management mechanisms

b) End stations, for the purposes of controlling the destination addresses that theyceié.re
Interactions between end stations and the filtering service provider may be implisithascase
with the Learning Process (7.8), or by explicit use of filtering service primitives.

6.6.4 Basis of service

All filtering services in Bridged Local Area Networks rely on the establishment of filtering rules, and
subsequent filtering decisions, that are based on the value(s) contained in the Source dioDddia
Address fields in MAC frames.

NOTE—The filtering services defined by this standard use source address learning aatiatestildress filtering.
6.6.5 Categories of service
Filtering services in Bridged Local Area Networks fall into the following categories:

a) Basic Filtering ServicesThese services are supported by the Forwarding Process (7.7) and by Static
Filtering Entries (7.9.1) and Dynamic Filtering Entries (7.9.2) in the Filtering Datab&se. T
information contained in the Dynamic Filtering Entries is maintained througbpieation of the
Learning Process (7.8).

b) Extended Filtering Service3hese services are supported by the Forwarding Process (7.7), and the
Static Filtering Entries (7.9.1) and Group Registration Entries (7.9.3) in the FilterinigaBatal he
information contained in the Group Registration Entries is maintained through the opefation
GMRP (10). The categories of Extended Filtering Service are as #llow
1) Support of dynamic Group forwarding and filtering behavior.

2) The ability for static filtering information for individual MAC Addresses to specify a subset of
Ports for which forwarding or filtering decisions are taken on the basis of dynamic filtering
information.

NOTE—Basic Filtering Services as defined in this standard correspond exactly ttetiveggficapabilities provided by
the MAC Bridges standard in IEEE Std 802.1D, 1993 Edition [ISO/IEC 10038: 1993].

All Bridges shall support Basic Filtering Services and may support either or both categoriesrufeBxt
Filtering Services.

6.6.6 Service configuration

In the absence of explicit information in the Filtering Database, the behavior of the Forwarding Ritbcess
respect to the forwarding or filtering of frames destined for group MAC Addresses depends upon the
categories of service supported by the Bridge.

Basic Filtering Services support the filtering behavior required for regions of a Bridged Local AnealNet

in which potential recipients of multicast frames exist, but where either the recipients or the Brédges ar
either unable to support the dynamic configuration of filtering information for those group MAC Addresses,
or the recipients have a requirement to receive all traffic destined for group MAC Aeidress

Extended Filtering Services support the filtering behavior required for regions of a network in which
potential recipients of multicast frames exist, and where both the potential recipidrasne$ and the
Bridges are able to support dynamic configuration of filtering information for group MAC Addresses. In
order to integrate this extended filtering behavior with the needs of regions of the network that support on
Basic Filtering Services, Bridges that support Extended Filtering Services candalgi@anhd dynamically
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configured to modify their filtering behavior on a per-group MAC Address basis, and also osithef lblae
overall filtering service provided by each outbound Port with regard to multicast frames. The |attditgap
permits configuration of the Port's default forwarding or filtering behavior with regard to group MAC
Addresses for which no specific static or dynamic filtering information has been configured.

Service configuration provides the ability to configure the overall filtering for the followirescas

a) Bridges that only implement Basic Filtering Services.

b) Bridges that support Extended Filtering Services in a heterogeneous environmentsevhere
equipment is unable to participate in Dynamic Multicast Filtering, or where somenent (e.g.,
routers) have specific needs to see unfiltered traffic.

c) Bridges that support Extended Filtering Services in a homogeneous environment, where all
equipment is able to participate in Dynamic Multicast Filtering.

6.6.7 Service definition for Extended Filtering Services

The Filtering Services are described by means of service primitives that definalpatyipes of interaction
between MAC Service users and the MAC Service provider across the MAC Service boundary. As these
interactions are not defined between peer entities, they are described simply in temEefsquests sent

from the MAC Service user to the MAC Service provider.

6.6.7.1 Dynamic registration and de-registration services

These services allow MAC Service users dynamic control over the set of destination Group MASs@gldre
that they will receive from the MAC Service provider, by:

a) Registering/de-registering membership of specific Groups associated wittadhvssses.
b) Registering/de-registering service requirements with regard to the overall forwarding/filtering
behavior for Groups.

Provision of these services is achieved by means of GMRP andcdtsiated procedures, as described in
Clause 10.

NOTE—The intent of these services is to provide the MAC Service user with dynantiol over access to multicast
data streams, for example, multiple video channels made available by a serger digierent group MAC Address for
each channel. The ability to both register and de-register Group membership, coupled withitigedttion associated
with the Group membership, limits the impact of such services on the bandwidiibkevan the network. These
services can be used to control the reception of other categories of multi¢@sforagimilar reasons.

REGISTER_GROUP_MEMBER (MAC_ADDRESS)

Indicates to the MAC Service provider that the MAC Service useresiih receive frames containing the
group MAC Address indicated in the MAC_ADDRESS parameter as the destination address. The MAC
Addresses that can be carried by this parameter do not include the following:

a) Anyindividual address.
b) Any of the Reserved Addresses identified in Table 7-10.
c) Any of the GARP Application addresses, as defined in Table 12-1.

DEREGISTER_GROUP_MEMBER (MAC_ADDRESS)

Indicates to the MAC Service provider that the end station no longer wishes to receive frames containing the
group MAC Address indicated in the MAC_ADDRESS parameter as the destination address.
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REGISTER_SERVICE_REQUIREMENT (REQUIREMENT_SPECIFICATION)

Indicates to the MAC Service provider that the MAC Service user has a requirement for any tihatices
support Extended Filtering Services to forward frames in the direction of the MAC Service User in
accordance  with  the definition of the service requirement  defined by te
REQUIREMENT_SPECIFICATION parameter. The values that can be carried by this paraneetes
follows:

a) Forward All Groups.
b) Forward Unregistered Groups.

DEREGISTER_SERVICE_REQUIREMENT (REQUIREMENT_SPECIFICATION)

Indicates to the MAC Service provider that the MAC Service user no longer has a requirement for any
devices that support Extended Filtering Services to forward frames in the direction of the MAU€ Bser

in accordance with the definition of the service requirement defined by the
REQUIREMENT_SPECIFICATION parameter. The values that can be carried by this paraneetes
follows:

a) Forward All Groups.
b) Forward Unregistered Groups.

The use of these services can result in the propagation of group MAC Address arel reepviement
information across the Spanning Tree, affecting the contents of Group Registratios E&#i&) in Bridges

and end stations, and thereby affecting the frame forwarding behavior of the Bridges and end sthtions wi
regard to multicast frames.
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7. Principles of Bridge operation
This clause:

a) Explains the principal elements of Bridge operation and lists the functions thattshpge.

b) Establishes an architectural model for a Bridge that governs the provision ofutetsens.

c) Provides a model of Bridge operation in terms of Processes and Entities paat tg functions.

d) Details the addressing requirements in a Bridged Local Area Network and spbefaddressing
of Entities in a Bridge.

7.1 Bridge operation
The principal elements of Bridge operation are as follows:

a) Relay and filtering of frames.
b) Maintenance of the information required to make frame filtering and relaying decisions.
c) Management of the above.

7.1.1 Relay

A MAC Bridge relays individual MAC user data frames between the separate MACs of the bridged LANSs
connected to its Ports. The functions that support relaying frames and maintaémeasSfollows:

a) Frame reception.

b) Discard on received frame in error (6.3.2).

c) Frame discard if the frame_type is not user_data_frame (6.4).

d) Regeneration of user priority, if required (6.4).

e) Frame discard to suppress loops in the physical topology of the network.

f)  Frame discard to support management control over the physical topology of the network.
g) Frame discard following the application of filtering information.

h) Frame discard on transmittable service data unit size exceeded. (6.3.8

i)  Forwarding of received frames to other Bridge Ports.

i)  Selection of traffic class, following the application of filtering information.

k) Queuing of frames by traffic class.

)  Frame discard to ensure that a maximum bridge transit delay is not edt¢6e216).

m) Selection of queued frames for transmission.

n) Selection of outbound access priority (6.3.9).

0) Mapping of service data units and recalculation of Frame Check Sequence, if req8iied (8.6).
p) Frame transmission.

7.1.2 Filtering and relaying information

A Bridge filters frames, i.e., does not relay frames received by a Bridge Port to other Ports on thairBridge
order to prevent frame duplication (6.3.4), and to allow administrative control ovesrke®gources. The
functions that support the use and maintenance of information for this purpose are as follows:

a) Distributed calculation and configuration of Port State (7.4) for each Bridge Port in the nébwork,
provide a fully, simply, and symmetrically connected spanning tree active topology.

b) Administrative setting of the MAC_Enabled (6.4.2) or Administrative Bridge Pae §td.8.2.2) to
exclude a Bridge Port from the active topology.

c) Default or administrative configuration of the Rapid Spanning Tree Protocol parameserse(CT)
to influence inclusion in the active topology of specific Bridge Ports and the LANSs they connect.
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A Bridge also filters frames to reduce traffic in parts of the network that do not lie in the path betveen th
source and destination of that traffic. The functions that support the use and mainténafarenation for
this purpose are as follows:

d) Permanent configuration of reserved addresses.
e) Explicit configuration of static filtering information.

f)  Automatic learning of dynamic filtering information for unicast destination addresses through
observation of source addresses of network traffic.

g) Ageing out of dynamic filtering information that has been learned.
h)  Automatic addition and removal of dynamic filtering information as a result of GMRiReges.

A Bridge expedites the transmission of frames generated by critical or time-sensitive s&he&ckmction
that supports the use and maintenance of information for this purpose is as follows:

i)  Explicit configuration of traffic class information associatedhifte Ports of the Bridge.
7.1.3 Bridge management

The functions that support Bridge Management control and monitor the provision of the above funetions ar
specified in Clause 14.

LAN |
| |
| PORT | | PORT |
BRIDGE BRIDGE
PORT PORT
oy ol [FeRT]
BRIDGE | LAN |
| PORT | |
PORT
BRIDGE
PORT
|
LAN
|
PORT
o =
o BRIDGE «
| a
| LAN | | LAN

Figure 7-1—A Bridged Local Area Network
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7.2 Bridge architecture
A Bridge is modeled as comprising:

a) A MAC Relay Entity that interconnects the Bridge’s Ports.
b) Atleast two Port;.
c) Higher-Layer Entities, including at least a Spanning Tree Protocol Entity.

The MAC Relay Entity handles the Media Access Method Independent Functions yohgelames
between Bridge Ports, filtering frames, and learning filtering information. It uses the InSrhkyer
Service (6.4, 6.5) provided by the separate MAC Entities of each Port.

Each Bridge Port transmits and receives frames to and from the LAN to whiclitéciseal. An individual
MAC Entity permanently associated with the Port provides the Internal SublayereS@vic6.5) used for
frame transmission and reception. The MAC Entity handles all the Media Access Method Dépende
Functions (MAC protocol and procedures).

The Spanning Tree Protocol Entity calculates and configures the activegppd the network.

The Spanning Tree Protocol Entity and other higher-layer protocol users, such as Bridge Mabhagem
(7.1.3) and GARP application entities including GARP Participants (Clause 12), make use of Logical Link
Control procedures. These procedures are provided separately for each Port and use the MAC Service
provided by the individual MAC Entities.

Figure 7-1 gives an example of the physical topology of a Bridged Local Area Network. LANs are
interconnected by MAC Bridges; each Port of a Bridge connects to a single LANe Hig illustrates a
Bridge with two Ports, and Figure 7-3 illustrates the architecture of such a Bridge. The term “tili€3 En

used in Figure 7-3 and Figure 7-9, refers to the union of the Link Layer capabilities (which include
demultiplexing), provided by LLC (ISO/IEC 8802-2), and the Type interpretation of the Length/Type field
specified in IEEE Std 802.3

BRIDGE

Figure 7-2—Bridge ports
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Higher-Layer Entities
(Spanning Tree Protocol Entity, Bridge Management, etc.)

v lv

LLC Entities LLC Entities

MACService - MACHService
MAC Relay Entity (MAC method
Independent Functions)
MAC Entity Internal Internal MAC Entity
Sublayer Sublayer
(MAC method Service  Service (MAC method
Dependent Functions) Dependent Functions)

Figure 7-3—Bridge architecture

7.3 Model of operation

The model of operation is simply a basis for describing the functionality of the MAC Bridge. It is inyno wa
intended to constrain real implementations of a MAC Bridge; these may adopt any imechell of
operation compatible with the externally visible behavior that this standard epe@@@nformance of
equipment to this standard is purely in respect of observable protocol.

Subclauses 7.5 and 7.6 specify the MAC Relay Entity’s use of the Internal Sublayiee SBort State
information (7.4) governs each Port’s participation in the Bridged Local Area Network.

Frames are accepted for transmission and delivered on reception to and from Processesemth&ntit
model the operation of the MAC Relay Entity in a Bridge. These are:

a) The Forwarding Process (7.7), which forwards received frames that are to be relaged Boidge
Ports, filtering frames on the basis of information contained in the Filtering Databasand@.on
the state of the Bridge Ports (7.4).

b) The Learning Process (7.8), which by observing the source addresses of franvesl recezach
Port, updates the Filtering Database (7.9), conditionally on the Port state (7.4).

c) The Filtering Database (7.9), which holds filtering information and supports queries by the
Forwarding Process as to whether frames with given values of the destination MAC Address field
can be forwarded to a given Port.

Each Bridge Port also functions as an end station providing the MAC Service to LLC, whicinn,i
supports operation of the Spanning Tree Protocol Entity (7.10) and of other possible users of LLE, such a
protocols providing Bridge Management (7.11).

Each Bridge Port shall support the operation of LLC Type 1 procedures in order to supppdréten of
the Spanning Tree Protocol Entity. Bridge Ports may support other types of LLC procedicasmnay be
used by other protocols.
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Figure 7-4 illustrates a single instance of frame relay between the Portsidga ®ith two Ports.

Informatlon
IForwardlngI L= ===
Process
(9 -
| Filtering
rT o - Database
Frame Lo - —— 4
| Co |
Reception

Port State Port State
\— —/ Information!

r I |
| Frame |
Transmlsswn

Figure 7-4—Relaying MAC frames

Figure 7-5 illustrates the inclusion of information carried by a single frame, received ontbadofts of a
Bridge with two Ports, in the Filtering Database.
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Frame
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Reception

Port State
Information - = — = — 1
L — — — =< Learning
Process
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.
| Filtering |
Database

Figure 7-5—Observation of network traffic
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Figure 7-6 illustrates the reception and transmission of Bridge Protocol Datlynihe Spanning Tree
Protocol Entity.

;— Bridge
> Protocol Entity
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r——==-=- r - - = D r—-—-=-=- b I e |
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Figure 7-6—Operation of inter-bridge protocol

Figure 7-7 illustrates the reception and transmission of GARP Protocol Data Units by a GARP Entity (7.10).
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Figure 7-7—Operation of GARP
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7.4 Port States and the active topology

Each Bridge Port has an operational Port State that governs whether or not it forwards MACaframes
whether or not it learns from their source addresses.

Theactive topologyf a Bridged Local Area Network at any time is the set of communication pathed

by interconnecting the LANs and Bridges by the forwarding Ports. The function of the distripatauirt)

Tree algorithm and the protocol (Clause 17) that operates that algorithm is to assignt@stbStanstruct

an active topology that is simply connected relative to the forwarding of frames between any given pair of
MAC Addresses used to address end stations on the LANdoivh&rding andlearningperformed by each
Bridge Port is dynamically managed to prevent temporary loops and reduce excessivia tlagfieetwork

while minimizing denial of service following any change in pigsical topologyf the network.

Any port that is not enabled, [i.e., has MAC_Operational (6.4.2) False or has been exdod#tefactive
topology by management setting of the Administrative Bridge Port State to Disabled (14.8.2.2)h@erhas
dynamically excluded from forwarding and learning from MAC frames, is assigned the fatet S
Discarding Any Port that has learning enabled but forwarding disabled has the Port&tateng and a
Port that both learns and forwards frames has the PortFstatarding

NOTE—The current IETF Bridge MIB (IETF RFC 1493) uses disabled, blocking, listening, leafiorvgrding, and
broken dotldStpPortStates. The learning and forwarding states correspond exaetlystartiing and Forwarding Port
States specified in this standard. Disabled, blocking, listening, and brolkeemrapond to the Discarding Port State —
while those dotldStpPortStates serve to distinguish reasons for discardieg fheoperation of the Forwarding and
Learning processes is the same for all of them. The dotldStpPortState broken teghesailure or unavailability of
the port's MAC as indicated by MAC_Operational FALSE; disabled represents exclusion of the pottidrastive
topology by management setting of the Administrative Port State to Disabled; blockingnépesciusion of the port
from the active topology by the spanning tree algorithm [computing an Alternate or BackigoRoft7.7)]; listening
represents a port that the spanning tree algorithm has selected to be part of thepadtigg (computing a Root Port or
Designated Port role) but is temporarily discarding frames to guard against loopsr@aniearning.

Figure 7-6 illustrates the operation of the Spanning Tree Protocol Entity, which ogbeagsanning Tree
Algorithm and its related protocols, and its modification of Port state information as part ofidetgrtine
active topology of the Bridged Local Area Network.

Figure 7-4 illustrates the Forwarding Process’s use of Port state informi@sonfor a Port receiving a
frame, in order to determine whether the received frame is to be relayed thrgughexrPorts; and second,

for another Port in order to determine whether the relayed frame is to be forwarded through thatmparticul
Port.

Figure 7-5 illustrates the use of the Port state information for a Port receiving a frame, @athing-
Process, in order to determine whether the station location information is to be incorpothgeHiitering
Database.

7.5 Frame reception
The individual MAC Entity of each Bridge Port examines all frames transmitted on tbleesttiaAN.
All error-free received frames give rise to M_UNITDATA indications that arelleal as follows.

NOTE—A frame that is in error, as defined by the relevant MAC specificatiorsdardied by the MAC Entity without
giving rise to any M_UNITDATA indication (see 6.4).

Frames with an M_UNITDATA.indication frame_type of user_data_frame (6.4), sbaubmitted to the
Learning and Forwarding Processes. Frames with other values of frame_type shall notitiedstdthe
Forwarding Process. They may be submitted to the Learning Process.
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Frames with a frame_type of user_data_frame and addressed to the Bridge Port as dioresthatebe
submitted to LLC. Such frames carry either the individual MAC Address of the Port or a group address
associated with the Port (7.12) in the destination address field. Frames submitie@ tan also be
submitted to the Learning and Forwarding Processes, as specified above.

Frames addressed to a Bridge Port as an end station, and relayed to that Bridge PortfidridgeéBorts
in the same Bridge by the Forwarding Process, shall also be submitted to LLCheéMdraies shall be
submitted to LLC.

7.5.1 Regenerating user priority

The user_priority of each received frame is regenerated using the received usey amidrihe User
Priority Regeneration table for the reception Port. The table specifies tmeratgpe user_priority value for

each of the eight possible values of user_priority (0 through 7) conveyed in received frames. Table 7-1
specifies defaults, these shall be used as the initial values of the enthegaifle for each Port.

NOTE 1—IEEE 802 LAN technologies signal a maximum of 8 user_priority values. Annex G (infornwante)ns
further explanation of the use of user_priority values and how they map to traféesl

The User Priority Regeneration Table may be modified by management, as describagssén1@lalf so
management shall be able to set each of table entries for each reception Port and received user_priority
independently, and to any of the values in the ranges specified in Table 7-1.

NOTE 2—The values chosen for the User Priority Regeneration table for a given Bridge Port shaulsistent with
the user priority to be associated with traffic received through that Port across the restnetwork, and should
generate appropriate access priority values for each MAC. The user priority is used

— Via the traffic class table (7.7.3) to determine the traffic class for a givbound Port, and

— Via fixed, MAC specific mappings (7.7.5) to determine the access priority.
Table 7-1 shows the default values for the regeneration of user priority. Taldkdivs the default values for the traffic
class table, for all possible numbers of supported traffic classes. Table 7-4 shows the fixedsiagpinger priority to
access priority that are required for different outbound MAC methods.

Table 7-1—User Priority Regeneration

Prionty | User Prioriy | Rence
0 0 07
1 1 07
2 2 07
3 3 07
4 4 0-7
5 5 07
6 6 07
7 7 07
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7.6 Frame transmission
The individual MAC Entity for each Bridge Port transmits frames submitted to it by the MA@ Relay.

Relayed frames are submitted for transmission by the Forwarding Process. The M_UMNITeQ/€st
primitive associated with such frames conveys the values of the source and destination feeddsess
received in the corresponding M_UNITDATA.indication primitive.

LLC Protocol Data Units are submitted by LLC as a user of the MAC Service provided by the Bridge Port.
Frames transmitted to convey such Protocol Data Units carry the individual MACs&dufrihe Port in the
source address field.

Each frame is transmitted subject to the MAC procedures to be observed for that specifROEEEAN
technology. The frame_type of the corresponding M_UNITDATA.request shall be user_data_fegme (6.

Frames transmitted following a request by the LLC user of the MAC Service provided by the Bridge Port
shall also be submitted to the MAC Relay Entity.

7.7 The Forwarding Process

Frames submitted to the Forwarding Process after being received at any given Bridge5Psha(l be
forwarded through the other Bridge Ports subject to the constituent functions of the Forwarding Process.
These functions enforce topology restrictions (7.7.1), use filtering dataldasmation to filter frames
(7.7.2), queue frames (7.7.3), select queued frames for transmission, (fhapdpriorities (7.7.5), and
recalculate FCS, if required (7.7.6).

The Forwarding Process functions are described in 7.7.1-7.7.6 in terms of the action taken for a given frame
received on a given Port (termed “the reception Port”). The frame can be forwarded foissamsion
some Ports (termed “transmission Ports”), and is discarded without beingittadsat the other Ports.

NOTE—This description of the Forwarding Process is limited to the operation of théureddipn of the MAC Bridge,

and does not consider what can occur in real implementations once frames are passed to a MA@iEsidrans

some MAC implementations, and under some traffic conditions, a degree of indawrmam be introduced between
passing selected frames to the MAC for transmission and viewing the actual sequence of frames on the LAN medium
An example is the effect of different values for Token Holding Time in FDENs. Such indeterminacy could result in
apparent violation of the queuing/de-queueing and prioritization rules described. As a conségisemeepossible to

test conformance to the standard for some implementations simply by relbiagzed LAN traffic to the described

model of the Forwarding Process; conformance tests have to allow for the (permissité@jor of the MAC
implementations as well.

Figure 7-4 illustrates the operation of the Forwarding Process in a single instéireeeefelay between the
Ports of a Bridge with two Ports. Figure 7-8 illustrates the detailed operation of the ForwaodiagsPr
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Figure 7-8—Operation of the Forwarding Process

7.7.1 Active topology enforcement
Each Port is selected as a potential transmission Port if, and only if

a) The Port on which the frame was received was in the ForwardingBiéteand
b) The Port considered for transmission is in the Forwarding Stiadie,
c) The Port considered for transmission is not the Port on whichaime fwas received, and

d) The size of the mac_service_data_unit conveyed by the frame does not exceed themsézenod
mac_service_data_unit supported by the LAN attached to the Port considered for tiansmiss

For each Port not selected as a potential transmission Port, the fralireestiscarded.
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