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|EEE Standards documents are developed within the IEEE Societies and the Standards Coordi-
nating Committees of the IEEE Standards Board. Members of the committees serve voluntarily and
without compensation. They are not necessarily members of the Institute. The standards devel oped
within |EEE represent a consensus of the broad expertise on the subject within the Institute as well
as those activities outside of IEEE that have expressed an interest in participating in the develop-
ment of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not imply
that there are no other ways to produce, test, measure, purchase, market, or provide other goods and
services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developmentsin
the state of the art and comments received from users of the standard. Every |EEE Standard is sub-
jected to review at least every five years for revision or reaffirmation. When a document is more
than five years old and has not been reaffirmed, it is reasonable to conclude that its contents,
although still of some value, do not wholly reflect the present state of the art. Users are cautioned to
check to determine that they have the latest edition of any |EEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of
membership affiliation with IEEE. Suggestions for changes in documents should be in the form of
aproposed change of text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as
they relate to specific applications. When the need for interpretations is brought to the attention of
|EEE, the Institute will initiate action to prepare appropriate responses. Since |EEE Standards rep-
resent a consensus of all concerned interests, it is important to ensure that any interpretation has
also received the concurrence of a balance of interests. For this reason, |EEE and the members of
its societies and Standards Coordinating Committees are not able to provide an instant response to
interpretation requests except in those cases where the matter has previously received formal
consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, | EEE Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331
USA

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying patents for
which alicense may be required by an IEEE standard or for conducting inquiries into
the legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is
granted by the Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate
fee is paid to Copyright Clearance Center. To arrange for payment of licensing fee, please contact
Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA;
(508) 750-8400. Permission to photocopy portions of any individual standard for educational class-
room use can also be obtained through the Copyright Clearance Center.
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Introduction

[This introduction is not part of IEEE Std 802.1j-1996, Supplement to Information technology—Telecommunications
and information exchange between systems—Local area networks—Media access control (MAC) bridges: Managed

objectsfor MAC bridges.]

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to

| EEE standard numbers.)

802.2 LOGICAL LINK CONTROL
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LAYER

802.3
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* Formerly IEEE Std 802.1A.

Thisfamily of standards deals with the Physical and Data Link layers as defined by the International Organi-
zation for Standardization/International Electrotechnical Commission (ISO/IEC) Open Systems Intercon-
nection Basic Reference Model (ISO/IEC 7498-1: 1994). The access standards define severa types of
medium access technologies and associated physical media, each appropriate for particular applications or
system objectives. Other types are under investigation.

The standards defining the access technologies are as follows:

| EEE Std 802

. ANSI/IEEE Std 802.1B
and 802.1k
[ISO/IEC 15802-2]

« ANSI/IEEE Std 802.1D
[ISO/IEC 10038]

- ANSI/IEEE Std 802.1E
[ISO/IEC 15802-4]

- ANSI/IEEE Std 802.2
[ISO/IEC 8802-2]

- ANSI/IEEE Std 802.3
[ISO/IEC 8802-3]

Overview and Architecture. This standard provides an overview to the
family of |EEE 802 Standards. This document forms part of the 802.1
scope of work.

LAN/MAN Management. Defines an Open Systems | nterconnection (OSI)
management-compatibl e architecture, and services and protocol elements
for useinaLAN/MAN environment for performing remote management.

MAC Bridging. Specifies an architecture and protocol for the intercon-
nection of |EEE 802 LANSs below the MAC service boundary.

System Load Protocol. Specifies a set of services and protocol for those
aspects of management concerned with the loading of systems on |IEEE
802 LANS.

Logical Link Control

CSMA/CD Access Method and Physical Layer Specifications
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» ANSI/IEEE Std 802.4 Token Passing Bus Access Method and Physical Layer Specifications
[ISO/IEC 8802-4]

» ANSI/IEEE Std 802.5 Token Ring Access Method and Physical Layer Specifications
[ISO/IEC 8802-5]

» ANSI/IEEE Std 802.6 Distributed Queue Dual Bus Access Method and Physical Layer

[ISO/IEC 8802-6] Soecifications
» ANSI/IEEE Std 802.9 Integrated Services (1S) LAN Interface at the Medium Access Control
[ISO/IEC 8802-9] (MAC) and Physical (PHY) Layers

» ANSI/IEEE Std 802.10 Interoperable LAN/MAN Security
» ANSI/IEEE Std 802.12 Demand Priority Access Method, Physical Layer and Repeater
Soecifications

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

» |EEE Std 802.7 |EEE Recommended Practice for Broadband Local Area Networks

The following additional working groups have authorized standards projects under development:

» |EEE 802.11 Wireless LAN Medium Access Control (MAC) Sublayer and Physical
Layer Specifications

» |EEE 802.14 Sandard Protocol for Cable-TV Based Broadband Communication
Network

The reader of this standard is urged to become familiar with the complete family of standards.

Conformance test methodology

An additional standards series, identified by the number 1802, was established in 1990 to identify the
conformance test methodology documents for the 802 family of standards. Thus the conformance test
documents for 802.3 are numbered 1802.3. 1SO has reserved 18802 to number conformance test standards
for 8802 standards.

ANSI/IEEE Std 802.1j-1996

The MAC Bridge standardization activities that resulted in |EEE Std 802.1D-1990 (1SO/IEC 10038: 1993)
included the specification of managed objects upon which operations could be performed that would facili-
tate the management of various aspects of a MAC bridge. At the time of the development of this material,
the technology for describing managed objects and for conveying operations in OSlI management protocol
was under development, so the text made use of the techniques and protocols described in an early draft of
|IEEE Std 802.1B (LAN/MAN Management, now |SO/IEC 15802-2: 1995). Subsequent developments in
OSI Management standards and in |EEE Std 802.1B have resulted in the notational and encoding techniques
used in Section 7 of 1SO/IEC 10038: 1993 being rendered obsol ete; both | SO/IEC 9596-1: 1991 (CMIP) and
| SO/IEC 15802-2: 1995 (IEEE Std 802.1B, 1995 Edition) work with management information defined using
the notational tools defined in ISO/IEC 10165-4: 1992, Guidelines for the Definition of Managed Objects
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(GDMO). Fortunately, Section 6 of 1SO/IEC 10038: 1993 contains semantic descriptions of the bridge
managed objects that make use of the concepts of managed objects and operations that are now embodied in
the OSI management standards; it is therefore a straightforward process to replace the protocol- and nota-
tion-dependent text using the GDMO “template” notation, while maintaining the existing management
semantics. The purpose of this supplement to |EEE Std 802.1D-1990 (amendment to | SO/IEC 10038: 1993)
is therefore to provide appropriate replacement and additional text in order to permit standard-conformant
MAC Bridges to be managed using CMIP or ISO/IEC 15802-2: 1995, or other suitable protocols, as the
management protocol. The structure chosen for these managed object class definitions is compatible with
ISO/IEC 10742: 1994, which defines the genera structure of management information for the Data Link

layer.
This supplement defines:

a) Managed object classes for | SO/IEC 10038-conformant MAC Bridges, documented using the nota-
tion defined by ISO/IEC 10165-4: 1992, Guidelines for the Definition of Managed Objects.

b) Changes to the text of ISO/IEC 10038: 1993 that are necessitated by the addition of the managed
object class definitions.

c) Additions to the PICS Proforma for ISO/IEC 10038: 1993 to provide for the managed object class
definitions.

These items are defined as a series of changes and additions to the existing text of ISO/IEC 10038: 1993; the
text therefore assumes all material, including references, abbreviations, definitions, services, and protocols
contained in the base text.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few yearsto clarify existing material, to correct possible errors, and
to incorporate new related material. Information on the current revision state of this and other |IEEE 802
standards may be obtained from

Secretary, | EEE Standards Board
445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331
USA

|EEE 802 committee working documents are available from

|EEE Document Distribution Service
AlphaGraphics #35 Attn: P. Thrush
10201 N. 35th Avenue

Phoenix, AZ 85051

USA
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Supplement to I nfor mation technology—
Telecommunications and infor mation exchange between
systems—L ocal area networks—

M edia access control (MAC) bridges.
Managed objectsfor MAC bridges

Supplement to | EEE Std 802.1D-1990 [I SO/I EC 10038:1993 (ANSI/I EEE Std 802.1D, 1993 Edition)]

The contents of this supplement will be incorporated into IEEE Std 802.1D in a future edition. The sections of this sup-
plement are ordered to parallel the order of sectionsin the base standard. This supplement isintended to be used in conjunc-
tion with |EEE Std 802.1D-1990. Editing instructions necessary to incorporate this supplement into |EEE Std 802.1D are
provided in bold italics. The style of this supplement also matches that of the base document. When the contents of this sup-
plement are incorporated into |EEE Std 802.1D in a future edition, the style will be updated to match current practices.

1.1 Scope.
Replace the text of bullet (8) on page 17 as follows:

(8) Specifies, using the notation defined in 1SO/IEC 10165-4, how the management operations are made available to a
remote manager using the protocol provided by I1SO/IEC 15802-2 or ISO/IEC 9596-1, or other suitable manage-
ment protocol.

1.2 References.
Delete thereference to | EEE Std 802.1B-1992 on page 18, and replace by:

|EEE Std 802.1F-1993, Common Definitions and Procedures for IEEE 802 Management Information.
|EEE Std 802.1H-1995, Media Access Control (MAC) Bridging of Ethernet V2.0 in 802 Local Area Networks.

Update the references to CMI S/ICMI P on page 19 as follows:

I SO/IEC 9595:1991, Information technol ogy—Open Systems | nterconnection—Common management information service
definition

ISO/IEC 9596-1:1991, Information technology—Open Systems I nterconnection—Common management information pro-
tocol—Part 1: Specification
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Add the following references on page 19:

| SO/IEC 9646-7:1995, Information technology—Open Systems I nterconnection—Conformance testing methodology and
framework: Implementation Conformance Statements.

ISO/IEC 10165-4:1992, Information technology—Open Systems | nterconnection—Structure of management information:
Guidelines for the definition of managed objects.

ISO/IEC 10742:1994, Information technology—Telecommunications and information exchange between systems—Ele-
ments of management information related to OS| Data Link Layer standards.

SO/IEC 15802-2:1995 (IEEE Std 802.1B, 1995 Edition), Information technol ogy—Telecommunications and information
exchange between systems—L ocal and metropolitan area networks—Common specifications—Part 2: LAN/MAN Man-
agement.

1.3 Definitions.
Add the following text on page 19:

This Standard uses the following terms defined in 1SO/IEC 9646-7:
(1) protocol implementation conformance statement (PICS)
(2) protocol implementation conformance statement (PICS) proforma

1.4 Abbreviations.
Add the following abbreviations on page 19:

GDMO. Guidelines for the Definition of Managed Objects
LMMP. LAN/MAN Management Protocol

LMMS. LAN/MAN Management Service

PICS. Protocol Implementation Conformance Statement

1.5 Confor mance.
Replace item (20) on page 20 as follows:

(20) May support remote management by means of ISO/IEC 15802-2 or ISO/IEC 9596-1, or by means of some other
specified management protocol. Bridges claiming to support remote management
(a) May conform to | SO/IEC 15802-2 or 1SO/IEC 9596-1; and
(b) Shall support instantiation of, and remote management of, the managed object classes defined in Section 7.

1.6 Recommendations.
Add the following as 1.6.2 on page 20:

1.6.2 Remote M anagement. Support of the managed object classes defined in Section 7, and support of remote manage-
ment of instances of those classes by means of the management protocols defined in |SO/IEC 15802-2 or | SO/IEC 9596-1,
or by other suitable management protocol, are highly recommended.

3.1.3 Bridge M anagement.
Add the following sentence on page 30:

The managed object class definitions that define how management information related to bridge management may be
communicated by means of the management protocols defined in ISO/IEC 15802-2 or | SO/IEC 9596-1 are documented in
Section 7.
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Replace the current Section 7, pages 115 through 127, asfollows:

7. Management Protocol

This section specifies how the management facilities provided by MAC Bridges and specified in Section 6 are realized
through the use of:
(1) The LAN/MAN Management services (LMMS), provided by means of the LAN/MAN Management protocol
(LMMP) and the Convergence Protocol Entity (CPE), as specified in |SO/IEC 15802-2; or
(2) The Common Management Information Service (CMIS), provided by means of the Common Management Infor-
mation Protocol (CMIP) and Presentation P-DATA services, as specified in ISO/IEC 9595 and 1 SO/IEC 9596-1; or
(3) Other management protocol(s) capable of conveying equivalent information.

NOTE: With the exception of the support of association control services, the definitions of the service primitivesfor LMMS and CMIS are identical, and
the PDU formats and procedures specified for LMMP and CMIP areidentical. The difference between these two options therefore lies in the complexity
of the protocol stack that is required in order to support LMMP (the CPE plus LLC, MAC and PHY) or CMIP (presentation service carried over a“full
OSl stack™), not in the definition of the services or the information that they convey. For simplicity, the remainder of this section will therefore refer only
toLMMSand LMMP.

It specifies:

(1) The mapping between the management operations on objects as defined in Section 6 and the LMMS services that
the LMMP provides;

(2) The managed object classes (and their components) that are instantiated in order to provide the managed objects
defined in Section 6. These managed object class definitions are documented using the template notation specified
in ISO/IEC 10165-4; other aspects of the documentation are in accordance with the further guidance provided by
|EEE Std. 802.1F.

(3) The name-bindings that are necessary in order to specify how the managed object classes may be named and what
the permitted containment relationships between them are. A name-binding is also provided in order to correctly
position the MAC Bridge object containment within the containment hierarchy defined for management of the Data
Link layer in ISO/IEC 10742.

7.1 Mapping Of Operations Onto LMM S Services. The operations on objects defined in Section 6 are carried out by
means of the following LMMS services:

(1) M-GET

(2) M-SET

(3) M-ACTION

(4) M-CREATE

(5 M-DELETE

(6) M-CANCEL-GET

Tables 7-1 through 7-4 show how the management operations defined in Section 6 correspond to LMMS service primi-
tives (defined in ISO/IEC 15802-2) and managed object classes (defined in 7.3 through 7.9). Table 7-5 shows the opera-
tions available for manipulation of the Selective Translation Table, as defined in |EEE Std 802.1H.

Table 7-1
Mapping of Bridge M anagement Entity Operationsto LMM S Services
Management Operation LMMS Service Element(s) Managed Object Class

Discover Bridge M-GET MAC Bridge DLE
Read Bridge M-GET MAC Bridge DLE
Set Bridge Name M-SET MAC Bridge DLE
Reset Bridge M-ACTION MAC Bridge DLE

Read Port M-GET Port

Set Port Name M-SET Port
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Table7-2
M apping of Forwarding Process Operationsto LMM S Services

Management Operation LMMS Service Element(s) Managed Object Class
Read Forwarding Port Counters M-GET Port
Read Transmission Priority M-GET Port
Set Transmission Priority M-SET Port
Table 7-3

Mapping of Filtering Database Operationsto LMM S Services

M anagement Operation LMMS Service Element(s) Managed Object Class
Read Filtering Database M-GET Filtering Database
Set Filtering Database Ageing Time M-SET Filtering Database
Read Permanent Database M-GET Permanent Database
Create Filtering Entry M-CREATE Database Entry
Delete Filtering Entry M-DELETE Database Entry
Read Filtering Entry M-GET Database Entry
Read Filtering Entry Range M-GET, M-CANCEL-GET Database Entry
Table7-4
Mapping of Bridge Protocol Entity Operationsto LMM S Services
Management Operation LMMS Service Element(s) Managed Object Class
Read Bridge Protocol Parameters M-GET MAC Bridge DLE
Set Bridge Protocol Parameters M-SET MAC Bridge DLE
Read Port Parameters M-GET Port
Force Port State M-ACTION Port
Set Port Parameters M-SET Port
Table7-5
Mapping of Selective Translation Table Operationsto LMM S Services
Management Operation LMMS Service Element(s) Managed Object Class
Read Selective Translation Table Entry M-GET, M-CANCEL-GET Selective Trandlation Table Entry
Range

Tables 7-6 through 7-27 specify the detailed mapping of the Management Operation parameters to the parameters of the
LMMS service primitives.

The set of Management Operations identified in Tables 7-1 through 7-5, along with the mappings in Tables 7-6 through
7-27, define a Functional Unit Package that may be negotiated between manager and agent stations, as described in Annex
A.3.2 of ISO/IEC 10040.

This standard assigns the following object identifier value:

{iso(1) member-body(2) us(840) ieee802dot1D(10009) functionalUnitPackage(1) bridgeManagementFunc-
tional Unit(0)}
as avalue of the functional UnitPackageld field of the ASN.1 type Functional UnitPackage defined in | SO/IEC 10040 to use

for negotiating the use of this set of Management Operations.
The Bridge Functional Unit Package consists of two Functional Units, which are identified in the managerRoleFunction-
alUnit and agentRoleFunctional Unit fields of the ASN.1 type Functional UnitPackage:
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Bit 0: ldentifies support (value 1) or non-support (value 0) of the set of Management Operations defined in Tables 7-1
through 7-4, and their mappings onto LMMS as described in Tables 7-6 through 7-26;
Bit 1. ldentifies support (value 1) or non-support (value 0) of the Management Operation defined in Table 7-5, and its
mapping onto LMMS as described in Table 7-27.
NOTE: When using the service mappings described in Tables 7-6 through 7-27 in conjunction with the LAN/MAN Management Protocol defined in |EEE
Std. 802.1B, the Management Operations can be performed upon single Bridges, by addressing the bridge by use of itsindividual MAC address, or upon
sets of bridges by use of group MAC addresses. In particular, the All LANs Bridge Management Group Address identified in Table 3-6 can be used to

address Management Operations to all bridgesin abridged LAN. The use of group addressing is not available when using I1SO/IEC 9596-1 (CMIP) over
afull OS| stack.

Tables 7-6 through 7-27 show only the LMMS service parameters for which this standard requires values to be assigned
in specific ways. Any LMMS parameters not specifically identified are present, absent, optional, or conditiona as
described in the definitions of the LMMS service primitives themselves.

Table7-6
Mapping of Discover Bridge Operation Parameters (see 6.4.1.1)

Reg/Ind Rsp/Conf
M-GET Parameter Name (Operateiqcm Inputs) (OperatiS%n Outputs)
Base object class Data Link Subsystem (see 1SO/ —
|EC 10742)
Base object instance Name of Data Link Subsystem —
managed object
Scope 1st level subordinates —
Filter Managed object class = —
MAC Bridge DLE
AND

Bridge Address attribute value is
within inclusion range
AND
Bridge Address attribute value is
not within exclusion list

Attribute identifier list Read or Discover Bridge attribute —
group name
Managed object class MAC Bridge DLE
Managed object instance Name of MAC Bridge DL E managed
object
Attribute list — Names/values of all attributes that

aremembers of the Read Or Discover
Bridge attribute group (7.3.21)
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Table7-7
Mapping of Read Bridge Operation Parameters (see 6.4.1.2)
Reg/Ind Rsp/Conf
M-GET Parameter Name (Opera?iqon Inputs) (Operatis%n Outputs)
Base object class MAC Bridge DLE —
Base object instance Name of MAC Bridge DLE man- —
aged object
Scope Base object alone —
Filter Not required —
Attribute identifier list Read or Discover Bridge attribute —
group name
Managed object class — MAC Bridge DLE
Managed object instance — Name of MAC Bridge DL E managed
object
Attribute list — Names/values of all attributes that
aremembersof the Read Or Discover
Bridge attribute group (7.3.21)
Table7-8

Mapping of Set Bridge Name Operation Parameters (see 6.4.1.3)

Reg/Ind
M-SET Parameter Name (Operatei%n Inputs)
Base object class MAC Bridge DLE
Base object instance Name of MAC Bridge DL E managed
object
Scope Base object alone
Filter Not used
Modification list Bridge Name attribute name and de-
sired replacement value

Table7-9
Mapping of Reset Bridge Operation Parameters (see 6.4.1.4)

M-ACTION Parameter Name Re_q/lnd
(Operation Inputs)
Base object class MAC Bridge DLE
Base object instance Name of MAC Bridge DL E managed
object
Scope Base object alone
Filter Not required
Action Type Reset Bridge
Action Information Not used
Action Reply Not used
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