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Abstract: This amendment specifies protocols, procedures and managed objects that support
congestion management of long-lived data flows within network domains of limited bandwidth-delay
product. This is achieved by enabling bridges to signal congestion to end stations capable of
transmission rate limiting to avoid frame loss.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the
IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote fairness
in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the
information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting
from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market,
or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every IEEE Standard is subjected to review at least every five years for
revision or reaffirmation, or every ten years for stabilization. When a document is more than five years old and has not been
reaffirmed, or more than ten years old and has not been stabilized, it is reasonable to conclude that its contents, although still
of some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a
competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare
appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any
interpretation has also received the concurrence of a balance of interests.For this reason, IEEE and the members of its
societies and Standards Coordinating Committees are not able to provide an instant response to interpretation requests
except in those cases where the matter has previously received formal consideration. A statement, written or oral, that is not
processed in accordance with the IEEE-SA Standards Board Operations Manual shall not be considered the official position
of IEEE or any of its committees and shall not be considered to be, nor be relied upon as, a formal interpretation of the
IEEE.At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the formal position,
explanation, or interpretation of the IEEE. Comments for revision of IEEE Standards are welcome from any interested
party, regardless of membership affiliation with IEEE. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Recommendations to change the status of a
stabilized standard should include a rationale as to why a revision or withdrawal is required.

Comments and recommendations on standards, and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 802.1Qau-2010, IEEE Standard for Local and Metropolitan Area
Networks—Virtual Bridged Local Area Networks—Amendment 13: Congestion Notification.

This standard amends IEEE Std 802.1Q™-2005, providing congestion notification capabilities useful to
Virtual Bridged Local Area Networks to support congestion management of long-lived data flows within
network domains of limited bandwidth-delay product. Congestion notification mechanisms defined in this
standard include the following:

a) The ability of bridges and end stations to create Congestion Notification Domains for certain
priority levels by signaling using the Link Layer Discovery Protocol defined in IEEE Std
802.1AB™-2009.2

b) The ability for bridges to use priority remapping to automatically defend a Congestion Notification
Domain against sources that are not aware of congestion notification.

¢) Mechanisms by which bridges detect the congestion state of specified output queues, and send
Congestion Notification Messages to the sources of a sampling of the frames in the queue.

d) Mechanisms by which an end station responds to Congestion Notification Messages by stopping,
increasing, decreasing, or disabling control of the rate of output for frames.

e) A set of managed objects to provide controls for these capabilities in both bridges and end stations.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few years to clarify existing material, to correct possible errors, and
to incorporate new related material. Information on the current revision state of this and other IEEE 802
standards can be obtained from

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

nformation of references can be found in Clause 2.
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Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation,
standardization, and the promotion of engineering practices and methods. By making this document
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in
copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association website at http:/
ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this amendment may require use of subject
matter covered by patent rights. By publication of this amendment, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims or determining whether any licensing terms or conditions provided in connection
with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-
discriminatory. Users of this amendment are expressly advised that determination of the validity of any
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.
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IEEE Standard for
Local and metropolitan area networks—

Virtual Bridged Local Area Networks

Amendment 13: Congestion
Notification

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at http:/standards.ieee.org/IPR/
disclaimers. html.

Editorial Note

This amendment specifies changes to the forwarding and queueing functions described in IEEE Std
802.1Q™. Changes are applied to the base text of IEEE Std 802.1Q-2005, as modified by those amendments
that had been approved, but not incorporated into the base text of the standard, at the time that this
amendment was approved, namely (in chronological order) IEEE Std 802.1ad™, IEEE Std 802.1ak™, IEEE
Std 802.1ag™, IEEE Std 802.1ah™, IEEE Std 802.1Q-2005/Cor 1, IEEE Std 802.1ap™, IEEE Std
802.1Qaw™, IEEE Std 802.1Qay™, IEEE Std 802.1aj™, and IEEE Std 802.1Qav™. Text shown in bold
italics in this amendment defines the editing instructions necessary to changes to this base text. Three editing
instructions are used: change, delete, and insert. Change is used to make a change to existing material. The
editing instruction specifies the location of the change and describes what is being changed. Changes to
existing text may be clarified using strikeett markings to indicate removal of old material, and underscore
markings to indicate addition of new material. Delefe removes existing material. Insert adds new material
without changing the existing material. Insertions may require renumbering. If so, renumbering instructions
are given in the editing instruction. Editorial notes will not be carried over into future editions of IEEE Std
802.1Q.
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IEEE IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS
Std 802.1Qau-2010

1. Overview
Insert the following after the initial paragraphs of Clause 1:

This standard specifies protocols, procedures, and managed objects that support congestion management of
long-lived data flows within network domains with a bandwidth-delay product on the order of 5 Mbits or
less. Such flows are typically encountered in data centers, backplane fabrics, computing clusters, and storage
networks. This is achieved by enabling bridges to signal congestion to end stations capable of transmission
rate limiting to avoid frame loss. This mechanism enables support for higher layer protocols that are highly
loss or latency sensitive. VLAN tag encoded priority values are allocated to segregate frames subject to
congestion control, allowing simultaneous support of both congestion controlled and other higher layer
protocols. This standard does not specify communication or reception of congestion notification information
to or from end stations outside the congestion controlled domain or encapsulation of frames from those end
stations across the domain.

1.1 Scope

Insert the following at end of 1.1, relettering the bullet points so that they follow in order from
those in the existing text.

This standard specifies protocols, procedures, and managed objects to support congestion notification. These
allow a Virtual Bridged Local Area Network or a portion thereof, with a limited bandwidth-delay product, to
transfer long-lived data flows with a significantly reduced chance of frame loss compared to a network
without congestion notification. To this end, it

aa) Defines a means for VLAN-aware Bridges that support congestion notification to form Congestion
Managed Domains within a Virtual Bridged LAN.

ab) Defines a means for detecting congested queues in end stations and VLAN-aware Bridges, for
signaling such congestion to the end stations sourcing the frames causing the congestion, and for
those end stations to control the rate of transmission of those frames.
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2. References

Insert the following references at the appropriate point:

IEEE Std 802.1AB™-2009, IEEE Standard for Local and metropolitan area networks—Station and Media
Access Control Connectivity Discovery. 1,2

IETF RFC 2579 (STD 58), Textual Conventions for SMIv2.?

! The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.
2 [EEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http:/standards.ieee.org).

3 Internet RFCs are retrievable by FTP at ftp://ftp.rfc-editor.org/in-notes/rfcnnnn.txt, or by Web browser at http://www.rfc-editor.org/
rfcNNNN.txt (where NNNN is the RFC number prefixed with zeroes as necessary to make a four digit number). If the RFC number is
not known, there is a search facility at http://www.rfc-editor.org/.
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3. Definitions
Insert the following definitions, renumbering to place them in the appropriate collating order:

3.1 congestion-aware system: A bridge component or end station conforming to the congestion notification
provisions of this standard.

3.2 Congestion Controlled Flow (CCF): A sequence of frames with the same priority, that the transmitting
end station treats as belonging to a single flow, using a single Reaction Point to control the transmission rate
of all those frames.

3.3 Congestion Notification Priority Value (CNPV): A value of the priority parameter that a congestion-
aware system uses to support congestion notification.

3.4 Congestion Notification Domain (CND): A connected subset of the end stations and VLAN-aware
Bridges in a Virtual Bridged Network that are compatibly configured to support a Congestion Notification
Priority Value. Multiple CNDs serving different Congestion Notification Priority Values can co-exist in a
Virtual Bridged Network; the bridges, end stations and Ports included in the CNDs do not necessarily
coincide.

3.5 Congestion Notification Message (CNPV): A message transmitted by a Congestion Point to a Reaction
Point, in response to a frame received from that Reaction Point, conveying congestion information used by
the Reaction Point to reduce its transmission rate.

3.6 Congestion Notification Tag (CN-TAG): A tag that conveys a Flow Identifier, that a Reaction Point
can add to transmitted Congestion Controlled Flow frames, and that a Congestion Point includes in a
Congestion Notification Message.

3.7 Congestion Point (CP): A VLAN-aware Bridge or end station Port function (31.1.1) that monitors a
single queue serving one or more Congestion Notification Priority Values, can generate Congestion
Notification Messages, and can remove Congestion Notification Tags.

3.8 Flow Identifier (Flow ID): An identifier assigned by a congestion aware end station, unique within the
scope of one or more of the source MAC addresses used by that system to transmit Congestion Controlled
Flow frames, that can be used to associate each received Congestion Notification Message with the Reaction
Point that rate controls the Congestion Controlled Flow that caused its transmission.

3.9 Reaction Point (RP): An end station port function (31.2.2.2) that controls the transmission rate of
frames for one or more Congestion Controlled Flows, receiving and using Congestion Notification
Messages as part of determining that rate.
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4. Abbreviations
Insert the following definitions, placing them in the appropriate collating order (alphabetically).

CCF Congestion Controlled Flow

CN Congestion Notification

CN-TAG Congestion Notification Tag

CND Congestion Notification Domain
CNM  Congestion Notification Message
CNPV  Congestion Notification Priority Value
CP Congestion Point

CPID  Congestion Point Identifier

Fb Quantized Feedback

Flow ID Flow Identifier

QCN Quantized Congestion Notification protocol

RP Reaction Point
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5. Conformance

In 5.4.1 VLAN-aware Bridge component options, insert the following additional bullet after
current bullet c):

d)  Support congestion notification (5.4.3).
Insert the following subclause after 5.4.2:

5.4.3 VLAN-aware Bridge requirements for congestion notification

A VLAN-aware Bridge implementation that conforms to the provisions of this standard for congestion
notification (Clause 30 through Clause 33) shall

a)  Support, on one or more Ports, the creation of at least one Congestion Point (31.1.1);

b)  Support, at each Congestion Point, the generation of Congestion Notification Messages (32.7) and
the removal of Congestion Notification Tags (31.1.1);

¢) Support the ability to configure the variables controlling the operation of each Congestion Point
(12.17.1,12.17.2, 12.17.3, 12.17.4);

d)  Support the operation of each Port in each of the Congestion Notification Domain defense modes
separately for each Congestion Notification Priority Value (32.1.1);

e) Conform to the required capabilities of the Link Layer Discovery Protocol (LLDP) of 5.2 of IEEE
Std 802.1AB-2009;

f)  Support the use of the Congestion Notification TLV in LLDP (32.1.1).

A Provider Instance Port (PIP, 6.10) that conforms to the provisions of this standard for congestion
notification shall

g) Support Congestion Notification Message translation (32.16).
A Provider Edge Port (15.4) that conforms to the provisions of this standard for congestion notification shall
h)  Support Congestion Notification Message translation (32.16).

A VLAN-aware Bridge implementation that conforms to the provisions of this standard for congestion
notification may

i) Support the creation of up to seven Congestion Points on a Bridge Port (31.1.1); and/or
j)  Support the [IEEE8021-CN-MIB (17.7.16).

Insert the following subclause after 5.9:

5.10 End station requirements for congestion notification

A VLAN-aware end station implementation that conforms to the provisions of this standard for congestion
notification (Clause 30 through Clause 33) shall

a)  Support the creation of at least one Reaction Point (31.2.2.2);

b)  Support, if Congestion Points are supported, the ability to configure the variables controlling the
operation of each Congestion Point, if any (12.17.1, 12.17.2. 12.17.3. 12.17.4);

c¢) Support, at each supported Congestion Point, if any, the generation of Congestion Notification
Messages (32.7);
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d) Support the ability to configure the variables controlling the operation of each Reaction Point
(12.17.1,12.17.5, 12.17.6);

e) Support the operation of its Port in at least the cptDisabled and cptlnterior Congestion Notification
Domain defense modes separately for each Congestion Notification Priority Value (32.1.1);

f)  Conform to the required specifications of the Link Layer Discovery Protocol (LLDP) of IEEE Std
802.1AB;

g)  Support the use of the Congestion Notification TLV in LLDP (32.1.1);

h) Support, in each Reaction Point, the limiting of frames output in response to the reception of
Congestion Notification Messages (31.2.2.2);

i) Support, if multiple Reaction Points are supported, the ability to distinguish among Congestion
Notification Messages pertaining to different Reaction Points, and direct each such message to the
correct Reaction Point (31.2.5).

A VLAN-aware end station implementation that conforms to the provisions of this standard for congestion
notification (Clause 30 through Clause 33) may

J)  Support the creation of one or more Congestion Points (31.1.1);

k)  Support the creation of more than one Reaction Point (31.2.2.2);

1)  Support more than one Congestion Notification Priority Value per Reaction Point (31.2.1); and/or

m) Support the operation of its Port in both the cptlnterior and cptlnteriorReady Congestion
Notification Domain defense modes separately for each Congestion Notification Priority Value
(32.1.1);

n)  Support the IEEE8021-CN-MIB (17.7.16).
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6. Support of the MAC Service in VLANs

6.10.1 Data indications

Change the first paragraph as follows:

On receipt of an M_UNITDATA. indication primitive from the PIP-ISS, if the PIP is congestion aware
(5.4.3) and the initial octets of the mac_service data unit contain a valid Congestion Notification Message
encapsulation, the received frame is processed according to 32.16. Otherwise, the received frame shall be
discarded if:
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8. Principles of bridge operation

8.6.6 Queuing frames

Insert the following paragraph at the end of 8.6.6:

In a congestion aware Bridge (Clause 30), the act of queuing a frame for transmission on a Bridge Port can
result in the Forwarding Process generating a Congestion Notification Message (CNPV). The CNPV is
injected back into the Forwarding Process (Active topology enforcement, 8.6.1) as if it had been received on
that Bridge Port.
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12. Bridge management

12.1.1 Configuration management

Insert the following bullet item, relettering if necessary to follow the existing list:

g) The ability to create and delete the functional elements of congestion notification and to control their
operation.

12.2 Managed objects

Insert the following bullet item, relettering if necessary to follow the existing list:

j)  The congestion notification entities (12.17).

Insert a new 12.17 as follows:

12.17 Congestion notification managed objects

A number of the variables that implement congestion notification, including Congestion Points (CPs),
Reaction Points (RPs), and Congestion Notification Domain (CND) defense, are manageable objects.4
There are a number of managed objects, each including a number of variables. The managed objects are as
follows:

a)  CN component managed object (12.17.1);

b) CN component priority managed object (12.17.2);

¢) CN Port priority managed object (12.17.3);

d) Congestion Point managed object (12.17.4);

e) Reaction Point port priority managed object (12.17.5); and
f)  Reaction Point group managed object (12.17.6).

NOTE—If multiple managed objects are altered over a period of time, then between the time the first and last object has
been altered, operation of the state machines could produce unexpected results. This standard assumes that any number
of managed objects can be altered as an atomic operation, so that no inconsistent intermediate states can occur. See
17.7.16 for one mechanism to ensure consistency.5

12.17.1 CN component managed object

A single instance of the CN component managed object shall be implemented by a bridge component or end
station that is congestion aware. It comprises all of the variables included in the CN component variables
(32.2), as illustrated in Table 12-1. An end station may omit the managed objects noted “C” in the
Conformance column of Table 12-1 if it does not support CPs, and may in any case omit the managed object
marked “e”.

“The managed objects in this subclause are documented in a manner that is not parallel to that of the managed objects included in IEEE
Std 802.1Q-2005 and certain other of its amendments. It is intended that managed object definitions in future amendments to IEEE Std
802.1Q will follow the format in this subclause. The resultant inconsistencies will be resolved in a future edition of IEEE Std 802.1Q,
insofar as this can be done without invalidating the MIB definitions in Clause 17, some of which depend on the format of Clause 12
used in IEEE Std 802.1Q-2005.

SNotes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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Table 12-1—CN component managed object row elements

IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS

Name Data type gﬁ)?::ig:;: Conformance® References
cngMasterEnable Boolean RW BE 32.2.1
cngCnmTransmitPriority | unsigned integer [0..7] BC 32.2.2
cngDiscardedFrames counter BC 3223
cngErroredPortList list Be 3224

4R = Read only access;

RW = Read/Write access
bg= Required for a Bridge or Bridge component that is congestion aware;

C = Required for an end station that implements one or more CPs

E = Required for an end station that is congestion aware

¢ = Optional for an end station that is congestion aware

12.17.2 CN component priority managed object

The CN component priority managed object contains the managed objects that control a single Congestion
Notification Priority Value (CNPV) for all Ports in an end station or bridge component. It comprises all of
the variables included in the Congestion notification per-CNPV variables (32.3), as illustrated in Table 12-2.
In one common use case for congestion notification, every Port of a bridge or end station has the same
number of CPs, each configured for the same set of priority values. This managed object facilitates
configuring that case. These objects can override, and can be overridden by, the CN Port priority managed
objects (12.17.3) as described in 32.1.3.

Table 12-2—CN component priority managed object row elements

Name Data type Operatlonz Conformance® References
supported
cnecpDefModeChoice enum {cpcAdmin, cpcAuto} RW BE 32.3.1
cncpAlternatePriority integer [0..7] RW BC 32.3.2
cncpAutoAltPri integer [0..7] R BC 3233
cncpAdminDefenseMode enum {cptDisabled, cptlnterior, RW BE 3234
cptlnteriorReady, cptEdge}
cncpCreation enum {cncpAutoEnable, RW BE 3235
cncpAutoDisable}
cncpLldplnstanceChoice enum{cnlNone, cnlAdmin} RW BE 323.6
cncpLldplnstanceSelector IEEE 802.1AB LLDP instance RW BE 32.3.7
selector
4R = Read only access;
RW = Read/Write access
b = Required for a Bridge or Bridge component that is congestion aware;
C = Required for an end station that implements one or more CPs
E = Required for an end station that is congestion aware
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A CN component priority managed object shall be implemented by a bridge component or end station that is
congestion aware for each priority value that can be a CNPV. An end station may omit the managed objects
noted “C” in the Conformance column in Table 12-2 if it does not support Congestion Points (CPs). The
operations that can be performed on a congestion-aware system’s CN component priority managed object
are as follows:

a)  Create CN component priority managed object (12.17.2.1); and
b) Delete CN component priority managed object (12.17.2.2).

12.17.2.1 Create CN component priority managed object

Creating a CN component priority managed object creates an instance of each of the Congestion notification
per-CNPV variables (32.3), and also creates the corresponding CN Port priority managed objects (12.17.3)
and all their dependent managed objects and variables, on every Port in the bridge component or end station,
as illustrated in CN Port priority managed object. Depending on the value of cncpCreation (32.3.5), creating
a CN component priority managed object can make the selected priority a CNPV throughout the bridge
component or end station.

12.17.2.2 Delete CN component priority managed object

Deleting a CN component priority managed object deletes all of the CN component variables (32.2), and
also deletes the corresponding CN Port priority managed objects (12.17.3) and all their dependent managed
objects and variables, on all Ports in the bridge component or end station, thus making the priority not a
CNPV throughout the bridge component or end station.

12.17.3 CN Port priority managed object

There is one CN Port priority managed object per Port per priority in a congestion aware end station or
bridge component. It comprises some of the variables included in the CND defense per-Port per-CNPV
variables (32.4), as illustrated in Table 12-3. These objects can override, and can be overridden by, the CN
component managed objects (12.17.1) and CN component priority managed objects (12.17.2) as described

in 32.1.3.
Table 12-3—CN Port priority managed object row elements
Name Data type Op eratlon: Conformance® | References
supported
cnpdDefModeChoice enum {cpcAdmin, cpcAuto, cpcComp} RW BE 32.4.1
cnpdAdminDefenseMode enum {cptDisabled, cptlnterior, RW BE 3242
cptinteriorReady, cptEdge}
cnpdAutoDefenseMode enum {cptDisabled, cptInterior, R BE 3243
cptinteriorReady, cptEdge}
cnpdLldpInstanceChoice enum{cnlNone, cnlAdmin} RW BE 3244
cnpdLldpInstanceSelector | IEEE 802.1AB LLDP instance selector RW BE 32.4.5
cnpdAlternatePriority integer [0..7] RW BC 32.4.6
R = Read only access;
RW = Read/Write access
bB = Required for a Bridge or Bridge component that is congestion aware;
C = Required for an end station that implements one or more CPs
E = Required for an end station that is congestion aware
Documents

Copyright © 2010 IEEE. All rights reserved. Documgent Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:03 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qau-2010


http://www.avadocuments.com/doc/ieee-802-1qau-2010
http://www.avadocuments.com/doc/ieee-802-1qau-2010

IEEE IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS
Std 802.1Qau-2010

A CN Port priority managed object is created or deleted when the corresponding Port or CN component
priority managed object is created or deleted, and its initial state on creation is determined by cncpCreation
(32.3.5).

The CN Port priority managed object shall be implemented by a bridge component or end station that is
congestion aware. An end station may omit the managed objects noted “C” in the Conformance column in
Table 12-3 if it does not support CPs.

12.17.4 Congestion Point managed object

There is one Congestion Point managed object for each CP in a bridge component or end station. It
comprises some of the variables included in the Congestion Point variables (32.8), as illustrated in
Table 12-4.

Table 12-4—Congestion Point managed object row elements

Name Data type 2123::1232 Conformance® References
cpMacAddress MAC address R BC 32.8.1
cpld octet string (size = 8) R BC 32.8.2
cpQSp unsigned integer R BC 32.8.3
cpW real number RW BC 32.8.6
cpSampleBase unsigned integer RW BC 32.8.11
cpDiscardedFrames counter R BC 32.8.12
cpTransmittedFrames counter R BC 32.8.13
cpTransmittedCnms counter R BC 32.8.14
cpMinHeaderOctets unsigned integer RW BC 32.8.15

2R = Read only access;
RW = Read/Write access

b= Required for a Bridge or Bridge component that is congestion aware;
C = Required for an end station that implements one or more CPs

The Congestion Point managed object shall be implemented by a congestion aware bridge component. It
shall be implemented by an end station that supports CPs.

NOTE—The Recommended priority to traffic class mappings in Table 8-2 can assign more than one CNPV to the same
traffic class, the same queue, and hence the same CP. There can be only one CP controlling a given queue, and that CP
has one set of controlling managed objects, not one set per CNPV. That set of managed objects can be accessed using
any of the CNPV values assigned to the CP’s queue. Thus, changing a managed object for one CNPV changes the
managed object for all CNPVs assigned to the same queue.

12.17.5 Reaction Point port priority managed object
A congestion aware end station shall implement one Reaction Point port priority managed object for each

CNPV on each port. The Reaction Point port priority managed object controls the creation of RPs on the
port and CNPV, as illustrated in Table 12-5.
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Table 12-5—Reaction Point port priority managed object row elements

Name Data type 811;)332232 Conformance® References
rpppMaxRps unsigned integer RW E 32.10.1
rpppCreatedRps counter E 32.10.2
rpppRpCentiseconds unsigned integer E 32.10.3

4R = Read only access;
RW = Read/Write access
bg = Required for an end station that is congestion aware.

12.17.6 Reaction Point group managed object

There is one Reaction Point group managed object for each set of Reaction Point group variables (32.11), as
illustrated in Table 12-6. The Reaction Point group managed object shall be implemented by an end station

that is congestion aware.

Table 12-6—Reaction Point group managed object row elements

Name Data type 21‘;:;(?22:11: Conformance® References
rpgEnable Boolean RW E 32.11.1
rpgTimeReset unsigned integer RW E 32.11.2
rpgByteReset unsigned integer RW E 32.11.3
rpgThreshold unsigned integer RW E 32.11.4
rpgMaxRate unsigned integer RW E 32.11.5
rpgAiRate unsigned integer RW E 32.11.6
rpgHaiRate unsigned integer RW E 32.11.7
rpgGd real number RW E 32.11.8
rpgMinDecFac real number RW E 32.11.9
rpgMinRate unsigned integer RW E 32.11.10

aRW = Read/Write access
bE = Required for an end station that is congestion aware

Copyright © 2010 IEEE. All rights reserved.

Documents
Docunilsnt Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:03 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qau-2010


http://www.avadocuments.com/doc/ieee-802-1qau-2010
http://www.avadocuments.com/doc/ieee-802-1qau-2010

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:03 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qau-2010


http://www.avadocuments.com/doc/ieee-802-1qau-2010
http://www.avadocuments.com/doc/ieee-802-1qau-2010

AMENDMENT 13: CONGESTION NOTIFICATION IEEE
Std 802.1Qau-2010

17. MIB Modules

17.1 The Internet Standard Management Framework

17.2 Structure of the MIB

Insert the following line at the appropriate place in Table 17-1:

Table 17-1—Structure of the MIB Modules

Module Subclause Defining standard Reference Notes

IEEE8021-CN-MIB 17.7.16 IEEE 802.1Qau 30 Initial version in IEEE 802.1Qau

Insert the following subclause after 17.2.15:

17.2.16 Structure of the Congestion Notification MIB

Subclause 12.17 of this document defines the information model associated with this standard in a protocol-
independent manner. Table 17-2 describes the relationship between the SMIv2 objects defined in the MIB
module in 17.7.16 and the variables and managed objects defined in Clause 12 and Clause 32.

Table 17-2—Variables, managed object tables, and MIB objects

Clause 12/
Clause 32 table or variable Clause 32 MIB object (17.7)
reference
CN component managed object, 12.17.1 .
CN component variables 32.2 ieee8021CnGlobalTable
cngMasterEnable 3221 ieee8021CnGlobalMasterEnable
cngCnmTransmitPriority 3222 ieee8021CnGlobalCnmTransmitPriority
cngDiscardedFrames 3223 ieee8021CnGlobalDiscardedFrames
cngErroredPortList 3224 ieee8021CnErroredPortTable
CN component priority managed object, 12.17.2 . .
Congestion notification per-CNPYV variables 323 ieee8021CnCompntPriTable
cncpDefModeChoice 323.1 ieee8021CnComPriDefModeChoice
cncpAlternatePriority 3232 ieee8021CnComPriAlternatePriority
cncpAutoAltPri 3233 ieee8021CnComPriAutoAltPri
cncpAdminDefenseMode 3234 ieee8021CnComPriAdminDefenseMode
cnepCreation 3235 ieee8021CnComPriCreation
cncpLldpInstanceChoice 32.3.6 ieee8021CnComPriLldpInstanceChoice
cncpLldplnstanceSelector 323.7 ieee8021CnComPriLldpInstanceSelector
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Table 17-2—Variables, managed object tables, and MIB objects (continued)

Clause 12/
Clause 32 table or variable Clause 32 MIB object (17.7)
reference
CND defense por-Port per-CNPY variables UayT | feeeB02IChPortPriTable
cnpdDefModeChoice 324.1 ieee8021CnPortPriDefModeChoice
cnpdAdminDefenseMode 3242 ieee8021CnPortPriAdminDefenseMode
cnpdAutoDefenseMode 3243 ieee8021CnPortPriAutoDefenseMode
cnpdLldpInstanceChoice 3244 ieee8021CnPortPriLldpInstanceChoice
cnpdLldplnstanceSelector 3245 ieee8021CnPortPriLldpInstanceSelector
cnpdAlternatePriority 32.4.6 ieee8021CnPortPriAlternatePriority
Coneeton ol el b I eesnicacptane
cpMacAddress 32.8.1 ieee8021CnCpMacAddress
cpld 32.8.2 ieee8021CnCpldentifier
cpQSp 32.8.3 ieee8021CnCpQueueSizeSetPoint
cpW 32.8.6 ieee8021CnCpFeedbackWeight
cpSampleBase 32.8.11 ieee8021CnCpMinSampleBase
cpDiscardedFrames 32.8.12 ieee8021CnCpDiscardedFrames
cpTransmittedFrames 32.8.13 ieee8021CnCpTransmittedFrames
cpTransmittedCnms 32.8.14 ieee8021CnCpTransmittedCnms
cpMinHeaderOctets 32.8.15 ieee8021CnCpMinHeaderOctets
(None)? (none) ieee8021CnCpidTolnterfaceTable
eacion bint port rioriey mamsged bl LS tessoriCaprorceTab
rpppMaxRps 32.10.1 ieee8021CnRpPortPriMaxRps
rpppCreatedRps 32.10.2 ieee8021CnRpPortPriCreatedRps
rpppRpCentiseconds 32.10.3 ieee8021CnRpPortPriCentiseconds
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Table 17-2—Variables, managed object tables, and MIB objects (continued)

Clause 12/
Clause 32 table or variable Clause 32 MIB object (17.7)
reference
Resetlon Poln romp manneed ke B T—
rpgEnable 32.11.1 ieee8021CnRpgEnable
rpgTimeReset 32.11.2 ieee8021CnRpgTimeReset
rpgByteReset 32.11.3 ieee8021CnRpgByteReset
rpgThreshold 32.114 ieee8021CnRpgThreshold
rpgMaxRate 32.11.5 ieee8021CnRpgMaxRate
rpgAiRate 32.11.6 ieee8021CnRpgAiRate
rpgHaiRate 32.11.7 ieee8021CnRpgHaiRate
rpgGd 32.11.8 ieee8021CnRpgGd
rpgMinDecFac 32.11.9 ieee8021CnRpgMinDecFac
rpgMinRate 32.11.10 ieee8021CnRpgMinRate

This table is an artifact of SNMP, required to find an entry in the ieee8021CnCpTable, given a CPID (32.8.2, 33.4.4).

17.3 Relationship to other MIB modules

Insert the following subclause after 17.3.15:

17.3.16 Relationship of the Congestion Notification MIB to other MIB modules
17.3.16.1 Interface MIB

Subclause 17.7.16 defines a Congestion Notification MIB (CCF MIB) module that supports congestion
notification with the textual conventions imported from the TC MIB in 17.7.17. A system implementing the
CCF MIB module in 17.7.16 shall also implement at least the System Group of the SNMPv2-MIB defined in
IETF RFC 3418 and the Interfaces Group (the Interfaces MIB module, or IF-MIB) defined in IETF RFC
2863. The Interfaces Group has one conceptual row in a table for every interface in a system. Section 3.3 of
IETF RFC 2863, the Interface MIB Evolution, defines hierarchical relationships among interfaces. IETF
RFC 2863 also requires that any MIB module that is an adjunct of the Interface Group clarify specific areas
within the Interface MIB module. These areas were intentionally left vague in IETF RFC 2863 to avoid
over-constraining the MIB, thereby precluding management of certain media types. These areas are clarified
in other clauses that define the MIB modules in this standard. Even if a system supports none of these, if it
supports the CCF MIB module, and hence, the Interfaces Group, the clarifications from the other clauses
shall be applied to the Interfaces Group. The relationship between IETF RFC 2863 and IETF RFC 3418
interfaces and ports is also described in previous subclauses of 17.3. In addition, if both the CCF MIB
module (17.7.16) and IEEE Std 802.3, Clause 43, are supported, a bridge component or end station may:

a)  Assign each IEEE 802.3 port in the aggregation its own conceptual row in the IETF RFC 2863 IF-
MIB; and

b)  Assign one conceptual row in the IETF RFC 2863 IF-MIB that references the aggregated port. This
can be the same as the interface identifying the port. It shall not be the same as any of the IEEE
802.3 ports being aggregated.
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17.3.16.2 IEEE8021-CFM and IEEE8021-CFM-V2 MIBs

Subclause 31.1 allows a system that supports either the dotlagCfmVlanTable from the IEEE8021-CFM
MIB module or the ieee8021CfmVIlanTable from the IEEE8021-CFM-V2 MIB module to use those tables to
select the vlan_identifier for a transmitted Congestion Notification Message (CNM).

17.4 Security considerations

Insert the following subclause after 17.4.15:

17.4.16 Security considerations of the Congestion Notification MIB

There are a number of management objects defined in the IEEE8021-CN-MIB module with a MAX-
ACCESS clause of read-write and/or read-create. Such objects may be considered sensitive or vulnerable in
some network environments. The support for SET operations in a non-secure environment without proper
protection can have a negative effect on network operations. These tables and objects and their sensitivity/
vulnerability are described in the paragraphs that follow.

Improper manipulation of certain tables and objects can result in the misidentification of the boundaries of
Congestion Notification Domains (CNDs, 30.6). Any such errors can result in the following problems:

a)  Frames not originated through an RP (31.2.2.2) can pass through CPs (31.1.1). The inability to
throttle these frames via Congestion Notification Messages (CNMs, 33.3) can cause legitimate, RP-
originated frames to experience unacceptably high loss rates.

b) Frames not originating through an RP (31.2.2.2) can pass through queues in the Bridged Network
that are not CPs (31.1.1), where they can encounter uncontrolled congestion. This can cause those
frames to experience unacceptably high loss rates.

c¢) The CN-TAG (30.5) in a data frame or CNM can be improperly discarded. This can cause that
CNM, or a CNM resulting from the data frame, to be discarded by the end station that sourced the
frame. As a result, that flow, and all flows passing through the same CPs, can experience
unacceptably high loss rates.

d) The CN-TAG in a data frame or CNM can be improperly retained. This can result in a failure of two
end stations to communicate, because the receiving end station is unable to process frames with
CN-TAGs.

The following tables and objects in the IEEE8021-CN-MIB can cause such CND boundary identification
errors:

ieee8021CnGlobalMasterEnable
ieee8021CnComPriDefModeChoice
ieee8021CnComPriAdminDefenseMode
ieee8021CnComPriCreation
ieee8021CnComPriLldpInstanceChoice
ieee8021CnComPriLldpInstanceSelector
ieee8021CnComPriRowStatus
ieee8021CnPortPriDefModeChoice
ieee8021CnPortPriAdminDefenseMode
ieee8021CnPortPriLldpInstanceChoice
ieee8021CnPortPriLldpInstanceSelector

Improper manipulation of certain other objects can result in assigning a data frame or CNM to the incorrect
priority. This can result in the affected data streams experiencing either loss rates that are either higher or
lower than expected by the network administrator. Lower than expected loss rates for one data stream can
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cause higher than expected loss rates for other streams. These affects are typically, but not universally, less
severe than the loss rate anomalies caused by CND boundary misidentification. The following variables can
cause improper priority assignment:

ieee8021CnGlobalCnmTransmitPriority
ieee8021CnComPriAlternatePriority
ieee8021CnPortPriAlternatePriority

Improper manipulation of the remainder of the read-write and read-create objects can cause the congestion
notification algorithm to operate in ways not intended by the network administrator. This can result in
excessively high data frame loss rates and/or low link utilization rates. These variables are the following:

ieee8021CnCpQueueSizeSetPoint
ieee8021CnCpFeedbackWeight
ieee8021CnCpMinSampleBase
ieee8021CnCpMinHeaderOctets
ieee8021CnRpPortPriMaxRps
ieee8021CnRpgEnable
ieee8021CnRpgTimeReset
ieee8021CnRpgByteReset
ieee8021CnRpgThreshold
ieee8021CnRpgMaxRate
ieee8021CnRpgAiRate
ieee8021CnRpgHaiRate
ieee8021CnRpgGd
ieee8021CnRpgMinDecFac
ieee8021CnRpgMinRate

Unintended access to any of the readable tables or variables in the IEEE8021-CN-MIB alerts the reader that
congestion notification is configured, and (for all tables and variables except those in the
ieee8021CnGlobalTable and ieee8021CnCpidTolnterfaceTable) on which priority value or values
congestion notification is configured. This information can suggest to an attacker what applications are
being run, and thus suggest application-specific attacks, or to enable the attacker to detect whether their
attacks are being successful or not. It is thus important to control even GET and/or NOTIFY access to these
objects and possibly to even encrypt the values of these objects when sending them over the network via
SNMP.

17.7 MIB modules
Insert the following subclause after 17.5.15:

17.7.16 Congestion Notification MIB module

In the MIB definition that follows, if any discrepancy between the DESCRIPTION text and the
corresponding definition in Clause 12 occur, the definition in Clause 12 takes precedence.
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