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Abstract: This amendment extends the connectivity fault management capabilities introduced in
IEEE Std 802.1ag-2007 to include tools to facilitate diagnosis and isolation of faults sensitive to, or
caused by, particular data patterns in frames transmitted by a service user.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
theI[EEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a
consensusdevelopment process, approved by the American National Standards Institute, which brings together
volunteersrepresenting varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members
of thelnstitute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairnessin the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of any
of theinformation or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or otherdamage,
of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resultingfrom the
publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaimsany
express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or thatthe
use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market,or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed
at thetime a standard is approved and issued is subject to change brought about through developments in the state of the art
andcomments received from users of the standard. Every IEEE Standard is subjected to review at least every five years
forrevision or reaffirmation, or every ten years for stabilization. When a document is more than five years old and has not
beenreaffirmed, or more than ten years old and has not been stabilized, it is reasonable to conclude that its contents,
although stillof some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have thelatest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other servicesfor,
or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person orentity to
another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of acompetent
professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specificapplications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiateaction to
prepareappropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure
that anyinterpretation has also received the concurrence of a balance of interests.For this reason, IEEE and the members of
itssocieties and Standards Coordinating Committees are not able to provide an instant response to interpretation requests
exceptin those cases where the matter has previouslyreceived formal consideration. A statement, written or oral, that is
notprocessed in accordance with the[EEE-SA Standards Board Operations Manual shall not be considered the official
positionof IEEE or any of its committees and shall not be considered to be, nor be relied upon as, a formal interpretation of
the IEEE.At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards
shallmakeit clear that his or her views should be considered the personal views of that individual rather than the formal
position,explanation, or interpretation of the IEEE. Comments for revision of IEEE Standards are welcome from any
interested party, regardless of membership affiliation withIEEE. Suggestions for changes in documents should be in the
form of a proposed change of text, together with appropriatesupporting comments. Recommendations to change the status
of a stabilized standard should include a rationale as to why arevision or withdrawal is required.

Comments and recommendations on standards, and requests for interpretations should beaddressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute
ofElectrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
Toarrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive,Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educationalclassroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 802.1Qaw-2009, IEEE Standards for Local and Metropolitan Area
Networks—Virtual Bridged Local Area Networks—Amendment 9: Management of Data Driven and Data Dependent
Connectivity Faults.

IEEE Std 802.1Qaw provides additional capability to Connectivity Fault Management (Clause 18 through
Clause 22) to achieve data driven and data dependent connectivity fault management.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation,
standardization, and the promotion of engineering practices and methods. By making this document
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in
copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association website at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the [EEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.icee.org/reading/icee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.
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Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/icee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this amendment may require use of subject
matter covered by patent rights. By publication of this amendment, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims or determining whether any licensing terms or conditions provided in connection
with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-
discriminatory. Users of this amendment are expressly advised that determination of the validity of any
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.

Documents

Copyright © 2009 IEEE. All rights reserved. Documgnt Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://standards.ieee.org/reading/ieee/interp/index.html
http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

Participants

At the time this amendment was submitted to the IEEE-SA Standards Board for approval, the IEEE 802.1
Working Group had the following membership:

Tony Jeffree, Chair

Paul Congdon, Vice Chair
Stephen Haddock, Chair, Interworking Task Group

Linda Dunbar, Editor
Osama Aboul-Magd Prakash Kashyap Josef Roese
Zehavit Alon Hal Keen Derek J. Rohde
Caitlin Bestler Keti Kilcrease Dan Romascanu
Jan Bialkowski Yongbum Kim Moran Roth
~II{Ob Il?»\j[)gtlrliglhé lli/?iliip%e Klein Jessy V. Rouyer
ean-Michel Bonnam ike Ko
Paul Bottorff Y Vinod Kumar Hyunsurk Ryu
Jonathan Sadler
Rudolf Brandner Bruce Kwan Ali Sajassi
Craig W. Carlson Kari Laihonen I h Sal
Weiying Cheng Yannick Le Goff oseph salowey -
Rao Cherukuri Michael Lerer Par{aglotls Saltsidis
Diego Crupnicoff Gael Mace Satish Sathe
Claudio Desanti Ben Mack-Crane John Sauer
Zhemin Ding David Martin Michael Seaman
Hesham M. Elbakoury Riccardo Martinotti Koichiro Seto
David Elie-Dit-Cosaque Alan McGuire Himanshu Shah
Janos Farkas James McIntosh Nurit Sprecher
Donald Fedyk Menucher Menuchery Kevin B. Stanton
Norman Finn John Messenger Robert A. Sultan
Robert Frazier Matthew Mora Muneyoshi Suzuki
John Fuller Eric'Multa.nen George Swallow
Geoffrey Garner. ngm Nohsh Attila Takacs
Anoop Ghanwani leqshl Ohta Patricia Thaler
Franz Goetz David Olsen Oliver Th
. iver Thorp
Eric Gray Donald Pannell .
Karanvir Grewal Glenn Parsons Manoj Wad.ekar
Craig Gunther Joseph Pelissier Yu.ehua Wel
Mitch Gusat David Peterson Brian Weis
Asif Hazarika Hayim Porat Bert Wijnen
Charles Hudson Max Pritikin Michael D. Wright
Romain Insler Ananda Rajagopal Chien-Hsien Wu
Michael Johas Teener Karen Randall Ken Young
Abhay Karandikar Guenter Roeck Glen Zorm

Documents

vi Copyright © 2009 IEEE. Al rights 19sariai "t Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

The following members of the individual balloting committee voted on this standard. Balloters may have
voted for approval, disapproval, or abstention.

Thomas Alexander John Hawkins Kevin Nolish
Butch Anton Atsushi Ito Satoshi Obara
Danilo Antonelli Raj Jain Glenn Parsons
Edward Carley Tony Jeffree Maximilian Riegel
James Carlo Shinkyo Kaku Robert Robinson
Juan Carreon Piotr Karocki Jessy V. Rouyer
Keith Chow Stuart J. Kerry Randall Safier
Charles Cook Yongbum Kim Behcet Sarikaya
Russell Dietz John Lemon Bartien Sayogo
Thomas Dineen Michael Lerer Michael Seaman
Linda Dunbar LiLi Kapil Sood
Sourav Dutta William Lumpkins Nurit Sprecher
David Elie-Dit-Cosaque Ben Mack-Crane Thomas Starai

Donald Fedyk David Martin
Yukihiro Fujimoto Jonathon Mclendon

Walter Struppler
Robert A. Sultan

Devon Gayle Richard Mellitz William Taylor
Reinhard Gloger Gary Michel Michael Johas Teener
Sergiu Goma Wade Midkiff Prabodh Varshney
Randall Groves Michael S. Newman Maarten Vissers
C. Guy Nick S. A. Nikjoo Oren Yuen

Paul Nikolich

When the IEEE-SA Standards Board approved this standard on 17 June 2009, it had the following

membership:
Robert M. Grow, Chair
Thomas Prevost, Vice Chair

Steve M. Mills, Past Chair

Judith Gorman, Secretary
John Barr Alexander Gelman David J. Law
Karen Bartleson Jim Hughes Ted Olsen
Victor Berman Richard H. Hulett Glenn Parsons
Ted Burse Young Kyun Kim Ronald C. Petersen
Richard DeBlasio Joseph L. Koepfinger* Narayanan Ramachandran
Andy Drozd John Kulick Jon Walter Rosdahl
Mark Epstein Sam Sciacca

*Member Emeritus

Also included are the following nonvoting IEEE-SA Standards Board liaisons:

Howard L. Wolfman, TAB Representative
Michael Janezic, NIST Representative
Satish Aggarwal, NRC Representative

Michelle D. Turner
IEEE Standards Program Manager, Document Development

Kathryn Cush
IEEE Standards Program Manager, Technical Program Development

Documents

. . Document Sharing Hub
Copyright © 2009 IEEE. All rights reserved. Vil g
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

Contents

L OVETVIBW ..ottt ettt ettt sttt et eb bbbt b bbbttt e e st e st e aeebe e bt ebeebe et e sbesaesaenbennens 2
L BN 170 1 T OO OO OO OO U R ROUPTUPRRUPO 2

3. DIEEINILIONS .eueniiiieiieiiicet ettt ettt et b e bt bttt s b et e e s b e st eb e b e st ebt e bt e bt sb e e b e e b nae st nae e 3
4. ADDIEVIATIONS .....veiiiiiteite ettt ettt ettt ettt ettt bt ea e bbb bttt bt et e bbbt e bt e at e bt bbb e s bt st et et neen 5
5. CONFOTIMANCE .....cueiuieiiiiititert sttt ettt sttt et sttt a bt eh e e bt ebesb e b e b e e et es b e st es e ebtebeebesbeebeebenbenbenae e 7
12. Brid@e MANAZEIMENL .......eeuveeieiieiieiiesieeteteete st etesteeaessesstesseesaesseeseeseeseessesssessesssensesssensesseessenseensenseesesses 9
12,2 Managed ODJECLS ....ovieuieiiiieie ettt ettt te et ese st e e st e e e saesseeseesseesaensesseenseeneensesneensensens 9

12.18 DDCEM ENLILIES ...c..evetetitinieieieitetteie ettt ettt et ettt sttt et sttt ebe et ebe bt st et sbenaennen 9

15. Support of the MAC Service by Provider Bridged NetWorks ...........cccovevieriiiienienieieiee e 21
15.11 Data driven and data dependent connectivity fault management (DDCFM) ........................ 21

17. Management Information Base (IMIB) ........ccooiiieiieiiinieiieieeeeeste ettt s neenees 23
17.2 Structure of the MIB ........coiiiiiiiiii ettt 23
17.2.9Structure of the IEEE8021-DDCEFM MIBS .....c.cceeiiiiiiiiinienineneneeieeeeiesiese e 23
17.3.9Relationship of the IEEE8021-DDCFM to other MIB modules ...........ccccoveoeeinenininenennens 25
17.4.9Security considerations of the IEEES8021-DDCFM MIB.........ccccoceniiiiiieinininineneneens 25
17.7.9Definitions for the DDCFM MIBS .....ccccccoiiiiiniiiiiiiiiieneniereeeeeieeiese st 27

19. CFM ENtItY OPETALION ....eevviiieiiitieeieeeieieetietteteseeessessaesteeseessesseessesssesseessessesssessesssensesssesseessesseensesseensessees 43
20. Connectivity Fault Management ProtOCOLS.........c.ecvieieriecierieiereeie st ete st etesteete e eseeseese e essessaensessees 47
21. Encoding of CFM Protocol Data UNItS.........ccccieciererieriesiieiesieeesieeeeesieseesaesesesesseessesseessessesssessnessessens 49
29. DDCFM operations and PrOtOCOIS ........ccvieuieriieeieeiieeniieeteesteesiteesteesteesseesseessnesssessseesssessseessesssseessessseens 51
29.1  Principles Of DDCEFM OPETatiON........ccccueriieriieeieeiiesiienieesieesteereesseessesseesssesssesseesssesssesnes 51

29.2  DDCFM ENtity OPEIAtION ...veecueeririeiierieetieriieeteeieestaesueesseessessseesssessessseesssesssesssesssessseses 54

20.3  DDCFM PIOTOCOLS ..eeuvieeieeiiieiiestieeieestesteeieesteeteestaeeteessaesnseesseessseaseessseasessseesssessseesseesns 59

29.4  Encoding of DDCFM Protocol Data UnitS........ccceccuervueeiiieiiienieeiiesieeieesieeseeeveeieesenesneenns 69

Annex A (NOrmative)PICS ProfOrma.........ocueiciieciieiiieieeie ettt e ae e tae s beebeeseseenseeseae s 73
A5 MaJOr CAPADIIILIES ..eiicviieeieiiieiieeie ettt ettt e st eebe e st e e be e teessbeebeesteesnbeeseessseenseeseenns 73

A. 14 Bridge ManaQ@eIMENT .......c.cecierieeriieriieeiieerieesteesteesteessteesseesseesseesssessseesseesssesnseesssesssessssessseees 73

A.24 Management Information Base (MIB) ........ccceeviiiiiiiiiiiiiieeiece et 74

A.27 Data driven and data dependent connectivity fault management .............ccceecveeveeereervencneenne 74

Documents

. . t Sharing Hub
Copyright © 2009 IEEE. Al rights reserved. Documen g
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

List of figures

Figure 19-2  Maintenance association End Point (MEP) ..........ccocivieiinieciieeeeceee e 44
Figure 19-3  MIP Half FUNCLION ....ouviuiiiiiiiiiiticiee ettt 46
Figure 29-1 Forward path teSt (FPT) ...c.ccouieieieieeiee ettt 52
Figure 29-2  REtUIN PAth tESE ...euetiiiiiiieiieiceice sttt 53
Figure 29-3 ~ Combination of forward path test and return path test............ccoocvevevieiienincieninieeee, 54
Figure 29-4  Detailed Functions of Reflection Responder ............ccoceceeivereninininincncncnieccceee, 55
Figure 29-5  RFM Receiver on an non-MP .........cccccoiiiiiiiiiininiiiceecceeeesesese e 58
Figure 29-6  Return Path Decapsulator ReSponder ............ccoecveeiieiinieciinieieeeeie e 59
Figure 29-7  RR Filter state MaChine........ccccoeviriiriinienieieiececriescs ettt 64
Figure 29-8  RR Encapsulation state Machine...........ccccecereririenienieniiiiieceieeieseseeseeteeee s 65
Figure 29-9  RR Transmit state Machine ...........ccccouerieririinininiinenenieecctecee e 65
Figure 29-10 RFM Receiver state MaChine ..........ccceveririeririniinienieicietececeiese et 67
Figure 29-11  Decapsulator Responder state maching..............ccoevevvirieciinienieiieie e 69
Documents

. . ent Sharing Hub
Copyright © 2009 IEEE. Al rights reserved. Documg g
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

List of tables

Table 17-1 Structure of the MIB mMOdUIES.........ccooiiiiiirieieieeeeeeee e 23
Table 17-14 IEEE8021-DDCFM MIB structure and relationship to this standard...............cccceevennne 23
Table 17-16  Sensitive managed objects (of DDCFM) for read............cccovveviiiievieiieieiieiecieeeeeeeens 26
Table 17-15  Sensitive managed objects (of DDCFM): tables and notifications...............ccceeveeverveeenenn. 26
Table 19-1 Actions taken by MP OpCode DemultipleXers .........ccueeverieeenieieneeieiieeresieeeeereesveeeeenns 45
Table 21-4  OpCode Field range assignmentS..........ccccveeeerieeieriieeesiieeenseeeesieseesseeseessessessesssessenssenns 49
Table 21-6  Type Field VAIUCS .....cceeiiiiieiiiieiiiic ettt sre et e b esbeesaens 49
Table 29-1 REFM FOTMAL ...ttt ettt ettt ettt ettt eae b 70
Table 29-2 SEM FOINAL ...ttt ettt be sttt et eae e 71
Documents

Copyright © 2009 IEEE. Al rights reserved. Documpent Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

IEEE Standard for
Local and metropolitan area networks—

Virtual Bridged Local Area Networks

Amendment 9: Management of Data
Driven and Data Dependent
Connectivity Faults

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/
disclaimers.html.

Editorial Note

This amendment specifies changes to be applied to the base text of IEEE Std 802.1Q-2005 as amended by
IEEE Std 802.1ad™-2005, IEEE Std 802.1ag™-2007, IEEE802.1ak™-2007, IEEE Std 802.1ah™-2008, and
IEEE Std 802.1ap™-2008. Text shown in bold italics in this amendment defines the editing instructions
necessary to changes to this base text. Three editing instructions are used: change, delete, and insert.
Change is used to make a change to existing material. The editing instruction specifies the location of the
change and describes what is being changed. Changes to existing text may be clarified using strikeeut
markings to indicate removal of old material, and underscore markings to indicate addition of new material).
Delete removes existing material. Insert adds new material without changing the existing material.
Insertions may require renumbering. If so, renumbering instructions are given in the editing instruction.
Editorial notes will not be carried over into future editions of IEEE Std 802.1Q.
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IEEE IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS
Std 802.1Qaw-2009

1. Overview

Insert the following after the initial paragraphs of Clause 1:

The data driven and data dependent connectivity fault management capabilities include tools to facilitate
diagnosis and isolation of faults sensitive to, or caused by, particular data patterns in transmitted frames.

1.1 Scope

Insert the following at end of subclause 1.1, relettering the bullet points so that they follow in order from
those in the existing text.

This standard specifies connectivity fault management protocols, procedures, and managed objects that
provide confirmation of successful transmission of frames conveying specified data. This capability
supports diagnosis of faults sensitive to, or caused by, particular data patterns, and their isolation to part of
the transmission path. Connectivity verification can be carried out from any single point with bridged
connectivity to maintenance points on the path, can isolate failures to communicate in a specific direction,
and can be carried out while service is being provided to other users of the data path. To this end it

a) Defines the extensions to connectivity fault management capabilities defined by Clause 18 through
Clause 22 to facilitate diagnosis and isolation of faults sensitive to, or caused by, particular data
patterns in frames transmitted by a service user;

b) Describes the protocols and procedures for data driven and data dependent connectivity fault
management (DDCFM).
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3. Definitions
Insert the following definitions, renumbering to place them in the appropriate collating order.

3.1 data driven and data dependent connectivity fault management (DDCFM): DDCFM comprises
capabilities to facilitate detecting and isolating data driven and data dependent faults in Virtual Bridged
Local Area Networks.

3.2 data driven and data dependent fault (DDF): A fault that is sensitive to, or caused by, particular
data patterns in frames transmitted by a service user.

3.3 Decapsulator Responder (DR): An entity for decapsulating Send Frame Messages and sending the
decapsulated frames towards destinations specified by their own destination_address field.

3.4 forward path test (FPT): A test to determine if a data frame that matches the specified filter
condition can reach a specific location within a network.

3.5 Reflected Frame Message (RFM): A CFM PDU transmitted by a Reflection Responder in order to
perform forward path test.

3.6 Reflection Responder (RR): An entity that encapsulates and reflects selected data frames to a target
location and allows a copy of each reflected frame to continue to its destination without encapsulation.

3.7 return path test (RPT): A test to determine if a data frame can be sent without error from a specific
location within a network to a station specified by the destination_address field of the data frame.

3.8 Reflected Frame Message (RFM) Receiver: A function on a bridge port, an end station, or a test
equipment to receive Reflected Frame Message(s) and pass them to the corresponding, non-standardized,
RFM analyzer.

3.9 Send Frame Message (SFM):A CFM PDU destined to a Decapsulator Responder in order to perform
return path test.

3.10 Send Frame Message (SFM) Originator:A function on a bridge interface, an end station, or a test
equipment to send SFM encapsulated data frames.
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4. Abbreviations

Insert the following definitions, placing them in the appropriate collating order (alphabetically):

DDCFM data driven and data dependent connectivity fault management

DDF data driven and data dependent fault

DR Decapsulator Responder

FPT forward path test

LAG Link Aggregation Group

RFM Reflected Frame Message

RPT return path test

RR Reflection Responder

SFM Send Frame Message
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5. Conformance

5.4.1.4 Connectivity Fault Management (optional)

In subclause 5.4.1.4, insert the following additional items after current item o) and reletter remaining lettered items:

p)  Support the creation and operation of Reflection Responder and RFM Receiver for the forward path

test.
q) Support the creation and operation of Decapsulator Responder and SFM Originator for the return
path test.
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12. Bridge management
12.1.1 Configuration management

Insert the following bullet item, relettered if necessary:

h) The ability to create and delete the functional elements of DDCFM and to control their operations.
12.1.2 Fault management

Insert the following points immediately following point 4) of IEEE Std 802.1ag-2007:

5) Determine whether a flow of specified data frames (e.g., frames associated with a service
instance or selected data frames with certain destination address) can reach a particular
destination.

6) Determine whether a flow of data frames can be sent without error from a specific location
within a network to a station or stations specified by the DA field of each frame.

12.2 Managed objects

Insert the following bullet item, relettered if necessary after the last item of IEEE Std 802.1ag-2007/IEEE
Std 802.1ah-2008/1EEE Std 802.1ap-2008:

1)  The DDCFM Entities (12.18)

Insert a new subclause 12.18 as follows:

12.18 DDCFM entities
The following are the DDCFM managed objects in a Bridge:

a) DDCFM Stack managed object (12.18.1)

b) Reflection Responder managed object (12.18.2)

¢) RFM Receiver managed object (12.18.3)

d) Decapsulator Responder managed object (12.18.4)
e) SFM Originator managed object (12.18.5)

12.18.1 DDCFM Stack managed object
There is one DDCFM Stack managed object per Bridge. It allows the network administrator to retrieve
DDCFM entities configured on a particular Bridge Port or an aggregated IEEE802.3 port within a Bridge
Port. The management operation that can be performed is

a) Read DDCFM Stack managed object (12.18.1.1)
12.18.1.1 Read DDCFM Stack managed object
12.18.1.1.1 Purpose

To retrieve DDCFM entities configured on a particular Bridge Port or an aggregated IEEE802.3 port within
a Bridge Port.

12.18.1.1.2 Input

a)  An interface, either a Bridge Port, or an aggregated IEEE802.3 port within a Bridge Port
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12.18.1.1.3 Outputs

a)  Operation status. This takes one of the following values:
1)  Operation rejected because of invalid reference to an interface;
2)  Operation accepted, but there is no DDCFM entity configured on the specified interface; or
3) Operation accepted, there are (is a) DDCFM entities (entity) configured on the specified
interface, and
b) Ifthere are DDCFM entities configured on the specified interface, the following attributes should be

returned:
1)  AnRR is configured, its associated maintenance domain, and the value indicating its direction;
and/or

2)  An RFM Receiver is configured, its associated maintenance domain; and/or

3) A DR is configured, its associated maintenance domain, and its associated maintenance
association; and/or

4) An SFM Originator is configured, its associated maintenance domain, its associated
maintenance association, and the value indicating its direction.

12.18.2 Reflection Responder managed object

The management operations that can be performed on the Reflection Responder managed object are as
follows:

a) Create Reflection Responder managed object (12.18.2.1)

b)  Write Reflection Responder managed object’s attributes (12.18.2.2)
¢) Read Reflection Responder managed object’s attributes (12.18.2.3)
d) Delete Reflection Responder managed object (12.18.2.4)

e) Activate Reflection Responder (12.18.2.5)

f)  Deactivate Reflection Responder (12.18.2.6)

12.18.2.1 Create Reflection Responder managed object

12.18.2.1.1 Purpose

To create a Reflection Responder. After the creation, all the writable attributes have their default values
unless being configured differently by the Write Reflection Responder managed object operation
(12.18.2.2). The Reflection Responder is in the inactive state after the creation and remains so until activated
by a subsequent Activate Reflection Responder operation (12.18.2.5).

12.18.2.1.2 Inputs

a) A reference to a particular RR managed object, which includes the following:

1)  An interface (either a Bridge Port or an aggregated IEEE802.3 port within a Bridge Port) on
which the Reflection Responder is defined. The interface identifier could be MAC address or
port identifier.

2) A reference to a particular Maintenance Domain managed object (12.14.5).

3) A value indicating the direction in which the RR faces, which can be either Down [Active SAP
is further away from the Frame filtering entity (default)], or Up (Active SAP is closer to the
Frame filtering entity).

12.18.2.1.3 Outputs

a)  Operation status. This takes one of the following values:

1)  Operation rejected because of invalid interface reference or invalid Maintenance Domain
level; or
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2)  Operation accepted.

12.18.2.2 Write Reflection Responder managed object
12.18.2.2.1 Purpose

To configure and alter the value of one or more writable attribute(s) of an RR managed object. The attributes
of an RR managed object cannot be modified when the RR is active.

12.18.2.2.2 Inputs

a) Reference to a RR managed object [12.18.2.1.2, item a)].
b)  Writable attributes are as follows:

1) Reference to a Maintenance Association managed object (12.14.6) within the RR’s
Maintenance Domain. If set to 0, the MA associated with the filtered frame shall be used for the
RFM emitted by the RR.

2) Reflection Filter definition(s), which is to specify what data frames are selected to be reflected.
Multiple filters can be combined together by “&& (and)”, “|| (or)”, or ““! (negation)” operations
with precedence association being determined by “( )”. DDCFM-capable bridges shall support
each of the following filter primitives. Implementers may support additional filters, such as
length of data frame being equal, larger or smaller than a particular value.

— All;

— VID==vid; This primitive uses SVID if the RR is defined on a S component, and
CVID if the RR is defined on a C component. Untagged frame shall not be
selected by this filter primitive;

— DA == XX.XX.XX.XX.XX.XX;

— SA == XX.XX.XX.XX.XX.XX;

— The first 2 bytes of the EtherType field ==xx;

3) Sampling Interval (29.2.3.4).

4) Reflection Target Address, which is a MAC address to which the reflected frames are targeted.
Only individual address is allowed for the Reflection Target Address. The default is the
source address of the selected data frame being used for Reflection Target Address.

5) Continue option, indicating whether or not the selected data frames are to be continued towards
the destination_address specified in the data frame. The default is true to allow data frames to
be forwarded to their destinations.

6) Boolean variable indicating if the duration is in seconds or in number of data frames.

7) Duration in seconds for the Reflection Responder to remain active after being activated.
Minimum 1 and maximum is implementation dependent.

8) The number data frames for the Refection Responder to reflect after being activated. Once this
frame count is reached, the Refection Responder shall be de-activated automatically. Default is
0, which means the duration is limited by RR’s timer.

9) The priority and drop_eligible parameters to be used in the transmitted encapsulated frames
(default value: the highest priority, i.e. that with the highest numerical value, allowed to pass
through the Bridge Port for any of the VID. Default value for drop_eligible is false).

10) FloodingEnabled Flag indicating if flooding is allowed or not if Egress port cannot be
identified for RFM by the Filtering Database.

11) Truncation flag indicating if the received data frame should be truncated to keep the length of
RFM encapsulated frame not exceeding the Maximum Service Data Unit Size (6.5.8). If the
Truncation flag is not set and the RFM encapsulated frame exceeds the Maximum Service Data
Unit Size (6.5.8), the filtered data frame is fragmented to two smaller frames and encapsulated
in two separate RFMs.

Documents

Copyright © 2009 IEEE. Al rights reserved. Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 03:40:58 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qaw-2009


http://www.avadocuments.com/doc/ieee-802-1qaw-2009
http://www.avadocuments.com/doc/ieee-802-1qaw-2009

