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Abstract: This amendment to IEEE Std 802.1Q™-2022 specifies protocols, procedures, and
managed objects that support the isolation of congesting data flows within data center
environments.
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers are not necessarily members of IEEE
or IEEE SA and participate without compensation from IEEE. While IEEE administers the process and
establishes rules to promote fairness in the consensus development process, IEEE does not independently
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained
in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. IEEE Standards documents do not
guarantee safety, security, health, or environmental protection, or guarantee against interference with or
from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS IS”
and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon their
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that an
IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements
made by volunteers may not represent the formal position of their employer(s) or affiliation(s).

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board of
Governors are not able to provide an instant response to comments, or questions except in those cases where
the matter has previously been addressed. For the same reason, IEEE does not respond to interpretation
requests. Any person who would like to participate in evaluating comments or in revisions to an IEEE standard
is welcome to join the relevant IEEE working group. You can indicate interest in a working group using the
Interests tab in the Manage Profile & Interests area of the IEEE SA myProject system.1 An IEEE Account is
needed to access the application.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

I Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https://standards.ieee.org/content/ieee-standards/en/about/contact/index.html.
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Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright
to the documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400;
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata
Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the

Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE standards are developed in compliance with the IEEE SA Patent Policy.”

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.

4 Available at: https://standards.ieee.org/standard/index.html.
3 Available at: https:/standards.ieee.org/about/sasb/patcom/materials.html.
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filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in
ways not foreseen during the standard’s development. IEEE standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This introduction is not part of IEEE Std 802.1Qcz™-2023, IEEE Standard for Local and metropolitan area
networks—Bridges and Bridged Networks—Amendment 35: Congestion Isolation.

IEEE Std 802.1Qcz™-2023—Amendment 35: Congestion Isolation specifies protocols, procedures, and
managed objects that support the isolation of congesting data flows within data center environments.
Congestion isolation capable systems identify flows creating congestion, adjust transmission selection for
packets of those flows, and signal to neighbors. This mechanism reduces head-of-line blocking for
non-congesting flows sharing a traffic class in lossless networks. Congestion Isolation is intended to be used
with higher layer protocols that utilize end-to-end congestion control in order to reduce packet loss and
latency.
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IEEE Standard for
Local and Metropolitan Area Networks—

Bridges and Bridged Networks

Amendment 35:
Congestion Isolation

(This amendment is based on IEEE Std 802.1Q™-2022.)

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italics. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strikethrough (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Deletions
and insertions may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is
used to make changes in figures or equations by removing the existing figure or equation and replacing it with a new
one. Editing instructions, change markings, and this note will not be carried over into future editions because the
changes will be incorporated into the base standard. 6

% Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

1. Overview

1.3 Introduction
Insert new text at the end of 1.3 as follows:

This standard specifies protocols, procedures, and managed objects that support the isolation of congesting
data flows within data center environments. This is achieved by enabling systems to individually identify
flows creating congestion, isolate those flows to the congesting queue, and signal to neighbors. This
mechanism reduces head-of-line blocking for non-congesting flows sharing the same traffic class.
Congestion Isolation is used with higher layer protocols that utilize end-to-end congestion control in order to
reduce packet loss and latency. To this end, it:
ct) Defines a means for VLAN-aware Bridges that support congestion isolation to identify flows that
are creating congestion.
cu) Defines a means for adjusting transmission selection for frames of congesting flows.
cv) Provides a means for discovering peer VLAN-aware Bridges and stations that support congestion
isolation.
cw) Defines a means for signaling congestion isolation to supporting peer Bridges and stations.
cx) Defines a means for recognizing a system’s level and port orientation within the topology relative to
the edge.
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

2. Normative references

Insert the following references into Clause 2 in alphanumeric order:

IEEE Std 802.1CS™, IEEE Standard for Local and Metropolitan Area Networks—Link-local Registration
Protocol.”> 8

IETF RFC 768 (STD0006), User Datagram Protocol, August 1980.°

IETF RFC 791 (STD0005), Internet Protocol—DARPA Internet Program Protocol Specification, September
1981.

IETF RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP, September 2001.
IETF RFC 3232, Assigned Numbers: RFC 1700 is Replaced by an On-line Database, January 2002.

IETF RFC 6335, Internet Assigned Numbers Authority (IANA) Procedures for the Management of the
Service Name and Transport Protocol Port Number Registry, August 2011.

IETF RFC 8200 (STD0086), Internet Protocol, Version 6 (IPv6) Specification, July 2017.

7 The IEEE standards or products referred to in Clause 2 are trademarks owned by The Institute of Electrical and Electronics Engineers,
Incorporated.

8 IEEE publications are available from The Institute of Electrical and Electronics Engineers (https://standards.ieee.org/).

9 IETF RFCs are available from the Internet Engineering Task Force (https://www.ietf.org/).
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

3. Definitions
Insert the following definitions in the appropriate collating sequence, renumbering accordingly:

3.1 congesting flow: A sequence of frames the end-to-end congestion controlled higher layer protocol treats
as belonging to a single flow that is experiencing congestion within a congestion isolation aware system.

3.2 congestion isolation aware system: A Bridge component conforming to the congestion isolation
provisions of this standard.

3.3 Congestion Isolation Message (CIM): A message transmitted by a congestion isolation aware system,
conveying congesting flow information used by the upstream peer congestion isolation aware system.

3.4 Congestion Isolation Point (CIP): A Virtual Local Area Network (VLAN) Bridge or end station Port
function that monitors a set of queues for congesting flows, isolates congesting flows to a congesting queue,
and can generate Congestion Isolation Messages.
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

4. Abbreviations

Insert the following abbreviations into Clause 4, in the appropriate collating sequence:

CI Congestion Isolation
CIM Congestion Isolation Message
CIP Congestion Isolation Point
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

5. Conformance

5.4 VLAN Bridge component requirements

5.4.1 VLAN Bridge component options

Insert new list item ag) at the end of the lettered list in 5.4.1 as follows:
ag) Support for Congestion Isolation (CI) operation (5.4.7).

5.4.1.6 ETS Bridge requirements

Insert new list item a) at the beginning of the lettered list in 5.4.1.6 as follows, renumbering all
subsequent items:

a)  Support the ETS algorithm (8.6.8.3).
Insert 5.4.7 after 5.4.6 as follows:
5.4.7 VLAN Bridge requirements for congestion isolation (optional)

A VLAN-aware Bridge implementation that conforms to the provisions of this standard for congestion
isolation in Clause 49 shall:

a)  Support, on one or more Ports, the creation of at least one Congestion Isolation Point (49.3.1).

b)  Support Explicit Congestion Notification (ECN) as defined by IETF RFC 3168 and associated
updates along with Active Queue Management (AQM) as described in 49.2.1.

¢)  Support per-stream classification and metering for CI as specified in 8.6.5.2.3.

d) Support, at each Congestion Isolation Point, the variables and procedures of the Congestion
Isolation Protocol (49.4).

e) Support the ability to configure the variables controlling the operation of Congestion Isolation
(12.33.1), the CI Peer Table (12.33.2), the CI Stream Table (12.33.3), and each CIP (12.33.4).

f)  Conform to the required capabilities of IEEE Std 802.1AB.
g)  Support the use of the Congestion Isolation TLV in LLDP (D.2.15).

A VLAN Bridge implementation that conforms to the provisions of this standard for congestion isolation
may:

h)  Support the monitoring of more than one queue on a Bridge Port (49.4.1.2.5).

i) Support transmission selection algorithms other than strict priority.

j)  Support the de-isolation of congesting flows by means other than the empty status of a congesting
queue (49.2.6).

k)  Support the Congestion Isolation YANG model (48.3.8).
1)  Support Topology Recognition (49.5).
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

Insert 5.32 after 5.31 as follows:

5.32 End station requirements for congestion isolation

An end station implementation that conforms to the provisions of this standard for congestion isolation in
Clause 49 shall:

a)  Support Explicit Congestion Notification (ECN) as defined by IETF RFC 3168 and associated
updates along with Active Queue Management (AQM) as described in 49.2.1.

b) Support, at each Congestion Isolation Point, the variables and procedures of the Congestion
Isolation Protocol (49.4).

¢) Conform to the required capabilities of IEEE Std 802.1AB.
d)  Support the use of the Congestion Isolation TLV in LLDP (D.2.15).

An end station implementation that conforms to the provisions of this standard for congestion isolation in
Clause 49 may:

e)  Support transmission selection algorithms other than strict priority.

f)  Support the de-isolation of congesting flows by means other than the empty status of a congesting
queue (49.2.6).

g)  Support the Congestion Isolation YANG model (48.3.8).
h)  Support non-relay end station or server functionality of Topology Recognition (49.5).
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

6. Support of the MAC Service

6.10 Support of the ISS/EISS by PIPs
6.10.1 Data indications
Change the first paragraph of 6.10.1 as follows:

On receipt of an M_UNITDATA.indication primitive from the PIP-ISS, if the PIP is congestion aware
(5.4.1.4) and the initial octets of the mac_service data unit contain a valid CNM encapsulation, the received
frame is processed according to 32.16. If the PIP is congestion isolation aware (5.4.7) and the initial octets of
the mac_service data unit contain a valid CIM encapsulation (49.4.3), the received frame is processed
according to 49.4.2.6. Otherwise, the received frame shall be discarded if:
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

8. Principles of Bridge operation

8.6 The Forwarding Process

8.6.5 Flow classification and metering

Change the text in 8.6.5 as follows:

The Forwarding Process can apply flow classification and metering to frames that are received on a Bridge
Port and have one or more potential transmission ports. Bridge Ports and end stations may support

Per-Stream Filtering and Policing (PSFP), Asynchronous Traffic Shaping (ATS) filtering and eligibility time
assignment, Congestion Isolation (CI), or the general flow classification rules specified in 8.6.5.1.

NOTE—The general flow classification and metering specification was added to this standard by IEEE Std
802.1Q-2005, PSFP by IEEE Std 802.1Qci-2017, and-ATS by IEEE Std 802.1Qcr-2020, and CI by IEEE Std

802.1Qcz-2023.

PSFP-and-ATS, ATS, and CI share common per-stream classification and metering elements, as shown in
Figure 8-13. The Stream identification function specified in IEEE Std 802.1CB can be used to associate
received frames with these elements.

Change Figure 8-13 as follows:

( Egress filtering (8.6.4) )
/Flow classification and metering (8.6.5) \
I
General flow Per-stream classification and metering (8.6.5.2)
classification and metering (Per-Stream Filtering and Policing, PSFP)
(ATS Filtering and Eligibility Time Assignment)
(8-6-5-1 ) (Congestion Isolation)

|
Stream filtering (8.6.5.3)
(PSFP, ATS, Cl)

|
Maximum SDU Size Filtering (8.6.5.3.1)
(PSFP, ATS)

|
Stream Gating (8.6.5.4)
(PSFP, ATS_Cl)

|
Flow metering (8.6.5.5)
(PSFP)

|
ATS Eligibility Time Assignment (8.6.5.6)

(ATS)

| /

- i | /
( Queuing frames (8.6.6) >

Figure 8-13—Flow classification and metering
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8.6.5.2 Per-stream classification and metering

Change the first sentence of 8.6.5.2 as follows:

When Per-Stream Filtering and Policing (PSFP)-er-AsynehronousTratfie-Shaping(ATS), Asynchronous

Traffic Shaping (ATS), or Congestion Isolation (CI) is used, filtering and policing decisions for received
frames are made, and subsequent queuing (8.6.6) and transmission selection decisions (8.6.8) supported, as
follows:

Insert 8.6.5.2.3 after 8.6.5.2.2 as follows:
8.6.5.2.3 CI Support

Each Bridge component or an end station that implements Congestion Isolation supports stream
identification and stream gates to allow traffic class modification, with the following:

a)  Asingle Stream Filter Instance Table (8.6.5.3).
b) A single Stream Gate Instance Table (8.6.5.4).

The relationship between stream filters and stream gates for streams subject to CI processing (as identified
by the stream filter) is illustrated by Figure 8-15a for a number of streams.

KEY

Monitored

Congesting

Egress filtering (8.6.4)

Stream Filter 1

Stream Filter 2

stream_handle 13
priority 4

stream_handle Null
priority 3

Stream Gate ID 1

Stream Gate ID 2

Counters

Counters

Stream Gate 1

Stream Gate 2

gate state=open
IPV=3

gate state=open
IPV=4

Queuing frames (8.6.6)

v

Monitored

v

Congesting

Stream ID: stream filter instance identifier (8.6.5.3)
Gate ID: stream gate instance identifier (8.6.5.3, 8.6.5.4)

Figure 8-15a—Per-stream classification and assignment for CI

Congestion isolation uses two stream filter instances from the stream filter instance table (8.6.5.3) to select
stream gate instances that will modify the priority of flows. One stream filter instance is used to modify the
priority of congesting flows from the monitored queue to the congesting queue. The other stream filter
instance is used to modify the priority of congesting flows from the congesting queue back to the monitored
queue. There are no filter specifications used by congestion isolation.
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The stream_handle and priority parameters associated with a received frame select the stream filter instance
of congestion isolation for a particular monitored traffic class. The purpose of the stream filter is to select the
stream gate instance that will modify the priority of congesting flow frames so they will traverse the
congesting queue. The absence of a stream_handle and the priority parameter associated with a received
frame select the stream gate instance that will modify the priority of received frames back to the priority of
the monitored queue.

NOTE—Changes to the frame’s priority are intended to persist (see 49.2.4 and 49.2.6) by modifying the Priority Code
Point (see 6.9.3) or other indicators used to select the traffic class, such as the Differentiated Services Code Point (see

IETF RFC 2474). As noted in 6.8.1, modification to a frame will require the FCS to be regenerated. Options for
regenerating the FCS are discussed in Annex O.

Congestion isolation uses two stream gate instances from the stream gate instance table (8.6.5.4) to modify
the priority of flows. The operational and an administrative stream gate state (8.6.10.4, 8.6.10.5, 12.31.3) is
set to Open for Congestion Isolation and the GateClosedDueTolnvalidRxEnable and
GateClosedDueToOctetsExceededEnable parameters are set to FALSE. The internal priority value (IPV) is
used in place of the priority value associated with the frame to determine the frame’s traffic class, using the
Traffic Class Table as specified in 8.6.6. The stream gate control list feature is not used by Congestion
Isolation and is set to null.

8.6.5.3 Stream filtering
Change second paragraph and associated list in 8.6.5.3 as follows:

Each stream filter comprises the following:

a)  An integer stream filter identifier.
b)  Astream_handle specification, either:
1) Asingle value, as specified in IEEE Std 802.1CB.
2) A wildcard, that matches any stream_handle.
3) If congestion isolation is supported, a null-handle, that matches when no stream handle is

provided.
c) A priority specification, either:

1) A single priority value.
2) A wildcard value that matches any priority value.
d) Maximum SDU size filtering (8.6.5.3.1) information, comprising:
1) An integer Maximum SDU size, in octets. A value of 0 disables maximum SDU size filtering
for this stream filter.
2) Aboolean StreamBlockedDueToOversizeFrameEnable parameter.
3) Aboolean StreamBlockedDueToOversizeFrame parameter.
e) Aninteger stream gate identifier (8.6.5.4).

f)  Aninteger flow meter instance identifier (8.6.5.5).
If this parameter is absent, frames associated with the stream filter are not subject to flow metering.

g) Aninteger ATS scheduler instance identifier (8.6.5.6).

If this parameter is absent, frames associated with the stream filter are not subject to ATS scheduling
and transmission selection.

8.6.5.4 Stream gating
Change NOTE 1 in 8.6.5.4 as follows:

NOTE 1—The IPV facilitates ATS per-hop delay bound adjustment to satisfy specific networks’ end-to-end delay
requirements. Annex T (CQF) describes another IPV use case. Another use case is the ability to isolate congesting flows
to a congesting flow queue as specified by Congestion Isolation (Clause 49).
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8.6.5.5 Flow metering
Insert the following after list item j), renumbering subsequent list items as necessary:

Each frame has a predetermined color for subsequent processing by a flow meter. If this color is determined
by the drop_eligible parameter (6.9.1), the color is determined as follows:

k) Ifthe drop_eligible parameter is FALSE, the color is green.
1)  Ifthe drop_eligible parameter is TRUE, the color is yellow.

8.6.6 Queuing frames

Change the third to last paragraph of 8.6.6 as follows:

In a congestion-aware Bridge (Clause 30)_or a congestion isolation aware Bridge (Clause 49), the act of
queuing a frame for transmission on a Bridge Port can result in the Forwarding Process generating a CNM _or

a CIM. The CNM is-and CIM are injected back into the Forwarding Process (8.6.1) as if it-they had been
received on that Bridge Port.

8.6.8 Transmission selection
Insert 8.6.8.6 after 8.6.8.5 as follows:
8.6.8.6 Enhancements for congestion isolation

A Bridge component or an end station may support enhancements to isolate the frames of congesting flows
to a designated congesting traffic class. During the isolation of a congesting flow it may be possible for
frames of the same flow to queue in both the congesting and non-congesting traffic class. The transmission
gate associated with each monitored non-congesting queue and each congesting queue can be used to meet
the ordering requirements of 8.6.6. The state of the transmission gate determines whether or not queued
frames can be selected for transmission. For a given queue, the transmission gate can be either Open or
Closed as described in 8.6.8.4.

The need to control the transmission gate depends upon the transmission selection algorithm used and the
technique for determining when to return a congesting flow to non-congesting status. Congestion isolation
specifies that congesting and non-congesting queues use the same Active Queue Management (AQM)
approach and the same transmission selection algorithm. Additionally, the congesting queues have lower
priority than the monitored non-congesting queues.

When the transmission selection algorithm is strict priority and the technique for returning a congesting flow
to non-congesting status is only when the congesting queue is empty, the state of the transmission gate can
be set to Open. When the transmission selection algorithm is anything other than strict priority or the
technique for returning a congesting flow to non-congesting status allows for congesting frames to exist in
the congesting queue during the transition, the state of the transmission gate is controlled by the
cipGateControl (49.4.1.4.1) variable. An example implementation of setting cipGateControl to provide
transmission gate control for the purposes of ensuring ordering can be seen in Annex X.

Congestion isolation controls the transmission gate of the congesting and non-congesting queues to maintain
the order of congesting flow frames. As a consequence, transmission gates used for congestion isolation
cannot be used for other purposes.
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12. Bridge management

12.1 Management functions
12.1.1 Configuration Management
Insert new item m) at the end of the lettered list in 12.1.1 as follows:

m) The ability to create and delete the functional elements of congestion isolation and to control their
operation.

12.2 VLAN Bridge objects
Insert new item s) at the end of the lettered list in 12.2 as follows:

s)  The congestion isolation entities (12.33)

12.31 Managed objects for per-stream classification and metering

12.31.1 The Stream Parameter Table

Change 12.31.1 as follows:

There is one Stream Parameter Table per Bridge component. The table contains a set of parameters that

supports PSFP (8.6.5.2.1), and-ATS (8.6.5.2.2), and CI (8.6.5.2.3), as detailed in Table 12-34. Tables can be
created or removed dynamically in implementations that support dynamic configuration of Bridge

components.
Table 12-34—The Stream Parameter Table
Name Data type Operatlong Conformance® References
supported
MaxStreamFilterInstances integer R PSFP, ATS, CI 8.6.5.3,12.31.2
MaxStreamGatelnstances integer R PSFP, ATS, CI 8.6.54,12.31.3
MaxFlowMeterInstances integer R PSFP, ats 8.6.5.5,12.31.4
SupportedListMax integer R PSFP, ats 8.6.54,12314
MaxSchedulerInstances integer R psfp, ATS 8.6.54,12314
MaxSchedulerGrouplnstances integer R psfp, ATS 8.6.54,12314
4 R= Read only access; RW = Read/Write access.
b pSFp= Required for Bridge, Bridge component, or end station support of PSFP.
psfp = Optional for Bridge, Bridge component, or end station support of PSFP.
ATS = Required for Bridge or Bridge component support of ATS.
ats = Optional for Bridge or Bridge component support of ATS.
CI = Required for Bridge or Bridge component support of CI.
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12.31.2 The Stream Filter Instance Table

Change Table 12-35 as follows:

Table 12-35—Stream Filter Instance Table

Name Data type Op eratlon: Conformance® | References
supported
StreamFilterInstance integer R PSFP, ATS, CI 8.6.5.3
StreamHandleSpec stream_handle RW PSFP, ATS, CI 8.6.5.3
specification
PrioritySpec priority RW PSFP, ATS, CI 8.6.5.3
specification
MaximumSDUSize integer RW PSFP, ATS 8.6.5.3.1,
12.31.2.5
StreamGatelnstancelD integer RW PSFP, ATS, CI 8.6.5.2,
8.6.5.4
FlowMeterInstancelD integer RW PSFP, ats 8.6.5.5,
12.31.2.5
FlowMeterEnable Boolean RW PSFP, ats
SchedulerInstancelD integer RW pstp, ATS
SchedulerEnable Boolean RW pstp, ATS
MatchingFramesCount counter R PSFP, ats, ci 8.6.5.3
PassingFramesCount counter R PSFP, ats 8.6.5.3,
8.6.5.4
NotPassingFramesCount counter R PSFP, ats 8.6.5.3,
8.6.5.4
PassingSDUCount counter R PSFP, ats 8.6.5.3,
8.6.5.3.1
NotPassingSDUCount counter R PSFP, ats 8.6.5.3,
8.6.5.3.1
REDFramesCount counter R PSFP, ats 8.6.5.3
StreamBlockedDueToOversizeFrameEnable Boolean RW PSFP, ATS 8.6.5.3,
8.6.5.3.1
StreamBlockedDueToOversizeFrame Boolean RW PSFP, ATS 8.6.5.3,
8.6.5.3.1
4 R= Read only access; RW = Read/Write access.
b pSFP = Required for Bridge, Bridge component, or end station support of PSFP.
psfp = Optional for Bridge, Bridge component, or end station support of PSFP.
ATS = Required for Bridge or Bridge component support of ATS.
ats = Optional for Bridge or Bridge component support of ATS.
CI = Required for Bridge component or end station support of CI.
ci = Optional for Bridge component or end station support of CI.
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12.31.2.2 stream_handle specification data type

Change 12.31.2.2 as follows:

on Isolation

The stream_handle specification data type allows either of the following to be represented:

a) Astream_handle value, represented as an integer

b)  The wild card value

¢) If congestion isolation is supported, the null-handle value.

12.31.3 The Stream Gate Instance Table

Change Table 12-36 as follows:

Table 12-36—The Stream Gate Instance Table

Authorized licensed use limited to: Tsinghua Uni\%?sqxrlgg\t/vgo%%g (I)I% e
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Name Data type Operatlon: Conformance® References
supported
StreamGatelnstance integer R PSFP, ATS,CI |8.6.54
StreamGateEnabled Boolean RW PSFP, ATS,CI |8.6.9.4.14
StreamGateAdminGateStates StreamGateStates Value RW PSFP, ATS, CI |8.6.10.4,
12.29.1.2.2
StreamGateOperGateStates StreamGateStates Value R PSFP, ATS.CI |8.6.10.5,
12.29.1.2.2
StreamGateAdminControlListLength | unsigned integer RW PSFP, ats 8.6.9.4.6,
12.31.3.2
StreamGateOperControlListLength unsigned integer R PSFP, ats 8.6.9.4.22,
12.31.3.2
StreamGate AdminControlList sequence of RW PSFP, ats 8.6.94.2,
StreamGateGateControl 12.31.3.2,
Entry 12.31.3.2.2
StreamGateOperControlList sequence of R PSFP, ats 8.6.9.4.18,
StreamGateGateControl 12.31.3.2,
Entry 12.31.3.2.2
StreamGateAdminCycleTime RationalNumber RW PSFP, ats 8.6.9.4.3,
12.29.1.3
StreamGateOperCycleTime RationalNumber R PSFP, ats 8.6.9.4.19,
(seconds) 12.29.1.3
StreamGateAdminCycleTime Integer (nanoseconds) RW PSFP, ats 8.6.94.4
Extension
StreamGateOperCycleTimeExtension | Integer (nanoseconds) R PSFP, ats 8.6.9.4.20
StreamGate AdminBaseTime PTPtime RW PSFP, ats 8.6.94.1,
12.29.1.4
StreamGateOperBaseTime PTPtime R PSFP, ats 8.6.9.4.17,
12.29.1.4
StreamGateConfigChange Boolean RW PSFP, ats 8.6.9.4.7
StreamGateConfigChangeTime PTPtime R PSFP, ats 8.6.9.4.9,
12.29.1.4
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Table 12-36—The Stream Gate Instance Table (continued)

Name Data type Operatlong Conformance® | References
supported
StreamGateTickGranularity Integer (tenths of R PSFP, ats 8.6.9.4.16
nanoseconds)

StreamGateCurrentTime PTPtime R PSFP, ats 8.6.9.4.10,
12.29.1.4

StreamGateConfigPending Boolean R PSFP, ats 8.6.9.3,
8.6.9.4.8

StreamGateConfigChangeError Integer R PSFP, ats 8.6.9.3.1

StreamGateAdminIPV PV RW PSFP, ATS.CI |8.6.5.4,
8.6.10.6,
12.31.3.3

StreamGateOperIPV IPV RW PSFP, ats, CI 8.6.5.4,
8.6.10.7,
12.31.3.3

StreamGateGateClosedDueTolnvalid | Boolean RW PSFP, ats 8.6.5.4

Rx-Enable

StreamGateGateClosedDueTolnvalid | Boolean RW PSFP, ats 8.6.5.4

Rx

StreamGateGateClosedDueToOctets Boolean RW PSFP, ats 8.6.54

ExceededEnable

StreamGateGateClosedDueToOctets Boolean RW PSFP, ats 8.6.54

Exceeded

8 R= Read only access; RW = Read/Write access.

b pSFp= Required for Bridge, Bridge component, or end station support of PSFP.
psfp = Optional for Bridge, Bridge component, or end station support of PSFP.

ATS = Required for Bridge or Bridge component support of ATS.
ats = Optional for Bridge or Bridge component support of ATS.
CI = Required for Bridge component or end station support of CI.

Insert 12.33 at the end of Clause 12 as follows:

12.33 Congestion Isolation managed objects

Several variables control the operation of Congestion Isolation in a congestion isolation aware Bridge. The

managed objects are as follows:

a)  ClI entity managed object (12.33.1)

b)  CI Peer Table (12.33.2)
¢) CI Stream Table (12.33.3)

d) CIP entity managed object (12.33.4)
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12.33.1 Cl entity managed object
A single instance of the CI entity managed object shall be implemented by a Bridge component or end

station that is congestion isolation aware. It comprises all the variables included in the CI entity variables
(49.4.1.1) as illustrated in Table 12-42.

Table 12-42—ClI entity managed object

Name Data type gll;e;::igg: Conformance® References
ciMasterEnable Boolean RW CI 49.4.1.1.1
ciCIMTransmitPriority unsigned integer [0..7] CI 49.4.1.1.2
ciMaxFlowLife unsigned integer R CI 49.4.1.1.3

2 R= Read only access; RW = Read/Write access.
bcr= Required for Bridge component or end station support of CI.

12.33.2 Cl Peer Table
A single instance of the CI Peer Table shall be implemented by a Bridge component or end station that is
congestion isolation aware. Each table row contains the parameters needed to assist in the creation of a CIM

as illustrated in Table 12-43. There is a row in the table for each port of the Bridge or router that is
supporting congestion isolation.

Table 12-43—CI Peer Table entry

Name Data type g,l;,e;(?:iggz Conformance References
ciCIMtype enum{12, ipv4, ipv6} R 49.3.6
ciPeerMacAddress MAC address 49.3.6
ciPeerIPv4Address IPv4 address R IETF RFC 791 49.3.6
ciPeerIPv6Address IPv6 address R IETF RFC 8200 49.3.6
ciPeerUDPPort UDP Port Number R IETF RFC 768 49.3.6
ciPeerCIMEncapLen integer [0..512] R 49.3.6

2 R= Read only access; RW = Read/Write access.

12.33.3 CI Stream Table

A single instance of the CI Stream Table (49.3.7) shall be implemented by a Bridge component or end
station that is congestion isolation aware. Each table row contains stream management variables associated
with a tsnStreamIdEntry object created in the IEEE Std 802.1CB Stream identity table. The variables assist
in the processes associated with the isolating and de-isolating of congesting flows. There is a row in the table
for each congesting flow as illustrated in Table 12-44.

Documents

31 Document Sharing Hub

Authorized licensed use limited to: Tsinghua um\%‘?s?t\ﬁ'%%%o%%ﬁ (I)I% eb r’ﬁ"a'u?%tio'fesg%’i%slzt UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qcz-2023


http://www.avadocuments.com/doc/ieee-802-1qcz-2023
http://www.avadocuments.com/doc/ieee-802-1qcz-2023

IEEE Std 802.1Qcz-2023

IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks

Amendment 35: Congestion Isolation

Table 12-44—CI Stream Table entry

Name Data type g};f;;‘r‘iggi Conformance® References
ciStreamIdHandle stream_handle value R IEEE Std 802.1CB 49.4.1.5.1
ciCIMCount integer RW CI 49.4.1.5.2
ciCreateTime sysUpTime (IETF RFC R IETF RFC 3418 494153
3418)
ciStreamCreateMask 2-bit mask RW CI 49.4.1.54
ciQueueKey integer R CI 49.4.1.5.5
ciDestination_address MAC address R CI 49.4.1.5.6
ciSource_address MAC address R CI 49.4.1.5.7
ciVlan_identifier 12-bit VID R CI 49.4.1.5.8
ciMsdu octet string (size 64..512) R CI 49.4.1.5.9

2 R= Read only access; RW = Read/Write access.
bcr= Required for Bridge component or end station support of CI.

12.33.4 CIP entity managed object

There is one Congestion Isolation Point (CIP) managed object for each CIP in a Bridge component or end
station that is congestion isolation aware. The CIP managed object comprises some of the variables included

in the CIP variables (49.4.1.2) as illustrated in Table 12-45.

Table 12-45—CIP entity managed object

Name Data type g%?:;iggg Conformance® References
cipMacAddress MAC address R CI 49.4.1.2.1
cipIPv4Address IPv4 address R IETF RFC 791 49.4.12.2
cipIPv6Address IPv6 address R IETF RFC 8200 49.4.1.2.3
cipCIMUDPPort UDP Port Number R IETF RFC 768 494.1.2.4
cipQueueMap(] array of integers [-8..8] RW CI 49.4.1.2.5

cipMinHeaderOctets integer RW CI 49.4.1.2.6
cipMaxCIM integer RW CI 49.4.1.2.7
8 R= Read only access; RW = Read/Write access.
bcr= Required for Bridge component or end station support of CI.
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30. Principles of congestion notification

30.1 Congestion notification design requirements
Change item x) in the lettered list in 30.1 as follows:

x) QCN cannot regulate frame transmission by acknowledgments, as does Transmission Control
Protocol/Internet Protocol (TCP/IP), see IETF RFC 791 {848} and IETF RFC 793 [B19].

30.3 Congestion Controlled Flow (CCF)
Change item a) in the lettered list in 30.3 as follows:

a) The frames carrying data for a single User Datagram Protocol (UDP, IETF RFC 768, STD0006
B+#) connection.
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46. Time-Sensitive Networking (TSN) configuration

46.2 User/network configuration information
46.2.1 Data types
Change the lettered list in 46.2.1 as follows:

a) Boolean

b) int8, for a signed 8-bit integer

c) intl6, for a signed 16-bit integer

d) int32, for a signed 32-bit integer

e) uint8, for an unsigned 8-bit integer

f)  uintl6, for an unsigned 16-bit integer

g) uint32, for an unsigned 32-bit integer

h) string

i)  enumeration, for a collection of named values

j)  rational, for a rational number consisting of a uint32 numerator and uint32 denominator
k) mac-address-type, for an IEEE 802 MAC address

1)  ipv4-address-type, for an IPv4 address (IETF RFC 791{B18})

m) ipv6-address-type, for an IPv6 address (IETF RFC 8200-{B461)

n) sequence of <X>, for a list of zero or more instances of data type <X> (e.g., sequence of uint32)

46.2.3 Talker

46.2.3.4 DataFrameSpecification

46.2.3.4.4 IPv6-tuple

Change the first sentence in 46.2.3.4.4 as follows:

The IPvo6-tuple group specifies fields to identify an IPv6 (RFC 8200-8461) Stream.
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48. YANG Data Models

48.2 IEEE 802.1Q YANG models
Insert 48.2.8 (including Figure 48-17) after 48.2.7 as follows:
48.2.8 Congestion Isolation (Cl) model

The CI model augments the Bridge component model (48.2.1) and the Interface Management model for
Bridge ports (48.3.1) by nodes that represent the following managed objects:

a)  CI entity managed object (12.33.1)

b)  CI Peer Table (12.33.2)

¢) CI Stream Table (12.33.3)

d) CIP entity managed object (12.33.4)

The UML representation of the CI model is illustrated in Figure 48-17.

component (name)
string name; I r-w
ci-peers
ci-streams
bool ci-master-enable; I 'r-w
uint32 ci-cim-tx-priority; II'r
uint32 ci-max-flow-life; It
ci-peer-entry (reception-port) ci-stream-entry (stream-handle-id)
port-number-type *reception-port; II'r uint32 stream-handle-id; I
enum cim-type; I r-w int cim-count; I r-w
macAddress peer-mac-address; I r-w timeticks create-time; II'r
ipv4-address peer-ipv4-address; I r-w bits. create-mask; I r-w
ipv6-address peer-ipv6-adresss; I r-w int queue-key; II'r
int peer-cim-encap-len; I r-w macAddress dest-mac-address; II'r
macAddress source-mac-address; I'r
int vid; I'r
- binary msdu; I'r
bridge-port (48.3.2)
string component-name; I r-w
stream-filter (48.3.3)
uint32 stream-filter-instance-id; I r-w
? none stream-handle-spec; I r-w
cip-port-parameters
macAddress cip-mac-address; II'r
ipv4-address cip-ipv4-address ; II'r
ipv6-address cip-ipv6-address; II'r
struct queue-map; I'v-w D VLAN Bridge component, port and stream filter nodes
int min-header-octets; I r-w
int max-cim-tx; I r-w [ ] objects added by this model

Figure 48-17—Congestion Isolation model
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48.3 Structure of the YANG models

Insert a new row for “ieee802-dotlq-stream-filters-gates-bridge” above the row for “ieee802-dotlq-ats”,
change the row for “ieee802-dotlq-ats”, and insert three new rows below it in Table 48-1 as follows
(unchanged rows not shown):

Table 48-1—Summary of the YANG modules

Module References Managed Initial YANG specification
functionality Notes
ieee802-dotlq- 48.5.12, 8.6,8.6.5.3, IEEE Std 802.1Qcz
stream-filters-gates-bridge | 48.6.12 8.6.5.4 Bridge component augmentation with stream filtering

and stream gating capabilities.

ieee802-dot1q-ats 48542~ 8.6 IEEE Std 802.1Qcr
48612 ATS extensions to ieee802-dot1q-stream-filters-gates
48.5.13, and ieee802-dot1q-bridge modules.
48.6.13
ieee802-dot1q-ats-bridge 48.5.14, 8.6 IEEE Std 802.1Qcz
48.6.14 Bridge component augmentation with ATS module.
ieee802-dot1qg-congestion- | 48.5.15, 8.6.5, IEEE Std 802.1Qcz
isolation 48.6.15 Clause 49 Congestion isolation specific parameters and extensions

to the ieee802-dot1q-stream-filters-gates.

ieee802-dot1qg-congestion- | 48.5.16, 8.6.5, IEEE Std 802.1Qcz
isolation-bridge 48.6.16 Clause 49 Bridge and Bridge Port extension/augmentation with
congestion isolation module.

48.3.7 Asynchronous Traffic Shaping (ATS) model

Change Table 48-7 and Table 48-8 as follows:

Table 48-7—Stream filters and stream gates model YANG modules

YANG module

ieee802-types

ieee802-dot1g-types

ieee802-dot1q-bridge

ieee802-dot1q-stream-filters-gates

ieee802-dotlg-stream-filters-gates-bridge
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Table 48-8—ATS model YANG modules

YANG module

icee802-types

ieee802-dot1q-types

ieee802-dot1q-bridge

ieee802-dot1q-stream-filters-gates

icee802-dot1g-ats

ieee802-dot1g-ats-bridge

Insert 48.3.8 (including Table 48-9) after 48.3.7 as follows:
48.3.8 Congestion Isolation (Cl) model

A system implementing the CI model (48.3.8) implements the YANG modules in Table 48-9.

Table 48-9—CIl model YANG modules

YANG module

ieee802-types

ieee802-dot1q-types

ieee802-dot1q-bridge

ieee802-dot1q-stream-filter-gates

ieee802-dot1qg-congestion-isolation

ieee802-dot1qg-congestion-isolation-bridge
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48.4 Security considerations
Insert 48.4.8 after 48.4.7 as follows:
48.4.8 Security considerations of the Congestion Isolation model

There are a number of management objects defined in the ieee802-dotlg-congestion-isolation YANG
module that are configurable (i.e., read-write) and/or operational (i.e., read-only). Such objects may be
considered sensitive or vulnerable in some network environments. A network configuration protocol, such
as NETCONF (IETF RFC 6241 [B41]), can support protocol operations that can edit or delete YANG
module configuration data (e.g., edit-config, delete-config, copy-config). If this is done in a non-secure
environment without proper protection, then negative effects on the network operation are possible.

The following objects in the ieee802-dotlqg-congestion-isolation YANG module could be manipulated to
interfere with the operation of MAC status propagation on a TPMR port and, for example, be used to cause
network instability:

bridges/bridge/component/ci-master-enable
bridges/bridge/component/ci-peers/ci-peer-table
bridges/bridge/component/ci-streams
bridges/bridge/component/stream-gates/stream-gate-instance-table
bridges/bridge/component/stream-filters/stream-filter-instance-table
bridges/bridge/component/queue-map
bridges/bridge/component/min-header-octets

bridges/bridge/component/min-cim-tx

Documents

38 Document Sharing Hub

Authorized licensed use limited to: Tsinghua Uni\%?sqxrlgg\t/vgo%%g (I)I% eb fﬁgrgggtgorfésg%g%BM UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 802.1Qcz-2023


http://www.avadocuments.com/doc/ieee-802-1qcz-2023
http://www.avadocuments.com/doc/ieee-802-1qcz-2023

IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

48.5 YANG schema tree definitions

48.5.11 Schema for the ieee802-dot1q-stream-filters-gates YANG module

Change 48.5.11 as follows:

This YANG module does not have a YANG schema tree.
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Delete the existing 48.5.12 “Schema for the ieee802-dotlq-ats YANG module”.

Insert new 48.5.12 “Schema for the ieee802-dotlq-stream-filters-gates-bridge YANG module” after

48.5.11 as follows:

48.5.12 Schema for the ieee802-dot1qg-stream-filters-gates-bridge YANG module

module:

ieeeB802-dotlg-stream-filters-gates-bridge

augment /dotlg:bridges/dotlg:bridge/dotlqg:component:

+--rw stream-gates
| +--rw stream-gate-instance-table*
| | +--rw stream-gate-instance-id
| | +--rw gate-enable?
| |  +--rw admin-gate-states?
| | +--rw admin-ipv?
| +--ro max-stream-gate-instances?
+--rw stream-filters

+--rw stream-filter-instance-tablex*

[stream-gate-instance-id]

uint32

boolean
gate-state-value-type
ipv-spec-type

uint32

[stream-filter-instance-id]

| +--rw stream-filter-instance-id uint32
| +--rw (stream-handle-spec)?
| | +--: (wildcard)
| | |  4+--rw wildcard? empty
| |  +--:(stream-handle)
| | +--rw stream-handle uint32
| +--rw priority-spec
| | priority-spec-type
|  +--rw max-sdu-size uint32
| +--rw stream-blocked-due-to-oversize-frame-enabled? boolean
| +--rw stream-blocked-due-to-oversize-frame? boolean
| +--rw stream-gate-ref leafref
+--ro max-stream-filter-instances? uint32
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Insert new 48.5.13, 48.5.14, 48.5.15, and 48.5.16 after 48.5.12 as follows:

48.5.13 Schema for the ieee802-dot1g-ats YANG module

module: ieee802-dotlg-ats
+--rw stream-gates
+--rw stream-gate-instance-table* [stream-gate-instance-id]

|

| | +--rw stream-gate-instance-id uint32

| | +--rw gate-enable? boolean

| |  +--rw admin-gate-states? gate-state-value-type

| |  +--rw admin-ipv? ipv-spec-type

| +--ro max-stream-gate-instances? uint32

+--rw stream-filters

+--rw stream-filter-instance-table* [stream-filter-instance-id]

+--rw stream-filter-instance-id uint32
+--rw (stream-handle-spec)?
| +--: (wildcard)
| |  +--rw wildcard? empty
| +--: (stream-handle)
| +--rw stream-handle uint32

+--rw priority-spec
| priority-spec-type

+--rw max-sdu-size uint32

+--rw stream-blocked-due-to-oversize-frame-enabled? boolean
+--rw stream-blocked-due-to-oversize-frame? boolean
+--rw stream-gate-ref leafref

+--rw schedulers
|  +--rw scheduler-instance-table* [scheduler-instance-id]

| +--rw scheduler-instance-id uint32
|  +--rw committed-information-rate uint64
| +--rw committed-burst-size uint32
| +--rw scheduler-group-ref leafref
+--ro max-scheduler-instances? uint32

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+

\
\
\
\
\
+--rw scheduler-groups
|  +--rw scheduler-group-instance-table*
| | [scheduler-group-instance-id]
| | +--rw scheduler-group-instance-id uint32
| |  +--rw max-residence-time uint32
|  +--ro max-scheduler-group-instances? uint32
|  +--rw scheduler-timing-characteristics
| +--ro scheduler-timing-characteristics-table*
| [reception-port transmission-port]
| +--ro reception-port
| | dotlgtypes:port—-number-type
| +--ro transmission-port
| | dotlgtypes:port—-number-type
| +--ro clock-offset-variation-max uint32
| +--ro clock-rate-deviation-max uint32
| +--ro arrival-recognition-delay-max uint32
| +--ro processing-delay-min uint32
| +--ro processing-delay-max uint32
+--rw scheduler
+--rw scheduler-ref? leafref
+--rw scheduler-enable? boolean
--ro max-stream-filter-instances? uint32

48.5.14 Schema for the ieee802-dot1qg-ats-bridge YANG module
module: ieee802-dotlg-ats-bridge

augment /if:interfaces/if:interface/dotlg:bridge-port:
+--ro discarded-frames-count? yang:counter64
augment /dotlqg:bridges/dotlqg:bridge/dotlqg:component:
+--rw stream-gates
| +--rw stream-gate-instance-table* [stream-gate-instance-id]

| | +--rw stream-gate-instance-id uint32

| | +--rw gate-enable? boolean

| |  +--rw admin-gate-states? gate-state-value-type
| |  +--rw admin-ipv? ipv-spec-type

|  +--ro max-stream-gate-instances? uint32

+--rw stream-filters
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[stream-filter-instance-id]

+--rw stream-filter-instance-id uint32
+--rw (stream-handle-spec)?

| +--:(wildcard)

| | +--rw wildcard? empty

| +--: (stream-handle)

| +--rw stream-handle uint32
+--rw priority-spec

| priority-spec-type

+--rw max-sdu-size uint32
+--rw stream-blocked-due-to-oversize-frame-enabled? boolean
+--rw stream-blocked-due-to-oversize-frame? boolean
+--rw stream-gate-ref leafref

+--rw schedulers

|  +--rw scheduler-instance-table* [scheduler-instance-id]

--ro max-stream-filter-instances?

|

|

|

|

|

|

|

I

|

|

I

|

|

I

| | |  +--rw scheduler-instance-id uint32

| | | +--rw committed-information-rate uinte4

| | |  +--rw committed-burst-size uint32

| | | +--rw scheduler-group-ref leafref

| | +--ro max-scheduler-instances? uint32

|  +--rw scheduler-groups

| | +--rw scheduler-group-instance-table*

| | | [scheduler-group-instance-id]

| | | +--rw scheduler-group-instance-id uint32

| | |  +--rw max-residence-time uint32

| | +--ro max-scheduler-group-instances? uint32

| |  +--rw scheduler-timing-characteristics

| | +--ro scheduler-timing-characteristics-table*

| | [reception-port transmission-port]

| | +--ro reception-port

| | | dotlgtypes:port-number-type

| | +--ro transmission-port

| | | dotlgtypes:port-number-type

| | +--ro clock-offset-variation-max uint32
| | +--ro clock-rate-deviation-max uint32
| | +--ro arrival-recognition-delay-max uint32
| | +--ro processing-delay-min uint32
| | +--ro processing-delay-max uint32
| +--rw scheduler

| +--rw scheduler-ref? leafref

| +--rw scheduler-enable? boolean

+

uint32

48.5.15 Schema for the ieee802-dot1g-congestion-isolation YANG module

module: ieee802-dotlg-congestion-isolation
+--rw stream-gates
| +--rw stream-gate-instance-table*
| | +--rw stream-gate-instance-id
| | +--rw gate-enable?
| | +--rw admin-gate-states?
| |  +--rw admin-ipv?
| +--ro max-stream-gate-instances?
+--rw stream-filters

+--rw stream-filter-instance-table*

--ro max-stream-filter-instances?
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[stream-gate-instance-id]
uint32
boolean
gate-state-value-type
ipv-spec-type
uint32

[stream-filter-instance-id]

| +--rw stream-filter-instance-id uint32
| +--rw (stream-handle-spec)?

| | 4+--:(wildcard)

| | |  +--rw wildcard? empty

| | +--: (stream-handle)

| | |  +--rw stream-handle uint32
| |  +--:(null-handle) {congestion-isolation}?

| | +--rw null-handle? empty

|  +--rw priority-spec

| | priority-spec-type

|  +--rw max-sdu-size uint32
| +--rw stream-blocked-due-to-oversize-frame-enabled? boolean
| +--rw stream-blocked-due-to-oversize-frame? boolean
| +--rw stream-gate-ref leafref
+
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48.5.16 Schema for the ieee802-dot1qg-congestion-isolation-bridge YANG module

module: ieee802-dotlg-congestion-isolation-bridge
augment /dotlg:bridges/dotlg:bridge/dotlg:component:
+--rw ci-master-enable? boolean {congestion-isolation-bridge}?
+--ro ci-cim-tx-priority? dotlg-types:priority-type
| {congestion-isolation-bridge}?
+--ro ci-max-flow-1life? uint32 {congestion-isolation-bridge}?
+--rw ci-peers {congestion-isolation-bridge}?
+--rw ci-peer-table* [reception-port]
+--rw reception-port dotlg-types:port-number-type

I

|  +--rw cim-type? enumeration

| +--rw peer-mac-address? ieee:mac-address
| +--rw peer-ipv4-address? inet:ipv4-address
| +--rw peer-ipvé6-address? inet:ipv6-address
| +--rw peer-udp-port? inet:port-number
|  +--rw peer-cim-encap-len? uintle

+--ro max-ci-peer-entries? uint32

|

|

|

|

|

|

I

I

I

+--rw ci-streams {congestion-isolation-bridge}?
| +--ro ci-stream-table* [stream-handle-id]
I

I

I

|

|

|

|

|

| +--ro stream-handle-id uint32

| +--ro cim-count? uintlé

| +--ro create-time? yang:timeticks

| +--ro create-mask? bits

+--ro queue-key? uintle

+--ro dest-mac-address? ieee:mac-address

+--ro source-mac-address? ieee:mac-address

+--ro vid? dotlg-types:vlan-index-type
|  +--ro msdu? yang:hex-string

+--ro max-ci-stream-entries? uint32 {congestion-isolation-bridge}?
+--rw stream-gates {congestion-isolation-bridge}?
| +--rw stream-gate-instance-table* [stream-gate-instance-id]
| | +--rw stream-gate-instance-id uint32
| | +--rw gate-enable? boolean
| |  +--rw admin-gate-states? gate-state-value-type
| |  +--rw admin-ipv? ipv-spec-type
| +--ro max-stream-gate-instances? uint32
+--rw stream-filters {congestion-isolation-bridge}?
+--rw stream-filter-instance-table* [stream-filter-instance-id]

| +--rw stream-filter-instance-id uint32
| +--rw (stream-handle-spec)?

| | +--: (wildcard)

| | |  +--rw wildcard? empty

| | +--: (stream-handle)

| | |  +--rw stream-handle uint32
| | +--:(null-handle) {congestion-isolation-bridge}?

| | +--rw null-handle? empty

| +--rw priority-spec

| | priority-spec-type

| +--rw max-sdu-size uint32
| +--rw stream-blocked-due-to-oversize-frame-enabled? boolean
| +--rw stream-blocked-due-to-oversize-frame? boolean
| +--rw stream-gate-ref leafref

+--ro max-stream-filter-instances? uint32
augment /if:interfaces/if:interface/dotlg:bridge-port:

+--ro cip-mac-address? ieee:mac-address

| {congestion-isolation-bridge}?

+--ro cip-ipv4-address? inet:ipv4-address

| {congestion-isolation-bridge}?

+--ro cip-ipv6-address? inet:ipvé-address

| {congestion-isolation-bridge}?

+--ro cip-cim-port? inet:port-number

| {congestion-isolation-bridge}?

+--rw queue-map* [priority] {congestion-isolation-bridge}?

+--rw pri

ority

dotlg-types:priority-type

| +--rw abs
| a
+--rw min-he
+--rw max-ci
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48.6 YANG modules'? 1112
48.6.2 The ieee802-dot1q-types YANG module
Delete the YANG module in 48.6.2.

Insert the following YANG module in 48.6.2:

module ieee802-dotlg-types {
namespace urn:ieee:std:802.1Q:yang:ieee802-dotlg-types;
prefix dotlg-types;
import ietf-yang-types {
prefix yang;
}
organization
“IEEE 802.1 Working Group”;
contact
“WG-URL: http://ieee802.0rg/1l/
WG-EMail: stds-802-1-1QRieee.org

Contact: IEEE 802.1 Working Group Chair
Postal: C/0 IEEE 802.1 Working Group
IEEE Standards Association

445 Hoes Lane

Piscataway, NJ 08854

USA

E-mail: stds-802-1-chairs@ieee.org”;
description
“Common types used within dotlQ-bridge modules.

References in this YANG module to IEEE Std 802.1Q are to IEEE Std
802.10-2022 as amended by IEEE Std 802.1Qcz-2023.

Copyright (C) IEEE (2023).
This version of this YANG module is part of IEEE Std 802.1Q; see the

standard itself for full legal notices.”;
revision 2023-07-03 {

description
“Published as part of IEEE Std 802.1Qcz-2023.";

reference
“IEEE Std 802.1Qcz-2023, Bridges and Bridged Networks - Congestion
Isolation.”;

}
revision 2022-10-29 {
description
“Published as part of IEEE Std 802.1Q-2022.";
reference
“IEEE Std 802.10-2022, Bridges and Bridged Networks.”;
}
revision 2020-06-04 {
description
“Published as part of IEEE Std 802.1Qcx-2020.";
reference
“IEEE Std 802.1Qcx-2020, Bridges and Bridged Networks - YANG Data
Model for Connectivity Fault Management.”;
}
revision 2018-03-07 {
description
“Published as part of IEEE Std 802.10-2018.";

10 Copyright release for YANG: Users of this standard may freely reproduce the YANG modules contained in this standard so that they
can be used for their intended purpose.

TAn ASCII version of each YANG module is attached to the PDF of this standard and can also be obtained from the IEEE 802.1
Website at https://1.ieee802.org/yang-modules/.

12 References in this standard’s YANG module definitions are not clickable, as each module has been incorporated unchanged after
development and verification using YANG tools.
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reference
“IEEE Std 802.10-2018, Bridges and Bridged Networks.”;
}
identity dotlg-vlan-type {
description
“Base identity from which all 802.1Q VLAN tag types are derived
from.”;
}
identity c-vlan {
base dotlg-vlan-type;
description
“An 802.1Q Customer VLAN, using the 81-00 EtherType.”;
reference
“5.5 of IEEE Std 802.1Q”";
}
identity s-vlan {
base dotlg-vlan-type;
description
“An 802.1Q Service VLAN, using the 88-A8 EtherType originally
introduced in 802.lad, and incorporated into 802.1Q (2011)”;
reference
“5.6 of IEEE Std 802.1Q”";
}
identity transmission-selection-algorithm {
description
“Specify the transmission selection algorithms of IEEE Std
802.1Q Table 8-6";
}
identity strict-priority ({
base transmission-selection-algorithm;
description
“Indicates the strict priority transmission selection algorithm.”;
reference
“Table 8-6 of IEEE Std 802.1Q";
}
identity credit-based-shaper {
base transmission-selection-algorithm;
description
“Indicates the credit based shaper transmission selection
algorithm.”;
reference
“Table 8-6 of IEEE Std 802.1Q";
}
identity enhanced-transmission-selection {
base transmission-selection-algorithm;
description
“Indicates the enhanced transmission selection algorithm.”;
reference
“Table 8-6 of IEEE Std 802.10Q”";
}
identity asynchronous-traffic-shaping {
base transmission-selection-algorithm;
description
“Indicates the asynchronous transmission selection algorithm.”;
reference
“Table 8-6 of IEEE Std 802.1Q";
}
identity vendor-specific {
base transmission-selection-algorithm;
description
“Indicates a vendor specific transmission selection algorithm.”;
reference
“Table 8-6 of IEEE Std 802.1Q0”";
}
typedef name-type {
type string {
length “0..327;
}
description
“A text string of up to 32 characters, of locally determined
significance.”;
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typedef port-number-type {
type uint32 {
range “1..4095”;
}
description
“The port number of the Bridge port for which this entry contains
Bridge management information.”;
}
typedef priority-type {
type uint8 {
range “0..7”;
}
description
“A range of priorities from 0 to 7 (inclusive). The Priority Code
Point (PCP) is a 3-bit field that refers to the class of service
associated with an 802.1Q VLAN tagged frame. The field specifies a
priority value between 0 and 7, these values can be used by quality
of service (QoS) to prioritize different classes of traffic.”;
}
typedef num-traffic-class-type {
type uint8 {
range “1..8”";
}
description
“The number of traffic classes supported or participating in a
particular feature. There are between 1 and 8 supported traffic
classes defined by IEEE Std 802.1Q.”;
}
typedef vid-range-type {
type string {
pattern
“([1-91"+
“[0-91{0,3}"+
Y (=[1-91[0-91{0,3}) 2"+
“(, [1-9110-91{0,3}(-[1-91[0-91{0,3}1)2)*)";
}
description
“A list of VLAN Ids, or non overlapping VLAN ranges, in ascending
order, between 1 and 4094.

This type is used to match an ordered list of VLAN Ids, or
contiguous ranges of VLAN Ids. Valid VLAN Ids must be in the range
1 to 4094, and included in the list in non overlapping ascending
order.

For example: 1,10-100,250,500-1000";
}
typedef vlanid {
type uintlé {
range “1..4094";
}
description
“The vlanid type uniquely identifies a VLAN. This is the 12-bit
VLAN-ID used in the VLAN Tag header. The range is defined by the
referenced specification. This type is in the value set and its
semantics equivalent to the VlanId textual convention of the SMIv2.”;
}
typedef vlan-index-type {
type uint32 {
range “1..4094 | 4096..4294967295";
}
description
“A value used to index per-VLAN tables. Values of 0 and 4095 are
not permitted. The range of valid VLAN indices. If the value is
greater than 4095, then it represents a VLAN with scope local to
the particular agent, i.e., one without a global VLAN-ID assigned
to it. Such VLANs are outside the scope of IEEE 802.1Q, but it is
convenient to be able to manage them in the same way using this
YANG module.”;
reference
“9.6 of IEEE Std 802.1Q”";
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typedef mstid-type {
type uint32 {
range “1..4094”7;
}
description
“In an MSTP Bridge, an MSTID, i.e., a value used to identify a
spanning tree (or MST) instance”;
reference
“13.8 of IEEE Std 802.1Q";
}
typedef pcp-selection-type {
type enumeration {
enum 8POD {
description
“8 priorities, 0 drop eligible”;
}
enum 7P1D {
description
“7 priorities, 1 drop eligible”;
}
enum 6P2D {
description
“6 priorities, 2 drop eligible”;
}
enum 5P3D {
description
“5 priorities, 3 drop eligible”;
}
}
description
“Priority Code Point selection types.”;
reference
“12.6.2.5.3, 6.9.3 of IEEE Std 802.1Q";
}
typedef protocol-frame-format-type {
type enumeration {
enum Ethernet {
description
“Ethernet frame format”;
}
enum rfcl042 {
description
“RFC 1042 frame format”;
}
enum snap8021H {
description
“SNAP 802.1H frame format”;
}
enum snapOther ({
description
“Other SNAP frame format”;
}
enum llcOther ({
description
“Other LLC frame format”;
}
}
description
“A value representing the frame format to be matched.”;
reference
“12.10.1.7.1 of IEEE Std 802.1Q";
}
typedef ethertype-type {
type string {
pattern “[0-9%9a-fA-F]{2}-[0-9a-fA-F]{2}";
}
description
“The EtherType value represented in the canonical order defined by
IEEE 802. The canonical representation uses uppercase characters.”;
reference
“9.2 of IEEE Std 802-2014";
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typedef dotlg-tag-type {
type identityref {
base dotlg-vlan-type;
}
description
“Identifies a specific 802.1Q tag type”;
reference
“9.5 IEEE Std 802.1Q”;
}
typedef traffic-class-type ({
type uint8 {
range “0..7";
}
description
“This is the numerical value associated with a traffic class in a
Bridge. Larger values are associated with higher priority traffic
classes.”;
reference
“3.273 of IEEE Std 802.1Q";
}
grouping dotlg-tag-classifier-grouping {
description
“A grouping which represents an 802.1Q VLAN, matching both the
EtherType and a single VLAN Id.”;
leaf tag-type {
type dotlg-tag-type;
mandatory true;
description
“VLAN type”;
}
leaf vlan-id {
type vlanid;
mandatory true;
description
“WLAN Id”;
}
}
grouping dotlg-tag-or-any-classifier-grouping {
description
“A grouping which represents an 802.1Q VLAN, matching both the
EtherType and a single VLAN Id or ‘any’ to match on any VLAN Id.”;
leaf tag-type {
type dotlg-tag-type;
mandatory true;
description
“VLAN type”;
}
leaf vlan-id {
type union {
type vlanid;
type enumeration {
enum any {
value 4095;
description
“Matches ‘any’ VLAN in the range 1 to 4094 that is not
matched by a more specific VLAN Id match”;

}
}
mandatory true;
description
“WLAN Id or any”;
}
}
grouping dotlg-tag-ranges-classifier-grouping {
description
“A grouping which represents an 802.1Q VLAN that matches a range of
VLAN Ids.”;
leaf tag-type {
type dotlg-tag-type;
mandatory true;
description
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“VLAN type”;
}
leaf vlan-ids {
type vid-range-type;
mandatory true;
description
“WLAN Ids”;
}
}
grouping dotlg-tag-ranges-or-any-classifier-grouping {
description
“A grouping which represents an 802.1Q VLAN, matching both the
EtherType and a single VLAN Id, ordered list of ranges, or ‘any’ to
match on any VLAN Id.”;
leaf tag-type {
type dotlg-tag-type;
mandatory true;
description
“VLAN type”;
}
leaf vlan-id {
type union {
type vid-range-type;
type enumeration {
enum any {
value 4095;
description
“Matches ‘any’ VLAN in the range 1 to 4094.";

}
}
mandatory true;
description
“WLAN Ids or any”;
}
}
grouping priority-regeneration-table-grouping {
description
“The priority regeneration table provides the ability to map
incoming priority values on a per-Port basis, under management
control.”;
reference
“6.9.4 of IEEE Std 802.1Q";
leaf priority0 {
type priority-type;
default “0”;
description
“Priority 07;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q0";
}
leaf priorityl {
type priority-type;
default “17;
description
“Priority 1”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q0";
}
leaf priority2 {
type priority-type;
default “27;
description
“Priority 2”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q0";
}
leaf priority3 {
type priority-type;
default “3”7;
description
“Priority 3”;
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reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q";
}
leaf priority4 {
type priority-type;
default “4”;
description
“Priority 4”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q0";
}
leaf priority5 {
type priority-type;
default “5”;
description
“Priority 5”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q0";
}
leaf priority6 {
type priority-type;
default “6”;
description
“Priority 6”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q0";
}
leaf priority7 {
type priority-type;
default “77;
description
“Priority 7”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q0";
}
}
grouping pcp-decoding-table-grouping {
description
“The Priority Code Point decoding table enables the decoding of the
priority and drop-eligible parameters from the PCP.”;
reference
“6.9.3 of IEEE Std 802.1Q";
list pcp-decoding-map {
key “pcp”;
description
“This map associates the priority code point field found in the
VLAN with a priority and drop eligible value based upon the
priority code point selection type.”;
leaf pcp {
type pcp-selection-type;
description
“The priority code point selection type.”;
reference
“12.6.2.7, 6.9.3 of IEEE Std 802.1Q0";
}
list priority-map {
key “priority-code-point”;
description
“This map associates a priority code point value with priority
and drop eligible parameters.”;
leaf priority-code-point ({
type priority-type;
description
“Priority associated with the pcp.”;
reference
“12.6.2.7, 6.9.3 of IEEE Std 802.1Q0";
}
leaf priority {
type priority-type;
description
“Priority associated with the pcp.”;
reference
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