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test, or verify the accuracy of any of the information contained in its standards.
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nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use
of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims any express or
implied warranty, including any implied warranty of merchantability orfitness for a specific purpose, or that the use of the material con-
tained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other waysto produce, test, measure, purchase, market, or provide
other goods and services related to the scope of the IEEE Standard. Furthermore,the viewpoint expressed at the time a standard is
approved and issued is subject to change brought about through developments in the stateof the art and comments received from users
of the standard. Every IEEE Standard is subjected to review at least every five years for revision or reaffirmation. When a document is
more than five years old and has not been reaffirmed, it is reasonable toconclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Stan-
dard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owedby any other person or entity to another. Any per-
son utilizing this, and any other IEEE Standards document, should rely upon the advice of a competent professional in determining the
exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific applications.
When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare appropriate responses.
Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any interpretation has also received the
concurrence of a balance of interests. For this reason, IEEE and the members of its societies and Standards Coordinating Committees
are not able to provide an instant response to interpretation requests except in those cases where the matter has previously received for-
mal consideration.

Comments for revision of IEEE Standards are welcome from any interestedparty, regardless of membership affiliation with IEEE. Sug-
gestions for changes in documents should be in the form of a proposed change of text, together with appropriate supporting comments.
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445 Hoes Lane
P.O. Box 1331
Piscataway, NJ 08855-1331
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Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To arrange for payment of licensing
fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400.
Permission to photocopy portions of any individual standard for educational classroom use canalso be obtained through the Copyright
Clearance Center.

Note: Attention is called to the possibility that implementation of this standard may require use of subject matter covered
by patent rights. By publication of this standard, no position is taken with respect to the existence or validity of any patent
rights in connection therewith. The IEEE shall not be responsible for identifying patents for which a license may be
required by an IEEE standard or for conducting inquiries into the legal validity or scope of those patents that are brought
to its attention. A patent holder has filed a statement of assurance that it will grant licenses under these rights without com-
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Introduction

[This introduction is not part of IEEE Std 802.1s-2002 (Amendment to IEEE Std 802.1Q, 1998 Edition), IEEE Standard
for Local and metropolitan area networks—Virtual Bridged Local Area Networks—Amendment 3: Multiple Spanning
Trees.]

IEEE 802.1Q, 1998 Edition, specifies the operation of virtual local area network (VLAN) bridges that sup-
port VLAN operation within an IEEE 802 bridged LAN. This amendment extends the scope of IEEE Std
802.1Q, 1998 Edition, to specify the use of multiple spanning trees, with data traffic allocated to spanning
trees on the basis of the VLANs to which data frames belong.

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
IEEE standard designations.1)

This family of standards deals with the Physical and Data Link Layers as defined by the International
Organization for Standardization (ISO) Open Systems Interconnection Basic Reference Model
(ISO/IEC 7498-1:1994). The access standards define several types of medium access technologies and
associated physical media, each appropriate for particular applications or system objectives. Other types are
under investigation.

The standards defining the technologies noted above are as follows:

• IEEE Std 802:2 Overview and Architecture.This standard provides an overview
to the family of IEEE 802 Standards. This document forms part
of the IEEE Std 802.1 scope of work.

• IEEE Std 802.1B™ LAN/MAN Management. Defines an Open Systems
and 802.1K™ Interconnection (OSI) management-compatible architecture,
[ISO/IEC 15802-2]: and services and protocol elements for use in a LAN/MAN

environment for performing remote management.

1The IEEE Standards referred to in the above figure and list are trademarks owned by the Institute of Electrical and Electronics
Engineers, Incorporated.
2The IEEE 802 Overview and Architecture Specification, originally known asIEEE Std 802.1A, has been renumbered as IEEE Std 802.
This has been done to accommodate recognition of the base standard in a family ofstandards. References to IEEE Std 802.1A should be
considered as references to IEEE Std 802.

* Formerly IEEE Std 802.1A!.
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• IEEE Std 802.1D™ Media Access Control (MAC) Bridges. Specifies an
architecture and protocol for the [ISO/IEC 15802-3]:
interconnection of IEEE 802 LANs below the MAC service
boundary.

• IEEE Std 802.1E™ System Load Protocol. Specifies a set of services and protocol

[ISO/IEC 15802-4]: for those aspects of management concerned with the loading of
systems on IEEE 802 LANs.

• IEEE Std 802.1F™ Common Definitions and Procedures for IEEE 802
Management Information.

• IEEE Std 802.1G™ Remote Media Access Control (MAC) Bridging. Specifies

[ISO/IEC 15802-5]: extensions for the interconnection, using non-LAN systems
communication technologies, of geographically separated
IEEE 802 LANs below the level of the logical link control
protocol.

• IEEE Std 802.1H™ Recommended Practice for Media Access Control (MAC)

[ISO/IEC TR 11802-5] Bridging of Ethernet V2.0 in IEEE 802 Local Area Networks.

• IEEE Std 802.1Q™ Virtual Bridged Local Area Networks. Defines an architecture
for Virtual Bridged LANs, the services provided in Virtual
Bridged LANs, and the protocols and algorithms involved in
the provision of those services.

• IEEE Std 802.2 [ISO/IEC 8802-2]: Logical Link Control.

• IEEE Std 802.3 [ISO/IEC 8802-3]: CSMA/CD Access Method and Physical Layer Specifications.

• IEEE Std 802.5 [ISO/IEC 8802-5]: Token Ring Access Method and Physical Layer Specifications.

• IEEE Std 802.10: Standard for Interoperable LAN Security (SILS).Currently
approved: Secure Data Exchange (SDE).

• IEEE Std 802.11: Wireless LAN Medium Access Control (MAC) Sublayer and

[ISO/IEC 8802-11] Physical Layer Specifications.

• IEEE Std 802.15: Wireless Medium Access Control (MAC) and Physical Layer
(PHY) Specifications for: Wireless Personal Area Networks.

• IEEE Std 802.16: Standard Air Interface for Fixed Broadband Wireless Access
Systems.

• IEEE Std 802.17: Resilient Packet Ring Access Method and Physical Layer
Specifications.

The reader of this standard is urged to become familiar with the complete family of standards.
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Conformance test methodology

An additional standards series, identified by the number 1802!, has been established to identify the
conformance test methodology documents for the IEEE 802 family of standards. Thus the conformance test
documents for IEEE 802.3 are numbered 1802.3!, the conformance test documents for IEEE 802.5 will be
1802.5!, and so on. Similarly, ISO will use 18802 to number conformance test standards for 8802standards.

Participants

When the IEEE 802.1 Working Group approved this standard, it had the following membership:

Tony Jeffree, Chair and Editor
Neil Jarvis, Vice Chair

Mick Seaman, Chair, Interworking Task Group and Editor
Norm Finn, Editor

The following members of the balloting committee voted on this standard.Balloters may have voted for
approval, disapproval, or abstention.

When the IEEE-SA Standards Board approved this standard on 10 December 2002, it had the following
membership:

James T. Carlo, Chair

James H. Gurney, Vice Chair

Judith Gorman, Secretary

*Member Emeritus

Les Bell
Paul Congdon
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Robert W. Hott

Ran Ish-Shalom
Shyam Kaluve
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Frank Reichstein
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IEEE Standards for
Local and metropolitan area networks—

Virtual Bridged Local Area Networks—
Amendment 3: Multiple Spanning Trees

EDITORIAL NOTE—This amendment to IEEE Std 802.1Q™, 1998 Edition, specifies changes to provide multiple
spanning trees for VLANs. These changes are defined as a series of additions to, and modifications of, the combined
base text that is generated by applying the changes specified in IEEE Std 802.1u™-2001 and IEEE Std 802.1v™-2001 to
IEEE Std 802.1Q, 1998 Edition; this amendment therefore assumes all material, including references, abbreviations,
definitions, procedures, services, and protocols defined in IEEE Std 802.1Q, 1998 Edition, IEEE Std 802.1u-2001, and
IEEE Std 802.1v-2001. References to IEEE Std 802.1D™ assume that the changes specified in IEEE Std 802.1w™-
2001 have been applied to IEEE Std 802.1D, 1998 Edition. Text shown inbold italics in this amendment defines the edit-
ing instructions necessary in order to incorporate the modifications and additions into the base text. Three editing
instructions are used:change, delete, and insert. Change is used to make a change to existing material. The editing
instruction specifies the location of the change and describes what is being changed. Where necessary to clarify the
nature of a change to existing text, strike throughmarkings are used to indicate remove old material, and underscore
markings are used to indicate addition of new material).Delete removes existing material.Insert adds new material
without changing the existing material. Insertions may require renumbering. If so, renumbering instructions are given in
the editing instruction. Editorial notes will not be carried over into future editions of IEEEStd 802.1Q.

1. Overview

1.1 Scope

Insert the following new bullet points after existing bullet i), and renumber bullet j) accordingly:

j) Defines the operation of the Multiple Spanning Tree algorithm and protocol (MSTP);

k) Defines the enhancements made to the Rapid Spanning Tree Algorithm and Protocol in order to create
MSTP;

l) Describes the protocols and procedures necessary to support interoperation between MST and SST
Bridges in the same Bridged LAN;
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Change the heading of subclause 1.3, and the contents of Table 1-1, as shown:

1.3 Relationship with ISO/IEC 15802-3 IEEE Std 802.1D

Table 1-1—Relationship between this standard and ISO/IEC 15802-3 IEEE Std 802.1D

ISO/IEC 15802-3 IEEE Std 802.1D clause Use in this standard

5. Conformance Provision of this standard, as extended by Clause 5

6. Support of the MAC Service Provision of this standard, as extendedmodifiedby
Clause 76

7. Principles of operation Replaced by Clause 8

8. The spanning tree algorithm and protocol Provision of this standard

9. Encoding of bridge protocol data units Provision of this standard

10. GARP Multicast Registration Protocol (GMRP) Provision of this standard, as modified by Clause11

11. Example “C” code implementation of GMRP Provision of this standard, as modified by Clause11

12. Generic Attribute Registration Protocol (GARP) Provision of this standard

13. Example “C” code implementation of GARP Provision of this standard

14. Bridge management Replaced by Clause 12

15. Management protocol Not applicable

16. Bridge performance Provision of this standard

17. Rapid Spanning Tree Algorithm and Protocol Provision of this standard, as modified by Clauses 13
and 14

Annex A (normative) PICS proforma Replaced by Annex A

Annex B (informative) Calculating Spanning Tree parameters Provision of thisstandard

Annex C (normative) Source-routing transparent bridge oper-
ation

Provision of this standard

Annex D (normative) PICS proforma for source routing trans-
parent bridge operation

Provision of this standard

Annex E (normative) Allocation of Object Identifier values Not applicable

Annex F (informative) Target topology, migration, and inter-
operability

Provision of this standard

Annex G (informative) Preserving the integrity of FCS fields
in MAC Bridges

Provision of this standard

Annex H (informative) Design considerations for Traffic
Class Expediting and Dynamic Multicast Filtering

Provision of this standard
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2. References

Insert the following references in appropriate collating sequence:

IEEE Std 802.1u-2001, IEEE Standard for Local and metropolitan area networks—Virtual Bridged Local
Area Networks—Amendment 1: Technical and editorial corrections.1, 2

IEEE Std 802.1v-2001, IEEE Standard for Local and metropolitan area networks—Virtual Bridged Local
Area Networks—Amendment 2: VLAN Classification by Protocol and Port.

IEEE Std 802.1w-2001, IEEE Standard for Information technology—Telecommunications and information
exchange between systems—Local and metropolitan area networks—Common specifications—Part 3:
Media Access Control (MAC) Bridges—Amendment 2: Rapid Reconfiguration. [Amendment to IEEE Std
802.1D, 1998 Edition (ISO/IEC 15802-3:1998) and IEEE Std 802.1t-2001]

IEEE Std 802.1X™-2001, IEEE Standards for Local and Metropolitan Area Networks—Port Based Net-
work Access Control.

IETF RFC 2104, HMAC: Keyed-Hashing for Message Authentication, Krawczyk, H., Bellare, M., and R.
Canetti, February 1997.3

3. Definitions

Insert the following definitions in appropriate collating sequence.

3.21 Boundary Port: A Bridge Port attaching an MST Bridge to a LAN that is not in the same region.

3.22 Common and Internal Spanning Tree (CIST): The single Spanning Tree calculated by STP and
RSTP together with the logical continuation of that connectivity through MST Bridges andregions, calcu-
lated by MSTP to ensure that all LANs in the Bridged Local Area Network are simply and fullyconnected.

3.23 Common Spanning Tree (CST): The single Spanning Tree calculated by STP and RSTP, and by
MSTP to connect MST Regions.

3.24 Internal Spanning Tree (IST): The connectivity provided by the CIST within a given MST Region.

3.25 Multiple Spanning Tree (MST) Configuration Identifier: A name for, revision level, and a summary
of a given allocation of VLANs to Spanning Trees.

NOTE—Each MST Bridge uses a single MST Configuration Table and Configuration Identifier.

3.26 MST Configuration Table: A configurable table that allocates each and every possible VLAN to the
Common Spanning Tree or a specific Multiple Spanning Tree Instance.

3.27 Multiple Spanning Tree Algorithm and Protocol (MSTP): The Multiple Spanning Tree Algorithm
and Protocol described in Clause 13 of this standard.

3.28 MST Bridge: A Bridge capable of supporting the CST, and one or more MSTIs, and of selectively
mapping frames classified in any given VLAN to the CST or a given MSTI.

1The IEEE standards referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics Engineers, Inc.
2IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway,
NJ 08855-1331, USA (http://standards.ieee.org/).
3IETF documents are available at http://www.ietf.org.
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3.29 MST Region: A set of LANs and MST Bridges physically connected via Ports on those MST Bridges,
where each LAN’s CIST Designated Bridge is an MST Bridge, and each Port is either the Designated Port
on one of the LANs, or else a non-Designated Port of an MST Bridge that is connected toone of the LANs,
whose MCID matches exactly the MCID of the Designated Bridge of that LAN.

NOTE—It follows from this definition that the MCID is the same for all LANs and Ports in the Region, and that the set
of MST Bridges in the region are interconnected by the LANs.

3.30 Multiple Spanning Tree Bridge Protocol Data Unit (MST BPDU): The MST BPDU specified in
Clause 14 of this standard.

3.31 Multiple Spanning Tree Instance (MSTI): One of a number of Spanning Trees calculated by MSTP
within an MST Region, to provide a simply and fully connected active topology for frames classified as
belonging to a VLAN that is mapped to the MSTI by the MST Configuration Table usedby the MST Bridges
of that MST Region.

3.32 Rapid Spanning Tree Algorithm and Protocol (RSTP): The Rapid Spanning Tree Algorithm and
Protocol described in Clause 17 of IEEE Std 802.1w-2001.

3.33 Rapid Spanning Tree Bridge Protocol Data Unit (RST BPDU): The RST BPDU specified in Clause
9 of IEEE Std 802.1w-2001.

3.34 Single Spanning Tree (SST) Bridge: A Bridge capable of supporting only a single spanning tree, the
CST. The single spanning tree may be supported by the Spanning Tree Algorithm and Protocol (STP)
defined in IEEE Std 802.1D, 1998 Edition, or by the Rapid Spanning Tree Algorithm and Protocol (RSTP),
defined in IEEE Std 802.1w-2001.

3.35 Spanning Tree: A simply and fully connected active topology formed from the arbitrary physical
topology of connected Bridged Local Area Network components by relaying frames through selected bridge
ports and not through others. The protocol parameters and states used and exchanged to facilitate the calcu-
lation of that active topology and to control the bridge relay function.

3.36 Spanning Tree Algorithm and Protocol (STP): The Spanning Tree Algorithm and Protocol described
in Clause 8 of IEEE Std 802.1D, 1998 Edition.

3.37 Spanning Tree Bridge Protocol Data Unit (ST BPDU): A Bridge Protocol Data Unit specified for use
by the Spanning Tree Algorithm and Protocol, i.e. a Configuration or Topology Change Notification BPDU
as described in Clause 9 of IEEE Std 802.1D, 1998 Edition.

4. Abbreviations

Insert the following abbreviations, in the appropriate collating sequence.

CIST Common and Internal Spanning Tree
CST Common Spanning Tree
IST Internal Spanning Tree
MCID MST Configuration Identifier
MST Multiple Spanning Tree
MST BPDU Multiple Spanning Tree Bridge Protocol Data Unit
MSTI Multiple Spanning Tree Instance
MSTP Multiple Spanning Tree Protocol
RST BPDU Rapid Spanning Tree Bridge Protocol Data Unit
RSTP Rapid Spanning Tree Protocol
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SST Single Spanning Tree
ST BPDU Spanning Tree Bridge Protocol Data Unit
STP Spanning Tree Protocol

5. Conformance

5.1 Static conformance requirements

Change list item a) as follows:

a) Conform to the requirements of IEEE Std 802.1DISO/IEC 15802-3and IEEE Std 802.1w, as modi-
fied by the provisions of this standard;

Insert a new list item and sub-items at the end of the numbered list, and a NOTE, as follows, renumbering
the existing NOTE as NOTE 1:

j) A MAC bridge for which conformance to the provisions of this standard for an MST Bridge is
claimed (5.2, 13) shall:
1) Support the Multiple Spanning Tree Algorithm and Protocol, (MSTP) as specified in Clause 13

and the attendant conformance requirements stated in Clause 5 of IEEE Std 802.1w-2001;
2) Support the CIST plus a stated maximum number of MSTIs, where that number is at least 2

(8.10.7) and at most 64 (13.14);

NOTE 2—In other words, a conformant MST Bridge must support a minimum of three spanning tree instances—the
CIST and at least two additional MSTIs.

3) Support a stated maximum number of FIDs that is at least as large as the number of MSTIs sup-
ported (8.10.7);

4) Support the ability to associate each FID to a spanning tree (8.11.3);
5) Support the transmission and reception of MST Configuration Identifier information (8.11.2).
6) For each Port,be capable of supportinga set of port-state information for each spanning tree

instance supported (8.4.1, 8.4.2, 13.34);
7) For each Port, be capable of supporting an instance of the Spanning Tree Protocol and its asso-

ciated parameters for each spanning tree instance supported (8.12, 13);
8) Use the Bridge Group Address as specified in 8.14.3;
9) Support the default values for Bridge Forward Delay and Bridge Priority parameters specified

in 13.23;
10) Support the operation of GVRP in each supported spanning tree context (11.2.3.3, 11.2.3.4);
11) Support the VLAN bridge management functions for the bridge protocol entity for each sup-

ported spanning tree, independently (12.8)
12) Support, in particular, management of the bridge priority parameters, and of theport priority

and path cost parameters for every port, independently for each supported spanning tree
(12.8.1.1, 12.8.1.3, 13.24);

13) Support the VLAN management functions for each supported spanning tree (12.10.1 and
12.11.1);

14) Support management of the MSTI configuration (12.12).
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5.2 Options

Insert two new list items at the end of the numbered list (note that IEEE Std 802.1u-2001, IEEE Std
802.1v-2001 have added items l, m, and n to this list):

o) Support MST operation (7, 8.4.1, 8.4.2, 8.6.2, 8.10.7, 8.11, 8.12, 8.14.3, 11.2.3.4, 11.3.1, 13,14.);
p) A MAC bridge for which support of MSTP is claimed (13) may support a greater number of FIDs

than spanning trees (8.10.7).

Delete the existing contents of Clause 6, rename the clause and insert replacement contents as shown
below.

6. Support of the MAC Service in VLANs

The provisions of Clause 6 of IEEE Std 802.1D apply to this standard, with the additions and modification
defined in this clause.

6.1 Support of the MAC service

The MAC Service provided to end stations attached to a Virtual Bridged LAN is the (unconfirmed) connec-
tionless mode MAC Service defined in ISO/IEC 15802-1. The MAC Service is defined as an abstraction of
the features common to a number of specific MAC Services; it describes the transfer of user data between
source and destination end stations, via MA-UNITDATA request primitives and corresponding MA-UNIT-
DATA indication primitives issued at MAC Service access points. Each MA-UNITDATA request and indica-
tion primitive has four parameters: Destination Address, Source Address, MAC Service data unit (MSDU),
and Priority.

The style of VLAN Bridge operation maximizes the availability of the MAC Service to end stations and
assists in the maintenance of the Virtual Bridged LAN. It is therefore desirable that VLAN Bridges be capa-
ble of being configured in the Virtual Bridged LAN:

a) So as to provide redundant paths between end stations to enable the Virtual Bridged LAN to con-
tinue to provide the Service in the event of component failure (of VLAN Bridge or LAN).

b) So that the paths supported between end stations are predictable and configurable given the avail-
ability of Virtual Bridged LAN components.

The operation of VLAN Bridges supports the provision of the MAC Service only to devices that are authen-
ticated and authorized for such use. Unauthorized devices may be denied access to the Virtual Bridged LAN,
other than as necessary to support the protocol exchanges that are required by any authentication process
that is supported.

NOTE—Authentication and authorization to access a LAN may be achieved by administrative or management mecha-
nisms, or by means of an active authorization mechanism, such as is defined in IEEEStd 802.1X-2001.

6.2 Preservation of the MAC service

The MAC Service offered by a Virtual Bridged LAN consisting of LANs interconnected by VLANBridges
is similar to that offered by a single LAN (see 6.3). In consequence,

a) A VLAN Bridge is not directly addressed by communicating end stations, except as an end station
for management purposes: frames transmitted between end stations carry the MAC Address of the
peer-end station in their Destination Address field, not the MAC Address, if any, of the VLAN
Bridge.
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b) All MAC Addresses must be unique within any set of VLANs supported by the Virtual Bridged LAN
that share the same Filtering Identifier (FID).

c) The MAC Addresses of end stations are not restricted by the topology and configuration ofthe Vir-
tual Bridged LAN.

6.3 Quality of service maintenance

6.3.1 Service availability

Service availability is measured as that fraction of some total time during which the MAC Service is pro-
vided. The operation of a VLAN Bridge can increase or lower the service availability.

The service availability can be increased by automatic reconfiguration of the Virtual BridgedLAN in order
to avoid the use of a failed component (e.g., repeater, cable, or connector) in the data path. The service avail-
ability can be lowered by failure of a VLAN Bridge itself, through denial of service by the VLAN Bridge, or
through frame filtering by the VLAN Bridge. Changes in topology, caused by component failures, the addi-
tion or removal of components, or by administrative changes, are detected and signalledby the following
means:

a) Physical detection of component failure and signalling of that failure by the Enhanced Internal Sub-
layer Service (6.4 and 6.5);

b) Detection of component failure through the operation of a spanning tree algorithm and protocol;
c) Explicit signalling of reconfiguration events through the operation of a spanning tree algorithm and

protocol.

Automatic reconfiguration can be achieved rapidly on the detection of a physical topology change(see
Clause 17 of IEEE Std 802.1w-2001), thus minimizing any service denial that is caused by the reconfigura-
tion.

A VLAN Bridge may deny service and discard frames (6.3.2) in order to preserve other aspects ofthe MAC
Service (6.3.3 and 6.3.4) when automatic reconfiguration takes place. Service may be denied to end stations
that do not benefit from the reconfiguration; hence, the service availability is loweredfor those end stations.
VLAN Bridges may filter frames in order to localize traffic in the Virtual Bridged LAN. Should an end sta-
tion move, it may then be unable to receive frames from other end stations until the filtering information held
by the VLAN Bridges is updated.

To minimize the effects of service denial caused by reconfiguration events, filtering information that has
been dynamically learnt can be modified when automatic reconfiguration takes place, or in preparation for
future reconfiguration events (Clause 17 and 17.10 of IEEE Std 802.1w-2001). However, filtering informa-
tion that is statically configured cannot be modified in this way.

A VLAN Bridge may deny service and discard frames in order to prevent access to the network by devices
that are not authorized for such access.

To maximize the service availability, no loss of service or delay in service provision should becaused by
VLAN Bridges, except as a consequence of a failure, removal, or insertion of a Virtual Bridged LAN com-
ponent, or as a consequence of the movement of an end station, or as a consequence of an attempt to perform
unauthorized access. These are regarded as extraordinary events. The operation of any additional protocol
necessary to maintain the quality of the MAC Service is thus limited to the configuration of the Virtual
Bridged LAN, and is independent of individual instances of service provision.

NOTE 1—This is true only in circumstances where admission control mechanisms are not present, i.e., where the VLAN
Bridges provide a “best effort” service. The specification and applicability of admission control mechanisms in VLAN
Bridges is outside the scope of this standard.
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NOTE 2—The operation of management upon the Bridge can result in the Bridge being reset, either as a result of a spe-
cific Bridge reset operation, or as a consequence of manipulating the Bridge’s configuration. From the point of view of
service availability, resetting the Bridge is an extraordinary event that has a similar effectto physical removal of the
Bridge from the Virtual Bridged LAN, followed by reinsertion of the Bridge into the Virtual Bridged LAN.

6.3.2 Frame loss

The MAC Service does not guarantee the delivery of Service Data Units. Frames transmitted by a source sta-
tion arrive, uncorrupted, at the destination station with high probability. The operation of a VLAN Bridge
introduces minimal additional frame loss.

A frame transmitted by a source station can fail to reach its destination station as a result of

a) Frame corruption during physical layer transmission or reception.
b) Frame discard by a VLAN Bridge because

1) It is unable to transmit the frame within some maximum period of time and, hence,must dis-
card the frame to prevent the maximum frame lifetime (6.3.6) from being exceeded.

2) It is unable to continue to store the frame due to exhaustion of internal bufferingcapacity as
frames continue to arrive at a rate in excess of that at which they can be transmitted.

3) The size of the service data unit carried by the frame exceeds the maximum supported by the
MAC procedures employed on the LAN to which the frame is to be relayed.

4) Changes in the connected topology of the Virtual Bridged LAN necessitate frame discard for a
limited period of time to maintain other aspects of Quality of Service (see 8.3.3 of IEEE Std
802.1D, 1998 Edition, and 17.9 of IEEE Std 802.1w-2001).

5) The device attached to the Port is not authorized for access to the network.
6) The configuration of Static Filtering Entries or Static VLAN Registration Entries in the Filter-

ing Database (8.11.1, 8.11.2) disallows the forwarding of frames with particular destination
addresses or VLAN classifications on specific Ports.

NOTE—As Static Filtering Entries and Static VLAN Registration Entries are associated with particular Ports or combi-
nations of Ports, there is a possibility that mis-configuration of such entries will lead to unintended frame discard during
or following automatic reconfiguration of the Virtual Bridged LAN.

6.3.3 Frame misordering

The MAC Service (9.2 of ISO/IEC 15802-1) permits a negligible rate of reordering of frameswith a given
user priority for a given combination of destination address and source address, transmitted on a given
VLAN. MA_UNITDATA.indication service primitives corresponding to MA_UNITDATA.request primi-
tives, with the same requested priority and for the same combination of VLAN classification,destination and
source addresses, are received in the same order as the request primitives were processed.

NOTE 1—The operation of the Forwarding Process in VLAN Bridges (8.7) is such that the frame-ordering characteris-
tics of the MAC Service are preserved.

Where VLAN Bridges in a Virtual Bridged LAN are capable of connecting the individual MACs in such a
way that multiple paths between any source station–destination station pairs exist, the operation of a proto-
col is required to ensure that a single path is used.

NOTE 2—Where STP is in use (see Clause 8 of IEEE Std 802.1D, 1998 Edition), frame misordering cannot occur dur-
ing normal operation. Where RSTP is in use (see Clause 17 of IEEE Std 802.1w-2001), there isan increased probability
that frames that are in transit through the Virtual Bridged LAN will be misordered, due to the fact that a VLAN Bridge
can buffer frames awaiting transmission through its Ports. The probability ofmisordering occurring as a result of such an
event is dependent upon implementation choices, and is associated with Spanning Tree reconfiguration events. Some
known LAN protocols, for example, LLC Type 2, are sensitive to frame duplication;in order to allow VLAN Bridges
that support RSTP to be used in environments where sensitive protocols are in use, theforceVersion parameter (17.16.1
of IEEE Std 802.1w-2001) can be used to force a VLAN Bridge that supports RSTP to operate in an STP-compatible
manner. A more detailed discussion of misordering in RSTP can be found in F.2.4of IEEE Std 802.1w-2001.
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6.3.4 Frame duplication

The MAC Service (9.2 of ISO/IEC 15802-1) permits a negligible rate of duplication of frames. The opera-
tion of VLAN Bridges introduces a negligible rate of duplication of user data frames.

The potential for frame duplication in a Virtual Bridged LAN arises through the possibility of duplication of
received frames on subsequent transmission within a VLAN Bridge, or through the possibility of multiple
paths between source and destination end stations.

Where VLAN Bridges in a Virtual Bridged LAN are capable of connecting the individual MACs in such a
way that multiple paths between any source station–destination station pairs exist, the operation of a proto-
col is required to ensure that a single path is used.

NOTE—Where RSTP is in use (see Clause 17 of IEEE Std 802.1w-2001), there is an increased probability that a Span-
ning Tree reconfiguration event can cause frames that are in transit through the Virtual Bridged LAN to be duplicated,
due to the fact that a VLAN Bridge can buffer frames awaiting transmission through its Ports. Asthe probability of
duplication occurring as a result of such an event is small, and the frequency of Spanning Tree reconfiguration events is
also small, the degradation of the properties of the MAC service caused by thissource of frame duplication is considered
to be negligible. A more detailed discussion of frame duplication in RSTP can be found in F.2.4of IEEE Std 802.1w-
2001.

6.3.5 Transit delay

The MAC Service introduces a frame transit delay that is dependent on the particular media and MAC
method employed. Frame transit delay is the elapsed time between an MA_UNITDATA.request primitive
and the corresponding MA_UNITDATA.indication primitive. Elapsed time values are calculated only on
Service Data Units that are successfully transferred.

Since the MAC Service is provided at an abstract interface within an end station, it is not possible to specify
precisely the total frame transit delay. It is, however, possible to measure those components of delay associ-
ated with media access and with transmission and reception; and the transit delay introduced by an interme-
diate system, in this case a VLAN Bridge, can be measured.

The minimum additional transit delay introduced by a VLAN Bridge is the time takento receive a frame
plus that taken to access the media onto which the frame is to be relayed. Note that the frame is completely
received before it is relayed as the Frame Check Sequence (FCS) is to be calculated and the frame discarded
if in error.

6.3.6 Frame lifetime

The MAC Service ensures that there is an upper bound to the transit delay experienced for a particular
instance of communication. This maximum frame lifetime is necessary to ensure the correct operation of
higher layer protocols. The additional transit delay introducedby a VLAN Bridge is discussed in 6.3.5.

To enforce the maximum frame lifetime, a VLAN Bridge may be required to discard frames. Since the
information provided by the MAC Sublayer to a VLAN Bridge does not include the transit delay already
experienced by any particular frame, VLAN Bridges must discard frames to enforce a maximum delay in
each VLAN Bridge.

The value of the maximum bridge transit delay is based on both the maximum delays imposed by all the
VLAN Bridges in the Virtual Bridged LAN and the desired maximum frame lifetime. A recommended and
an absolute maximum value are specified in Table 8-2 of IEEE Std 802.1D, 1998 Edition.
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6.3.7 Undetected frame error rate

The MAC Service introduces a very low undetected frame error rate in transmitted frames. Undetected
errors are protected against by the use of an FCS that is appended to the frame by the MAC Sublayer of the
source station prior to transmission, and checked by the destination station on reception.

The FCS calculated for a given service data unit is dependent on the MAC method employed. It is therefore
necessary to recalculate the FCS within a VLAN Bridge providing a relay function between IEEE 802
MACs of dissimilar types if differences in the method of calculation and/or the coverage of the FCS, or
changes to the data that is within the coverage of the FCS, would lead to a different FCS being calculated for
the service data unit by the two MAC methods. This introduces the possibility ofadditional undetected
errors arising from the operation of a VLAN Bridge. For frames relayed between LANs of the same MAC
type, the VLAN Bridge shall not introduce an undetected frame error rate greater than that which would
have been achieved by preserving the FCS.

NOTE—Application of the techniques described in Annex G of IEEE Std 802.1D, 1998 Edition,allow an implementa-
tion to achieve an arbitrarily small increase in undetected frame error rate, even in cases where the datathat is within the
coverage of the FCS is changed. As a maintenance activity on this standard, revision of thewording of this requirement
will be initiated, with a view to placing a quantitative limit on the increase in undetected frame error rate that is accept-
able in a conformant implementation.

6.3.8 Maximum Service Data Unit Size

The Maximum Service Data Unit Size that can be supported by an IEEE 802 LAN varies with the MAC
method and its associated parameters (speed, electrical characteristics, etc.). It may be constrained by the
owner of the LAN. The Maximum Service Data Unit Size supported by a VLAN Bridge between two LANs
is the smaller of that supported by the LANs. No attempt is made by a VLAN Bridge to relay a frame to a
LAN that does not support the size of Service Data Unit conveyed by that frame.

6.3.9 Priority

The MAC Service includes user priority as a Quality of Service parameter. MA_UNITDATA.request primi-
tives with a high priority may be given precedence over other request primitives made at the same station, or
at other stations attached to the same LAN, and can give rise to earlier MA_UNITDATA.indication primi-
tives.

The MAC Sublayer maps the requested user priorities onto the access priorities supportedby the individual
MAC method. The requested user priority may be conveyed to the destination station.

The transmission delay experienced by a frame in a VLAN Bridge can be managed by associating a
user_priority with the frame.

The transmission delay comprises

a) A queuing delay until the frame becomes first in line for transmission on the Port, in accordance
with the procedure for selecting frames for transmission described in 8.7.4;

b) The access delay for transmission of the frame.

Queueing delays can be managed using user_priority. Access delays can be managed using user_priority in
MAC methods that support more than one access priority.

The user priority associated with a frame can be signaled by means of the priority signaling mechanisms
inherent in some IEEE 802 LAN MAC types. Since not all IEEE 802 LAN MAC types are able to signal the
user priority associated with a frame, VLAN Bridges regenerate user priority based upon a combination of
signaled information and configuration information held in the VLAN Bridge.
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The VLAN Bridge maps the user priority onto one or more traffic classes; VLAN Bridgesthat support more
than one traffic class are able to support expedited classes of traffic. The Forwarding Process, 7.7 8.7,
describes the use of user priority and traffic classes in VLAN Bridges. Given the constraintsplaced upon
frame misordering in a VLAN Bridge, as expressed in 6.3.3, the mappings of priority and traffic class are
static.

NOTE 1—The term Traffic Class, as used in this standard, is used only inthe context of the operation of the priority han-
dling and queueing functions of the Forwarding Process, as described in 8.7. Any other meanings attached to this term in
other contexts do not apply to the use of the term in this standard.

The ability to signal user_priority in IEEE 802 LANs allows user_priority to be carried with end-to-end sig-
nificance across a Virtual Bridged LAN. This, coupled with a consistent approach to the mappingof
user_priority to traffic classes, and of user_priority to access_priority, allows consistent use of user_priority
information to be made, according to the capabilities of the VLAN Bridges and MAC methods that are
involved in the transmission path.

NOTE 2—This standard defines a frame format and associated procedures that can be used to carry user priority infor-
mation across LAN MAC types that are not able to signal user priority. Use of the 802.1Q frame format allows the end-
to-end significance of user_priority to be maintained regardless of the ability of individual LAN MAC types to signal
priority.

Under normal circumstances, user_priority is not modified in transit throughthe relay function of a VLAN
Bridge; however, there may be some circumstances where it is desirable for management purposes to control
how user_priority is propagated. The User Priority Regeneration Table (Table 7-18-1) provides the ability to
map incoming user_priority values on a per-Port basis, under management control. In its default state, this
table provides an identity mapping from user_priority values to Regenerateduser_priority values; i.e., by
default, the Regenerated user_priority is identical to the incoming user_priority.

6.3.10 Throughput

The total throughput provided by a Virtual Bridged LAN can be significantly greater than that provided by
an equivalent single LAN. VLAN Bridges may localize traffic within the Virtual Bridged LAN by filtering
frames. Filtering services available in Virtual Bridged LANs are described in 6.6 of IEEE Std 802.1D, 1998
Edition.

The throughput between end stations on individual LANs, communicating through a VLAN Bridge,can be
lowered by frame discard in the VLAN Bridge due to the inability to transmit at therequired rate on the
LAN forming the path to the destination for an extended period.

6.4 Enhanced Internal Sublayer Service provided within VLAN Bridges

The Enhanced Internal Sublayer Service (E-ISS) is derived from the Internal Sublayer Service (ISS, defined
in 6.4 of IEEE Std 802.1D, 1998 Edition) by augmenting that specification with elements necessaryto the
operation of the tagging and untagging functions of the VLAN Bridge. Within the attached end station, these
elements can be considered to be either below the MAC Service boundary, and pertinent only to the opera-
tion of the service provider; or local matters not forming part of the peer-to-peer nature of the MAC Service.

Bridges that support these functions are known asVLAN-aware Bridges(3.17). The E-ISS defines the MAC
Service provided to the relay function in VLAN-aware Bridges.

The relationships between the MAC Entity, the ISS, the E-ISS, and the MAC Relay Entity in aVLAN-aware
Bridge are illustrated in Figure 6-1 and Figure 8-3.
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6.4.1 E-ISS service definition

The unit-data primitives that define this service are

EM_UNITDATA.indication (
frame_type,
mac_action,
destination_address,
source_address,
mac_service_data_unit,
user_ priority,
frame_check_sequence,
canonical_format_indicator,
vlan_identifier,
rif_information (optional)
)

Each data indication primitive corresponds to the receipt of a M_UNITDATA.indication primitive from the
Internal Sublayer Service, as defined in 6.4 of IEEE Std 802.1D, 1998 Edition.

The frame_type, mac_action, destination_address, source_address, mac_service_data_unit, user_ pri-
ority, andframe_check_sequence parameters are as defined for the M_UNITDATA.indication primitive of
the Internal Sublayer service.

The canonical_format_indicator parameter indicates whether embedded MAC Addresses carried in the
mac_service_data_unit parameter are in Canonical format or Non-canonical format. The value False indi-
cates Non-canonical format. The value True indicates Canonical format.

NOTE—The meanings of the terms Canonical format and Non-canonical format are discussed in Annex F.

Thevlan_identifier parameter carries the VLAN identifier associated with the indication.

Therif_information parameter is present if a tag header was present in the indication, and if that tag header
contained a Routing Information Field (RIF). Its value is equal to the value of the RIF.

Figure 6-1—Relationships between MAC Entity, ISS, E-ISS, and MAC Relay Entity

MAC Relay Entity

MAC Entity

E-ISS service boundary

ISS service boundary

Functions providing
the E-ISS
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EM_UNITDATA.request (
frame_type,
mac_ action,
destination_address,
source_address,
mac_service_data_unit,
user_priority,
access_priority,
frame_check_sequence,
canonical_format_indicator,
vlan_classification,
rif_information (optional),
include_tag
)

A data request primitive is invoked in order to generate a M_UNITDATA.request primitive, as defined in the
Internal Sublayer Service, 6.4 of IEEE Std 802.1D, 1998 Edition.

The frame_type, mac_action, destination_address, source_address, mac_service_data_unit,
user_priority, access_priority, and frame_check_sequence parameters are as defined for the
M_UNITDATA.request primitive of the Internal Sublayer service.

The definition of thecanonical_format_indicator parameter is as defined for the EM_UNITDATA.indica-
tion.

The vlan_classification parameter carries the VLAN classification assigned to the frame by the forwarding
process (8.6.1).

Therif_information parameter, if present, carries the value of any RIF information to be associated with
the request.

The include_tag parameter carries a Boolean value. True indicates to the service provider that the
mac_service_data_unit parameter of the data request shall include a tag header (9.3). False indicates that a
tag header shall not be included.

6.4.2 Support of the E-ISS in VLAN-aware Bridges

6.4.2.1 Data indication primitives

On receipt of a data indication from the Internal Sublayer Service, an EM_UNITDATA.indication primitive
is invoked, with parameter values as follows:

Theframe_type, mac_action, destination_address, source_address, andframe_check_sequence param-
eters carry values equal to the corresponding parameters in the received data indication.

NOTE 1—Themac_action parameter only ever takes the value request_with_no_response for frames relayedby the
Bridge. Theframe_check_sequence parameter of the data indication carries the FCS value contained in the received
frame. The original FCS associated with a frame is invalidated if there are changes to any fields of the frame, if fields are
added or removed, or if bit ordering or other aspects of the frame encoding have changed. An invalid FCS is signalled in
the E-ISS by an unspecified value in the frame_check_sequence parameter of the data requestprimitive. This signals the
need for the FCS to be regenerated according to the normal procedures for the transmitting MAC. The options for regen-
erating the FCS under these circumstances are discussed in Annex G of IEEE Std802.1D, 1998 Edition.
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The value of themac_service_data_unit parameter is determined as follows:

a) If the received mac_service_data_unit parameter contained a tag header (9.3), then the value used is
equal to the value of the received mac_service_data_unit following removal of the tag header. Other-
wise;

b) The value used is equal to the value of the received mac_service_data_unit.

The value of theuser_priority parameter is determined as follows:

c) If the received mac_service_data_unit parameter contained a tag header (9.3), then the value con-
tained in the user_priority field of the tag header is used. Otherwise;

d) The value of the received user_ priority parameter, regenerated as defined in 8.5.1 and 6.4 of IEEE
Std 802.1D, 1998 Edition, is used.

The value of thecanonical_format_indicator parameter is determined as follows:

e) If the received mac_service_data_unit parameter contained a tag header (9.3), then the value(s) con-
tained in the Canonical Format Indicator (CFI) (and Non-Canonical Format Indicator [NCFI], if
present) field(s) of the tag header are used to determine this parameter value, in accordance with the
definition of the CFI and NCFI field(s) in Clause 9. Otherwise;

f) If the MAC entity that received the data indication was an ISO/IEC 8802-5 Token Ring MAC, then
the parameter carries the value False. Otherwise;

g) The parameter carries the value True.

The value of thevlan_identifier parameter is determined as follows:

h) If the initial octets of the received mac_service_data_unit parameter contained a tag header (9.3),
then the value contained in the VID field of the tag header is used. Otherwise;

i) A value equal to the null VLAN ID (as defined in Table 9-2) is used.

The value of therif_information parameter is determined as follows:

j) If the initial octets of the received mac_service_data_unit parameter contained a tag header (9.3),
and that tag header contained a RIF field in which one or more route descriptors were present, then
the value contained in the RIF field is used. Otherwise;

k) The parameter is not present.

NOTE 2—This field can be present only in tag headers received using the 802.3/Ethernet or transparent FDDI MAC
methods. The presence of one or more route descriptors indicates that there is source-routing information present in the
received frame.

6.4.2.2 Data request primitives

On invocation of a data request primitive by a user of the E-ISS, an M-UNITDATA.request primitive is
invoked, with parameter values as follows:

The frame_type, mac_action, destination_address, source_address, user_priority, andaccess_priority
parameters carry values equal to the corresponding parameters in the received data request.

If the value of theinclude_tag parameter is False, the value of the mac_service_data_unit parameter is
determined as follows:
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a) If the destination MAC method is the same as the MAC method on which the correspondingdata
indication was received, then the value used is equal to the value of the mac_service_data_unit
parameter received in the data request. Otherwise;

b) The value used is equal to the value of the mac_service_data_unit parameter received in the data
request, modified, if necessary, in accordance with the procedures described in ISO/IEC 11802-5,
IETF RFC 1042, and IETF RFC 1390.

c) If the canonical_format_indicator parameter indicates that the mac_service_data_unit may contain
embedded MAC Addresses in a format inappropriate to the destination MAC method, then the
Bridge shall either
1) Convert any embedded MAC Addresses in the mac_service_data_unit to the format appropriate

to the destination MAC method; or
2) Discard the EISS data request without issuing a corresponding ISS data request.

If the value of theinclude_tag parameter is True, then a tag header, formatted as necessary for the destina-
tion MAC method, is inserted as the first N octets of the mac_service_data_unit parameter. The values of the
user_priority, canonical_format_indicator, vlan_classification, and rif_information (if present) parameters
are used to determine the contents of the tag header, in accordance with the structure defined in 9.2 and 9.3.
The value inserted after the tag header is determined as follows:

d) If the destination MAC method is the same as the MAC method on which the corresponding data
indication was received, then the value used is equal to the value of the mac_service_data_unit
parameter received in the data request. Otherwise;

e) The value used is equal to the value of the mac_service_data_unit parameter received in the data
request, modified, if necessary, in accordance with the procedures described in ISO/IEC 11802-5,
IETF RFC 1042, and IETF RFC 1390.

The value of theframe_check_sequence parameter is determined as follows:

f) If the frame_check_sequence parameter received in the data request is either unspecified or still car-
ries a valid value, then that value is used. Otherwise;

g) The value used is either derived from the received FCS information by modification to take account
of the conditions that have caused it to become invalid, or the unspecified value isused.

NOTE—The original FCS associated with a frame is invalidated if there are changes to any fields of the frame, if fields
are added or removed, or if bit ordering or other aspects of the frame encoding have changed. An invalid FCS is signalled
in the E-ISS by an unspecified value in the frame_check_sequence parameter of the data request primitive. This signals
the need for the FCS to be regenerated according to the normal procedures for the transmitting MAC. The options for
regenerating the FCS under these circumstances are discussed in Annex G of IEEE Std 802.1D, 1998 Edition.

6.5 Support of the Internal Sublayer Service by IEEE Std 802.3 (CSMA/CD)

In addition to the provisions of 6.5.1 of IEEE Std 802.1D, 1998 Edition, on receipt of an
M_UNITDATA.request primitive that represents a tagged frame, the implementation is permitted to adopt
either of the following approaches with regard to the operation of Transmit Data Encapsulation for frames
whose length would, using the procedure as described, be less than 68 octets:

a) Use the procedure as described in 6.5.1 of IEEE Std 802.1D, 1998 Edition. This can result in tagged
frames of less than 68 octets (but at least 64 octets) being transmitted; or

b) Include additional octets before the FCS field in order for the transmitted frame length for such
frames to be 68 octets. This results in a minimum tagged frame length of 68 octets.

When a tagged frame of less than 68 octets in length is received on a CSMA/CD LAN segment, and is for-
warded as an untagged frame, the provisions of 6.5.1 of IEEE Std 802.1D, 1998 Edition, result in additional
octets being included before the FCS field on transmission in order that the transmitted frame length meets
the minimum frame size requirements of 3.2.7 in IEEE Std 802.3, 1998 Edition.
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Delete the existing contents of Clause 7, rename the clause and insert replacement contents as shown
below.

7. Principles of network operation

This clause establishes the principles and a model of Virtual Bridged Local Area Network operation. It
defines the context necessary for:

a) the operation of individual Bridges (Clause 8);
b) their participation in the Spanning Tree (Clause 8 of IEEE Std 802.1D, 1998 Edition), Rapid Span-

ning Tree (Clause 17 of IEEE Std 802.1w-2001), or Multiple Spanning Tree Protocol (Clause 13);
c) the management of individual Bridges (Clause 12); and
d) the management of VLAN Topology (Clause 11)

to support, preserve and maintain the quality of the MAC Service as discussed in Clause 6.

7.1 Network Overview

The operation of a Virtual Bridged Local Area Network, the Bridges, and the LANs, that compose that net-
work comprises:

a) A physical topology comprising LANs, Bridges, and Bridge Ports. Each Bridge Port attaches a LAN
to a Bridge and is capable of providing bidirectional connectivity for MAC user data frames. Each
LAN is connected to every other LAN by a Bridge and zero or more other LANs and Bridges.

b) Calculation of one or more active topologies, each a loop-free subset of the physical topology.
c) Rules for the classification of MAC user data frames that allow each Bridge to allocate, directly or

indirectly, each frame to one and only one active topology.
d) Management control of the connectivity provided for differently classified data frames by the

selected active topology.
e) Implicit or explicit configuration of end station location information, identifying LANs with

attached end stations that need to receive user data frames with a given destination address.
f) Communication of end station location information to allow Bridges to restrict user data frames to

LANs in the path provided to their destination(s) by the chosen active topology.

These elements and their interrelationships are illustrated in Figure 7-1.

NOTE 1—The physical and active topologies can be represented as bi-partite graphs. Bridges and LANs are nodes in
these graphs (including LANs that are point-to-point links) and the BridgePorts are edges.

NOTE 2—This standard applies the notion of a physical topology to media access controlmethods, like wireless, where
there is no tangible physical connection between a Bridge and an attached LAN. A BridgePort models this association
just as for wired connectivity.

NOTE 3—Each of the active topologies [(b) above] does not necessarily span the entire network, but does span all those
Bridges and LANS between which data frame connectivity is desired for frames allocated to that active topology.

NOTE 4—The destination addressing information associated with a MAC user data frame includes the VLANclassifica-
tion of the frame [see (d) above].

NOTE 5—Implicit configuration [(d) above], or recognition, of end station location includes observation of the source
address of the user data frame transmitted by that station. The user data frame itself communicates that location informa-
tion [(e) above] along the portion of the chosen active topology leading to the frame’s destination(s).
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7.2 Use of VLANs

Virtual Local Area Networks (VLANs) and their VLAN Identifiers (VIDs) provide a convenient and consis-
tent network wide reference for Bridges to:

a) identify rules for the classification of user data frames into VLANs;
b) effectively extend the source and destination MAC addresses, by treating frames and addressing

information for different VLANs independently.
c) identify and select from different active topologies;
d) identify the configuration parameters that partition or restrict access from one part of the network to

another.

Taken together these capabilities allow VLAN aware Bridges to emulate a number of separately manageable,
or virtual, Bridged Local Area Networks. A LAN segment that has been selected by network management to
receive frames assigned to a given VLAN is said to form part of, belong to, or be a member of the VLAN.
Similarly, end stations that are attached to those LAN segments and that can receive frames assigned to the
VLAN are said to be attached to that VLAN.

NOTE—Separate control over the transmission and over the reception of frames to and from LAN segments and end sta-
tions is possible. To avoid ambiguity VLAN membership is defined by reception.

Inclusion of the VID in VLAN-tagged frames guards against connectivity loops arising from differing classi-
fications by different Bridges, and permits enhanced classification rules to be used by some Bridges while
others simply forward the previously classified frames.

The VLAN tag allows frames to carry priority information, even if the frame has not been classified as
belonging to a particular VLAN.

Figure 7-1—VLAN Bridging overview
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7.3 VLAN Topology

Each Bridge cooperates with others to operate a spanning tree protocol to calculate, one or more loop free-
fully connected active topologies, This calculation supports the quality of the MAC Service (Clause 6) and
provides rapid recovery from network component failure, by using alternate physical connectivity, without
requiring management intervention.

All user data frames classified as belonging to a given VLAN are constrained by theforwarding process of
each Bridge to a single active topology. Each and every VLAN is thus associated with a spanning tree,
although more than one VLAN can be associated with any given tree. Each VLAN may occupy the full
extent of the active topology of its associated spanning tree or a connected subset of that active topology.
The maximum extent of the connected subset may be bounded by management by explicitly excluding cer-
tain Bridge Ports from a VLAN’s connectivity.

At any time the current extent of a VLAN can be further reduced from the maximum to include only those
LAN segments that provide communication between attached devices, by the use of protocol that allows end
stations to request and release services that use the VLAN. Such a protocol is specified in Clause 11. The
dynamic determination of VLAN extent provides flexibility and bandwidth conservation, at the cost of net-
work management complexity.

NOTE 1—Dynamic determination of VLAN extent is generally preferable to static configuration for bandwidth conser-
vation, as the latter is error prone and can defeat potential alternate connectivity-requiring active management interven-
tion to recover from network component failure.

NOTE 2—To accommodate end stations that do not participate in the GVRP protocol specified in Clause11, manage-
ment controls associated with each Bridge Port allow the Port to identify the attached LAN segment as connecting end
stations that require services using specified VLANs.

7.4 Locating end stations

Functioning as a distributed system, Bridges within the current extent of a VLAN can, through explicit and
or implicit cooperation, locate those LAN segments where an attached end station or end stations are
intended to receive frames addressed to a specified individual address or group address. Bridges can thus
reduce traffic by confining frames to the LAN segments where their transmission is necessary.

NOTE 1—Individually Bridges do not determine the precise location of end stations, butmerely determine which of
their Bridge Ports need to forward frames towards the destination(s). For the system of Bridges this is sufficient to
restrict frames to the paths necessary to reach the destination segments.

The multicast registration protocol (GMRP), specified in Clause 10 of IEEE Std 802.1D, 1998 Edition,
allows end stations to advertise their presence and their desire to join (or leave) a multicast group in the con-
text of a VLAN. The protocol communicates this information to other Bridges, using the VLAN and its
active topology.

NOTE 2—To accommodate end stations that do not participate in GMRP, management controls associated with each
Bridge Port allow the Port to identify the attached LAN segment as connecting end stations that are intended to receive
specified group addresses. The continuous operation of GMRP and the propagation of location information through
Bridges using the current active topology for the VLAN support multicast traffic reduction, while ensuring rapid restora-
tion of multicast connectivity without management intervention if alternate connectivity is selected following network
component failure.

Each end station implicitly advertises its attachment to a LAN segment and its individual MAC address
whenever it transmits a frame. Bridges learn from the source address as they forward the frame along the
active topology to its destination or destinations – or throughout the VLAN ifthe location of the destination
or destinations is unknown. The learnt information is stored in the Filtering Database used to filter frames on
the basis of their destination addresses.
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The Filtering Database architecture defined in this standard recognizes that

a) For some configurations, it is necessary to allow address information learned in one VLAN to be
shared among a number of VLAN’s. This is known asShared VLAN Learning(3.9);

b) For some configurations, it is desirable to ensure that address information learned in one VLANis
not shared with other VLANs. This is known asIndependent VLAN Learning(3.5);

c) For some configurations, it is immaterial as to whether learned information is shared between
VLANs or not.

NOTE 1—Annex B discusses the need for Shared and Independent VLAN Learning, and also some ofthe related
interoperability issues.

Shared VLAN Learning is achieved by including learned information from a number of VLANs in the same
Filtering Database; Independent VLAN Learning is achieved by including information from each VLAN in
distinct Filtering Databases.

NOTE 2—The actual Filtering Database specification specifies a single Filtering Database that, through the inclusion of
VLAN identification information in each database entry, can model the existence of one or moredistinct Filtering Data-
bases.

Within a given VLAN-Bridged LAN, there may be a combination of configuration requirements, so that
individual VLAN Bridges may be called upon to share learned information, or not share it, according to the
requirements of particular VLANs or groups of VLANs. The Filtering Database structure that is defined in
this standard allows both Shared and Independent VLAN Learning to be implemented within the same
VLAN Bridge; i.e., allows learned information to be shared between those VLANs for which Shared VLAN
Learning is necessary, while also allowing learned information not to be shared between those VLANs for
which Independent VLAN Learning is necessary. The precise requirements for each VLAN with respect to
sharing or independence of learned information (if any) are made knownto VLAN Bridges by means of a set
of VLAN Learning Constraints(8.10.7.2) and fixed allocations of VLANs to filtering databases (8.10.7.1),
which may be configured into the Bridges by means of management operations. By analyzing the set of
learning constraints and fixed allocations for the VLANs that are currently active, the Bridge can determine

d) How many independent Filtering Databases are required in order to meet the constraints;
e) For each VLAN, which Filtering Database it will feed any learned information into (and uselearned

information from).

The manner in which this mapping of VLANs onto Filtering Databases is achieved is defined in8.10.7; the
result is that each VLAN is associated with exactly one Filtering Database.

The most general application of the Filtering Database specification in this standard is a Bridgethat can sup-
port M independent Filtering Databases, and can map N VLANs onto each Filtering Database. Sucha
Bridge is known as an SVL/IVL Bridge (3.11).

The conformance requirements in this standard (5.1, 5.2) recognize that VLAN Bridges will be implemented
with differing capabilities in order to meet a wide range of application needs, and that the full generality of
the SVL/IVL approach is not always either necessary or desirable, as observed in the discussion in Annex B.
In a given conformant implementation, there may be restrictions placed upon the number of Filtering Data-
bases that can be supported, and/or the number of VLANs that can be mapped onto each Filtering Database.
The full spectrum of conformant Filtering Database implementations is therefore as follows:

f) The SVL/IVL Bridge, as described above. Such Bridges provide support for M Filtering Databases,
with the ability to map N VLANs onto each one;

g) Support for a single Filtering Database only. MAC Address information that is learned in one VLAN
can be used in filtering decisions taken relative to all other VLANs supported by the Bridge. Bridges
that support a single Filtering Database are referred to as SVL Bridges;
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h) Support for multiple Filtering Databases, but only a single VLAN can be mapped onto each Filtering
Database. MAC Address information that is learned in one VLAN cannot be used in filtering deci-
sions taken relative to any other VLAN. Bridges that support this mode of operation are referred to
as IVL Bridges.

7.5 Ingress, Forwarding, and Egress Rules

The relay function provided by the Forwarding Process (8.6) of each individual Bridge controls:

a) Classification of each received frame as belonging to one and only one VLAN, and discard or accep-
tance of the frame for further processing on the basis of that classification and the received frame
format, which can be one of three possible types:
1) Untagged, and not explicitly identifying the frame as belonging to a particular VLAN;
2) Priority-tagged, i.e., including a tag header conveying explicit user priority information but not

identifying the frames as belonging to a specific VLAN;
3) VLAN-tagged, i.e., explicitly identifying the frames as belonging to a particular VLAN.
This aspect of relay implements theingressrules.

b) Implementation of the decisions governing where each frame is to be forwarded as determined by
the current extent of the VLAN topology (7.3), station location information (7.4), and the additional
management controls specified in Clause 8. This aspect of relay implements theforwardingrules.

c) Determination of the appropriate frame format type, VLAN-tagged or untagged, for transmission
through the selected Bridge Ports. This aspect of relay implements theegressrules.

The structuring of the relay functionality into the implementation of ingress,forwarding, and egress rules
constitutes a generic approach to the provision of VLAN functionality. All VLAN-aware Bridges can cor-
rectly forward received frames that are already VLAN-tagged. These are classified as belonging to the
VLAN identified by the VID in the tag header. All VLAN-aware Bridges can also classify untagged and pri-
ority-tagged frames received on any given port as belonging to a specified VLAN. In additionto this default
Port-based ingress classification, this standard specifies an optional Port-and-Protocol-based classification.

The classification of untagged and priority-tagged frames, and the addition or removal of tag headers, is part
of the relay functionality of a VLAN-aware Bridge and is only performed on frames that can be forwarded
through other Bridge Ports. To facilitate coexistence with Bridges conforming to IEEE Std 802.1D, 1998
Edition, frames that carry control information to determine the active topology and current extent of each
VLAN, i.e., spanning tree and GVRP BPDUs, are not forwarded. Permanently configured static entries in
the filtering database (8.2, 8.3, and 8.13) ensure that such frames are discarded by the Forwarding Process
(8.6).

NOTE 1—GARP PDUs destined for any GARP application are forwarded or filtered depending upon whether theappli-
cation concerned is supported by the bridge, as specified in8.13.

The forwarding rules specified for VLAN-tagged frames facilitate the interoperation of bridges conformant
to this standard with end stations that directly support attachment of MAC service users toVLANs by trans-
mitting VLAN-tagged frames, and with Bridges that are capable of additional proprietary ingress classifica-
tion methods.

NOTE 1—Additional ingress classification methods may be the subject of future standardization.

NOTE 2—This classification of untagged and priority-tagged frames is part of the functionality of the MAC relay entity
(Figure 8-3, Figure 8-4), and is therefore only of significance for received frames that are potentially to be forwarded
through other Ports of the Bridge (see Spanning Tree).
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Frames transmitted on a given LAN segment by a VLAN-aware Bridge for a given VLAN shall beeither

d) All untagged; or
e) All VLAN tagged with the same VID.

NOTE 4—In other words, a Bridge can transmit untagged frames for some VLANs and VLAN-tagged frames for other
VLANs on a given link, but cannot transmit using both formats for the same VLAN. The single format rule only applies
to the frame transmission behavior of individual VLAN-aware stations; i.e., it does not express a requirement for a
Bridge to police the behavior of the other stations attached to a segment and enforce a single format.

Delete the existing contents of Clause 8, rename the clause and insert replacement contents as shown
below.

8. Principles of bridge operation

This clause establishes the principles of operation of a VLAN-aware Bridge, by reference to a model of that
operation, as follows:

a) Explains the principal elements of Bridge operation and lists the functions that support these.
b) Establishes an architectural model for a Bridge that governs the provision of these functions.
c) Provides a model of the operation of a Bridge in terms of the processes and entities that support the

functions.
d) Details the addressing requirements in a Bridged LAN and specifies the addressing of entities in a

Bridge.

The provisions of this clause replace the provisions of Clause 7 of IEEE Std 802.1D, 1998 Edition in a
VLAN-aware Bridge.

8.1 Bridge operation

The principal elements of Bridge operation are

a) Relay and filtering of frames.
b) Maintenance of the information required to make frame filtering and relaying decisions.
c) Management of the above.

8.1.1 Relay

A MAC Bridge relays individual MAC user data frames between the separate MACs of the Bridged LANs
connected to its Ports. The order of frames shall be preserved as defined in 8.6.5.

The functions that support the relaying of frames and maintain the Quality of Service supported by the
Bridge are

a) Frame reception.
b) Discard on received frame in error (6.3.2).
c) Frame discard if the frame_type is not user_data_frame, or if its mac_action parameter is not

request_with_no_response (8.5, 6.4).
d) Regeneration of user priority, if required (6.4).
e) Application of VLAN ingress rules to classify each received frame to a particular VLAN (8.6.1).
f) Frame discard if the frame is not classified or the receiving port does not accept frame from that

VLAN.
g) Frame discard following the application of filtering information.
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h) Frame discard on transmittable service data unit size exceeded (6.3.8).
i) Forwarding of received frames to other Bridge Ports.
j) Frame discard following the application of VLAN egress rules if the service data unit cannot be

mapped correctly or the receiving port does not transmit frames to the particular VLAN to which the
frame belongs.

k) Selection of traffic class, following the application of filtering information.
l) Queuing of frames by traffic class.
m) Frame discard to ensure that a maximum bridge transit delay is not exceeded (6.3.6).
n) Selection of queued frames for transmission.
o) Selection of outbound access priority (6.3.9).
p) Mapping of service data units and recalculation of Frame Check Sequence, if required (8.6.9, 6.3.7).
q) Frame transmission.

8.1.2 Filtering and relaying information

A Bridge maintains filtering and relaying information for the following purposes:

a) Prevention of frame duplication: to ensure that frame duplication does not occur, by maintaining a
loop-free logical topology;

b) Traffic segregation: to separate communication by different sets of users or groups of users of the
Bridged LAN;

c) Traffic reduction: to confine frames to those parts of the Bridged LAN that lie on the path(s) between
their source and destination(s);

d) Traffic expediting: to classify frames in order to expedite time critical traffic;
e) Conversion of frame formats: to present frames in a format (tagged or untagged) that is appropriate

for the destination LAN and its attached stations.

8.1.2.1 Prevention of frame duplication

A Bridge filters frames, i.e., does not relay frames received by a Bridge Port to other Ports on that Bridge, in
order to prevent the duplication of frames (6.3.4). The functions that support the use and maintenance of
information for this purpose are

a) Configuration and calculation of Bridged LAN topology.
b) In MST Bridges, explicit configuration of the relationship between VIDs and spanning trees (8.11).

8.1.2.2 Traffic segregation

A Bridge can filter frames to confine them to the LAN segments that belong to theVLAN to which they are
assigned, and thus define the VLAN’s maximum extent (7.3). The functions that support the use and mainte-
nance of information for this purpose are

a) Explicit configuration of the Ingress Rules associated with each Port (8.4, 8.6.1 8.9):
1) Configuration of <commentRef>PVID for each Port, to associate a VID with untagged and pri-

ority-tagged frames;
2) In Bridges implementing Port-and-Protocol based classification, the configuration of a VID for

untagged and priority-tagged frames for each protocol;
3) Enabling or disabling the application of Static VLAN Registration Entries to received frames

through configuration of the Enable Ingress Filtering parameter;
b) Explicit configuration of the Egress Rules associated with each Port (8.6.4):

1) Configuration of Static VLAN Registration Entries.
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A Bridge can filter frames to partially partition a Virtual Bridged Local Area Network.Frames assigned to
any given VLAN and addressed to specific end stations or groups of end stations can be excluded from relay
to certain Bridge Ports. The functions that support the use and maintenance of information for this purpose
are:

c) Permanent configuration of Reserved Addresses (Table 8-10);
d) Configuration of Static Filtering Entries (8.10.1) and Group Registration Entries (8.10.4).

NOTE—The use of VLANs is generally less error prone and is preferred to filtering using destination addresses if a
Bridged Local Area Network is to be partitioned for reasons of scale, efficiency, management, or security. Destination
address filtering is the only mechanism available to Bridges that are not VLAN aware.

8.1.2.3 Traffic reduction

A Bridge can filter frames to confine them to LAN segments that either have end stations attached to their
assigned VLAN or that connect those LAN segments, and thus define the current practical extent of the
VLAN (7.4). LANs not attaching to or forming part of the path between the source and destination(s) of any
given communication do not have to support the transmission of related frames, potentially improving the
quality of the MAC service for other communications. The functions that support the use and maintenance
of information for this purpose are:

a) Automatic learning of dynamic filtering information for unicast destination addresses through obser-
vation of source addresses of frames, together with the ageing out or flushing of that information to
support the movement of end stations and changes in active topology;

b) Ageing out or flushing of dynamic filtering information that has been learned;
c) Automatic inclusion and removal of Bridge Ports in the VLAN, through configuration of Dynamic

VLAN Registration Entries by means of GVRP (8.10.5 and 11.2);
d) Explicit configuration of management controls associated with the operation of GVRP by means of

Static VLAN Registration Entries (8.10.2 and 11.2);
e) Automatic configuration of Group Registration Entries by means of GMRP exchanges;
f) Explicit configuration of the management controls associated with the operation of GMRP by means

of Group Registration Entries.

8.1.2.4 Traffic expediting

A Bridge classifies frames into traffic classes in order to expedite transmission of frames generated by criti-
cal or time-sensitive services. The function that supports the use and maintenanceof information for this
purpose is

a) Explicit configuration of traffic class information associated with the Ports of the Bridge.

8.1.2.5 Conversion of frame formats

A Bridge adds and removes tag headers (9.3) from frames, and performs the associated frame translations
that may be required, in accordance with the egress rules (8.6.4). The function that supports the use and
maintenance of information for this purpose is

a) Explicit configuration of tagging requirements on egress for each Port (8.10.2 and 8.10.9).

8.1.3 Bridge management

The functions that support Bridge Management control and monitor the provision of the above functions.
They are specified in Clause 12.
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8.2 Bridge architecture

8.2.1 Architectural model of a Bridge

Figure 8-1 gives an example of the physical topology of a Bridged LAN. The component LANs are inter-
connected by means of MAC Bridges; each Port of a MAC Bridge connects to a single LAN. Figure 7-1
illustrates a Bridge with two Ports, and Figure 6-1 illustrates the architecture of such a Bridge.

A Bridge is modeled as consisting of

a) A MAC Relay Entity that interconnects the Bridge’s Ports;
b) At least two Ports;
c) Higher layer entities, including at least a Spanning Tree Protocol Entity4.

8.2.2 MAC Relay Entity

The MAC Relay Entity handles the MAC independent functions of relaying frames between Bridge Ports,
filtering frames, and learning filtering information. It uses the Enhanced Internal Sublayer Service provided
by the separate MAC Entities for each Port. (The Enhanced Internal Sublayer Service and its support are
described in 6.4 and 6.5.) Frames are relayed between Ports attached to different LANs.

8.2.3 Ports

Each Bridge Port transmits and receives frames to and from the LAN to which it is attached. An individual
MAC Entity permanently associated with the Port provides the Enhanced Internal Sublayer Service used for
frame transmission and reception. The MAC Entity handles all the MAC method dependent functions (MAC
protocol and procedures) as specified in the relevant standard for that IEEE 802 LAN MAC technology.

4The Spanning Tree Protocol Entity was formerly known as the Bridge Protocol Entity.
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Figure 8-1—Example of a Bridged LAN
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8.2.4 Higher Layer Entities

The Spanning Tree Protocol Entity handles calculation and configuration of Bridged LAN topology.

The Spanning Tree Protocol Entity and other higher layer protocol users, such as Bridge Management
(8.1.3) and GARP application entities including GARP Participants (Clause 12 of IEEE Std 802.1D, 1998
Edition), make use of Logical Link Control procedures. These procedures are provided separately for each
Port, and use the MAC Service provided by the individual MAC Entities.

8.3 Model of operation

The model of operation is simply a basis for describing the functionality of theMAC Bridge. It is in no way
intended to constrain real implementations of a MAC Bridge; these may adopt any internal model of opera-
tion compatible with the externally visible behavior that this standard specifies. Conformance of equipment
to this standard is purely in respect of observable protocol.

Subclauses 8.5 and 8.7 specify the MAC Relay Entity’s use of the Enhanced InternalSublayer Service. State
information associated with each Port governs the Port’s participation in the Bridged LAN. (Port States are
specified in detail in 17.5 of IEEE Std 802.1D, 1998 Edition.)

Figure 8-2—Bridge ports

Port 1 Port 2
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Figure 8-3—VLAN Bridge architecture
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Frames are accepted for transmission and delivered on reception to and from processes and entities that
model the operation of the MAC Relay Entity in a Bridge. These are

a) The Forwarding Process (8.6), that:
1) Classifies received frames according to their VLAN membership (8.6.1), can filter frames

based on the absence of a VID in the received frame (8.4.3), and can filter frames based on the
frame’s VLAN identifier (8.4.5), on the basis of the ingress rules (8.6.1) for the receiving Port;

2) Forwards received frames that are to be relayed to other Bridge Ports, filtering frames on the
basis of information contained in the Filtering Database (8.10), the state ofthe Bridge Ports
(8.4), and, in MST Bridges, the mapping of VIDs to spanning trees supported by the Bridge
(8.6.2, 8.11);

3) Determines, for a given VLAN, through which Ports frames may be transmitted, and in what
format, on the basis of the egress rules (8.6.4) for the transmitting Port.

b) The Learning Process (8.8), which, by observing the source addresses and VIDs of frames classified
by the Forwarding Process according to the ingress rules (8.6.1), updates the Filtering Database
(8.10), conditionally on the Port state (8.4);

c) The Filtering Database (8.10), which holds filtering information and supports queries by the For-
warding Process as to whether frames with given values of the destination MAC Address field and
VID should be forwarded to a given Port.

Each Bridge Port also functions as an end station providing the MAC Service to LLC, which in turn supports
operation of the Spanning Tree Protocol Entity (8.12) and of other possible usersof LLC, such as protocols
providing Bridge Management (8.13).

Each Bridge Port shall support the operation of LLC Type 1 procedures in order to support the operation of
the Spanning Tree Protocol Entity. Bridge Ports may support other types of LLC procedures, which may be
used by other protocols.

Figure 8-4 illustrates a single instance of frame relay between the Ports of a Bridge with two Ports.

Figure 8-4—Relaying MAC frames
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Figure 8-5 illustrates the inclusion of information carried by a single frame, received on one of the Ports of a
Bridge with two Ports, in the Filtering Database.

Figure 8-6 illustrates the reception and transmission of Bridge Protocol Data Units by the Spanning Tree
Protocol Entity.

Figure 8-5—Observation of network traffic
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Figure 8-7 illustrates the reception and transmission of GARP Protocol Data Units by a GARP Protocol
Entity (8.12).

Figure 8-6—Operation of Spanning Tree protocol
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Figure 8-7—Operation of the GARP protocol
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8.4 Port states and parameters

8.4.1 Forwarding states

The active topology of a Bridged LAN at any time is the set of communication paths formed byintercon-
necting the LANs and Bridges by the forwarding Ports. The function of the distributed SpanningTree (STP,
Clause 8 of IEEE Std 802.1D, 1998 Edition), and Rapid Spanning Tree (RSTP, Clause 17 of IEEE Std
802.1D, 1998 Edition) protocols used by SST Bridges, is to construct an active topology that is simply con-
nected relative to communication between any given pair of MAC Addresses used to address end stations on
the LANs, irrespective of the VLAN classification of frames used in that communication.The Multiple
Spanning Tree Protocol (MSTP, Clause 13) used by MST Bridges constructs one ormore active topologies.
Each active topology is simply and fully connected relative to communication between any given pair of end
stations using frames consistently classified by Bridges as belonging to a given VLAN or VLANs.

STP and RSTP construct a single spanning tree, the Common Spanning Tree (CST). MSTP constructs mul-
tiple spanning trees, the Common and Internal Spanning Tree (CIST) and additional Multiple Spanning Tree
Instances (MSTIs). An MST Bridge allocates all frames classified as belonging to a given VLAN to the
CIST or to one of the MSTIs.

State information associated with each Bridge Port for each spanning tree governs whether or not the Port
participates in relaying MAC frames allocated to that tree. A Port can be disabled by management, in which
case it plays no part in the operation of the Bridged LAN; a Port that is not disabled can be dynamically
excluded from participation in frame relaying by operation of the Spanning Tree algorithm. Ifneither of
these applies to a Port, it is described as forwarding for that spanning tree.

Figure 8-6 illustrates the operation of the Spanning Tree Protocol Entity, which operates the Spanning Tree
algorithm and its related protocols, and its modification of Port state information aspart of determining the
active topology of the Bridged LAN. The Port states associated with the determination of the active topology
are specified in detail in 17.5 of IEEE Std 802.1D, 1998 Edition.

Figure 8-4 illustrates the Forwarding Process’s use of Port state information: first, for a Port receivinga
frame, in order to determine whether the received frame is to be relayed through any other Ports; and second,
for another Port in order to determine whether the relayed frame is to be forwarded through that particular
Port.

8.4.2 Learning states

The incorporation of end station location information in the Filtering Database by the Learning Process also
depends on the active topology. If information associated with frames received on a Port and allocated to a
given spanning tree is to be incorporated in the Filtering Database by the Learning Process, then the Port is
described as being in a learning state for that spanning tree; otherwise, it is in a non-learning state.Figure 8-
5 illustrates the use of the Port state information for a Port receiving a frame, by the Learning Process, in
order to determine whether the station location information is to be incorporated inthe Filtering Database.

8.4.3 Acceptable Frame Types

Associated with each Port of a VLAN Bridge is an Acceptable Frame Types parameter that controls the
reception of VLAN-tagged and non VLAN-tagged frames on that Port. Valid values for this parameter are

a) Admit Only VLAN-tagged frames;
b) Admit All Frames.

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 04:01:20 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE 802.1s-2002

http://www.avadocuments.com/doc/ieee-802-1s-2002
http://www.avadocuments.com/doc/ieee-802-1s-2002


IEEE
Std 802.1s-2002 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS:

32 Copyright © 2002 IEEE. All rights reserved.

If this parameter is set to Admit Only VLAN-tagged frames, any frames received on that Port that carry no
VID (i.e., untagged frames or priority-tagged frames) are discarded by the ingress rule checking function of
the Forwarding Process (8.6.1).

Frames that are not discarded as a result of this parameter value are classified and processed according to the
ingress rules (8.6.1) that apply to that Port.

Each Port of the Bridge shall support at least one of these values, and may support both. Where both values
are supported,

c) The implementation shall support the ability to configure the value of theparameter by means of the
management operations defined in Clause 12; and

d) The default value of the parameter shall beAdmit All Frames.

8.4.4 Port VLAN identifier and VID Set

A VLAN Bridge supports Port-based VLAN classification, and may, in addition, support Port-and-Protocol-
based VLAN classification.

In Port-based VLAN classification within a Bridge, the VID associated with an untagged or priority-tagged
frame (i.e., a frame with no tag header, or a frame with a tag header that carries the null VLAN ID) is deter-
mined, based on the Port of arrival of the frame into the Bridge, as described in 8.6.1 and 8.9. This classifi-
cation mechanism requires the association of a specific Port VLAN Identifier, or PVID, with each of the
Bridge’s Ports. In this case, the PVID for a given Port provides the VID for untagged and priority-tagged
frames received through that Port.

In addition to the PVID, for bridges that implement Port-and-Protocol-based VLAN classification, the VID
associated with an Untagged or Priority-tagged Frame is determined based on the Port of arrival of the frame
into the bridge and on the protocol identifier of the frame, as described in 8.6.1 and 8.9. This classification
mechanism requires the association of multiple VIDs with each of the Ports of the Bridge: this is known as
the “VID Set” for that port. Each VID of a Port of a Bridge that supports Port-and-Protocol-based VLAN
classification is also associated with a Protocol Group Identifier. A Protocol GroupIdentifier is not relevant
in a Bridge that supports only Port-based VLAN classification. The contents of the VID Set for each port
may be configured by management. The VID Set is in addition to the PVID value described above.

The PVID and VID Set for each Port shall contain valid VID values (Table 9-2).

NOTE 1—This rule ensures that the process of ingress classification of frames always associates a valid VID with each
received frame. As a consequence, a VLAN-aware Bridge can never transmit priority-tagged frames; all frames transmit-
ted are either untagged or carry a valid VID in their tag header.

The PVID and VID Set values may be configured by management, if management operations are supported
by the implementation. If no PVID value has been explicitly configured for a Port, the PVID shall assume
the value of the default PVID defined in Table 9-2 and the VID Set shall be empty.

NOTE 2—If a Bridge is configured so that, for any Port, all the members of the VID Set of that port assume the same
VID, then it is impossible to tell from the frame relay behavior of the bridge whether the Bridge supports Port-based or
Port-and-Protocol-based VLAN classification. In particular, the default frame relay behavior (the frame relay behavior
before any administrative actions on the Bridge) of a Bridge that supports Port-and-Protocol-based VLAN classification
is the same as the default frame relay behavior of a Bridge that supports only Port-based VLAN classification.
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8.4.5 Enable Ingress Filtering

An Enable Ingress Filtering parameter is associated with each Port. If the Enable Ingress Filtering parameter
for a given Port is set, the ingress rule checking function of the Forwarding Process (8.6.1) shall discard any
frame received on that Port whose VLAN classification does not include that Port in its Member set (8.10.9).
If the parameter is reset for that Port, the ingress rules shall not discard frames received on that Port on the
basis of their VLAN classification.

The default value for this parameter is reset, i.e., Disable Ingress Filtering, for all Ports. The value of this
parameter may be configured by means of the management operations defined in Clause 12, if management
operations are supported by the implementation. If the implementation supports the ability to enable Ingress
Filtering on any Port, then it shall also support the ability to disable Ingress Filtering on those Ports.

8.5 Frame reception

The individual MAC Entity associated with each Bridge Port examines all frames received on the LAN to
which it is attached.

All error-free received frames give rise to EM_UNITDATA indication primitives, which shall be handled as
follows.

NOTE 1—A frame that is in error, as defined by the relevant MAC specification, is discarded by the MAC Entity without
giving rise to any EM_UNITDATA indication: see 7.2 and 6.4.

Frames with EM_UNITDATA.indication primitive frame_type and mac_action parameter values of
user_data_frame and request_with_no_response, respectively (7.2 and 6.4), shall be submitted to the For-
warding Process (8.6).

Frames with other values of frame_type and mac_action parameters, (e.g., request_with_response and
response frames), shall not be submitted to the Forwarding Process (8.6).

Frames with a frame_type of user_data_frame and addressed to the Bridge Port as an end station shall be
submitted to the MAC Service user. Such frames carry either the individual MAC Address of the Port or a
group address associated with the Port (8.14) in the destination address field. Frames submitted to the MAC
Service user can also be submitted to the Forwarding Process (8.6), as specified above.

Frames addressed to a Bridge Port as an end station, and relayed to that Bridge Port from other Bridge Ports
in the same Bridge by the Forwarding Process, shall also be submitted to the MAC Service user.

NOTE 2—The consequence of the above is that frames “relayed to that Bridge Port” are both submitted to that Port’s
MAC Service user and transmitted on the LAN to which that Port is attached (see 8.14.7).

No other frames shall be submitted to the MAC Service user.

8.5.1 Regenerating user priority

The user_priority of received frames is regenerated using priority information contained in the frame and the
User Priority Regeneration Table for the reception Port. For each reception Port, the User Priority Regenera-
tion Table has eight entries, corresponding to the eight possible values of user_priority (0 through 7). Each
entry specifies, for the given value of received user_priority, the corresponding Regenerated user_priority
value.

NOTE 1—IEEE 802 LAN technologies signal a maximum of eight user_priority values. H.2 of IEEE Std 802.1D, 1998
Edition contains further explanation of the use of user_priority values and how they map to traffic classes.
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NOTE 2—User priority is regenerated only for frames that do not carry tag headers; see 7.1.2.1.

Table 8-1 defines the default values of Regenerated user_priority for the eight possible values of the
user_priority parameter received in a data indication; these values shall be used as the initial values of the
corresponding entries of the User Priority Regeneration Table for each Port.

Optionally, the ability to modify the values in the User Priority Regeneration Table by management means
may be supported, as described in Clause 12. If this capability is provided, the value of the table entries may
be independently settable for each reception Port and for each value of received user_priority, and the Bridge
may have the capability to use the full range of values in the parameter ranges specified inTable 8-1.

NOTE 3—It is important to ensure that the regeneration and mapping of user priority within the Bridge is consistent
with the end-to-end significance attached to that user priority in the Bridged LAN. Within a givenBridge, the values
chosen for the User Priority Regeneration Table for a given Port should be consistent withthe priority to be associated
with traffic received through that Port across the rest of the Bridged LAN, and should generate appropriate access prior-
ity values for each transmission MAC method. The user priority value regenerated via the UserPriority Regeneration
Table on reception is used:

— Via the traffic class table (8.6.5) to determine the traffic class for a givenoutbound Port, and
— Via fixed, MAC method-specific mappings (8.6.7) to determine the access priority that will be used for a given out-

bound MAC method.

Table 8-1 shows the default values for the regeneration of user priority. Table 8-2 shows the default values for the traffic
class table, for all possible numbers of supported traffic classes. Table 8-3 shows the fixed mappings from user priority
to access priority that are required for different outbound MAC methods.

8.6 The Forwarding Process

Frames submitted to the Forwarding Process after being received at any given Bridge Port (8.5) shall be for-
warded through the other Bridge Ports subject to the constituent functions of the Forwarding Process. These
functions classify frames according to their VLAN membership (8.6.1), enforce topology restrictions
(8.6.2), use Filtering Database information to filter frames (8.6.3), use the Egress Rules to discard frames
(8.6.4), queue frames (8.6.5), select queued frames for transmission (8.6.6), map priorities (8.6.7), determine
the format (tagged or untagged) of the transmitted frame (8.6.8), and recalculate FCS if required (8.6.9).

Table 8-1—User priority regeneration

Received
user priority

Default regenerated
user priority Range

0 0 0–7

1 1 0–7

2 2 0–7

3 3 0–7

4 4 0–7

5 5 0-7

6 6 0–7

7 7 0–7
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The Forwarding Process functions are described in 8.6.1–8.6.9 in terms of the action taken for a given frame
received on a given Port (termed “the reception Port”). The frame can be forwarded for transmission on
some Ports (termed “transmission Ports”), and is discarded without being transmitted at the other Ports.

NOTE—The model of operation of the Forwarding Process described in this standard is limited to the operation of the
relay function of the MAC Bridge, and does not take into consideration what may occur in real implementations once
frames are passed to the MAC for transmission. In some MAC implementations, and under some traffic conditions, a
degree of indeterminacy may be introduced between the modeled description of the process ofpassing selected frames to
the MAC for transmission and the actual sequence of frames as visible on the LAN medium itself. Examples can be
found in the handling of access_priority in Token-Passing Bus MACs, or in the effect of different values for Token Hold-
ing Time in FDDI LANs. Such indeterminacy could result in apparent violation of the queuing/de-queueing and priori-
tizing rules described for the Forwarding Process, when observing traffic on the medium. Asa consequence, in some
implementations of this standard, it may prove to be impossible to test conformance to the standard simply by relating
observed LAN traffic to the described model of the forwarding process; conformance tests wouldhave to allow for the
(permissible) behavior of the MAC implementations as well.

Figure 8-4 illustrates the operation of the Forwarding Process in a single instance of frame relay between the
Ports of a Bridge with two Ports. Figure 8-8 illustrates the detailed operation of the Forwarding Process.

Figure 8-8—Illustration of the detailed operation of the Forwarding Process
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8.6.1 Ingress rule checking

Each received frame is assigned to a VLAN, and the corresponding VID is associated with the frame, as
specified by the VLAN classification rules (8.9).

The frame shall be discarded and not forwarded to any other Port or submitted to the Learning Process if:

a) The VID is the value FFF, reserved in Table 9-2 for implementation use; or
b) The Acceptable Frame Types parameter (8.4.3) for the receiving Port is set to the value Admit Only

VLAN-tagged frames, and the VID is the null VLAN ID; or
c) The Enable Ingress Filtering parameter (8.4.5) is set for the receiving Port, and that Port is not in the

Member set (11.9) associated with the VID.

Otherwise the frame is permitted ingress to the VLAN, and shall be forwarded through the other Bridge
Ports subject to the additional constituent functions of the Forwarding Process (8.6.2 through 8.6.9), and
submitted to the Learning Process (8.8).

8.6.2 Active topology enforcement

Each received frame is allocated to a spanning tree by the Forwarding Process, using the VID. The Forward-
ing Process selects each Port as a potential transmission Port if, and only if

a) The Port on which the frame was received is in a forwarding state for that spanning tree (8.4 of IEEE
Std 802.1D, 1998 Edition), and

b) The Port considered for transmission is in a forwarding state for that spanning tree, and
c) The Port considered for transmission is not the same as the Port on which the frame wasreceived,

and
d) The size of the mac_service_data_unit conveyed by the frame does not exceed the maximum size of

mac_service_data_unit supported by the LAN to which the Port considered for transmission is
attached.

For each Port not selected as a potential transmission Port the frame shall be discarded.

An SST Bridge allocates all frames to a single spanning tree, the Common Spanning Tree (CST).

An MST Bridge allocates all frames with a given VID to the CIST or to a Multiple Spanning Tree Instance
(MSTI). The allocation can be controlled by configuration of the MST Configuration Table (8.11.1) main-
tained by the Forwarding Process, subject to constraints (if any) imposed by the allocationof VIDs to FIDs
(8.10.7). VIDs allocated to different spanning trees shall also be allocated to different FIDs. VIDs allocated
to a given spanning tree may share the same FID.

8.6.3 Frame filtering

Filtering decisions are taken by the Forwarding Process on the basis of

a) The destination MAC Address carried in a received frame;
b) The VID associated with the received frame;
c) The information contained in the Filtering Database for that MAC Address and VID;
d) The default Group filtering behavior for the potential transmission Port (8.10.6).

For each potential transmission Port selected as in 8.6.2, the frame shall be forwarded, or discarded (i.e., fil-
tered), on the basis of this information, in accordance with the definition of the Filtering Database entry
types (8.10.1, 8.10.3, and 8.10.4). The required forwarding and filtering behavior is summarized in 8.10.6,
8.10.8, Table 8-5, Table 8-6, and Table 8-7.
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8.6.4 Egress rule checking

Frames shall be filtered, i.e., discarded, if

a) For the frame’s VID, as determined by applying the ingress rules (8.6.1), the transmission Port is not
present in the Member set (8.10.9); or

b) The value of the include_tag parameter, determined as shown below, is False, and the Bridge does
not support the ability to translate embedded MAC Address information from the format indicated
by the canonical_format_indicator parameter to the format appropriate to the MAC method on
which the data request will be carried.

NOTE 1—The meanings of the terms Canonical format and Non-canonical format are discussed in Annex F.

The value of the include_tag parameter in the EM_UNITDATA.request primitiveis determined as follows:

c) If, for the frame’s VID, as determined by ingress rule checking (8.6.1), the transmission Port is
present in the untagged set (8.10.9), then the value False is used. Otherwise;

d) The value True is used.

NOTE 2—As all incoming frames, including priority-tagged frames, are classified as belongingto a VLAN by the
ingress rule checking (8.6.1), the transmitting Port only transmits VLAN-tagged frames or untagged frames, and can
never transmit priority-tagged frames. Hence, a station sending a priority-tagged frame via a VLAN Bridge will receive
a response that is either VLAN-tagged or untagged, depending upon the stateof the untagged set for the VLAN
concerned.

The value of the canonical_format_indicator parameter of the data request primitiveis equal to the value of
that parameter as received in the corresponding data indication.

8.6.5 Queuing for transmission

The Forwarding Process provides storage for queued frames, awaiting an opportunity to submit these for
transmission to the individual MAC Entities associated with each Bridge Port. The order of frames received
on the same Bridge Port shall be preserved for

a) Unicast frames with a given user_priority (regenerated as defined in 8.5.1) for a given combination
of destination_address and source_address;

b) Group-addressed frames with a given user_priority (regenerated as defined in 8.5.1) for a given
destination_address.

The Forwarding Process may provide more than one transmission queue for a given Bridge Port. Frames are
assigned to storage queue(s) on the basis of their user_priority using a traffic classtable that is part of the
state information associated with each Port. The table indicates, for each possible value of user_priority, the
corresponding value of traffic class that shall be assigned. Values of user_priority range from 0through 7.
Queues correspond one-to-one with traffic classes.

NOTE 1—Annex H.2 of IEEE Std 802.1D, 1998 Edition contains further explanation of the useof user_priority values
and how they map to traffic classes.

For management purposes, up to eight traffic classes are supported by the traffic class tables in order toallow
for separate queues for each level of user_priority. Traffic classes are numbered 0 through N-1, where N is
the number of traffic classes associated with a given outbound Port. Management of traffic class information
is optional. Traffic class 0 corresponds to non-expedited traffic; non-zero traffic classes are expedited classes
of traffic.
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NOTE 2—In a given Bridge, it is permissible to implement different numbers of traffic classes for each Port. Ports asso-
ciated with MAC methods that support a single transmission priority, such as CSMA/CD, can support more than one
traffic class.

Where the Forwarding Process does not support expedited classes of traffic for a given Port, in other words,
where there is a single traffic class associated with the Port, all values of user_priority map to traffic class 0.
In bridges which support expedited traffic, the recommended mapping of user_priority to traffic class, for the
number of traffic classes implemented, is as shown in Table 8-2. Each entry in the body of the table is the
traffic class assigned to traffic with a given user_priority, for a given number of available traffic classes.

A frame queued by the Forwarding Process for transmission on a Port shall be removed from thatqueue on
submission to the individual MAC Entity for that Port. No further attempt shall bemade to transmit the
frame on that Port even if the transmission is known to have failed.

A frame queued by the Forwarding Process for transmission on a Port can be removed from that queue, and
not subsequently transmitted, if the time for which buffering is guaranteed has been exceeded forthat frame.

A frame queued for transmission on a Port shall be removed from that queue if that is necessary to ensure
that the maximum bridge transit delay (6.3.6) will not be exceeded at the time at which the frame would sub-
sequently be transmitted.

A frame queued for transmission on a Port shall be removed from that queue if the associated Port leaves the
forwarding state.

Table 8-2—Recommended user priority to traffic class mappings

Number of Available Traffic Classes

1 2 3 4 5 6 7 8

U
se

r
P

ri
or

it
y

0 (Default) 0 0 0 1 1 1 1 2

1 0 0 0 0 0 0 0 0

2 0 0 0 0 0 0 0 1

3 0 0 0 1 1 2 2 3

4 0 1 1 2 2 3 3 4

5 0 1 1 2 3 4 4 5

6 0 1 2 3 4 5 5 6

7 0 1 2 3 4 5 6 7

NOTE—The rationale behind the choice of values shown in this
table is discussed in Annex H.2 of IEEE Std 802.1D, 1998 Edi-
tion. A consequence of the mapping shown is that frames carry-
ing the default user priority are given preferential treatment
relative to user priority 1 and 2 in Bridges that implement four or
more Traffic Classes.
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Removal of a frame from a queue for any particular Port does not of itself imply that it shall be removed
from a queue for transmission on any other Port.

NOTE 3—The assumption underlying the model of operation of the Forwarding Process is that it is fed by frame recep-
tion with the parameters present in data indication primitives, and feeds these parameters to frame transmission in the
form of data request primitives. The act of queueing a frame therefore amounts to placing the parameters of a data
request primitive on an outbound queue.

8.6.6 Transmission selection

The following algorithm shall be supported by all Bridges as the default algorithm for selecting frames for
transmission:

a) For each Port, frames are selected for transmission on the basis of the traffic classes that the Port
supports. For a given supported value of traffic class, frames are selected fromthe corresponding
queue for transmission only if all queues corresponding to numerically higher values of trafficclass
supported by the Port are empty at the time of selection;

b) For a given queue, the order in which frames are selected for transmission shall maintainthe order-
ing requirement specified in 8.6.5.

Additional algorithms, selectable by management means, may be supported as an implementation option so
long as the requirements of 8.6.5 are met.

8.6.7 Priority mapping

The user_priority parameter in an EM_UNITDATA.request primitive (7.1) shall be equal to the user_priority
parameter in the corresponding data indication.

The mapping of user_priority to outbound access_priority is achieved via fixed, MAC method-specific map-
pings. The access_priority parameter in an EM_UNITDATA.request primitive (7.1) shall be determined
from the user_priority in accordance with the values shown in Table 8-3 for the MAC methods that will
carry the data request. The values shown in Table 8-3 are not modifiable by management or other means.

The table shows two columns for the 8802-5 MAC method. The mapping in the column marked “8802-5
(alternate)” is included in order to permit backwards compatibility with equipment manufactured in accor-
dance with ISO/IEC 10038: 1993; however, the use of this mapping reduces the number of available access
priority values to three. For this reason, it is recommended that the column marked “8802-5 (default)” is sup-
ported as the default mapping where backward compatibility is not an issue.

8.6.8 Frame formatting

The format of the frame transmitted on an outbound Port is determined by the value of theinclude_tag and
the canonical_format_indicator parameters in the EM_UNITDATA.request primitive, and the MAC method
supported by the Port. Where the include_tag parameter is TRUE, the frame shall be formatted in accor-
dance with the tagged frame format defined in Clause 9.

8.6.9 FCS recalculation

Where a frame is being forwarded between two individual MAC Entities of the same IEEE 802LAN type,
and relaying the frame involves no changes to the data that is within the FCS coverage, the FCS received in
the EM_UNITDATA.indication primitive may be supplied in the corresponding EM_UNITDATA.request
primitive and not recalculated (7.1, 7.2, 6.3.7).
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