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Abstract: Extensions to IEEE Std 802.21-2008 are provided for security mechanisms to protect
media independent handover services and mechanisms to use MIH to assist proactive
authentication to reduce the latency due to media access authentication and key establishment with
the target network. 
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Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the 
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory 
requirements. Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not 
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private 
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation, 
standardization, and the promotion of engineering practices and methods. By making this document 
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in 
copyright to this document.

Updating of IEEE documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
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document together with any amendments, corrigenda, or errata then in effect. In order to determine whether 
a given document is the current edition and whether it has been amended through the issuance of 
amendments, corrigenda, or errata, visit the IEEE-SA Website or contact the IEEE at the address listed 
previously. For more information about the IEEE Standards Association or the IEEE standards development 
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Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata 
periodically.
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Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the 
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has 
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
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Introduction

This amendment specifies the extensions to IEEE Std 802.21-2008 for security mechanisms to protect media 
independent handover services and mechanisms to use Media Independent Handover (MIH) to assist 
proactive authentications to reduce the latency due to media access authentication and key establishment 
with the target network. 

This introduction is not part of IEEE Std 802.21-2012, IEEE Standard for Local and metropolitan area networks—
Part 21: Media Independent Handover Service—Amendment 1: Security Extensions to Media Independent 
Handover Services and Protocol.
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1. Overview

1.3 General

Change the list in 1.3 as follows:

The following items are not within the scope of this standard:
— Intra-technology handover [except for handovers across extended service sets (ESSs) in case of 

IEEE 802.11]
— Handover policy
— Security mechanisms Media specific protection mechanisms
— Enhancements specific to particular link-layer technologies that are required to support this standard 

(they will be carried out by those link-layer technology standards)
— Higher layer (layer 3 and above) enhancements that are required to support this standard

2. Normative references

Insert the following normative references into Clause 2 in alphabetical order:

FIPS 198, The Keyed-Hash Message Authentication Code (HMAC).2

IETF RFC 2409 (1998) The Internet Key Exchange (IKE).3

IETF RFC 3748 (2004) Extensible Authentication Protocol (EAP).

IETF RFC 4302 (2005), IP Authentication Header.

IETF RFC 4303 (2005), IP Encapsulating Security Payload.

IETF RFC 4306 (2005), The Internet Key Exchange (IKEv2) Protocol.

IETF RFC 4347 (2006), Datagram Transport Layer Protocol.

IETF RFC 5246 (2008), The Transport Layer Security (TLS) Protocol Version 1.2.

IETF RFC 5296 (2008), EAP Extensions for EAP Re-authentication Protocol (ERP).

NIST SP 800-38A, Recommendation for Block Cipher Modes of Operation.4

NIST SP 800-38B, Recommendation for Block Cipher Modes of Operation—The CMAC Mode for 
Authentication.

NIST SP 800-38C, Recommendation for Block Cipher Modes of Operation—The CCM Mode for 
Confidentiality and Authentication.

NIST SP 800-108, Recommendation for Key Derivation Using Pseudorandom Functions.

2FIPS publications are made availble at: http://csrc.nist.gov/publications/PubsFIPS.html.
3IETF RFCs are available from the Internet Engineering Task Force website at http://www.ietf.org/rfc.html.
4NIST publications are available from the National Institute of Standards and Technology (http://www.nist.gov/).
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3. Definitions

Insert the following definitions in alphabetically order:

authenticated encryption: An algorithm to convert plaintext data to ciphertext and generate a message 
authentication code with a cryptographic key as a parameter to provide confidentiality, integrity, and authen-
ticity of the data. See also: encryption; MIC algorithm.

authentication process: A process to assure that the claimed identity belongs to the entity. It is also called 
entity authentication. In this standard, an access authentication is an entity authentication with the identity 
used to access a specific network or a media independent handover (MIH) service. 

authentication server: A server used for authentication purposes. When EAP is used as an authentication 
protocol, the authentication server is an EAP server.

authenticator: A network entity to execute EAP with a mobile node called a peer. An authenticator can use 
a backend server to conduct EAP execution. Syn: EAP authenticator.

candidate authenticator: An authenticator that is associated with a candidate PoA.

candidate network: A network that is a potential target to the MN's movement

candidate PoS: A potential PoS that can serve the MNs after movement.

decryption: An algorithm to convert ciphertext of data to plaintext with a cryptographic key as a parameter. 
It is an inverse operation of encryption.

EAP authenticator: See: authenticator.

EAP peer: The entity that responds to the EAP authenticator. 

EAP Re-authentication: An authentication protocol using a key established in a previous EAP execution as 
defined in IETF RFC 5296.5

EAP Server: The entity that terminates the EAP execution with the EAP peer.  In the case where no back-
end authentication server is used, the EAP server is a part of the EAP authenticator.  In the case where a 
backend authentication server is used, the EAP server is located on the backend authentication server.

encryption: An algorithm to convert plaintext data to ciphertext to provide confidentiality with a crypto-
graphic key as a parameter.

extensible authentication protocol (EAP): An access authentication framework specified in IETF RFC 
3748. It can support different authentication methods, called EAP methods.

media specific authentication server: An authentication server used for media specific access 
authentication. 

media specific authenticator: An authenticator used for a media specific network access authentication. 

5Information on normative references can be found in Clause 2.
Copyright © 2012 IEEE. All rights reserved. 3
uthorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 04:18:07 UTC from IEEE Xplore.  Restrictions apply. 

ails: IEEE 802.21a-2012

http://www.avadocuments.com/doc/ieee-802-21a-2012
http://www.avadocuments.com/doc/ieee-802-21a-2012


IEEE Std 802.21a-2012 MEDIA INDEPENDENT HANDORVER SERVICES—AMENDMENT 1

A

Full document det
media specific network access authentication: An authentication protocol for media access purpose 
specified for a specific media access. It may establish keys to be used in media specific protection 
mechanisms. 

media specific protection mechanism: A mechanism that is applied to media specific layers to protect the 
data traffic using an encryption algorithm, an integrity protection algorithm, an authenticated encryption 
algorithm, or a combination of an encryption algorithm and an integrity protection algorithm. 

message authentication code (a.k.a. message integrity code): A data string generated over a message with 
a symmetric key by an algorithm, called message authentication code algorithm. It is used to verify the 
integrity of the message and to authenticate the origin of the message.

message authentication code algorithm: An algorithm to generate a message authentication code on a data 
message with a symmetric key to provide integrity protection and message origination authentication. See:
message authentication code.

message integrity code (MIC): See: message authentication code. 

MIH security association (SA): An MIH security association is a set of cryptographic attributes established 
between the peer MIH entities for protecting MIH messages at the MIH protocol layer. An MIH SA is 
established via TLS handshake or EAP execution, where both the TLS handshake and EAP execution take 
place over the MIH protocol.  When an MIH SA is established via TLS handshake, the TLS master key and 
its child keys, TLS random values and the TLS cipher suite negotiated in the TLS handshake are a part of the 
MIH SA.  When an MIH SA is established via EAP execution, an MSK or rMSK and its child keys, MIH 
random values and the MIH cipher suite negotiated between the peer MIH entities are associated with the 
MIH SA.

MIH service access authentication: An authentication process that authorizes the access to media indepen-
dent services. 

MIH service access authentication server: An authentication server used to execute the MIH service 
access authentication. See: authentication server.

proactive authentication: A media specific authentication with the candidate network(s) executed prior to a 
handover to one of the candidate networks. 

protection mechanisms for MIH messages: A protection mechanism that is applied to MIH PDU using an 
encryption algorithm, an integrity protection algorithm, an authenticated encryption algorithm, or a combi-
nation of an encryption algorithm and an integrity protection algorithm. 

serving authenticator: The authenticator which is associated with the serving PoA.

serving PoS: An MIH PoS that is currently providing the MIH services to the mobile node.

Security association identifier (SAID): An identifier of an MIH security association. When an SA is estab-
lished through TLS, it is the TLS session ID. When an SA is generated through an EAP execution, it is 
assigned by the authenticator and the ID value is an octet string unique for a pair of MIH functions.

Change definition 3.17 media independent handover point of service (MIH PoS) as follows:

3.17 media independent handover point of service (MIH PoS): Network-side MIHF instance that 
exchanges MIH messages with an MN-based MIHF. The same MIH Network Entity includes an MIH PoS 
for each MIH-enabled mobile node with which it exchanges MIH messages. A single MIH PoS can host 
more than one MIH service. The same MIH Network Entity can include multiple MIH Points of Service that 
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can provide different combinations of MIH services to the respective mobile nodes based on subscription or 
roaming conditions. Note that for a network entity comprising multiple interfaces, the notion of MIH PoS is 
associated with the network entity itself and not with just one of its interfaces. For MIH service access 
authentication, a PoS serves as an authenticator. Moreover, when a service access authentication establishes 
keys for proactive authentication, a PoS provides key distribution service for media specific authenticators.

4. Abbreviations and acronyms

Insert the following abbreviations and acronyms in alphabetical order:

AES advanced encryption standard 
AS authentication server 
CBC cipher block chaining 
CCM counter with CBC message authentication code 
DTLS datagram transport layer security 
EAP extensible authentication protocol 
ERP EAP Re-authentication Protocol 
HMAC keyed-hash message authentication code 
IV Initialization vector 
MIAK media independent authentication key 
MIC message integrity code 
MIEK media independent encryption key 
MIIK media independent integrity key 
MISK media independent session key 
MSA media specific authenticator 
MSK master session key 
MSPMK media specific pairwise master key 
MSRK media specific root key 
PRF pseudorandom function 
rMSK re-authentication master session key 
SA security association 
SAID security association identifier 
SHA secure hash algorithm 
TLS transport layer security 
TLV Type Length Value (a form of encoding, or an item encoded  

using that encoding)

5. General architecture

5.1 Introduction

Insert new 5.1.9 after 5.1.8 as follows:

5.1.9 Proactive authentication and key establishment

This standard provides mechanisms for a mobile node to conduct a proactive authentication and key 
establishment with the candidate authenticator(s) and PoA(s).  The proactive authentication is conducted 
through media specific network access authentication where authentication messages are exchanged 
between authentication end-points via a PoS. The MIH protocol is used for encapsulating the authentication 
messages between the MN and the PoS. A successful proactive authentication and key establishment allow a 
PoA in the target network to obtain a key(s) to protect the communication link between the mobile node and 
the PoA after the handover.
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6. MIH service 

6.2 Service management

6.2.1 General

Change list after first paragraph as follows:

Prior to providing the MIH services from one MIHF to another, the MIH entities need to be configured 
properly. This is done through the following service management functions: 

— MIH capability discovery
— MIH registration
— MIH service access authentication
— MIH event subscription

6.2.2 Service management primitives

Insert new rows after last row in Table 3 as follows:

6.5 Media independent event service

6.5.4 Information elements

Insert information elements in Table 10 as follows:

Table 3—Service management primitives

Service management 
parameters

(L)ocal
(R)emote

Defined 
in Comments

MIH_Push_Key L, R 7.4.27 Install a key in a remote PoA

MIH_LL_Auth L, R 7.4.28 Carry out a proactive authentication over MIH between 
the MN and the PoS using link layer frames.

Table 10—Information elelments

Name of information elements Description Data type

PoA-specific information elements

IE_AUTHENTICATOR_LINK_ADDR An L2 address of the authenticator, 
which serves the PoA

LINK_ADDR

PoA-specific higher layer service information elements

IE_AUTHENTICATOR_IP_ADDR The IP address of the authenticator, 
which serves the PoA.

IP_ADDR

IE_PoS_IP_ADDR PoS’s IP address. IP_ADDR
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7. Service access point (SAP) and primitives

7.4 MIH_SAP primitives

7.4.1 MIH_Capability_Discover

7.4.1.1 MIH_Capability_Discover.request

7.4.1.1.2 Semantics of service primitives

Change text as follows:

MIH_Capability_Discover.request ( 
DestinationIdentifier, 
LinkAddressList, 
SupportedMihEventList, 
SupportedMihCommandList, 
SupportedIsQueryTypeList, 
SupportedTransportList, 
MBBHandoverSupport, 
SupportedSecurityCapList 
)

Insert the following parameters:

Parameters:

7.4.1.2 MIH_Capability_Discover.indication

7.4.1.2.2 Semantics of service primitive

Change text as follows:

MIH_Capability_Discover.indication ( 
SourceIdentifier, 
LinkAddressList, 
SupportedMihEventList, 
SupportedMihCommandList, 
SupportedIsQueryTypeList, 
SupportedTransportList, 
MBBHandoverSupport, 
SupportedSecurityCapList 
)

Name Data type Description

SupportedSecurityCapList MIH_SEC_CAP (Optional) List of supported MIH 
security capabilities on the local 
MIHF.
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Insert the following parameters:

Parameters:

7.4.1.3 MIH_Capability_Discover.response

7.4.1.3.2 Semantics of service primitive

Change text as follows:

MIH_Capability_Discover.response( 
DestinationIdentifier, 
Status, 
LinkAddressList, 
SupportedMihEventList, 
SupportedMihCommandList, 
SupportedIsQueryTypeList, 
SupportedTransportList, 
MBBHandoverSupport, 
SupportedSecurityCapList 
)

Insert the following parameters:

Parameters:

7.4.1.4 MIH_Capability_Discover.confirm

7.4.1.4.2 Semantics of service primitive

Change text as follows:

MIH_Capability_Discover.confirm( 
SourceIdentifier, 
Status, 
LinkAddressList, 
SupportedMihEventList, 
SupportedMihCommandList, 
SupportedIsQueryTypeList, 
SupportedTransportList, 
MBBHandoverSupport, 
SupportedSecurityCapList 
)

Name Data type Description

SupportedSecurityCapList MIH_SEC_CAP (Optional) List of supported MIH 
security capabilities on the remote 
MIHF.

Name Data type Description

SupportedSecurityCapList MIH_SEC_CAP (Optional) List of supported MIH 
security capabilities on the local 
MIHF.
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Insert the following parameters:

Parameters:

7.4.17 MIH_Net_HO_Candidate_Query

7.4.17.2 MIH_Net_HO_Candidate_Query.request

7.4.17.2.2 Semantics of service primitive

Change the following text as follows:

MIH_Net_HO_Candidate.Query.request ( 
DestinationIdentifier, 
SuggestedNewLinkList, 
SuggestedCandidateAuthenticatorList, 
QueryResourceReportFlag 
)

Insert the following parameters:

Parameters

7.4.17.3 MIH_Net_HO_Candidate_Query.indication

7.4.17.3.2 Semantics of service primitive

Change text as follows:

MIH_Net_HO_Candidate.Query.indication ( 
SourceIdentifier, 
SuggestedNewLinkList, 
SuggestedCandidateAuthenticatorList, 
QueryResourceReportFlag 
)

Name Data type Description

SupportedSecurityCapList MIH_SEC_CAP (Optional) List of supported MIH 
security capabilities on the remote 
MIHF.

Name Data type Description

SuggestedCandidateAuthenticator-
List

LIST(LINK_AUTHENTICATOR
_LIST)

List of media specific authenticator’s 
addresses for the suggested candidate 
PoAs.
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Insert the following parameter:

Parameters

7.4.17.4 MIH_Net_HO_Candidate_Query.response

7.4.17.4.1 Function

7.4.17.4.2 Semantics of service primitive

Change text as follows:

MIH_Net_HO_Candidate.Query.response( 
DestinationIdentifier, 
Status, 
SourceLinkIdentifier, 
HandoverStatus, 
PreferedLinkList, 
PreferredCandidateAuthenticatorList 
)

Insert the following parameter:

Parameter

7.4.17.5 MIH_Net_HO_Candidate_Query.confirm

7.4.17.5.2 Semantics of service primitive

Change text as follows:

MIH_Net_HO_Candidate.Query.confirm( 
SourceIdentifier, 
Status, 
SourceLinkIdentifier, 
HandoverStatus, 
PreferedLinkList, 
PreferredCandidateAuthenticatorList 
)

Name Data type Description

SuggestedCandidateAuthenticator-
List

LIST(LINK_AUTHENTICATOR
_LIST)

List of media specific authentica-
tor’s addresses for the suggested 
candidate PoAs.

Name Data type Description

PreferredCandidateAuthenticator-
List

LIST(LINK_AUTHENTICATOR
_LIST)

List of the corresponding media 
specific authenticator’s addresses 
for the preferred candidate PoAs.
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Insert the following parameter:

Parameter

7.4.18 MIH_MN_HO_Candidate_Query

7.4.18.1 MIH_MN_HO_Candidate_Query.request

7.4.18.1.2 Semantics of service primitive

Change the following text as indicated as follows:

MIH_MN_HO_Candidate.Query.request( 
DestinationIdentifier, 
SourceLinkIdentifier, 
CandidateLinkList, 
QoSResourceRequirements, 
IPConfigurationMethods, 
DHCPServerAddress, 
FAAddress 
AccessRouteAddress, 
CandidateAuthenticatorList 
)

Insert the following parameter as follows:

Parameter

7.4.18.2 MIH_MN_HO_Candidate_Query.indication

7.4.18.2.2 Semantics of service primitive

Change the following text as follows:

MIH_MN_HO_Candidate.Query.indication( 
DestinationIdentifier, 
SourceLinkIdentifier, 
CandidateLinkList, 
QoSResourceRequirements, 
IPConfigurationMethods, 
DHCPServerAddress, 

Name Data type Description

PreferredCandidateAuthenticator-
List

LIST(LINK_AUTHENTICATOR
_LIST)

List of the corresponding media 
specific authenticator’s addresses 
for the preferred candidate PoAs.

Name Data type Description

CandidateAuthenticatorList LIST(LINK_AUTHENTICATOR
_LIST)

List of the corresponding media 
specific authenticator’s addresses 
for the candidate PoAs.
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FAAddress 
AccessRouteAddress, 
CandidateAuthenticatorList 
)

Insert the following parameter as follows:

Parameter

7.4.18.3 MIH_MN_HO_Candidate_Query.response

7.4.18.3.2 Semantics of service primitive

Change the following text as follows:

MIH_MN_HO_Candidate_Query.response( 
DestinationIdentifier, 
Status, 
SourceLinkIdentifier, 
HandoverStatus, 
PreferedCandidateLinkList, 
PreferredCandidateAuthenticatorList 
)

Insert the following parameter:

Parameter

7.4.18.4 MIH_MN_HO_Candidate_Query.confirm

7.4.18.4.2 Semantics of service primitive

Change the following text as follows:

MIH_MN_HO_Candidate_Query.confirm( 
DestinationIdentifier, 
Status, 
SourceLinkIdentifier, 
HandoverStatus, 
PreferedCandidateLinkList, 
PreferredCandidateAuthenticatorList 
)

Name Data type Description

CandidateAuthenticatorList LIST(LINK_AUTHENTICATOR
_LIST)

List of the corresponding media 
specific authenticator’s addresses 
for the candidate PoAs.

Name Data type Description

PreferredCandidateAuthenticator-
List

LIST(LINK_AUTHENTICATOR
_LIST)

List of the corresponding media 
specific authenticator’s addresses 
for the preferred candidate PoAs.
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Insert the following parameter:

Parameter

Insert new subclauses (7.4.27 and 7.4.28) as follows:

7.4.27 MIH_Push_Key

7.4.27.1 MIH_Push_key.request

7.4.27.1.1 Function

This primitive is used to request a remote MIHF (PoS) to install a key(s) in a target PoA(s).

7.4.27.1.2 Semantics of service primitive

MIH_Push_key.request ( 
DestinationIdentifier, 
LinkTupleIdentifierList 
)

Parameters:

7.4.27.1.3 When generated

This primitive is generated by an MIH user in the MN to request a remote MIHF in the serving PoS to install 
a key in a target PoA. 

7.4.27.1.4 Effect on receipt

The local MIHF shall generate an MIH_Push_Key request message to the remote MIHF.

7.4.27.2 MIH_Push_key.indication

7.4.27.2.1 Function

This primitive is used to pass a key to the corresponding MIH user on the serving PoS.

Name Data type Description

PreferredCandidateAuthenticator-
List

LIST(LINK_AUTHENTICATOR
_LIST)

List of the corresponding media 
specific authenticator’s address for 
the preferred candidate PoAs.

Name Data type Description

DestinationIdentifier MIHF_ID This identifies a remote MIHF that 
will be the destination of this 
request. 

LinkTupleIdentifierList LIST(LINK_TUPLE_ID) This identifies a list of links of tar-
get PoAs for which keys are 
pushed.
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7.4.27.2.2 Semantics of service primitive

MIH_Push_key.indication ( 
SourceIdentifier, 
KeyMapping 
)

Parameters:

7.4.27.2.3 When generated

This primitive is generated by the local MIHF after receiving an MIH_Push_Key request message from the 
remote MIHF.

7.4.27.2.4 Effect on receipt

A media specific key is delivered to the corresponding MIH user.

7.4.27.3 MIH_Push_key.response

7.4.27.3.1 Function

This primitive is used to indicate that the key installation request has been received and MIH user has 
executed it.

7.4.27.3.2 Semantics of service primitive

MIH_Push_key.response ( 
DestinationIdentifier, 
LinkTupleIdentifierList, 
Status 
)

Parameters:

Name Data type Description

SourceIdentifier MIHF_ID This identifies the invoker, which 
is a remote MIHF.

KeyMapping KEY_MAPPING This specifies a mapping of a link 
identifier for which the key is 
pushed and a lifetime.

Name Data type Description

DestinationIdentifier MIHF_ID This identifies a remote MIHF that 
will be the destination of this 
response. 

LinkTupleIdentifierList LIST(LINK_TUPLE_ID) This identifies a list of links for 
which keys are pushed.

Status STATUS This represents the operation 
result.
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