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IEEE 802 Nendica Report:
The Lossless Network for Data Centers

Abstract

Modern data centers are tasked with delivering intelligent multi-media responses to real-time
human interactions. Massive amounts of data are being churned and sifted by highly parallel
applications, such as Online Data Intensive Services (OLDI) and Artificial Intelligence (Al), which
historically required specialized High-Performance Computing (HPC) infrastructure. New
advancements in high-speed distributed solid-state storage, coupled with remote direct
memory access (RDMA) and new networking technologies to better manage congestion, are
allowing these parallel environments to run atop more generalized next generation cloud
infrastructure. Generalized cloud infrastructure is also being deployed in the telecommunication
operator’s central office. The key to advancing cloud infrastructure to the next level is the
elimination of loss in the network, not just packet loss, but throughput loss and latency loss.
There simply should be no loss in the data center network. Congestion is the primary source of
loss and in the network, congestion leads to dramatic performance degradation. This paper
discusses the need for new technologies to combat loss in the data center network and
introduces promising potential solutions.
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Our Digital Lives are Driving Innovation

For better or worse, our lives have been forever changed by digital technology. Digital
technology is increasingly accessed and offered as a service from the cloud and, as a result, it is
becoming more integrated with our natural lives.

Interacting with cloud services is now done in a human and natural way—through voice
commands and visual recognition. In the not too distant future, as predicted by futurist Ray
Kurzweil [1], the way we think will be augmented by the cloud. Already, services are
personalized to our individual tastes by online data-intensive cloud services. We have come to
expect instantaneous access to massive amounts of digital content by our very own voice
commands. But how does all this work—in the backend—in the data center? How is it that huge
guantities of data can be rendered into useful information within a timeframe that meets real-
time human interaction delays?

The requirement to integrate digital technology into our daily lives is inspiring innovation in the
data center. This innovation is driving the need for new levels of performance, scale, and
reliability from the infrastructure. Enormous quantities of computing cycles are rendering
massive amounts of data into real-time information and action. The delivery of information and
action from the cloud data center needs to be fast! Consequently, the fabric within the data
center needs to eliminate loss and deliver low latency and high throughput.

Trends in the Data Center

Application and storage architectures within the data center are continuously evolving to
address increasing demands for real-time, interactive digital technology. Currently, four critical
data center use cases are stressing the data center network. These include large-scale Online
Data Intensive (OLDI) services such as automated recommendation systems for online shopping,
social media and web searches; high-performance deep learning networks; modern
telecommunication central office networks; and high-speed distributed pools of Non-Volatile
Memory Express (NVMe) storage.

Online Data Intensive (OLDI) Services
The fundamental difference between Online Data Intensive services and their offline

counterparts (such as MapReduce computations) is that they require immediate answers to
requests that are coming in at a high rate. Latency control is a key concern. The end-user
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experience is highly dependent upon the system responsiveness, and even moderate delays of
less than a second can have a measurable impact on individual queries and their associated
advertising revenue. A large chunk of unavoidable delay, due to the speed of light, is inherently
built into a system that uses the remote cloud as the source of decision and information. This
puts even more pressure on the deadlines within the data center itself. To address these latency
concerns, OLDI services deploy individual requests across thousands of servers simultaneously.
The responses from these servers are coordinated and aggregated to form the best
recommendations or answers. Delays in obtaining these answers are compounded by delayed or
‘straggler’ communication flows between the servers. This creates a long tail latency distribution
in the data center for highly parallel applications. To combat tail latency, servers are often
arranged in a hierarchy, as shown in Figure 1, with strict deadlines given to each tier to produce
an answer. If valuable data arrives late because of latency in the network, the data is simply
discarded, and a sub-optimal answer may be returned. Studies have shown that the network
becomes a significant component of overall data center latency when congestion occurs in the

network [2].
Aggregator
Deadline = 250 ms
Deadline = 50 ms
Aggregator Aggregator —
Deadline =10 ms

1]

Figure 1 — Parallel Application Hierarchy

Aggregator

The long tail of latency distribution in OLDI data centers can be caused by various factors [3].
One is simply related to the mix of traffic between control messages (mice) and data messages
(elephants). While most of the flows in the data center are mice, most of the bytes transferred
across the network are due to elephants. Therefore, a small number of elephant flows can delay
the set-up of control channels established by mice flows. Since OLDI data centers are processing
requests over thousands of servers simultaneously, the mix and interplay of mice and elephant
flows is highly uncoordinated. An additional complexity is that flows can change behavior over
time; what was once an elephant can transform into a mouse after an application has reached
steady state. Another cause of latency is due to incast at the lower tiers of the node hierarchy.
Leaf worker nodes return their answers to a common parent in the tree at nearly the same time.
This can cause buffer over-runs and packet loss within an individual switch. It may invoke
congestion management schemes such as flow-control or congestion notification, which have
little effect on mice flows and tail latency.
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