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Important Notices and Disclaimers Concerning IEEE Standards 
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing varied
viewpoints and interests to achieve the final product. IEEE Standards are documents developed by
volunteers with scientific, academic, and industry-based expertise in technical working groups. Volunteers
are not necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairness in the consensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or completeness of the material contained in its standards,
and expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness
of material. In addition, IEEE disclaims any and all conditions relating to results and workmanlike effort. In
addition, IEEE does not warrant or represent that the use of the material contained in its standards is free
from patent infringement. IEEE Standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. 

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard.

Authorized licensed use limited to: Carleton University. Downloaded on November 03,2020 at 17:05:39 UTC from IEEE Xplore.  Restrictions apply. Full document details: IEEE 802.Qcx-2020

https://standards.ieee.org/ipr/disclaimers.html
http://www.avadocuments.com/doc/ieee-802-qcx-2020
http://www.avadocuments.com/doc/ieee-802-qcx-2020


4
Copyright © 2020 IEEE. All rights reserved.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents. 

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and Standards Coordinating Committees are not able to
provide an instant response to comments, or questions except in those cases where the matter has previously
been addressed. For the same reason, IEEE does not respond to interpretation requests. Any person who would
like to participate in evaluating comments or in revisions to an IEEE standard is welcome to join the relevant
IEEE working group. You can indicate interest in a working group using the Interests tab in the Manage Profile
& Interests area of the IEEE SA myProject system. An IEEE Account is needed to access the application.

Comments on standards should be submitted using the Contact Us form.

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://
www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. 

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE. For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website. Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE Standards are developed in compliance with the IEEE SA Patent Policy.

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. IEEE Standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This amendment to IEEE Std 802.1Q™-2018, as amended by IEEE Std 802.1Qcp™-2018,
IEEE Std 802.1Qcc™-2018, and IEEE Std 802.1Qcy™-2019, specifies a YANG data model that supports
configuration, status reporting, and monitoring for Connectivity Fault Management (CFM) for Two-Port
MAC Relays, Customer VLAN Bridges, and Provider Bridges.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few years to clarify existing material, to correct possible errors, and
to incorporate new related material. Information on the current revision state of this and other IEEE 802®

standards may be obtained from

Secretary, IEEE SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854
USA

This introduction is not part of IEEE Std 802.1Qcx-2020, IEEE Standard for Local and Metropolitan Area
Networks—Bridges and Bridged Networks—Amendment 33: YANG Data Model for Connectivity Fault
Management.
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IEEE Standard for 
Local and Metropolitan Area Networks—

Bridges and Bridged Networks

Amendment 33: 
YANG Data Model for 
Connectivity Fault Management

(This amendment is based on IEEE Std 802.1Q™-2018, as amended by IEEE Std 802.1Qcp™-2018,
IEEE Std 802.1Qcc™-2018, and IEEE Std 802.1Qcy™-2019.)

NOTE—The editing instructions contained in this amendment define how to merge the material contained here into the
base document and its other amendments to form the new comprehensive standard.

Editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed either by using strikethrough (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make
changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editing
instructions, change markings, and this NOTE will not be carried over into future editions because the changes will be
incorporated into the base standard.1

1. Overview

1.3 Introduction

Change item k) (as introduced in IEEE Std 802.1Qcp-2018) of the lettered list in 1.3 as follows:

k) Defines YANG configuration and operational state models (Clause 48) in support of Two-Port MAC
Relays, Customer VLAN Bridges, and Provider Bridges, including Connectivity Fault Management
(CFM) for these bridges.

1 Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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IEEE Std 802.1Qcx-2020
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks

Amendment 33: YANG Data Model for Connectivity Fault Management

5. Conformance

5.4 VLAN Bridge component requirements

5.4.1 VLAN Bridge component options

5.4.1.4 Connectivity Fault Management (CFM) (optional)

Change item n) of the lettered list in 5.4.1.4 as follows:

n) Support the CFM MIB module defined in 17.5 and/or support the CFM YANG modules defined in
Clause 48.

5.19 VLAN-aware end station requirements for CFM

Insert the following list item after item i) (“Support the CFM MIB module ....”) of the lettered list in 5/19,
and reletter the subsequent list item accordingly:

j) Support the CFM YANG modules defined in Clause 48.
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20. CFM protocols

20.1 Continuity Check protocol

20.1.2 Defects and Fault Alarms

Change the first paragraph of 20.1.2 as follows (text of footnote 27 remains unchanged):

Defects are separated from Fault Alarms (19.2.16), as is standard practice for service providers.27 The loss
of CCMs or the reception of a cross connected CCM is a are defects. A Fault Alarm is a Management
operation (12.14.7.7), an unsolicited announcement by a Bridge. If the CFM MIB module is implemented
(17.5), it is an SNMP Notification. and is operating, an SNMP Notification is sent. If the CFM YANG
module is implemented (Clause 48) and is operating, a YANG Notification is sent. Notifications are sent It is
issued when the MEP Fault Notification Generator state machine (20.37), or the MEP Mismatch Fault
Notification Generator state machine (20.40), detects that a configured time period (default, 2.5 s) has
passed with one or more defects indicated, and Fault Alarms are enabled. Each of these state machines can
transmit no further Fault Alarms until it is reset by the passage of a configured time period (default, 10 s)
during which no defect indication is present. The normal operator procedure upon receiving a Fault Alarm is
to inspect the reporting MEP’s managed objects, diagnose the fault, correct the fault, examine the MEP’s
managed objects to see whether the state machine has reset, and repeat those steps until the Fault Alarm has
cleared.
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48. YANG Data Model

Change the introductory text of Clause 48 (as introduced in IEEE Std 802.1Qcp-2018) as follows:

This clause specifies YANG data models that provide control and status monitoring of bridgesIEEE 802.1Q
Bridges. Specifically, 

a) Two-Port MAC Relays, 
b) Customer VLAN bridges Bridges, and 
c) Provider bridges Bridges. 

The YANG bridge data management models are derived from UML models specified in 48.3. The UML
models are based on Clause 12.

This clause also specifies YANG data models for CFM protocol suite control and monitoring when applied
on the aforementioned bridgesBridges.

NOTE 1—OMB UML 2.5 [B78] conventions together with C++ language constructs are used in this clause as a
representation to convey model structure and relationships.

NOTE 2—The MIB modules specified in Clause 17 were also derived from Clause 12. Consequently, the capabilities
and structure of the YANG data models align closely with should closely aligned with that represented by the MIBs.
However the YANG data model has not been derived from the MIB, and there has been no attempt to include data or
modeling constructs that might appear in the MIB but not in the information model.

48.1 YANG Framework

Replace Figure 48-2 with the following figure:

Figure 48-2—YANG root hierarchy with IEEE 802.1Q YANG modules

Figure 48-2—YANG root hierarchy with IEEE 802.1Q YANG modules
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48.3 802.1Q YANG model

Insert the following subclause (48.3.3, including Figure 48-11 through Figure 48-14) after 48.3.2.3:

48.3.3 CFM model

The CFM UML data model is composed of the following set of major objects:

— The Maintenance Domain object is associated with a device (e.g., Bridge). It contains information
used to identify the maintenance domain used to bind/contain Maintenance Association objects.

— The Maintenance Association objects are contained within a Maintenance Domain object. They
contain maintenance point information related to the service instance being monitored.

— The Maintenance Group objects provide a convenient binding of a Maintenance Association object
with a Maintenance Domain object.

— The Maintenance association Endpoint (MEP) object is associated with an Interface (e.g., Bridge
port) and a Maintenance Association Group object. It contains all information to manage a CFM
entity, associated with a specific DoSAP of a service instance, which can generate and receive CFM
PDUs and track any responses.

— The Maintenance domain Intermediate Point (MIP) object is associated with an Interface (e.g.,
Bridge port) and a service (e.g., VID) to allow the explicit creation of an MHF.

— The CFM Stack object is associated with a device (e.g., Bridge). It contains information about
maintenance points on a particular device Interface (e.g., Bridge port or Aggregation Port).

— The Default MD Level object is associated with a device (e.g., Bridge) component. It contains MHF
information needed for the creation of these functions on the services (e.g., VIDs) that are not
attached to any Maintenance Association.

— The Configuration Error List is associated with a device (e.g., Bridge). It contains configuration
error information that is identifiable on a per-Interface (e.g., Bridge port) and per-service (e.g., VID)
basis.
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The UML model representing the relationship between relevant Bridge objects to CFM objects is illustrated
in Figure 48-11.

Figure 48-11—Bridge to CFM YANG model

Figure 48-11—Bridge to CFM YANG model

* bridge

string name; // (12.4) r-w
macAddress address; // (12.4) r-w
enum type; // r-w
int ports; // (12.4) r
counter32 up-time; // (12.4) r
int components; // r

name*

ma-id*

maintenance-group

string maintenance-group-id // r-w
string md-id; // r-w
string ma-id; // r-w
struct service-id; // (12.14.5.3.2) r-w
ref bridge-id; // r-w
ref component-name // r-w

default-md-level

int bridge-id; // r-w
int component-id; // r-w
struct primary-service-id; // (12.14.3.1.2) r-w
struct associated-service-ids; // (12.14.3.1.3) r-w
bool md-status; // (12.14.3.1.3) r-w
int md-level; // (12.14.3.1.3) r-w
enum mhf-creation; // (12.14.3.1.3) r-w
enum id-permission; // (12.14.3.1.3) r-w

config-error

if-ref port; // r-w
struct service-id; // (12.14.4.1.2) r-w
enum error-type; // (12.14.4.1.3) r

cfm-stack

if-ref port; // r-w
int md-level; // (12.14.2.1.2) r-w
enum direct ion; // (12.14.4.1.2) r-w
struct service-id; // r-w
string maintenance-group-id; // r
int mep-id; // (12.14.2.1.3) r
int md-id; // r
int ma-id; // r
address mac-address; // (12.14.2.1.3) r
enum maintenance-point; // (12.14.2.1.3) r

component

string name; // r-w
int id; // (12.3) r-w
enum type; // (12.3) r-w
macAddress address; // (8.13.8, 13.24) r-w
bool traffic-class-enabled; // (12.4.1.5.1) r-w
int ports; // (12.4.1.1.3) r
if-ref *bridge-port // r
struct capabilities // (12.4.1.5.2) r

mep

mep-id*

maintenance-domain

string md-id; // r-w
choice md-name; // (21.6.5.3) r-w
int md-level; // (12.14.5.1.3) r-w
enum mhf-creation; // (12.14.5.1.3) r-w
enum id-permission; // (12.14.5.1.3) r-w
address fault-alarm-transmission; // (12.14.5.1.3) r-w

maintenance-association

string ma-id; // r-w
choice ma-name; // (21.6.5.4) r-w
enum ccm-interval; // (12.14.6.1.3) r-w
address fault-alarm-transmission; // (12.14.5.1.3) r-w
enum mhf-creation; // (12.14.5.1.3) r-w
enum id-permission; // (12.14.3.1.3) r-w

mep-id*

maintenance-association-mep

int mep-id; //(12.14.6.1.3) r-w
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The CFM objects (e.g., cfm-stack, configuration-error-list, default-md-level, maintenance-domain)
reference the device (i.e., Bridge and/or Bridge Component) to which they belong. This reference allows
CFM objects to be associated with other types of devices (e.g., non-Bridges, end stations) where
appropriate.

The Maintenance Group is modeled as a list that contains a convenient reference to a Maintenance
Association object and its corresponding Maintenance Domain object. The identification of this collection
of objects allows other CFM objects to more easily attach to a maintenance group and, in turn, simplifies
configuration and operation retrieval procedures supported by the data model.

As illustrated in Figure 48-12, MEP objects reference an Interface and are associated with a Maintenance
Group. The interface relationship allows a MEP to be associated with a Bridge port, as specified by this
standard. This model also allows MEPs to be associated with other Interface types (for other devices).

Figure 48-12—CFM MEP model relationships

Figure 48-12—CFM MEP model relationships

ietf-interfaces

name*
interfaces

string name; // r-w
string description; // r-w
if-type type; // r-w
bool enabled; // r-w
enum link-up-down-trap-enable; // r-w
enum admin-status; // r
enum oper-status; // r
date-time last-change; // r
int32 if-index; // r
address phys-address; // r
if-ref * higher-layer-if; // r
if-ref * lower-layer-if; // r
guage64 speed; // r

bridge-port

string component-name; // r-w
int pvid; // (12.10.1) r-w
int default-priority; // (12.6.2) r-w
struct priority-regeneration-table; // (12.6.2, 6.9.4) r-w
enum pcp-selection; // (12.6.2, 6.9.3) r-w
struct pcp-decoding-table; // (12.6.2) r-w
struct pcp-encoding-table; // (12.6.2) r-w
bool use-dei; // (12.6.2, 6.9.3) r-w
bool drop-encoding; // (12.6.2, 8.6.6) r-w
enum service-access-priority-selection; // (12.6.2, 6.13) r-w
struct service-access-priority; // (12.6.2, 6.13.1) r-w
struct traffic-class; // (12.6.3, 8.6.6) r-w
enum acceptable-frame; // (12.10.1.3, 6.9) r-w
bool enable-ingress-filtering; // (12.10.1.4, 8.6.2) r-w
bool enable-restricted-vlan-regist ration; // (12.10.1.6, 11.2.3.2.3) r-w
bool enable-vid-translation-table; // (12.10.1.8, 6.9) r-w
bool enable-egress-vid-translation-table; // (12.10.1.9, 6.9) r-w
struct protocol-group-vid-set ; // (12.10.1.7) r-w
int admin-point-to-point; // (6.8.2, 12.4.2) r-w
bool protocol-based-vlan-classification; // (5.4.1.2) r
int max-vid-set-entries; // (12.10.1.1.3) r
int port-number; // (13.25, 12.4.2, 12.3.i) r
enum port-type; // (12.4.2.1) r
macAddress address; // (12.4.2) r
bits capabilities; // (12.4.2, 12.10.1.1.3) r
bits type-capabilities; // (12.4.2) r
bool external; // (12.4.2) r
bool oper-point-to-point; // (12.4.2) r

port

mep

mep-id*

maintenance-group

string maintenance-group-id; // r-w
string md-id; // r-w
string ma-id; // r-w
struct service-id; // (12.14.5.3.2) r-w
ref bridge-id; // r-w
ref component-name // r-w
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The MEP object has relationships with other MEP-related objects. As illustrated in Figure 48-13, the CFM
continuity check protocol suite-specific data needed to initiate protocol-specific sessions or maintain
protocol-specific state information are grouped together. In addition, the MEP object will also reference the
MEP CCM database and Stats objects.

Figure 48-13—CFM MEP model

Figure 48-13—CFM MEP model

stats

counter mep-ccm-sequence-errors; // (12.14.7.1.3) r
counter mep-ccms-sent; // (12.14.7.1.3) r
counter mep-lbr-in; // (12.14.7.1.3) r
counter mep-lbr-in-out-of-order; // (12.14.7.1.3) r
counter mep-lbr-bad-msdu; // (12.14.7.1.3) r
counter mep-unexpected-ltr-in; // (12.14.7.1.3) r
counter mep-lbr-out; // (12.14.7.1.3) r

rmep-id*

continuity-check

bool ccm-enabled; // (12.14.7.1.3) r -w
enum fault-alarm-transmision; // (12.14.7.1.3) r -w
enum lowest-priority-defect; // (12.14.7.1.3) r -w
time fng-alarm-time; // (12.14.7.1.3) r -w
time fng-reset-time; // (12.14.7.1.3) r -w
enum highest-priority-defect; // (12.14.7.1.3) r
struct defects; // (12.14.7.1.3) r
string error-ccm-last-failure; // (12.14.7.1.3) r
enum fng-state; // (12.14.7.1.3) r
string xcon-ccm-last-failure // (12.14.7.1.3) r

mep

int mep-id; // (12.14.7) r -w
if-ref port; // (12.14.7.1.3) r -w
enum direction; // (12.14.7.1.3) r -w
int primary-vid; // (12.14.7.1.3) r -w
bool   enabled; // (12.14.7.1.3) r -w
int ccm-ltm-priority; // (12.14.7.1.3) r -w
address mac-address; // (12.14.7.1.3) r
list inactive-remote-mep // (12.14.7.1.3) r -w

mep-db

int rmep-id; // (12.14.7.6.2) r
enum rmep-state; // (12.14.7.6.3) r
time rmep-failed-ok-time; // (12.14.7.6.3) r
address mac-address; // (12.14.7.6.3) r
bool rdi; // (12.14.7.6.3) r
enum port-status-tlv; // (12.14.7.6.3) r
enum interface-status-tlv; // (12.14.7.6.3) r
enum chassis-id-subtype; // (12.14.7.6.3) r
enum chassis-id; // (12.14.7.6.3) r
struct transport-service-domain; // (12.14.7.6.3) r
struct management-address; // (12.14.7.6.3) r
bool rmep-is-active; // (12.14.7.1.3) r
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48.3.3.1 CFM model support of CFM Operations

The CFM model also supports the initiation of Continuity Check, Loopback, and Linktrace protocol
sessions. The general structure of the CFM session action data model is illustrated in Figure 48-14.

Figure 48-14—CFM operations structure

Figure 48-14—CFM operations structure

ltr-transaction-id*

transmit-loopback

input:
choice lbm-destination;
int lbm-messages;
int lbm-priority;
bool lbm-drop-eligible;
string lbm-data-tlv;

output:
int lbm-request-id;

transmit-linktrace

input:
choice ltr-target;
int ltm-ttl;
enum ltm-flags;

output:
int ltm-transaction-id;
string ltm-egress-identifier;

linktrace-reply

int ltr-transaction-id; // (12.14.7.5.2) r
choice ltr-target; // r
int ltm-ttl; // (12.14.7.4.2) r
enum ltm-flags; // (12.14.7.4.2) r

mep

int ltr-receive-order; // r
int ltr-ttl; // (12.14.7.5) r
bool ltr-forwarded; // (12.14.7.5.3) r
bool ltr-terminal-mep; // (12.14.7.5.3) r
string ltr-last-egress-identifier; // (12.14.7.5.3) r
string ltr-next-egress-identifier; // (12.14.7.5.3) r
enum ltr-relay; // (12.14.7.5.3) r
enum ltr-chassis-id-subtype; // (12.14.7.5.3) r
enum ltr-chassis-id; // (12.14.7.5.3) r
struct ltr-man-address-domain; // (12.14.7.5.3) r
struct ltr-man-address; // (12.14.7.5.3) r
enum ltr-ingress; // (12.14.7.5.3) r
address ltr-ingress-mac; // (12.14.7.5.3) r
enum ltr-ingress-port-id-subtype; // (12.14.7.5.3) r
enum ltr-ingress-port-id; // (12.14.7.5.3) r
enum ltr-egress; // (12.14.7.5.3) r
address ltr-egress-mac; // (12.14.7.5.3) r
enum ltr-egress-port-id-subtype; // (12.14.7.5.3) r
enum ltr-egress-port-id; // (12.14.7.5.3) r
string ltr-organization-specific-tlv; // (12.14.7.5.3) r

responses

receive-order*
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Delete the following subclauses, as introduced in IEEE Std 802.1Qcp-2018:

48.4 Structure of the YANG model

Deletion includes introductory text, 48.4.1 through 48.4.4, and Table 48-1 through Table 48-5.

48.5 Relationship to IEEE 802.1Q managed objects

Deletion includes introductory text, 48.5.1 through 48.5.7, and Table 48-6 through Table 48-12.

48.6 Definition of IEEE 802.1Q YANG modules

Deletion includes introductory text and 48.6.1 through 48.6.3.6.

Insert the following subclauses (new 48.4, 48.5, and 48.6, along with new Table 48-1 through Table 48-6)
in place of the deleted subclauses described above. Note that the text of some subclauses remains
unchanged from the original publication in 2018; however, the subclause numbers have changed due to
the overall reorganization of this material.

48.4 Structure of the YANG model

The YANG models used to manage bridges comprise a number of YANG modules, which are summarized
in Table 48-1.

In the YANG module definitions, if any discrepancy between the DESCRIPTION text and the
corresponding definition in any other part of this standard occur, the definitions outside this clause
(Clause 48) take precedence.

Text from 2018 in ... Is now in ...
48.6.1 48.5
48.6.2 48.5.3
48.6.2.2 48.5.5
48.6.3.2 48.6.2
48.6.3.3 48.6.3
48.6.3.6 48.6.5

Table 48-1—Summary of the YANG modules

Module Subclause Notes

ieee802-types 48.6.1 General type definitions used within IEEE 802 standards.

ieee802-dot1q-types 48.6.2 General type definitions used by IEEE 802.1Q standard.

ieee802-dot1q-bridge 48.6.3 Generic IEEE 802.1Q Bridge YANG model, which is augmented by 
specific 802.1Q bridges.

ieee802-dot1q-tpmr 48.6.4 Two-Port MAC Relay YANG model, which augments the generic 
bridge YANG module.

ieee802-dot1q-pb 48.6.5 Provider Bridges YANG model, which augments the generic bridge 
YANG module.
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The relationship between the models listed in 48.3 and the YANG modules listed in Table 48-1 is described
in 48.4.1 through 48.4.5.

48.4.1 Generic Bridge model

The generic Bridge model provides basic bridging capabilities and allows for augmentation by specific
YANG models (e.g., Two-Port MAC Relay model, Customer VLAN Bridge model, Provider Bridge model).

A system implementing the generic Bridge model implements the YANG modules listed in Table 48-2.

48.4.2 Two-Port MAC Relay model

A system implementing the TPMR YANG model (48.3.2.1) implements the YANG modules listed in
Table 48-3.

ieee802-dot1q-cfm-types 48.6.6 General type definitions used by the CFM YANG modules.

ieee802-dot1q-cfm 48.6.7 Base/common CFM YANG model for augmentation to support device 
specific requirements. This module defines key CFM structural 
objects such as Maintenance Domains, Maintenance Associations, 
Maintenance Groups, MEPs and CFM session actions.

ieee802-dot1q-cfm-bridge 48.6.8 Defines 802.1Q Bridge specific extensions/augmentations of the base 
CFM YANG module. For example, Bridge port and Bridge specific 
service definition extensions are provided by this module. In addition, 
key CFM Bridge objects such as CFM Stack, Default MD Levels, and 
Configuration Error Lists are defined by this module.

ieee802-dot1q-cfm-alarm 48.6.9 Defines common CFM specific alarms. This module allows other 
users of the CFM YANG modules the option of supporting an alarm 
based on different framework (e.g., ietf-alarms).

Table 48-2—YANG module dependencies for the generic Bridge model

YANG module

ieee802-types

ieee802-dot1q-types

ieee802-dot1q-bridge

Table 48-1—Summary of the YANG modules  (continued)

Module Subclause Notes
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48.4.3 Customer VLAN Bridge model

A system implementing the Customer VLAN Bridge model (48.3.2.2) implements the YANG modules
listed in Table 48-4.

48.4.4 Provider Bridge model

A system implementing the Provider Bridge model (48.3.2.3) implements the YANG modules listed in
Table 48-5.

Table 48-3—YANG module dependencies for the Two-Port MAC Relay model

YANG module

ieee802-types

ieee802-dot1q-types

ieee802-dot1q-bridge

ieee802-dot1q-tpmr

Table 48-4—YANG module dependencies for the Customer VLAN Bridge model

YANG module

ieee802-types

ieee802-dot1q-types

ieee802-dot1q-bridge

Table 48-5—YANG module dependencies for the Provider Bridge model

YANG module

ieee802-types

ieee802-dot1q-types

ieee802-dot1q-bridge

ieee802-dot1q-pb
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48.4.5 CFM model

A system implementing the CFM models (48.3.3) implements the YANG modules listed in Table 48-6.

48.5 YANG data scheme tree definitions

A simplified graphical representation of the data model is used in this document. The meaning of the
symbols in these diagrams is as follows:

— Brackets "[" and "]" enclose list keys.
— Abbreviations before data node names: "rw" means configuration (read-write), and "ro" means state

data (read-only).
— Symbols after data node names: "?" means an optional node, "!" means a presence container, and "*"

denotes a list and leaf-list.
— Parentheses enclose choice and case nodes, and case nodes are also marked with a colon (":").
— Ellipsis ("...") stands for contents of subtrees that are not shown.

48.5.1 Data scheme definition for the ieee802-types YANG module

This YANG module does not have a YANG data scheme tree.

48.5.2 Data scheme definition for the ieee802-dot1q-types YANG module

This YANG module does not have a YANG data scheme tree.

48.5.3 Data scheme definition for the ieee802-dot1q-bridge YANG module

module: ieee802-dot1q-bridge
    +--rw bridges
       +--rw bridge* [name]
          +--rw name           dot1qtypes:name-type
          +--rw address        ieee:mac-address
          +--rw bridge-type    identityref
          +--ro ports?         uint16
          +--ro up-time?       yang:zero-based-counter32
          +--ro components?    uint32

Table 48-6—YANG module dependencies for the CFM model

YANG module

ieee802-types

ieee802-dot1q-types

ieee802-dot1q-cfm-types

ieee802-dot1q-bridge

ieee802-dot1q-cfm

ieee802-dot1q-cfm-bridge

ieee802-dot1q-cfm-alarm
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          +--rw component* [name]
             +--rw name                     string
             +--rw id?                      uint32
             +--rw type                     identityref
             +--rw address?                 ieee:mac-address
             +--rw traffic-class-enabled?   boolean
             +--ro ports?                   uint16
             +--ro bridge-port*             if:interface-ref
             +--ro capabilities
             |  +--ro extended-filtering?             boolean
             |  +--ro traffic-classes?                boolean
             |  +--ro static-entry-individual-port?   boolean
             |  +--ro ivl-capable?                    boolean
             |  +--ro svl-capable?                    boolean
             |  +--ro hybrid-capable?                 boolean
             |  +--ro configurable-pvid-tagging?      boolean
             |  +--ro local-vlan-capable?             boolean
             +--rw filtering-database
             |  +--rw aging-time?                          uint32
             |  +--ro size?                                yang:gauge32
             |  +--ro static-entries?                      yang:gauge32
             |  +--ro dynamic-entries?                     yang:gauge32
             |  +--ro static-vlan-registration-entries?    yang:gauge32
             |  +--ro dynamic-vlan-registration-entries?   yang:gauge32
             |  +--ro mac-address-registration-entries?    yang:gauge32 {extended-
filtering-services}?
             |  +--rw filtering-entry* [database-id vids address]
             |  |  +--rw database-id    uint32
             |  |  +--rw address        ieee:mac-address
             |  |  +--rw vids           dot1qtypes:vid-range-type
             |  |  +--rw entry-type?    enumeration
             |  |  +--rw port-map* [port-ref]
             |  |  |  +--rw port-ref                             port-number-type
             |  |  |  +--rw (map-type)?
             |  |  |     +--:(static-filtering-entries)
             |  |  |     |  +--rw static-filtering-entries
             |  |  |     |     +--rw control-element?         enumeration
             |  |  |     |     +--rw connection-identifier?   port-number-type
             |  |  |     +--:(static-vlan-registration-entries)
             |  |  |     |  +--rw static-vlan-registration-entries
             |  |  |     |     +--rw registrar-admin-control?   enumeration
             |  |  |     |     +--rw vlan-transmitted?          enumeration
             |  |  |     +--:(mac-address-registration-entries)
             |  |  |     |  +--rw mac-address-registration-entries
             |  |  |     |     +--rw control-element?   enumeration
             |  |  |     +--:(dynamic-vlan-registration-entries)
             |  |  |     |  +--rw dynamic-vlan-registration-entries
             |  |  |     |     +--rw control-element?   enumeration
             |  |  |     +--:(dynamic-reservation-entries)
             |  |  |     |  +--rw dynamic-reservation-entries
             |  |  |     |     +--rw control-element?   enumeration
             |  |  |     +--:(dynamic-filtering-entries)
             |  |  |        +--rw dynamic-filtering-entries
             |  |  |           +--rw control-element?   enumeration
             |  |  +--ro status?        enumeration
             |  +--rw vlan-registration-entry* [database-id vids]
             |     +--rw database-id    uint32
             |     +--rw vids           dot1qtypes:vid-range-type
             |     +--rw entry-type?    enumeration
             |     +--rw port-map* [port-ref]
             |        +--rw port-ref                             port-number-type
             |        +--rw (map-type)?
             |           +--:(static-filtering-entries)
             |           |  +--rw static-filtering-entries
             |           |     +--rw control-element?         enumeration
             |           |     +--rw connection-identifier?   port-number-type
             |           +--:(static-vlan-registration-entries)
             |           |  +--rw static-vlan-registration-entries
             |           |     +--rw registrar-admin-control?   enumeration
             |           |     +--rw vlan-transmitted?          enumeration
             |           +--:(mac-address-registration-entries)
             |           |  +--rw mac-address-registration-entries
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             |           |     +--rw control-element?   enumeration
             |           +--:(dynamic-vlan-registration-entries)
             |           |  +--rw dynamic-vlan-registration-entries
             |           |     +--rw control-element?   enumeration
             |           +--:(dynamic-reservation-entries)
             |           |  +--rw dynamic-reservation-entries
             |           |     +--rw control-element?   enumeration
             |           +--:(dynamic-filtering-entries)
             |              +--rw dynamic-filtering-entries
             |                 +--rw control-element?   enumeration
             +--rw permanent-database
             |  +--ro size?                               yang:gauge32
             |  +--ro static-entries?                     yang:gauge32
             |  +--ro static-vlan-registration-entries?   yang:gauge32
             |  +--rw filtering-entry* [database-id vids address]
             |     +--rw database-id    uint32
             |     +--rw address        ieee:mac-address
             |     +--rw vids           dot1qtypes:vid-range-type
             |     +--ro status?        enumeration
             |     +--rw port-map* [port-ref]
             |        +--rw port-ref                             port-number-type
             |        +--rw (map-type)?
             |           +--:(static-filtering-entries)
             |           |  +--rw static-filtering-entries
             |           |     +--rw control-element?         enumeration
             |           |     +--rw connection-identifier?   port-number-type
             |           +--:(static-vlan-registration-entries)
             |           |  +--rw static-vlan-registration-entries
             |           |     +--rw registrar-admin-control?   enumeration
             |           |     +--rw vlan-transmitted?          enumeration
             |           +--:(mac-address-registration-entries)
             |           |  +--rw mac-address-registration-entries
             |           |     +--rw control-element?   enumeration
             |           +--:(dynamic-vlan-registration-entries)
             |           |  +--rw dynamic-vlan-registration-entries
             |           |     +--rw control-element?   enumeration
             |           +--:(dynamic-reservation-entries)
             |           |  +--rw dynamic-reservation-entries
             |           |     +--rw control-element?   enumeration
             |           +--:(dynamic-filtering-entries)
             |              +--rw dynamic-filtering-entries
             |                 +--rw control-element?   enumeration
             +--rw bridge-vlan
             |  +--ro version?                   uint16
             |  +--ro max-vids?                  uint16
             |  +--ro override-default-pvid?     boolean
             |  +--ro protocol-template?         dot1qtypes:protocol-frame-format-
type {port-and-protocol-based-vlan}?
             |  +--ro max-msti?                  uint16
             |  +--rw vlan* [vid]
             |  |  +--rw vid               dot1qtypes:vlan-index-type
             |  |  +--rw name?             dot1qtypes:name-type
             |  |  +--ro untagged-ports*   if:interface-ref
             |  |  +--ro egress-ports*     if:interface-ref
             |  +--rw protocol-group-database* [db-index] {port-and-protocol-
based-vlan}?
             |  |  +--rw db-index             uint16
             |  |  +--rw frame-format-type?   dot1qtypes:protocol-frame-format-
type
             |  |  +--rw (frame-format)?
             |  |  |  +--:(ethernet-rfc1042-snap8021H)
             |  |  |  |  +--rw ethertype?           dot1qtypes:ethertype-type
             |  |  |  +--:(snap-other)
             |  |  |  |  +--rw protocol-id?         string
             |  |  |  +--:(llc-other)
             |  |  |     +--rw dsap-ssap-pairs
             |  |  |        +--rw llc-address?   string
             |  |  +--rw group-id?            uint32
             |  +--rw vid-to-fid-allocation* [vids]
             |  |  +--rw vids               dot1qtypes:vid-range-type
             |  |  +--ro fid?               uint32
             |  |  +--ro allocation-type?   enumeration
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             |  +--rw fid-to-vid-allocation* [fid]
             |  |  +--rw fid                uint32
             |  |  +--ro allocation-type?   enumeration
             |  |  +--ro vid*               dot1qtypes:vlan-index-type
             |  +--rw vid-to-fid* [vid]
             |     +--rw vid    dot1qtypes:vlan-index-type
             |     +--rw fid?   uint32
             +--rw bridge-mst
                +--rw mstid*                     dot1qtypes:mstid-type
                +--rw fid-to-mstid* [fid]
                |  +--rw fid      uint32
                |  +--rw mstid?   dot1qtypes:mstid-type
                +--rw fid-to-mstid-allocation* [fids]
                   +--rw fids     dot1qtypes:vid-range-type
                   +--rw mstid?   dot1qtypes:mstid-type
  augment /if:interfaces/if:interface:
    +--rw bridge-port
       +--rw component-name?                        string
       +--rw port-type?                             identityref
       +--rw pvid?                                  dot1qtypes:vlan-index-type
       +--rw default-priority?                      dot1qtypes:priority-type
       +--rw priority-regeneration
       |  +--rw priority0?   priority-type
       |  +--rw priority1?   priority-type
       |  +--rw priority2?   priority-type
       |  +--rw priority3?   priority-type
       |  +--rw priority4?   priority-type
       |  +--rw priority5?   priority-type
       |  +--rw priority6?   priority-type
       |  +--rw priority7?   priority-type
       +--rw pcp-selection?                         dot1qtypes:pcp-selection-type
       +--rw pcp-decoding-table
       |  +--rw pcp-decoding-map* [pcp]
       |     +--rw pcp             pcp-selection-type
       |     +--rw priority-map* [priority-code-point]
       |        +--rw priority-code-point    priority-type
       |        +--rw priority?              priority-type
       |        +--rw drop-eligible?         boolean
       +--rw pcp-encoding-table
       |  +--rw pcp-encoding-map* [pcp]
       |     +--rw pcp             pcp-selection-type
       |     +--rw priority-map* [priority dei]
       |        +--rw priority               priority-type
       |        +--rw dei                    boolean
       |        +--rw priority-code-point?   priority-type
       +--rw use-dei?                               boolean
       +--rw drop-encoding?                         boolean
       +--rw service-access-priority-selection?     boolean
       +--rw service-access-priority
       |  +--rw priority0?   priority-type
       |  +--rw priority1?   priority-type
       |  +--rw priority2?   priority-type
       |  +--rw priority3?   priority-type
       |  +--rw priority4?   priority-type
       |  +--rw priority5?   priority-type
       |  +--rw priority6?   priority-type
       |  +--rw priority7?   priority-type
       +--rw traffic-class
       |  +--rw traffic-class-map* [priority]
       |     +--rw priority                   priority-type
       |     +--rw available-traffic-class* [num-traffic-class]
       |        +--rw num-traffic-class    uint8
       |        +--rw traffic-class?       traffic-class-type
       +--rw acceptable-frame?                      enumeration
       +--rw enable-ingress-filtering?              boolean
       +--rw enable-restricted-vlan-registration?   boolean
       +--rw enable-vid-translation-table?          boolean
       +--rw enable-egress-vid-translation-table?   boolean
       +--rw protocol-group-vid-set* [group-id] {port-and-protocol-based-vlan}?
       |  +--rw group-id    uint32
       |  +--rw vid*        dot1qtypes:vlanid
       +--rw admin-point-to-point?                  enumeration
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       +--ro protocol-based-vlan-classification?    boolean {port-and-protocol-
based-vlan}?
       +--ro max-vid-set-entries?                   uint16 {port-and-protocol-
based-vlan}?
       +--ro port-number?                           dot1qtypes:port-number-type
       +--ro address?                               ieee:mac-address
       +--ro capabilities?                          bits
       +--ro type-capabilties?                      bits
       +--ro external?                              boolean
       +--ro oper-point-to-point?                   boolean
       +--ro statistics
       |  +--ro delay-exceeded-discards?          yang:counter64
       |  +--ro mtu-exceeded-discards?            yang:counter64
       |  +--ro frame-rx?                         yang:counter64
       |  +--ro octets-rx?                        yang:counter64
       |  +--ro frame-tx?                         yang:counter64
       |  +--ro octets-tx?                        yang:counter64
       |  +--ro discard-inbound?                  yang:counter64
       |  +--ro forward-outbound?                 yang:counter64
       |  +--ro discard-lack-of-buffers?          yang:counter64
       |  +--ro discard-transit-delay-exceeded?   yang:counter64
       |  +--ro discard-on-error?                 yang:counter64
       |  +--ro discard-on-ingress-filtering?     yang:counter64 {ingress-
filtering}?
       +--rw vid-translations* [local-vid]
       |  +--rw local-vid    dot1qtypes:vlanid
       |  +--rw relay-vid?   dot1qtypes:vlanid
       +--rw egress-vid-translations* [relay-vid]
          +--rw relay-vid    dot1qtypes:vlanid
          +--rw local-vid?   dot1qtypes:vlanid

48.5.4 Data scheme definition for the ieee802-dot1q-tpmr YANG module

module: ieee802-dot1q-tpmr
  augment /if:interfaces/if:interface/dot1q:bridge-port:
    +--rw managed-address?          boolean
    +--rw mac-status-propagation
       +--rw link-notify?         boolean
       +--rw link-notify-wait?    yang:timeticks
       +--rw link-notify-retry?   yang:timeticks
       +--rw mac-notify?          boolean
       +--rw mac-notify-time?     yang:timeticks
       +--rw mac-recover-time?    yang:timeticks
  augment /if:interfaces/if:interface/dot1q:bridge-port/dot1q:statistics:
    +--ro acks-tx?                    yang:counter64
    +--ro add-notificatons-tx?        yang:counter64
    +--ro add-confirmations-tx?       yang:counter64
    +--ro loss-notification-tx?       yang:counter64
    +--ro loss-confirmation-tx?       yang:counter64
    +--ro acks-rx?                    yang:counter64
    +--ro add-notificatons-rx?        yang:counter64
    +--ro add-confirmations-rx?       yang:counter64
    +--ro loss-notification-rx?       yang:counter64
    +--ro loss-confirmation-rx?       yang:counter64
    +--ro add-events?                 yang:counter64
    +--ro loss-events?                yang:counter64
    +--ro mac-status-notifications?   yang:counter64

48.5.5 Data scheme definition for the ieee802-dot1q-pb YANG module

module: ieee802-dot1q-pb
  augment /if:interfaces/if:interface/dot1q:bridge-port:
    +--rw svid?                            dot1qtypes:vlanid
    +--rw cvid-registration* [cvid]
    |  +--rw cvid            dot1qtypes:vlanid
    |  +--rw svid?           dot1qtypes:vlanid
    |  +--rw untagged-pep?   boolean
    |  +--rw untagged-cep?   boolean
    +--rw service-priority-regeneration* [svid]

Authorized licensed use limited to: Carleton University. Downloaded on November 03,2020 at 17:05:39 UTC from IEEE Xplore.  Restrictions apply. Full document details: IEEE 802.Qcx-2020

http://www.avadocuments.com/doc/ieee-802-qcx-2020
http://www.avadocuments.com/doc/ieee-802-qcx-2020


29
Copyright © 2020 IEEE. All rights reserved.

IEEE Std 802.1Qcx-2020
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks

Amendment 33: YANG Data Model for Connectivity Fault Management

    |  +--rw svid                     dot1qtypes:vlanid
    |  +--rw priority-regeneration
    |     +--rw priority0?   priority-type
    |     +--rw priority1?   priority-type
    |     +--rw priority2?   priority-type
    |     +--rw priority3?   priority-type
    |     +--rw priority4?   priority-type
    |     +--rw priority5?   priority-type
    |     +--rw priority6?   priority-type
    |     +--rw priority7?   priority-type
    +--rw rcap-internal-interface* [external-svid]
       +--rw external-svid              dot1qtypes:vlanid
       +--rw internal-port-number?      dot1qtypes:port-number-type
       +--rw internal-svid?             dot1qtypes:vlanid
       +--rw internal-interface-type?   enumeration

48.5.6 Data scheme definition for the ieee802-dot1q-cfm-types YANG module

This YANG module does not have a YANG data scheme tree.

48.5.7 Data scheme definition for the ieee802-dot1q-cfm YANG module

module: ieee802-dot1q-cfm
  +--rw cfm
     +--rw maintenance-domain* [md-id]
     |  +--rw md-id                              cfm-types:name-key-type
     |  +--rw (md-name)?
     |  |  +--:(none)
     |  |  |  +--rw none?                        empty
     |  |  +--:(dns-like-name)
     |  |  |  +--rw dns-like-name?               string
     |  |  +--:(mac-address-and-uint)
     |  |  |  +--rw mac-address-and-uint-type
     |  |  |     +--rw address    ieee:mac-address
     |  |  |     +--rw int        uint16
     |  |  +--:(char-string)
     |  |     +--rw char-string?                 string
     |  +--rw md-level?                          cfm-types:md-level-type
     |  +--rw mhf-creation?                      cfm-types:mhf-creation-type
     |  +--rw id-permission?                     cfm-types:sender-id-permission-
type
     |  +--rw fault-alarm-transmission?          cfm-types:fault-alarm-type
     |  +--rw maintenance-association* [ma-id]
     |     +--rw ma-id                          cfm-types:name-key-type
     |     +--rw (ma-name)
     |     |  +--:(primary-vid)
     |     |  |  +--rw primary-vid?             dot1q-types:vlanid
     |     |  +--:(char-string)
     |     |  |  +--rw char-string?             string
     |     |  +--:(unsigned-int16)
     |     |  |  +--rw unsigned-int16?          uint16
     |     |  +--:(rfc2865-vpn-id)
     |     |     +--rw vpn-id
     |     |        +--rw vpn-oui      uint32
     |     |        +--rw vpn-index    uint32
     |     +--rw ccm-interval?                  cfm-types:ccm-interval-type
     |     +--rw fault-alarm-transmission?      cfm-types:fault-alarm-type
     |     +--rw mhf-creation?                  cfm-types:mhf-creation-type
     |     +--rw id-permission?                 cfm-types:sender-id-permission-
type
     |     +--rw maintenance-association-mep* [mep-id]
     |        +--rw mep-id    cfm-types:mep-id-type
     +--rw maintenance-group* [maintenance-group-id]
        +--rw maintenance-group-id    cfm-types:name-key-type
        +--rw md-id                   -> /cfm/maintenance-domain/md-id
        +--rw ma-id                   -> /cfm/maintenance-domain[md-id = current()/
../md-id]/maintenance-association/ma-id
        +--rw mep* [mep-id]
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           +--rw mep-id                 -> /cfm/maintenance-domain[md-id = 
current()/../../md-id]/maintenance-association[ma-id = current()/../../ma-id]/
maintenance-association-mep/mep-id
           +--rw direction              cfm-types:mp-direction-type
           +--rw enabled?               boolean
           +--rw ccm-ltm-priority?      dot1q-types:priority-type
           +--ro mac-address            ieee:mac-address
           +--rw inactive-remote-mep* [inactive-rmep-id]
           |  +--rw inactive-rmep-id    -> /cfm/maintenance-domain[md-id = 
current()/../../../md-id]/maintenance-association[ma-id = current()/../../../ma-
id]/maintenance-association-mep/mep-id
           +--ro mep-db* [rmep-id]
           |  +--ro rmep-id                     cfm-types:mep-id-type
           |  +--ro rmep-state                  cfm-types:remote-mep-state-type
           |  +--ro rmep-failed-ok-time         yang:timeticks
           |  +--ro mac-address                 ieee:mac-address
           |  +--ro rdi                         boolean
           |  +--ro port-status-tlv?            cfm-types:port-status-tlv-value-
type
           |  +--ro interface-status-tlv?       cfm-types:interface-status-tlv-
value-type
           |  +--ro chassis-id-subtype?         ieee:chassis-id-subtype-type
           |  +--ro chassis-id?                 ieee:chassis-id-type
           |  +--ro transport-service-domain
           |  |  +--ro domain?                  yang:object-identifier-128
           |  |  +--ro (management-address)
           |  |     +--:(ip)
           |  |     |  +--ro ip-address         inet:ip-address
           |  |     |  +--ro ip-port            inet:port-number
           |  |     +--:(local)
           |  |     |  +--ro local-address      string
           |  |     +--:(dns)
           |  |     |  +--ro dns-address        string
           |  |     +--:(other)
           |  |        +--ro unknown-address?   binary
           |  +--ro rmep-is-active?             boolean
           +--rw continuity-check
           |  +--rw ccm-enabled?                boolean
           |  +--ro fng-state?                  cfm-types:fng-state-type
           |  +--rw fault-alarm-transmission?   cfm-types:fault-alarm-type
           |  +--rw lowest-priority-defect?     cfm-types:lowest-alarm-priority-
type
           |  +--rw fng-alarm-time?             uint16
           |  +--rw fng-reset-time?             uint16
           |  +--ro highest-priority-defect     cfm-types:highest-defect-priority-
type
           |  +--ro defects                     cfm-types:mep-defects-type
           |  +--ro error-ccm-last-failure?     binary
           |  +--ro xcon-ccm-last-failure?      binary
           +--ro stats
           |  +--ro mep-ccm-sequence-errors    yang:counter64
           |  +--ro mep-ccms-sent              yang:counter64
           |  +--ro mep-lbr-in                 yang:counter64
           |  +--ro mep-lbr-in-out-of-order    yang:counter64
           |  +--ro mep-lbr-bad-msdu           yang:counter64
           |  +--ro mep-unexpected-ltr-in      yang:counter64
           |  +--ro mep-lbr-out                yang:counter64
           +---x transmit-loopback
           |  +---w input
           |  |  +---w (lbm-destination)
           |  |  |  +--:(dest-ucast-mac-address)
           |  |  |  |  +---w lbm-dest-ucast-mac-address?          cfm-
types:unicast-mac-address-type
           |  |  |  +--:(dest-mcast-class1-mac-address)
           |  |  |  |  +---w lbm-dest-mcast-class1-mac-address?   cfm-
types:multicast-class1-mac-address-type
           |  |  |  +--:(dest-mep-id)
           |  |  |     +---w lbm-dest-mep-id?                     cfm-types:mep-
id-type
           |  |  +---w lbm-messages?                              uint16
           |  |  +---w lbm-priority?                              dot1q-
types:priority-type
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           |  |  +---w lbm-drop-eligible?                         boolean
           |  |  +---w lbm-data-tlv?                              cfm-types:lbm-
data-tlv-type
           |  +--ro output
           |     +--ro lbm-request-id    cfm-types:seq-number-type
           +---x transmit-linktrace
           |  +---w input
           |  |  +---w (ltr-target)
           |  |  |  +--:(target-ucast-mac-address)
           |  |  |  |  +---w ltm-target-mac-address?   cfm-types:unicast-mac-
address-type
           |  |  |  +--:(target-mep-id)
           |  |  |     +---w ltm-target-mep-id?        cfm-types:mep-id-type
           |  |  +---w ltm-ttl?                        uint8
           |  |  +---w ltm-flags?                      cfm-types:mep-tx-ltm-flags-
type
           |  +--ro output
           |     +--ro ltm-transaction-id       cfm-types:seq-number-type
           |     +--ro ltm-egress-identifier
           |        +--ro int        uint16
           |        +--ro address    ieee:mac-address
           +--ro linktrace-reply* [ltr-transaction-id]
              +--ro ltr-transaction-id    cfm-types:seq-number-type
              +--ro linktrace-input
              |  +--ro (ltr-target)
              |  |  +--:(target-ucast-mac-address)
              |  |  |  +--ro ltm-target-mac-address?   cfm-types:unicast-mac-
address-type
              |  |  +--:(target-mep-id)
              |  |     +--ro ltm-target-mep-id?        cfm-types:mep-id-type
              |  +--ro ltm-ttl?                        uint8
              |  +--ro ltm-flags?                      cfm-types:mep-tx-ltm-flags-
type
              +--ro responses* [ltr-receive-order]
                 +--ro ltr-receive-order                uint32
                 +--ro ltr-ttl                          uint8
                 +--ro ltr-forwarded                    boolean
                 +--ro ltr-terminal-mep                 boolean
                 +--ro ltr-last-egress-identifier
                 |  +--ro int        uint16
                 |  +--ro address    ieee:mac-address
                 +--ro ltr-next-egress-identifier
                 |  +--ro int        uint16
                 |  +--ro address    ieee:mac-address
                 +--ro ltr-relay                        cfm-types:relay-action-
field-value-type
                 +--ro ltr-chassis-id-subtype?          ieee:chassis-id-subtype-
type
                 +--ro ltr-chassis-id                   ieee:chassis-id-type
                 +--ro ltr-transport-service-domain
                 |  +--ro domain?                  yang:object-identifier-128
                 |  +--ro (management-address)
                 |     +--:(ip)
                 |     |  +--ro ip-address         inet:ip-address
                 |     |  +--ro ip-port            inet:port-number
                 |     +--:(local)
                 |     |  +--ro local-address      string
                 |     +--:(dns)
                 |     |  +--ro dns-address        string
                 |     +--:(other)
                 |        +--ro unknown-address?   binary
                 +--ro ltr-ingress?                     cfm-types:ingress-action-
field-value-type
                 +--ro ltr-ingress-mac                  ieee:mac-address
                 +--ro ltr-ingress-port-id-subtype?     ieee:port-id-subtype-type
                 +--ro ltr-ingress-port-id              ieee:port-id-type
                 +--ro ltr-egress?                      cfm-types:egress-action-
field-value-type
                 +--ro ltr-egress-mac                   ieee:mac-address
                 +--ro ltr-egress-port-id-subtype?      ieee:port-id-subtype-type
                 +--ro ltr-egress-port-id               ieee:port-id-type
                 +--ro ltr-organization-specific-tlv?   binary
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48.5.8 Data scheme definition for the ieee802-dot1q-cfm-bridge YANG module
module: ieee802-dot1q-cfm-bridge
  augment /dot1q-cfm:cfm:
    +--ro cfm-stack* [port service-selector service-id md-level direction]
    |  +--ro port                    port-ref
    |  +--ro md-level                cfm-types:md-level-type
    |  +--ro direction               cfm-types:mp-direction-type
    |  +--ro service-selector        cfm-types:service-selector-type
    |  +--ro service-id              cfm-types:service-selector-value-type
    |  +--ro maintenance-group-id    -> /dot1q-cfm:cfm/maintenance-group/
maintenance-group-id
    |  +--ro mep-id                  -> /dot1q-cfm:cfm/maintenance-group[dot1q-
cfm:maintenance-group-id = current()/../maintenance-group-id]/mep/mep-id
    |  +--ro md-id?                  -> /dot1q-cfm:cfm/maintenance-domain/md-id
    |  +--ro ma-id?                  -> /dot1q-cfm:cfm/maintenance-domain[dot1q-
cfm:md-id = current()/../md-id]/maintenance-association/ma-id
    |  +--ro mac-address             ieee:mac-address
    |  +--ro maintenance-point       cfm-types:mp-type
    +--rw default-md-level* [bridge-id component-id service-selector primary-
service-id]
    |  +--rw bridge-id                 bridge-ref
    |  +--rw component-id              -> /dot1q:bridges/bridge[dot1q:name = 
current()/../bridge-id]/component/name
    |  +--rw service-selector          cfm-types:service-selector-type
    |  +--rw primary-service-id        cfm-types:service-selector-value-type
    |  +--rw associated-service-ids
    |  |  +--rw (service-id)?
    |  |     +--:(vids)
    |  |     |  +--rw vid* [vlan-id]
    |  |     |     +--rw vlan-id    dot1q-types:vlanid
    |  |     +--:(isid)
    |  |     |  +--rw isid?         uint32
    |  |     +--:(tesid)
    |  |     |  +--rw tesid?        uint32
    |  |     +--:(segid)
    |  |     |  +--rw segid?        uint32
    |  |     +--:(path-tesid)
    |  |     |  +--rw path-tesid?   uint32
    |  |     +--:(group-isid)
    |  |        +--rw group-isid?   uint32
    |  +--ro md-status                 boolean
    |  +--rw md-level                  cfm-types:md-level-type
    |  +--rw mhf-creation?             cfm-types:mhf-creation-type
    |  +--rw id-permission?            cfm-types:sender-id-permission-type
    +--ro config-error* [port service-selector service-id]
       +--ro port                port-ref
       +--ro service-selector    cfm-types:service-selector-type
       +--ro service-id          cfm-types:service-selector-value-type
       +--ro error-type          cfm-types:config-error-type
  augment /dot1q-cfm:cfm/dot1q-cfm:maintenance-group:
    +--rw bridge-id?        bridge-ref
    +--rw component-name    -> /dot1q:bridges/bridge[dot1q:name = current()/../
cfm-bridge:bridge-id]/dot1q:component/name
    +--rw service-id
       +--rw (service-id)?
          +--:(vids)
          |  +--rw vid* [vlan-id]
          |     +--rw vlan-id    dot1q-types:vlanid
          +--:(isid)
          |  +--rw isid?         uint32
          +--:(tesid)
          |  +--rw tesid?        uint32
          +--:(segid)
          |  +--rw segid?        uint32
          +--:(path-tesid)
          |  +--rw path-tesid?   uint32
          +--:(group-isid)
             +--rw group-isid?   uint32
  augment /dot1q-cfm:cfm/dot1q-cfm:maintenance-group/dot1q-cfm:mep:
    +--rw port           port-ref
    +--rw primary-vid?   -> ../../service-id/vid/vlan-id
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48.5.9 Data scheme definition for the ieee802-dot1q-cfm-alarm YANG module

module: ieee802-dot1q-cfm-alarm
  augment /dot1q-cfm:cfm/dot1q-cfm:maintenance-group/dot1q-cfm:mep:
    +---n mep-fault-alarm
       +--ro mep-priority-defect    -> ../../dot1q-cfm:continuity-check/highest-
priority-defect

48.6 YANG modules2,3

48.6.1 Definitions for the ieee802-types YANG module

module ieee802-types {
  namespace urn:ieee:std:802.1Q:yang:ieee802-types;
  prefix ieee;
  organization
    “IEEE 802.1 Working Group”;
  contact
    “WG-URL: http://ieee802.org/1/
    WG-EMail: stds-802-1-l@ieee.org
    
    Contact: IEEE 802.1 Working Group Chair
    Postal: C/O IEEE 802.1 Working Group
            IEEE Standards Association
            445 Hoes Lane
            Piscataway, NJ 08854
            USA
   
    E-mail: stds-802-1-chairs@ieee.org”;
  description
    “This module contains a collection of generally useful derived
    data types for IEEE YANG models.”;
  revision 2020-06-04 {
    description
      “Published as part of IEEE Std 802.1Qcx-2020.
      Second version.”;
    reference
      “IEEE Std 802.1Qcx-2020, Bridges and Bridged Networks -
      YANG Data Model for Connectivity Fault Management.”;
  }
  revision 2018-03-07 {
    description
      “Published as part of IEEE Std 802.1Q-2018.
      Initial version.”;
    reference
      “IEEE Std 802.1Q-2018, Bridges and Bridged Networks.”;
  }
  
  typedef mac-address {
    type string {
      pattern “[0-9a-fA-F]{2}(-[0-9a-fA-F]{2}){5}”;
    }
    description
      “The mac-address type represents a MAC address in the canonical
      format and hexadecimal format specified by IEEE Std 802. The
      hexidecimal representation uses uppercase characters.”;
    reference
      “3.1 of IEEE Std 802-2014
      8.1 of IEEE Std 802-2014”;
  }
  
  typedef chassis-id-subtype-type {

2 Copyright release for YANG: Users of this standard may freely reproduce the YANG modules contained in this clause so that they can
be used for their intended purpose.
3An ASCII version of each YANG module is attached to the PDF of this standard and can also be obtained from the IEEE 802.1
Website at https://1.ieee802.org/yang-modules/. 
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    type enumeration {
      enum chassis-component {
        value 1;
        description
          “Represents a chassis identifier based on the value of
          entPhysicalAlias object (defined in IETF RFC 2737) for a
          chassis component (i.e., an entPhysicalClass value of
          chassis(3))”;
      }
      enum interface-alias {
        value 2;
        description
          “Represents a chassis identifier based on the value of
          ifAlias object (defined in IETF RFC 2863) for an interface
          on the containing chassis.”;
      }
      enum port-component {
        value 3;
        description
          “Represents a chassis identifier based on the value of
          entPhysicalAlias object (defined in IETF RFC 2737) for a
          port or backplane component (i.e., entPhysicalClass value of
          port(10) or backplane(4)), within the containing chassis.”;
      }
      enum mac-address {
        value 4;
        description
          “Represents a chassis identifier based on the value of a
          unicast source address (encoded in network byte order and
          IEEE 802.3 canonical bit order), of a port on the containing
          chassis as defined in IEEE Std 802-2001.”;
      }
      enum network-address {
        value 5;
        description
          “Represents a chassis identifier based on a network address,
          associated with a particular chassis.  The encoded address is
          actually composed of two fields.  The first field is a
          single octet, representing the IANA AddressFamilyNumbers
          value for the specific address type, and the second field is
          the network address value.”;
      }
      enum interface-name {
        value 6;
        description
          “Represents a chassis identifier based on the value of
          ifName object (defined in IETF RFC 2863) for an interface
          on the containing chassis.”;
      }
      enum local {
        value 7;
        description
          “Represents a chassis identifier based on a locally defined
          value.”;
      }
    }
    description
      “The source of a chassis identifier.”;
    reference
      “LLDP MIB 20050506”;
  }
  
  typedef chassis-id-type {
    type string {
      length “1..255”;
    }
    description
      “The format of a chassis identifier string. Objects of this type
      are always used with an associated lldp-chassis-is-subtype
      object, which identifies the format of the particular
      lldp-chassis-id object instance.
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      If the associated lldp-chassis-id-subtype object has a value of
      chassis-component, then the octet string identifies
      a particular instance of the entPhysicalAlias object
      (defined in IETF RFC 2737) for a chassis component (i.e.,
      an entPhysicalClass value of chassis(3)).

      If the associated lldp-chassis-id-subtype object has a value
      of interface-alias, then the octet string identifies
      a particular instance of the ifAlias object (defined in
      IETF RFC 2863) for an interface on the containing chassis.
      If the particular ifAlias object does not contain any values,
      another chassis identifier type should be used.

      If the associated lldp-chassis-id-subtype object has a value
      of port-component, then the octet string identifies a
      particular instance of the entPhysicalAlias object (defined
      in IETF RFC 2737) for a port or backplane component within
      the containing chassis.

      If the associated lldp-chassis-id-subtype object has a value of
      mac-address, then this string identifies a particular
      unicast source address (encoded in network byte order and
      IEEE 802.3 canonical bit order), of a port on the containing
      chassis as defined in IEEE Std 802-2001.

      If the associated lldp-chassis-id-subtype object has a value of
      network-address, then this string identifies a particular
      network address, encoded in network byte order, associated
      with one or more ports on the containing chassis.  The first
      octet contains the IANA Address Family Numbers enumeration
      value for the specific address type, and octets 2 through
      N contain the network address value in network byte order.

      If the associated lldp-chassis-id-subtype object has a value
      of interface-name, then the octet string identifies
      a particular instance of the ifName object (defined in
      IETF RFC 2863) for an interface on the containing chassis.
      If the particular ifName object does not contain any values,
      another chassis identifier type should be used.

      If the associated lldp-chassis-id-subtype object has a value of
      local, then this string identifies a locally assigned
      Chassis ID.”;
    reference
      “LLDP MIB 20050506”;
  }
  
  typedef port-id-subtype-type {
    type enumeration {
      enum interface-alias {
        value 1;
        description
          “Represents a port identifier based on the ifAlias
          MIB object, defined in IETF RFC 2863.”;
      }
      enum port-component {
        value 2;
        description
          “Represents a port identifier based on the value of
          entPhysicalAlias (defined in IETF RFC 2737) for a port
          component (i.e., entPhysicalClass value of port(10)), 
          within the containing chassis.”;
      }
      enum mac-address {
        value 3;
        description
          “Represents a port identifier based on a unicast source
          address (encoded in network byte order and IEEE 802.3
          canonical bit order), which has been detected by the agent
          and associated with a particular port (IEEE Std 802-2001).”;
      }
      enum network-address {
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        value 4;
        description
          “Represents a port identifier based on a network address,
          detected by the agent and associated with a particular 
          port.”;
      }
      enum interface-name {
        value 5;
        description
          “Represents a port identifier based on the ifName MIB object,
          defined in IETF RFC 2863.”;
      }
      enum agent-circuit-id {
        value 6;
        description
          “Represents a port identifier based on the agent-local
          identifier of the circuit (defined in RFC 3046), detected by
          the agent and associated with a particular port.”;
      }
      enum local {
        value 7;
        description
          “Represents a port identifier based on a value locally
          assigned.”;
      }
    }
    description
      “The source of a particular type of port identifier used
      in the LLDP YANG module.”;
  }
  
  typedef port-id-type {
    type string {
      length “8”;
    }
    description
      “The format of a port identifier string. Objects of this type
      are always used with an associated lldp-port-id-subtype object,
      which identifies the format of the particular lldp-port-id
      object instance.

      If the associated lldp-port-id-subtype object has a value of
      interface-alias, then the octet string identifies a
      particular instance of the ifAlias object (defined in IETF
      RFC 2863).  If the particular ifAlias object does not contain
      any values, another port identifier type should be used.

      If the associated lldp-port-id-subtype object has a value of
      port-component, then the octet string identifies a
      particular instance of the entPhysicalAlias object (defined
      in IETF RFC 2737) for a port or backplane component.

      If the associated lldp-port-id-subtype object has a value of
      mac-address, then this string identifies a particular
      unicast source address (encoded in network byte order
      and IEEE 802.3 canonical bit order) associated with the port
      (IEEE Std 802-2001).

      If the associated lldp-port-id-subtype object has a value of
      network-address, then this string identifies a network
      address associated with the port.  The first octet contains
      the IANA AddressFamilyNumbers enumeration value for the
      specific address type, and octets 2 through N contain the
      networkAddress address value in network byte order.

      If the associated lldp-port-id-subtype object has a value of
      interface-name, then the octet string identifies a
      particular instance of the ifName object (defined in IETF
      RFC 2863).  If the particular ifName object does not contain
      any values, another port identifier type should be used.

      If the associated lldp-port-id-subtype object has a value of
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