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Abstract: The physical layer (PHY) and medium access control (MAC) sublayer specifications for
low-data-rate wireless connectivity with fixed, portable, and moving devices with no battery or very
limited battery consumption requirements are defined in this standard. In addition, the standard
provides modes that allow for precision ranging. PHY's are defined for devices operating in a variety
of geographic regions.

Keywords: ad hoc network, IEEE 802.15.4™  |ow data rate, low power, LR-WPAN, mobility, PAN,
personal area network, radio frequency, RF, short range, wireless, wireless network, wireless
personal area network, WPAN
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
https://standards.ieee.org/ipr/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: merchantability; fitness for a particular purpose; non-
infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE disclaims
any and all conditions relating to: results; and workmanlike effort. IEEE standards documents are supplied “AS IS and
“WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since [EEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE does not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. A current IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE SA Website at https://iceexplore.icee.org or contact IEEE
at the address listed previously. For more information about the IEEE SA or IEEE’s standards development process,
visit the [IEEE SA Website at https:/standards.ieee.org.

Errata

Errata, if any, for IEEE standards can be accessed via https://standards.ieee.org/standard/index.html. Search for standard
number and year of approval to access the web page of the published standard. Errata links are located under the
Additional Resources Details section. Errata are also available in IEEE Xplore: https://ieeexplore.ieee.org/browse/
standards/collection/ieee/. Users are encouraged to periodically check for errata.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on the IEEE SA Website at https://standards.ieee.org/about/
sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is willing or unwilling to grant
licenses under patent rights without compensation or under reasonable rates, with reasonable terms and conditions that
are demonstrably free of any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.

5
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

Participants

ISO/IEC/IEEE 8802-15-4:2024(en)

At the time this standard was sent to ballot, the IEEE P802.15 Working Group had the following voting

members:

Hendrik Ahlendorf
Koorosh Akhavan
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David Barras
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Soo-Young Chang
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Jianlin Guo
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Shinsuke Hara
Hiroshi Harada
Timothy Harrington
Chris Hartman

Robert F. Heile, Chair
Rick Alfvin, Co-Vice Chair
Patrick W. Kinney, Co-Vice Chair

James P. K. Gilb, Working Group Technical Editor

Patrick W. Kinney, Secretary

Gary Stuebing, 802.15.4md Task Group Chair

Don Sturek, 802.15.4md Task Group Vice Chair

Kunal P. Shah, 802.15.4md Technical Editor

Christopher Hett
Jay Holcomb
Oliver Holland
Iwao Hosako
Brima Ibrahim
Tetsushi Ikegami
Yeong Min Jang
Seongah Jeong
Seong-Soon Joo
Volker Jungnickel
Paul Kettle
Shoichi Kitazawa
Tero Kivinen
Daniel Knobloch
Ryuji Kohno
Fumihide Kojima
Ann Krieger
Thomas Kuerner
Jack Lee

Mingyu Lee
Frank Leong
Huan-Bang Li
Zheda Li
Sang-Kyu Lim
Thomas Lorbach
Masood Magbool
Vinayagam Mariappan
Alejandro Marquez

Michael Mclnnis
Apurva Mody
Ayman Naguib
Jaroslaw Niewczas
Paul Nikolich

Philip Orlik

Aditya Padaki

Glenn Parsons
Charles Perkins
Albert Petrick

Joe Polland

Clinton Powell
Demir Rakanovic
Ivan Reede

Joerg Robert
Benjamin Rolfe

Ren Sakata

Ruben E. Salazar Cardozo
Toannis Sarris

Peter Sauer

Nikola Serafimovski
Tushar Shah

Stephen Shellhammer
Karthik Srinivasagopalan
Billy Verso

Johannes Wechsler
Brian Weis

Peter Yee

Shaun Yu

Major contributions in the revision process were received from the following individuals:

Harry Bims
Hendricus De Ruijter
Chris Hett

Roger Hislop

Klaus Hueske
Shoichi Kitazawa

Tero Kivinen

Clint Powell

R. K. Rannow

George Robert

Benjamin Rolfe

Ruben E. Salazar Cardozo
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The following members of the individual balloting committee voted on this standard. Balloters may have
voted for approval, disapproval, or abstention.

Thomas Alexander Werner Hoelzl Benjamin Rolfe
David Barras Brima Ibrahim Ruben E Salazar Cardozo
Philip E. Beecher Raj Jain Shigenobu Sasaki
Harry Bims SangKwon Jeong Naotaka Sato
Nancy Bravin Srinivas Kandala Peter Sauer

Vern Brethour S. G. Karthik James Schuessler
Demetrio Bucaneg, Jr Stuart Kerry Kunal Shah
William Byrd Yongbum Kim Tushar Shah

Paul Cardinal Patrick Kinney Robert Stacey
Juan Carreon Tero Kivinen Dorothy Stanley
Pin Chang Jarkko Kneckt Thomas Starai
Clint Chaplin Daniel Knobloch .
Charles Cook Jan Kruys gi;ysstziimg
Boris Danev Yasushi Kudoh Mark Sturza
Hendricus De Ruijter Hyeong Ho Lee Bo Sun

Brandon Dewberry Mingyu Lee

Mark-Rene Uchida

Igor Dotlic Wookbong Lee : !
Egdward Eckert Frank Leoig Aley?_i V. Padaki
Anthony Fagan Zheda Li Dmltrl Varsanofiev
Michael Fischer Yong Liu Billy Verso )
Avraham Freedman Thomas Lorbach GF:orge Vlantis
James Gilb Michael McLaughlin Lisa Ward
Matthew Gillmore Michael McInnis Karl We_ber
Robert Golshan Ayman Naguib Scott Willy
Randall Groves Nick S.A. Nikjoo Andreas Wolf
Rainer Hach Tetsu Nishimura Chi Xu

Joachim Hammerschmidt Bansi Patel Shang-Te Yang
Timothy Harrington Dev Paul Kangjin Yoon
Robert Heile Arumugam Paventhan Yu Yuan

Jerome Henry Clinton Powell Oren Yuen
Marco Hernandez Maximilian Riegel Sven Zeisberg

Robert Robinson

When the IEEE SA Standards Board approved this standard on 6 May 2020, it had the following

membership:
Gary Hoffman, Chair
Jon Walter Rosdahl, Vice Chair
Jean-Philippe Faure, Past Chair
Konstantinos Karachalios, Secretary
Ted Burse David J. Law Mehmet Ulema
J. Travis Griffith Howard Li Lei Wang
Grace Gu Dong Liu Sha Wei
Guido R. Hiertz Kevin Lu Philip B. Winston
Joseph L. Koepfinger* Paul Nikolich Daidi Zhong
John D. Kulick Damir Novosel Jingyi Zhou
Dorothy Stanley
*Member Emeritus
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Historical participants

Many individuals have participated in the IEEE P802.15 Working Group during various stages of the
standard’s development. Since the initial publication, many amendments have added functionality or
updated material in this standard, and now three revisions have been published. Here is a historical list of the
working group participants who dedicated their valuable time, energy, and knowledge to the advancement of
this standard at the time of its original publication and for its revisions. Many of these members also worked

on amendments.

The following members of the IEEE P802.15 Working Group participated in the development of the original
standard, IEEE Std 802.15.4-2003:

Michael D. Mclnnis, 4ssistant Secretary and Editor

Phil Jamieson, Layer Management Technical Editor

Roberto Aiello
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Richard Alfvin
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Marco Naeve, Task Group 4 Secretary

Monique Bourgeois, MAC Technical Editor
Said Moridi, PHY Technical Editor

Greg Breen, Low-Band PHY Technical Editing
Ed Callaway, Networking Technical Editing

Paul Gorday, High-Band PHY Technical Editing
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David Cypher, PICs/SDLs Technical Editing
Robert D. Poor, Coexistence Technical Editing
Farron Dacus, Regulatory Technical Editing
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Major contributions were received from the following individuals:
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Stephen E. Taylor
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Jing Wang
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Ian C. Gifford Phil Rudland Wim Zwart
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Robert F. Heile, Chair
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Introduction

This introduction is not part of IEEE Std 802.15.4-2020, IEEE Standard for Low-Rate Wireless Networks.

This is the fourth revision of IEEE Std 802.15.4. From the beginning, the goal of the IEEE P802.15 Working
Group was to produce a standard that enabled very low-cost, low-power communications. The initial
standard, IEEE Std 802.15.4-2003, defined two optional physical layers (PHYs), operating in different
frequency bands with a simple and effective medium access control (MAC).

In 2006, the standard was revised and added two more PHY options. The MAC remained backward
compatible, but the revision added MAC frames with an increased version number and a variety of MAC
enhancements, including the following:

— Support for a shared time base with a data timestamping mechanism
—  Support for beacon scheduling
— Synchronization of broadcast messages in beacon-enabled personal area networks (PANs)

— Improved MAC layer security

In 2011, the standard was revised to include the three amendments approved subsequent to the 2006
revision. This effort added four more PHY options along with the MAC capability to support ranging.
Additionally, the organization of the standard was changed so that each PHY would have a separate clause,
and the MAC clause was split into functional description, interface specification, and security specification.

The 2015 revision of the standard was created to roll in the amendments approved subsequent to the 2011
revision: six PHY amendments and one MAC amendment, with corrigenda and clarifications. The features
added by the amendments include the following:

— Enhanced frame formats maintaining backward compatibility

— Information Elements (IEs)

— Channel agility

— Extended superframe options

— Low-energy mechanisms

— An enhanced acknowledgment frame that can carry data and can be secured
—  Prioritized channel access

— A variety of new PHY modulation, coding, and band options to support a wide variety of application
needs including radio frequency identification (RFID), smart utility networks (SUNSs), television
white space (TVWS) operation, low-energy critical infrastructure monitoring (LECIM), and rail
communications and control (RCC)

Much of the corrigenda and clarifications were collected from requests from individuals after the revision in
2011. Major corrigenda items included changes to the security text to correct errors and clarify the text,
removal of the encrypt only mode, addition of security policy checks for the IEs, corrections regarding
personal area network identifier (PAN ID) compression behavior to eliminate ambiguous specification, and
changes to the IEs subclauses to include more information necessary for users of this standard.

The Project Authorization Request (PAR) for IEEE Std 802.15.4-2015 was first proposed in July 2013 and
was approved in October 2013 by IEEE’s New Standards Committee (NesCom). After three working group
ballots and two IEEE SA Committee ballots, the final standard was approved in December 2015, just over
two years from start to finish.
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The current revision of the standard was revised to include six approved amendments subsequent to the 2015
revision. This effort added two more PHY amendments and one MAC amendment, with corrigenda and
clarifications. The features added by the amendments include the following:
— A variety of new PHY modulation, coding, and band options to support a wide variety of application
needs including smart utility networks (SUNs), china medical band (CMB), ternary amplitude shift
keying (TASK) and rate switch Gaussian frequency shift keying (RS-GFSK)

Much of the corrigenda and clarifications were collected from requests from individuals after the revision in
2015. Major corrigenda items included changes to the transmission order of the address field.

15
Copyright © 2020 IEEE. All rights reserved.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

Contents
1 OVETVIEW ..ttt ettt ettt et ettt et e bt e at e bt e s e e bt e bt eat e bt e at e bt en b e sae e bt eabesbeemteeheenbeeaee bt enbenseeneeeneensesneenses 33
Lo S COPC ettt ettt h ettt beeat e bt en b ea e e bt eate bt et e eheenteentennas 33
L2 PUIPOSE. .ttt ettt ettt b et e h et e at e eb e e s e eb e e bt eh b bt et e bt et eneennes 33
2 NOTMALIVE TEIETENCES ...ttt ettt ettt eb et be st b e neneens 34
3. Definitions, acronyms, and abbreVIations. ............couerieieieieiii ittt enens 35
3.1 DETINTHONS ..ottt ettt ettt ettt est st se b ebeebeese s e e et enseneeneeseeseesensensens 35
3.2 Acronyms and abDIEVIAtIONS ........c.eoueriiieieieiiitieieeie ettt ettt ettt ese e b e eeenes 36
4. FOrMat CONVEINTIONS.......ccueiuiiiiitiitiitenteiteit ettt et b et ettt eb et s sae e ne e ene 40
4.1 GONETAL. ..ttt ettt b ettt 40
.2 FIRLAS vttt ettt h ettt et st ne st ebeeaeesebe s ensensentens 40
4.3 INNUITIDEIS ...ttt ettt ettt e s e s e st et e e bt es e et e e bees e s et enseneeseeneeneebeebeesensesensenseneens 41
4 SHIIIIES -ttt ettt st Rt h bbbt bt et et st e st enteb e e bttt e b et eneene 41
4.5 Transmission order . ... 41
4.5.1  General......cocovveiieriininieiee, ... 41
4.5.2  Vendor OUI transmission order..... .42
4.6 Reserved fields and ValUES.........cc.ooueiiiiiiiiiieee e 42
5. GENETAL AESCIIPLION ...ttt ettt ettt et e e e bt et sae e bt eat e beenteebeenbeeseeneeeneenseeneenses 43
5.1 INEFOQUCTION ....ciiiiiiiiiicctrt ettt sttt ene 43
5.2 Special apPliCAtiON SPACES ....c.eeuieuieiieuiiiietietieteete ettt ettt ste et ettt ettt et ese st et eteese b eaeneens 43
S.2.1  GENETAL. ..ttt ettt be et eee s 43
5.2.2  Smart utility network (SUN).......ccccecerenueneee ... 43
5.2.3  Rail communications and control (RCC) ... 43
5.2.4  Television white space (TVWS).........c....... ... 44
5.2.5  Radio frequency identification (RFID)........cccoooiiiiiiiiiiiieecee e 44
5.2.6  Low-energy, critical infrastructure monitoring (LECIM) .........cccoccovneiniicnennennnne. 44
5.2.7  Medical body area network (MBAN) SEIVICES .....ccuerierierieniieienieeieeie e 44
5.2.8  China medical band (CMB).........ccooiiiiiiiiieieieieieeeet e 44
5.3 Components of the IEEE 802.15.4 WPAN................... .. 45
5.4 Multi-PHY management (MPM) of the SUN WPAN... .. 45
5.5 Network topologIes......ccovevvieieeieieeieiieie e ... 45
551 GENETAL ..ottt ettt b ettt nt et ne bt eeennan 45
5.5.2  Star network fOrmMation ..........ooociiiiieiiieiit s 46
5.5.3  Peer-to-peer network formation...........cocoeeruerieieieieirieeeeceese e 46
5.0 ATCHITECIUTE «....iuiiiiieiieie ettt bbbttt ettt eb e b b ens 47
5.6.1  General... AT
562 PHY .o, ... 48
5.6.3  MAC sublayer.. .. 49
5.7 FUNCHONAL OVEIVIEW ....eiuiiiiiiiiiiiiieieitestet ettt ettt sttt s sa e ens 49
5.7.1  SUPETTrame SIIUCLUIC .......c.eeueiuieiieiiriietiete sttt ettt ettt 49
5.7.2  Data transfer MOAEL........ccooieiiiiiiiiiiiii e 51
5.7.3  Frame StIUCLUIE ...cc.eoouiiiiiiiiiiiieeteeitee ettt ettt ettt eas 52
5.74  Information element (IEs).... w52
5.7.5  Access methods.........cccccevveiiinnne .52
5.7.6  Power consumption CONSIAETALIONS .........eertiiuiruiriirieieieiieiiei ettt 53

16
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

577 SECUIILY ettt ettt et ettt ettt et e et e e ssee st e st e sse e teestenseeneenseensenseensennes 54

5.7.8  Enabling spectrum resource measurement capability ... 55

5.8 CONCEPt OF PIIMILIVES. .. e.eiueeieieiieiieteeti ettt ettt et e bt et e be e e e e st et et e e eseeneeaeaeeesenes 56

6. MAC functional deSCIIPLION .....eeveiuieiieiieieeiesteeie sttt te ettt et ste et eete et e steesteeseeseeneesseensenseeneensas 57
6.1 Device types and CONMVENTIONS. ......ccueiiertirtierierierieeterteetesteesesseesseeseesestesseessesseesesseensesssensenses 57

6.2 CRANNEL ACCESS -..uvtueiiieiieiiesti ettt ettt ettt ettt ettt et et e et e s bt et e eb e enbesate bt estenbeenteeneenseeneenses 57

6.2.1  SUPETTIAME STIUCLUIE .......eiiiieiieiieiieii ettt ettt ettt ettt et et e b e eeneenean 57

6.2.2  Incoming and outgoing superframe timing...........c.coeerereeeieieenisenceese e 59

6.2.3  Enhanced Beacon frame timing for MPM procedure...... ... 60

0.2.4  TES e ... 61
6.2.5 Random access methods...... . 62
6.2.6  TSCH SIOtframe StIUCIUIE ......c.eeueeuiitietiiiieteieei ettt 69
6.2.7  LE functional deSCTiPtioN........c.eeveriiiieriieierieeieetteiesieeste e sseeee e esaesseeaeesaesessaenaeens 71
6.2.8  Superframe use for TMCTP OPEration .........cccceoeeeeirenininienenieieieieiecse e 71
6.2.9  Rail communications and control network (RCCN) superframe structure.................. 72
6.2.10  Channel ROPPING .....ccueieieieieieiieteeteee e .13
6.3 Starting and maintaining PANs ............ 15
6.3.1  Scanning through channels...... .. 75
6.3.2  PAN ID cONfliCt rESOIULION ....uiviiieiitiiet ettt 81
6.3.3  Starting and realigning @ PAN ........ccoiiiiiiiiie s 82
6.3.4  BEACON ENEIATION. .....ouiiuiiiiiiieiieteitc ettt ettt ettt et

6.3.5  DEVICE QISCOVETY .c.uiiiiiuiiiieiieeitetietieste et st ette st esteettesteenee s st enbesseeseeseenseensesseensesseenseenes
6.3.6  TSCH PAN formation
6.4 Association and disassociation

6.4.1  Association.....................
6.4.2  DISASSOCIATION ...ueuiiiiiiiieterie ettt sttt ettt st
6.4.3  Fast @SSOCIATION ....euveuieiieiieiieiieitete ettt ettt ettt ettt ettt esbe b e s eneent et eseeneeneeseeneenan
6.5 SYNCRIOMIZATION ..ottt ettt bt e bt e et e st eseeseebeeteeaeneeneens
0.5.1  GENETAL....iuiiiiiniiieee ettt nean
6.5.2  Synchronization with beacons .......
6.5.3  Synchronization without beacons ..
6.5.4  Synchronization in TSCH PAN.....
6.5.5  Orphaned device realigNment ............ooeririiieieieieieeee e
6.6 Transaction handling.............cceeuiiiiieiinieieieie ettt st ettt et e et esaeensesseeneennas
6.7 Transmission, reception, and acknowledgment..............cccocevivirinininininenenenecceee
6.7.1  TIANSIMISSION ...ttt ettt ettt ettt ettt et bbb e e e eaeeseeseeseeseebeeaeebeeseaseneeneenean
6.7.2  Reception and rejection ..........cceeceeveerveeeeenens
6.7.3  Extracting pending data from a coordinator ......
6.7.4  Use of acknowledgments and retransmissions ...
6.7.5  Transmission timing reStIICTIONS.....c..euveuirtirtiitirtiteieieie ettt eneae
6.7.6  GUAT TIMIE ....eviiiiiiii ettt ettt
6.7.7  PromiSCuOUS MOME .......c.eruiiiuiiiiiiiiiiiiieieite ettt
6.7.8  TranSmiSSION SCENATIOS ....cveieuietietietieteeteeteteteneeseesteateseeseeseesestessesenseneenseneeseeneereaneas
6.7.9  Device announcement.......
6.8 GTS allocation and management.......
6.8.1  GTS general requirements ...
6.8.2  CAP MAINTENANCE ....eouieeieiiiiieiiteiieieie ettt ettt ettt ettt se st esee s eseeseeaesaeesenaens
6.8.3  GTS AllOCATION ...ttt ettt
0.8:4  GTS USAZE . .eitiiiiiiieteeeete ettt ettt ettt et
6.8.5  GTS dealloCatiON ....c..ceeuiiiiiiriiiiiiiiricrtee ettt
6.8.6  GTS reallocation
6.8.7  GTS @XPITALION ...eeuteiieiieiietieii ettt ettt ettt ettt et ettt e e s e seeseeseeseeneeseaaens
17
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

0.9 RANGING ...eeutieiieitieiiieiete ettt ettt e st e bt et e s bt este e st enbeestesseenseeseenseentenseensesseensenseensens 117
6.9.1  RaNGING FEQUITEIMENLS .....eouiiuieiietiitiitiieieieiietteet st eteeteeteetesteseseesteseeseeseeseeseeseesesseneens 117
6.9.2  Set-up activities before a ranging eXchange ...........ccccoeereieiieieinieiiceeee e 118
6.9.3  Finish-up activities after a ranging eXchange ..........c.cccceveieieininiiinenceseseene 118
6.9.4  Managing DPS ........ooiiiii et st nae s 118
6.9.5  The ranging eXChaNGE .........cccccveiiirieiiiiiiieieieee ettt 120

6.10 PHY parameter change notification procedure.............cccovuerieieieieiniiienieeieeeeeecee e 120
6.10.1 Signaling using Beacon frames............cocoveriiieiiiiiriiseee e 120
6.10.2 Signaling using Multipurpose frames ..........ccocceerveriierieeienieeiereee e 121

6.11 Deterministic and synchronous multichannel extension (DSME)........ccccccovveniienniincinnne. 122
6.11.1 DSME command reqUirements..............eeuerueruerieieieieiietesieetesieseeieseeeeseeseeieseeesesnens 122
6.11.2 DSME multi-superframe StruCtUIE..........ccveirtiruiriiitirieieieieieiceeett et 122
6.11.3  Channel dIVEISILY ......cocouirieriiiieriieieeeete ettt sttt e ettt aesae e s e e saesseeneenseensenneas 124
6.11.4  CAP T@AUCHION. .....cuiiiiiiiiiiitiitiieteet ettt 126
6.11.5 DSME GTS allocation and management...............ccueeeeeeuerirrenesiesieieieieeeeseeeienaens 127

6.11.6  Beacon SCheduling ...........cooiiiiiiiiiee e 133
6.11.7  Time SYNCRrONMIZAtION .....ccevuiiiiitiriiiiieieieiieitete ettt 134
6.11.8  Deferred DEACOM .....cc.eiuiiiiiiirieicieie ettt e 135
6.11.9  Passive Channel SCAN .........ccoiiiiiiiiiiie ettt 135
6.12 LE transmission, reception, and acknowledgment ..............ccccooeiiiiiininiiiicneee 136
6.12.1 LE transmission, reception, and acknowledgment with positive handshakes............ 136
6.12.2 Coordinated sampled listening (CSL)......cccoooerieiiirieniinieiieerieeeeee e 136
6.12.3 RIT .o
6.12.4 Implicit RIT (I-RIT)
6.13 Starting and maintaining TMCTPS .......cocooiiiiiiiie e 143
6.14 MPM procedure for inter-PHY COCXISIENCE ......evuieieriieiiriieiieieriteieeiteee ettt 147
6.15 TVWS ACCESS PIOCEAUIES ....vevieiiiieieiietiite ettt ete et ettt sttt e et eseeseeseeseeseebeeseeseesesseesens 149
6.15.1  GENETAL.....ouiiiiiiieieieee ettt ettt ettt bttt s et a bbbt eene 149
6.15.2 Channel timing management (CTM) ........ccocoriiiiiiiiiininiree e 150
6.16 Spectrum Resource Measurement (SRM) .....cceeviiiieiiiiiinieiieieiccetee e 151
6.160.1  GENETAL.....o.eiiiiiieiieiietiet ettt ettt ettt ettt bttt nt st neen et eaeeaeeteneene 151
6.16.2  SRM Performance MELIICS ........cciruiririerieieieiieiieit ettt et 151
6.16.3  SRM fUNCHONALIEY ...c.eeuiiiieiiiiiiieeteceeee e e 157
6.17 Using Link Margin LE.........cccocioiiiiiiiiiieiiee ettt ettt ensesnae s s 160
7. MAC TaME fOIMALS ...ttt ettt ettt ettt ettt st et et e e e st eseeaeeseeseeaeesenseneeneens 161
7.1 Device eXtended address........coueiruiriiiiiiiiieeee ettt
7.2 General MAC frame format..
7.2.1  General.......ccccecoeuen.
7.2.2  Frame Control field...........
7.2.3  Sequence Number field.........cocooiiiiiiiiiiiicee e
7.2.4  Destination PAN ID fleld .......ccocoiiiiiiiiieeeee e
7.2.5  Destination Address field.........cccoiriiiriniiiiiii e
7.2.6  Source PAN ID field.....ccccoooiiiiiiiiiiiniiicccct et
7.2.7  Source Address field......................
7.2.8  Auxiliary Security Header field
729  TEfield oo
7.2.10  Frame Payload field........cccooieiiriioiiiieieeee e
T2 11 FOS fIELA .ottt ettt ettt ettt naene
7.3 Format of individual frame tyPeS........oeiririiiriiieeieee e
7.3.1  Beacon frame fOrmat .........cccoocooiiiiiiiiniiiieec e
7.3.2  Data frame format
7.3.3  Ack frame fOrmat..........ccoooiiiiiiiiiiiiieeeee e

18
Copyright © 2020 IEEE. All rights reserved.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

7.3.4  MAC command frame format...........cccooevieiiiininininiiicicc e 175
7.3.5  Multipurpose frame format
7.3.6  Extended frame format ............

T4 TES oottt h e h e bbbt b ettt enes
7.4.1  TE liSt terMINAtiON ...c.ceueeuiiiiiiiiiitertentitertet ettt ettt ettt
TA.2  HEAACT LES. ..ottt
743 PaAYload TES ..ottt
744  Nested IE.......

7.5 MAC commands.........ccoeueue.

7.5.1  Command ID field............c.........
7.5.2  Association Request command..............cooeririeiiiiiiiiiineeeeee e 239
7.5.3  Association Response COmMmAand ...........ccerueieieieinininiinieiee e 240
7.5.4  Disassociation Notification command ............cccoeceririnenenienineiiieescese e 241
7.5.5  Data Request COMMANA ........ccccoeruiriiniiniiniiiiiiicieieeteieeeseetee et 242
7.5.6  PAN ID Conflict Notification command ..............cocererieieieiieiiieese e 243
7.5.7  Orphan Notification cOMMmMANA ............cccoririiriiiiiiiieieeeee e 243
7.5.8  Beacon Request COMMANd.........c.coovieieniieieniieiecieieeeeteeeeie et ie e e 243
7.5.9  Enhanced Beacon Request cOmmand ............coceevuerieniienieniieniieienieeieeeesie e 243
7.5.10  Coordinator Realignment command...............eoueirieinieiiinineseeeeee e 244
7.5.11  GTS request COMMANG. ......ccoeeuiiiiiriirierieieeeiieit ettt ettt see e e nene 245
7.5.12 DSME Association Request command............ccooeeveriieiiniienieeieneeieseesieseeie e 246
7.5.13 DSME Association Response command .............eceevueeeenieeienenienieneeieseeie e 247
7.5.14 DSME GTS Request cOMMAN ............cooeriiieieieieiiieeiesieeiese e 249
7.5.15 DSME GTS Response COMMANA.........ccoeueueieieieieiiniiniesieee e e 251
7.5.16 DSME GTS Notify command...........cccooerieiiiiiiiiiniiineieeeeee e 253
7.5.17 DSME Information Request command.............cccueeeeiuirieniieienienieniee e 254
7.5.18 DSME Information Response command ............cccccueeeeieirininenienienieieieeee e 254
7.5.19 DSME Beacon Allocation Notification command .............ccceceeeriiiiinenenenieneneens 255
7.5.20 DSME Beacon Collision Notification command.............ccceeveererireneneneneneneeens 256
7.5.21 DSME Link Report command ...........ccoceeieriirienieiinieieeiieieeee e 256
7.5.22  RIT Data Request COMMANG.........ocueriiriieiiniiiieitieieeteteeieeie et 257
7.5.23 DBS Request COMMANA ........cciiiiiiiiriiieieieieiiet ettt et 258
7.5.24 DBS Response COMMAN.........cceruiiiieieiiieiieiieieetesteieetee ettt 259
7.5.25 RIT Data Response cOmMmand ..........cceceeierieriirieniieieeienteeiesieeneesieesieeeesaeeiessaeneens 260
7.5.26  SRM Request command ..........c..coeeveieiiiiiiininieencieetee et 260
7.5.27 SRM ReSponse COMMEANA ........cceiuiriiriiriiieieiieiietiettett ettt e se e eae 262
7.5.28 SRM Report COMMANA .......ccoouiiiiiiiiiniiriiieieieiet ettt 262
7.5.29 SRM Information command ....
7.5.30  Vendor Specific COmMMANA..........cc.eciieuiriiiiiniiiiieirie et 264
8. IMALC SEIVICES ..nvunienietieiieteete ettt ettt et s et e h e et e b e et e b e et e seems e st es e eseeseeb e eseeseebe b e beteneensenene 265

Bl OVRIVIBW ..ttt ettt ettt ettt h bttt e bttt et e s et e st e st es e es e e st e ne e bt e beebeebe st e s e s eneeneas 265

8.2 MAC MANAZEMENT SETVICE . ..cuvivrereerrertieteetietiesiesseestesstesessaesseassesseessesssensesseesseessesseessesssessenns 265
8.2.1  Primitives supported by the MLME-SAP interface.........ccceceveevienieneniieneeieneenene 265
8.2.2  Common requirements for MLME primitives..........

8.2.3  Association primitives .........

8.2.4  Disassociation primitives..............ceeuveen..

8.2.5 Communications notification PrimMitiVes ..........cccerueeruereerierierieerienieenieeeesieeeeseeennens
8.2.6  Primitives for reading and writing PIB attributes............cccoevvieirinienenieiciecen
8.2.7  GTS management PriMitiVeS ......cceeveruerierieieieeietiete ettt et et eeeebe e eeenaens
8.2.8  Primitives for orphan notification...........cceeverieiierieciieieeeiee e
8.2.9  Primitives for resetting the MAC sublayer...............

8.2.10 Primitives for specifying the receiver enable time

19
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

8.2.11 Primitives for channel SCANNING...........cccevvievierieriieiieiieieeeee e
8.2.12 Primitives for updating the superframe configuration

8.2.13 Primitives for synchronizing with a coordinator .............

8.2.14 Primitives for requesting data from a coordinator............cccecvvererineneneiicieeeenn
8.2.15 Primitives for specifying dynamic preamble ............cccoevveriieiieriniienienienienieeieeeeene
8.2.16 Primitives for channel SOUNAING ..........cccooiiiiiiiiiiiieiiieeeeeee e
8.2.17 Primitives for ranging calibration .............ccceeoiririiiiiieneeeeee e

8.2.18 Primitives for Beacon Generation..

8.2.19 Primitives for TSCH .......cccccovviinininininne
8.2.20 Primitives for DSME GTS management .....
8.2.21 Primitives for reporting the link Status ...........cccooeieiiiiiiiiiiiieeeeeeeee
8.2.22 Operating parameter change PrimMitiVes ..........cccueeeerirerierierieieieeee e
8.2.23 TMCTP DBS allocation PrimitiVes .........c.eceeeververieeierieeriesienieseesieesiesseesseseessennens
8.2.24 Primitives for device annOUNCEMENL. ........c.c.ccueirieieiririinienieteieeee e
8.2.25 RIT data commands.............cccceruneee.
8.2.26 Primitives for SRM....
8.3 MAC data Service ........c.ccoeuu..
8.3.1  GeNEral.....coiiiiiiiiiiic e
8.3.2  MOPS-DATATEQUESE...ccveitieititieitetiete ettt ettt sttt ettt sbe et s be e e eaeenbeens
8.3.3  MCPS-DATA.CONFIIM...cviiiriiiiieiiieiinicireeireeenteteeet ettt
8.34 MCPS-DATA.indication
8.3.5 MCPS-PURGE.request........
8.3.6  MCPS-PURGE.confirm.......
8.4 MAC constants and PIB attributes
BT GENETAL..c.iuiiiiiieiic ettt
8.4.2  MAC CONSLANES ..ottt ettt ettt ettt et et ettt e bt et esbe et e sseebeeseenbeessensean
8.4.3  MAC PIB AttriDULES ..cueeuieiieiieiietecii ettt
9. SEOUTTLY 1.vteuteeuteeteeiieett ettt ettt et ettt et e ste et e e st e steess e et e esseesee st ensesseenseessenseeneesseensesseenseessensesnnenseensenne 400
0.1 OVEIVICW ..ttt ettt ettt b e et bttt ettt a e ebt et e bttt e b bttt ennens 400
9.2 Functional deSCIIPLION. ......ecuuiruieiiriieie ittt ettt ettt ettt ettt ettt et e s et e besaeebeeseeneeas 400
0.2.1  GENETAL....ieeiiiiieeee ettt ettt ettt ettt neeaeene et eaene 400
9.2.2  Outgoing frame security ProCedure ............cooereruerieieieiiieeee e 400
9.2.3  KeyDescriptor I00KUP ProCedUIe. ........ccoeiiiriririiriirieieieieeiceieeit e 402
9.2.4  Incoming frame security procedure, Security Enabled field is set to one ................. 402
9.2.5 Incoming frame security procedure, Security Enabled field is set to zero ................ 404
9.2.6  DeviceDescriptor lookup procedure ............cooeoueieiririniiiiere e 405
9.2.7  SecurityLevelDescriptor 100KUup procedure............ccoeverierierieieinieieenisese e 406
9.2.8  Incoming IE security level checking procedure ............ccooeevievienenieneeiieneeieeeeene 406
9.2.9 Incoming IE key usage policy checking procedure............cccceoueueieieininenenieiennns 407
9.2.10 Incoming security level checking procedure .............ccccevireneneniecieieieecee e 407
9.2.11 Incoming key usage policy checking procedure............coceoeeiriririieneninieneneeeens 407
0.3 SCCUIILY OPCIATIONS ..vevventieuieeiieniietieteeteteetesteeteeseesteeseesseessesseenseeseanseeneesseensenseensesseensensaensens 408
0.3.1  GENETAL.....iuiiiiiieieee ettt ettt ettt ettt neeneeneereenens 408
9.3.2  Integer and octet rePreSeNtatioN .........cveeiuirtiitireeieiee ettt 408
9.3.3  AEAD NONCE ...cutitiiiiiiiiitete ettt ettt sttt 408
0.3.4  AEAD PIerCqUISILES .. eevieuieriieieiieieeieesteeiesieeteeteeteeeesteeseesseessesseenseeseesseensenseensessean 410
9.3.5 AEAD transformation data repreSentation ............ccceevvereeereriienieneenenieenieeienieeeennean 410
9.3.6  AEAD inverse transformation data representation.............cccoeeeeeeeenenerienieeeeeennene 411
9.4 Auxiliary SECUTIItY REAET ........c.oiiiiiitiiiieieee e ens
041 GENETAL..c.iniiiiiiie ettt
9.4.2  Security Control field....
9.4.3  Frame Counter field .........occooiiiiiiiiii e

20
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

9.4.4  Key Identifier fleld.......cccooviiiieiieieiieieeecee e e
9.5 Security-related MAC PIB attributes
10. General PHY T@QUITCIMENLS .......o.veuiiiiiiiiiiitiitiiteetetete ettt ettt ens 421
TO.T GNCIAL..c.eiiee ettt bttt ettt s e a ettt e 421
10.1.1 Requirements and defiNItioNS ...........ccerierierierierieiiieie ettt seees 421
10.1.2  Operating freqUENCY TANEE.....c..cveuieureiiriiriietentertetenteeeee ettt eeeanes 422
10.1.3  Channel @SSIZNIMENTS. .......ccuerveieuietiatieteeteetetee et et eseeae ettt eteeteebesbeste e e eneeneeseeneeseaneas 429
10.1.4  Minimum LIFS and SIFS periods.........c.ccooererieiririniieieieseeeeeeeeee e 454
10.1.5 RF POWET MEASUICIMECIL .....euvievieeienieeiierieesieteetesteeteeseesseeseesseesaesseensessaessesssensesssensens 454
10.1.6  TTanSmIt POWET ....cc.eouertiiirieieiieieeie ettt ettt ettt ettt ettt ettt eaesae e 454
10.1.7  Out-of-band SPUIIOUS EMISSION ....c..iueiueeiieiietietieiieteete et ete sttt ettt eee s 454
10.1.8  Receiver sensitivity definitions.........cccererierieriiieieeee e 454
10.1.9 Common signaling mode (CSM) for SUN PHY ......cccoevvevieiinieiecieieeieeeeieene 454
10.2 General 1adio SPECITICAIONS.......c.couirtiiiieiieiieieii ettt 455
TO.2.1  GENCTAL.....itiiiie ettt ettt ettt ettt et ae st ere et eaeeaeeeenean 455
10.2.2  TX-t0-RX turnaround timMe ...........ccceriruiiiniiniieieieeeee e 455
10.2.3  RX-t0-TX turnaround timMe .........c.ccoeeereriiieieieieieeeeierie et 455
10.2.4  Error-vector magnitude (EVM) definition..........ccoceevieiinininininencneneneeceeeee 456
10.2.5 Receiver maximum input level of desired signal...........cccocoeeieiiiininiiiieneeees 456
10.2.6 RECEIVET ED ...uiiiiiiiiiice ettt 457
10.2.7 Link quality indicator (LQI) ....coveoiiiiieiiieeseeeeee e 457
10.2.8 Clear channel assessment (CCA)......ccoririerieienieieee ettt ettt 457
11. PHY SEIVICES ..euieiieiieiieit ettt ettt ettt ettt e e st e st e st e st eaeebeebeebeebe et e e e s eneeneeneens 459
T1.T OVRIVIEW ..ttt ettt s et e bbbttt et et e e nbemsen e neeseeseeaeeeeebeaee s eneeneeneas 459
T1.2 PHY COMSTANTS. ..ottt ettt sttt st sttt et e naeenn e 459
11.3 PHY PIB QtITDULES ..c.cuviuieiiiiiiiiiiiiieeict ettt ettt 459
12, OmQPSK PHY ittt ettt ettt 467
12.1 PPDU FOIIMIAL.....ctiiiieieieiee ettt ettt ettt ettt ettt eseeneeneeeeebesbeese e eneeneas 467
2 B B € 1 1 v | SOOI 467
12.1.2 SHR field fOrmat.....ccoouiiiiriiiiiiieicieee et 467
12.1.3  PHR field fOrmat.....ccoouiiiiiiiiiiiiiiiiciccte ettt 467
12.2 Modulation and SPreading ...........cceeieieirirtiriieieeeeet ettt sttt se b e ebeseeneas 468
12.2.1  GENCTAL..c..iiiiiieiee ettt ettt r e bttt eaenean 468
12.2.2 Data TALE ...coueiiiiiiiieit ettt ettt 468
12.2.3 Reference modulator dia@ram...........cccoeeeierienienieniieieie e 468
12.2.4  Bit-to-SymbOl MaAPPINg .....c.eeuietiriiieiiiiiieieieieiet ettt eneeees 468
12.2.5  Symbol-to-Chip MaAPPING ....ccviiviiiiiieiieiei et 469

12.2.6  O-QPSK MOAUIALION ......eiiitieieriieieeeesie ettt ettt saeeaesseessessaeseeseeseenaenseas 470
12.2.7  PUISE SRAPE...ueiiiiiiieii e ettt sttt 470
12.2.8  Chip tranSmisSSION OTAET .........eeviuiiiiiieiieiietiett ettt ettt ae s ereeeeeean 471
12.3 O-QPSK PHY RF TEQUITEIMENLS .....cueevietiiiiiiitiitieieieeie ettt 471
12.3.1  Operating freqUENCY TANZE......c.cueueeierieiieiietirterteet ettt ettt saenee s 471
12.3.2 Transmit power spectral density (PSD) mask.........cceccevieviininiinieniieieecieeeieee 472
12.3.3  SYMDOI TALE ...ttt ettt et e se e b ae s eaeeeenan 472
12.3.4  RECEIVET SENSILIVITY ..ueeuieuieiietieiietiett ettt ettt ettt ettt seesb et e e e e eneeneas 472
12.3.5 Receiver interference reJeCtion .........ooerererieieieieieieieeeie et 472
12.3.6  TX-t0-RX turnaround time ..........ccceceveririiniiniiniinieieieieeee e 473
12.3.7  RX-t0-TX turnaround time ........c.eceeierieniinienieeie sttt sttt e 473
21
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

1238 EVMlciiiii ettt ettt
12.3.9 Transmit center freqUeNCy tOIETANCE. .......ccueuiruiirieiiriieierieieieieeee et
12.3.10 TTANSIIE POWET ....ueenieieiieieiiet ettt ettt ettt ettt et e et e st e st eseeneeseeneeseeeeeaeeeeeseaeennan
12.3.11 Receiver maximum input level of desired signal
12.3.12 ReCEIVET ED .. cuiiiiiiiiiiiii ettt
12.3.13 LTttt b etttk ekttt
13. Binary phase-shift keying (BPSK) PHY .....oooiiiiiiiieeeeeeee e 474
13.1 PPDU fOIMAL.....c.iiiiiiiiiieiiieiicictetctetee ettt ettt st
13.2 Modulation and SPIEAING .........c.eecverierierierieeierieetesteeeesteeteeeesteeeeeaeesaesseessessaesesssensesssensens
13.2.1 0 GENCTAL...eiiiiiiiiite ettt e
13.2.2 BPSK PHY data rates
13.2.3 Reference modulator....................
13.2.4 Differential encoding
13.2.5  Bit-t0-Chip MaPPING...cccvevuieiieieiiiieeit ettt ettt ettt et sttt ettt esbe st enseeaeensens
13.2.6 BPSK mMOAUIAtION ...eutiiiiiiiiiictiriciccicetc ettt
13.3 BPSK PHY RF requirements
13.3.1  Operating freqUENCY TANEE......c..cveiiieiieiieiietirterteet ettt ettt nee e 475
13.3.2 915 MHz band transmit PSD mask..........c.ccccocirinininiiiniiiiicnncnceccee 475
13.3.3  SYMDOI TALE ...ttt ettt ettt et be bt e et eneenean
13.3.4  RECEIVET SENSILIVITY ..ueeuieuieiietiiiietiett ettt ettt ettt ettt e e e eneeneas
13.3.5 Receiver interference rejection ...
13.3.6  TX-t0-RX turnaround time ..........cccecereririniniiniinieieieieeei e
13.3.7  RX-t0-TX turnaround tIme .........ccceueerieuerierinieinieieieteteteseeiee ettt
133.8 EVMuioiiiicicineieccereceeeee
13.3.9 Transmit center frequency tolerance
13.3.10 TranSmit POWET ....c..ecueevereerieeienieeeeseeneeeeeseeeneeenns
13.3.11 Receiver maximum input level of desired signal............cccoeviriiinininineneeee 477
13.3.12 RECEIVET ED ..ottt 477
13.3.13 LQLu ittt 477

14. Chirp spread spectrum (CSS) PHY

14.1.3 SFD field
14.14 PHR field

14.1.5 PHY Payload field .......coooiiiiiiieieie e 479
14.2 Modulation and SPreading ..........ceceeieeririirtinieieie ettt ettt se e 479
14.2.1 General.....c.ccccounee.

14.2.2 Data rates

14.2.3  Reference Modulator..........cocooiiiiiiiiiii et

14.2.4 De-multiplexer (DEMUX)....

14.2.5 Serial-to-parallel mapping ........ccccceecevereneenencniennens

14.2.6 Data-symbol-to-bi-orthogonal-codeword mapping

14.2.7 Parallel-to-serial converter and QPSK symbol mapping...........ccceveeeeinenenenenennes 484

14.2.8  DQPSK COQINEG ..nvuiinieiiiiiiiieiiiietese sttt

14.2.9 DQPSK-to-DQCSK modulation

L4.2.10 CSK GENETALOT. ....cueeuiieiieiieiieeiteitesitete ettt ettt et ettt etesbe et siee bt este bt enbesseebeenaenaeas

14.2.11 Bt INEEILEAVET ..ottt ettt eee e neas
14.3 Waveform and subChirp SEQUENCES. ......c.coueriiririiriiieiieiieiieiereete ettt

T4.3.1  GeNCTAL...eiiiiiiiiitete ettt ettt st

22
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

14.3.2 Graphical presentation of chirp symbols (subchirp sequences)...........cceeveeverureneenen. 486
14.3.3  Active usage Of tIME ZAPS ...covevieieieiieiieiietieteett ettt ettt et eae e nean 486
14.3.4 Mathematical representation of the continuous time CSS base-band signal .............

14.3.5 Raised cosine window for chirp pulse shaping..........ccoceoveoirrieiiiiniininineneneeeee

14.3.6  Subchirp tranSmMiSSION OTACT ......cveeuierieriieiieiienieeieie ettt ettt eee st sreeseseeebeeneesens

14.3.7 Example of CSK signal Generation..........c.coecireeerieeriniiinierinieesieenieseseeeseeneseeseeenes
14.4 CSS RF T@QUITEIMEINES. ......etiitiieiieiieiietietietiet ettt et seeae st tesbesbebete e eneeseeseaseeseabesseeeesaenan

1441 GeNETAL..c.eiiiiiiiiieee e

14.4.2 Transmit power spectral density (PSD) mask and signal tolerance

14.4.3  SymDBOI TALE ....cveiiiiiiieicicee et

14.4.4  RECEIVET SENSILIVITY .uteuieuieiieiiitietieti ettt ettt ettt et et sbe st be e e e e eseeneas

14.4.5 Receiver interference reJeCtion .........ooereuerieieieieieieieieee e

14.4.6  TX-t0-RX turnaround timMe ..........ccceceriririniiniiniinienieeeee e

14.4.7  RX-to-TX turnaround timMe .........ccccoeeerieriiieriiiiieieieeeeee ettt

14.4.8 Transmit center frequency tolerance..

14.4.9  TranSmit POWET ....c..ccveieueeuiriieierieniesie e
14.4.10 Receiver maximum input level of desired signal......
14.4.11 Receiver ED ..o
TAA.12 LQTL ittt etttk
15, HRP UWB PHY ..ottt ettt 494
I5.1 GNCTAL..c.iiieeeee bbbttt ettt ettt
15.2 HRP UWB PPDU fOIMAL ..c.coveuiieiiieiiiieiisieieiet ettt ettt
152.1 General.....cccooevieninienncne
15.2.2 PPDU encoding process....
15.2.3 Symbol structure...................
15.2.4 PSDU timing PATAMELETS .....eerverurereeierreeienteetesttenteetesseeseesseesesseesesssessesssessesssesses
15.2.5 Preamble timing PAramELErs .........c.eeververierierieieieeieeereeteeeeeseeteseeseeseeeeseneeseeseeseeseenas
152,60 SHR FICIA ..ottt
1527 PHR ICLA oottt
15.2.8 PHY Payload field.....
15.3 Modulation.........coeevieiieniiiienienenceiecee e
15.3.1 Modulation mathematical framework...
15.3.2  SPIEAQING ..ttt ettt ettt et be e b e
1533 FEC e
15.4 RE TOQUITEIMEIES ....eeuteeiiiiieiiesiiett ettt ettt te bt ettt et e bt et e s bt e e saee bt est e beeneesbeenbesseesenaeaneenne
15.4.1 Operating frequency DANS ..........ccoeoviieieiiiiieeee e
15.4.2 Channel assignments................
15.4.3 Regulatory compliance ...........
15.4.4 Baseband impulse response.....
15.4.5 Transmit PSD mask .......ccoocoiiiiiiiiiiiiiieie e
15.4.6  Chip rate clock and chip carrier alignment............c.cooeiererienenenereeeeeee e
15.4.7  TX-t0-RX turnaround timMe ..........cccecerueririniiniinienieieieeeeiee et
15.4.8  RX-t0-TX turnaround time .........c.ccoeeuerieriiieiiiiieiiieeeesie ettt
15.4.9 Transmit center frequency tolerance..............ccccoc.....
15.4.10 Receiver maximum input level of desired signal
15.4.11 Receiver ED ..o
I5.4.12 LQT ittt ettt bttt
I5.4.13 CCA ettt ettt
15.5 HRP UWB PHY optional pulSe Shapes .........ccevierieiieiiiiieiieieie et se e
I5.5. 1 OVEIVIBW ..uviiiiiiiiiiiiici it
15.5.2 HRP UWB PHY optional chirp on UWB (CoU) pulses ........

15.5.3 HRP UWB PHY optional continuous spectrum (CS) pulses

23
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

15.5.4 HRP UWB PHY linear combination of pulses (LCP).......cccccovvieniinienieienieieeieene 519
15.6 Extended preamble for optional CCA mode 6....
15.7 RANGING .c.viviiiiiiiee e
I5.7.1  OVEIVIEW ..ottt ettt ettt ettt ettt et ettt be st ebe e nnas
15.7.2  RANGING COUNLET ...uuiuieiiiiiieiieiesteeieetesteetteteeae et eteeteesteeneesseensesseensessaenseensanseensesneas
15.7.3  Crystal characterization ............cecerueirueirieinieirieiet ettt
1574 RaNGING FOM ..ottt
16, GESK PHY .ottt ettt 523
16.1 PPDU fOIMALS ...ttt ettt st 523
16.2 MOAUIATION ..ottt ettt et st 523
16.2.1  GFSK PHY data rates ......cceiuiiiiieieieiieiieiieteeit ettt 523
16.2.2  Reference modulator diagram...........ccoueieiririiiniiieese e 523
16.2.3  Data WRItEINING ....ccveeuieiiieieieeieieete sttt ettt te e sre b e steeaeeseenbaessesseensenseensens 523
16.2.4  GFSK modulation .........cccoviiiiiiiiiiiiiiiiiiiiciceccc e 524
16.3 GFSK PHY RF T@QUITEMENLS .....eeuieuiitiitiitiiiitiieieieie ettt ettt sttt eseeneeneeeesaeenan 524
16.3.1  Operating freqUENCY TANZE. ... .c.eueeeuieiieiietietieteeteet ettt ettt ereeaeseeeeeseeean 524

16.3.2  Transmit PSD mask ......cc.cocooiiiiiiiiiiiie e 524
16.3.3  SYMDBOL TALE ...ttt 525
16.3.4  RECEIVET SENSIEIVITY .utouiiiiiiietiitietietteteete ettt ettt ettt see b sae et e e e e e eseeneas 525
16.3.5 Receiver interference reJeCtion ..........oereierieieieieieeieeeeeeeee et 525
16.3.6  TX-t0-RX turnaround timMe ............occeeeririiniiniiniinieieieeeeiee s 525
16.3.7  RX-to-TX turnaround time .........ccccoeeereriiieiiiiiiieieiceenie ettt 525
16.3.8 Transmit center freqUeNCy tOlETANCE. .......cc.evieuirrieiiriieieeieieeeieeee et 525

16.3.9  TIANSIIE POWET ....eueiiiiiieieieietiete ettt ettt ettt ettt ettt e st et e st e st eseeseebeebeebeaneanan 525

16.3.10 Receiver maximum input level of desired signal...........ccccccovvevinininicninienenineee 525

16.3.11 ReceiVer ED ....ccoioiiiiiiiiiiiiiiiiceee s 526

16.3.12 LTttt btttk ettt et 526

17, MSK PHY oottt sttt ettt 527

17.1 PPDU fOIMALS ..ottt ettt ettt en et e

L7 1.1 OVEIVIBW .ttt

17.1.2  Frame Length LSB field

17.1.3  Extended PHR fIeld ....c.cooiiiiiiiiiiniiiiiicenececeeece et

17.1.4 Frame Length MSB field .......cccooiiiiiiiiiieeee e
T7.2 DALA TALE ...
17.3 Multi-PHY functionality ........ccccociiiiiininiiiiiieieiee et
17.4 SFD for the MSK PHY ....oiiiiiiiiieeeeee ettt ettt
17.5 MSK MOAUIALION. ...ttt sttt

17.5.1 Reference modulator diagram

17.5.2 Data whitening...........ccccceeuerueenenne.

17.5.3 Bit-to-symbol mapping..................

17.5.4  Signal Modulation .........cc.ooeiiiiiiiie e
17.6 MSK PHY TEQUITEIMEIES ....uvieiieniieiieieeiesiceie ettt ettt et sttt et esaeente e entesbeenseesaenseeneenseensesneas

17.6.1  Operating freqUENCY TANZE. ......ooueeiierieiieiietieteeteete ettt ste ettt ee e eseereeaeeseeaeseenan

17.6.2  Transmit PSD MasK ...c....ccooueirieiniiiniiiciiicecicece et

17.6.3  Symbol rate.......ccceoevveveveriiinencne

17.6.4 Transmit center frequency tolerance

17.6.5  TranSmit POWET .......ccueieeeieriaiieiieieniereeeenieneeeeneenens

17.6.6 Receiver maximum input level of desired signal...........cccocoeoiiiiiiniiiiininiineceee 531

17.6.7 Modulation frequency deviation tOlErance ............cocooereeeeieeeirinenereeeeeeeenae 531

17.6.8  Zer0 CroSSING LOICTANCE .....veevieiiieieiieie sttt ettt ettt et ettt e e enaeaeas 531

24
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

18. LRP UWB PHY SPECITICATION ..c.vviiieiiiiieieeiieiieiie ettt ettt ettt ettt ettt ese e sseensesseesesneenseensensens 532

I8.1 OVEIVICW ...ttt ettt bbbttt ettt ettt s bt et sa e e e ennas
18.2 LRP UWB PHY SYMDOI SLIUCLULE ......cuveuiieiiieiiiciisieieetc ettt
18.2.1  OVEIVIEW..oouiiiiiiieiiieee ettt
18.2.2 Base mode LRP UWB PHY symbol structure
18.2.3 Extended mode LRP UWB PHY symbol Structure...........ccecevveerieevienienienieieeienenn
18.2.4 Long-range mode LRP UWB PHY symbol structure
18.3 LRP UWB SHR
18.3.1 General
18.3.2 LRP UWB SHR Preamble ........cceevierieiieiieiieiesieeieee ettt
18.3.3 LRP UWB SHR SFD ....ooiiiiiiieieet ettt
18.4 LRP UWB PHR
18.4.1 General
18.4.2 Encoding Type field
18.4.3 Header Extension field...........cccccoiiiiiiiiiiiiiiiiiicicccccce
18.4.4 SECDED fIeld....ccueiiiiiiieiiiciinicireciree ettt eeen
18.4.5 Frame Length field
18.4.6  LEIP Length field ...cccooiiiiiiiiiieeeec e
18.4.7  LEIP Position fleld........ccccoiiiiriiniiiiiiiiiiiceesccece e
18.5 LRP UWB PSDU ..ottt ettt ettt sttt ettt sbe e e
18.6 LRP UWB location enhancing information postamble .............cccceciiiiiiineneneneeccceeee
18.7 LRP UWB transmitter specification
I18.7.1  PUISE SRAPE...c.eiiuiiiieii ettt st
18.7.2  PUlSE tIMING ...eoviiieiieiiitieteete ettt ettt ettt sttt ettt eneeseeneeseeneenan
18.7.3 Transmit PSD mask ..............
18.8 LRP UWB receiver specification

19. SUN FSK PHY ..ottt ettt st 541

19,1 INErOAUCTION ....euieieie ettt ettt ettt et sb et esae et e eae e be e st e sbeenbeeteeneenbeennenne
19.2 PPDU format for SUN FSK
19.2.1 General.....c.cooceveveneieceeene
19.2.2 SHR field format
19.2.3  GENETAL.....iiiiiiieiee ettt ettt ae s
19.2.4  PHR field fOrmat.......coooouiiiiiiiiiieieeeee et
19.2.5 Mode Switch PHR
19.2.6 PHY Payload field
19.3 Modulation and coding for SUN FSK .......cccooiiiiiiiiiiieieeeeeee e 546
19301 GENCTAL.....iiiitiie ettt ettt ettt et et ne et e r e bt eae e eaenean
19.3.2  Reference modulator..........cooeoiiieiiiiiiiiie e
19.3.3 Bit-to-symbol mapping
19.3.4  Modulation QUALTEY ......ccueiieriieieiieie ettt ettt et st
19.3.5  FEC ottt ettt ettt a e ne e ae e ne bt eae b eeenean
19.3.6 Code-symbol interleaving.....
19.4 Data whitening for SUN FSK....................
19.5 Mode switch mechanism for SUN FSK ...
19.6 SUN FSK PHY RF TEQUITEIMENES .....ocvieuiiiiiiiiiiieieiieietcetc ettt eiesee s seeneeneas
19.6.1  Operating freqUENCY TANZE. .....c.eueeeieiieiietietietieteete ettt ettt eie et eeeeaesaeeeeeeeean
19.6.2 Regulatory compliance .........
19.6.3 Radio frequency tolerance ....
19.6.4 Channel switch time..............
19.6.5  Transmitter SYMDOL TALE .......c.iiuiriiiiiiieiieiiet et
19.6.6  Transmit spectral MAaSK .......cceoeiiiiiiiii e

25
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

19.6.7  RECEIVET SENSTEIVILY ...vevieiiriieiieiie ittt ettt eiete e sieetesteesteeseesteenaesseenbeeseenseensanseennens 561
19.6.8  Receiver interference reJeCtiON ..........oirierierierieieieieieietee ettt 561
19.6.9 TX-to-RX turnaround time
19.6.10 RX-to-TX turnaround time
19.6.11 TIaNSINIE POWET ...euvieutieiieniienieeieentesitenteetesteenteeseesseentesseensesseenseeseesseessensaensesssansesnsensens

19.6.12 Receiver maximum input level of desired signal...........c.cocoooieviiininiiinieneieene. 562
19.6.13 Receiver ED
196,14 LQT ...ttt ettt ettt s et st et s et a et sttt ettt neenenennenn

20. SUN OFDM PHY .ttt 563

20,1 INEEOAUCTION ......eiiiiiiis ettt ettt ettt et e e eteeebeeetbeeeaseeseeenbeeesseeesseenseeesseesssasaseeseeenseas
20.2 PPDU format for SUN OFDM ...........
20.2.1 General........cooooeveeeeeeneenn..
20.2.2 Short Training field (STF)....
20.2.3  Long Training field (LTF) ..cc.coviiiiiiiiiiiiiisecceceeeee e
20.2.4 PHR

20.4.1
20.4.2  Bit-to-SymMDOl MAPPING ...veveuiiiiieieiiiirieieieiti ettt
20.4.3
2044 FEC .ottt ettt
20.4.5  TIEETIEAVET .....uiiiieteiiiieeeeete ettt ettt sttt
20.4.6 Frequency spreading
20.4.7 Pilot tones/null tones

20.4.8 Cyclic prefix (CP).................
20.4.9  PPDU Tail fIeld ....ocoouiiiiiiiiiiiiciicccic ettt
20.4.10 Pad fIe1d ...oveuiieiiiciicie et
20.4.11 Scrambler and scrambler seeds....

20.5 SUN OFDM PHY RF requirements...........
20.5.1 Operating frequency range..........cceceeveeeruennenn
20.5.2 Transmit power spectral density (PSD) mask
20.5.3  RECEIVET SENSILIVITY .uveutiuieiieiieiieiietieieet ettt ettt ettt sttt eneeneas
20.5.4 Adjacent channel rejection
20.5.5 Alternate channel r€JECTION ......c.evveruieiiriiiieeiieieeiiee et
20.5.6  TX-to-RX turnaround time ...........eceeveuerieriiniininieinieinietneeeseeieseiee e
20.5.7 RX-to-TX turnaround time..........
20.5.8 EVM definition .......coevvevieiiieiiinicieeniceeneecenee
20.5.9 Transmit center frequency and symbol tolerance...
20.5.10 TIanSIMIt POWET ....eviuiteieieieieteeti et ettt st ete et ete bbb e te s ene et eseeseeseeneeseeseeseeseeseneenean
20.5.11 Receiver maximum input level of desired signal...........c.ccccoeviiiiiniinininienccee

20.5.12 Receiver ED
20.5.13 LQI

21. SUN O-QPSK PHY ..ottt ettt et e eaa e e te e e ateeeaeeeaeeeaseens 587
211 INEEOAUCTION ...ttt ettt ettt e et e eaa e et e e aeeeaaeeeteeeteeenseeeaseenseeesseenens
21.2 PPDU format for SUN O-QPSK
2121 GEIETAL...coiiiiieeee et eraeas
21.2.2  SHR fIeld FOIMaAt.......ccviiviiieiieie et et e
21.2.3  PHR field fOrmat........ccooooviiiiiieiecce et
21.2.4 PHY Payload fleld ......cocoviiiiiieieeeeeeeeee e e

26
Copyright © 2020 IEEE. All rights reserved.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

21.3 Modulation and coding for SUN O-QPSK ........coieiiiiiiiiiieiieieieeeteee st 589
21.3.1  Reference MOAUIALOr . ........c.coiiiiiiiiiiieie ettt
21.3.2 SHR coding and spreading
21.3.3 PHR coding and spreading

21.3.4 PSDU coding and spreading for DSSS........coooiieiiiieriieieeeeeeeeee e 592
21.3.5 PSDU coding and spreading for MDSSS

21.3.6 FEC .ottt

21.3.7 Code-bit interleaving ......................

21.3.8 Bit differential encoding (BDE) .....

21.3.9  DSSS bit-to-Chip MAPPING ...c.veveviiviiriiiiiteirieireeere ettt
21.3.10 MDSSS bit-t0-Chip MAPPING ....eviueinieiieiieiieiieiei ettt
21.3.11 Chip whitening........c...cccceeuen..

21.3.12 Pilot insertion
21.3.13 Modulation parameters for O-QPSK
21.4 Support of legacy devices of the 780 MHz, 915 MHz, and 2450 MHz O-QPSK PHYs ........ 614
21.5 SUN O-QPSK PHY RF reqUIr€meNts ........ccoeoueuiemieiiiieieiieiieieieieie ettt
21.5.1 Operating frequency range............ccceevveereevennenn
21.5.2 Transmit power spectral density (PSD) mask
21.5.3  RECEIVET SENSIEIVITY ..uviutitiuieiieiietieiieteete ettt ettt ettt et est ettt et tesbesae e e s e e eneeneas
21.5.4 Adjacent channel rejection
21.5.5 TX-to-RX turnaround time
21.5.6 RX-to-TX turnaround time
21.57  EVM defiNItON ....oouiiiiiiiiieieieeeeeet ettt ettt
21.5.8 Transmit center frequency and symbol tolerance .............cccoeoeeeiiieniniieneniceees 619
21.5.9  TranSmit POWET ....cceeverurerierieeniieeienieereereeaeseeeeeenns
21.5.10 Receiver maximum input level of desired signal
21.5.11 Receiver ED....coouiiiiiiiiiiiiiiciececeeeeee e
21512 LQTL ittt ettt
21513 CCA ettt

22. LECIM DSSS PHY'S ..ottt ettt st st eas 621

22.1 PPDU format fOr DSSS ..o oot 621
22.2 Modulation and SPreading ...........cceoeiererierieieeeiett ettt ens 621
2221 GENETAL...c.uiiieiieeeeeee e e ens

22.2.2 Data rate

22.2.3 Reference modulator diagram...........oceeuirieniiiieniieiienieieee e e

22.2.4 Convolutional FEC encoding..........cccoouiiiiieiiiiieieiieie et

22.2.5 Interleaver.......coevneenene.

22.2.6 Differential encoding .........ccceevveevererveneennenns

22.2.7 Bit-to-symbol and symbol-to-chip encoding ....

22.2.8 BPSK/O-QPSK mMOdUlation........cc.ccviiviiiiieieitieeieciieiecie et
22.3 PSDU fragmentation.........cce.iiuiruirtertinieieieieieiieiieie ettt sttt e e ee e eseeseeseeseeseeneeseebenaeneens

22.3.1 General.............

22.3.2 Configuration......

22.3.3 Fragmentation
22.3.4 Fragment packet

22.3.5 Calculating FICS field using MIC ........cccoiiiiiiiiiieceeeeeee e
22.3.6 Fragment acknowledgment and retransmission...

22377 FTAK ettt ettt ettt ae e ae bbbt eneeneas
22.3.8  REASSEIMDIY ....eiiiiiiiiieeee ettt

22.4 DSSS PHY RF requirements...........cccoueee..
22.4.1 Radio frequency tolerance
22.4.2  Channel SWItCh tIMe.........couiiuiriiiiieieiieii ettt see e
27
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

22.4.3  Transmit SPectral MasK .........ccccueviiiiiiiiiiiieieieeeee e e 634
22,44 RECEIVET SENSILIVITY .uviuviuiiieuieuieiieiieteete et ettt ete st et e et esee st st e st eteeseesesbessensensenseneeneeneas 634
22.4.5 Receiver INterference reJeCtiON ........eiiiiierierieieieeeieie ettt 634

22.4.6 TX-to-RX turnaround time
22.4.7 RX-to-TX turnaround time

22.4.8  TranSIMIE POWET c..eeuieuiiiieieetestiete et et et e it et e eteebeenbesbeesbeestesbeesee st enbesneesbeensesseeneeenes
23. LECIM FSK PHY SPECIICAtION ....uitiiiiiiiieteieteee ettt 636
2301 GONCIAL. ..ttt bttt a e h et bttt ettt ne et enes 636
23.2 PPDU format for LECIM FSK PHY ...c.ooiiiiiiiiiiiiieieeseeee et 636
23.2.1  GNCIAL...iiiiiiiiiieice ettt
23.2.2 SHR field format.....
23.2.3 PHR field format...................
23.2.4 PHY Payload field
23.3 Modulation and coding for LECIM FSK PHY ......cccoiiiiiiiiiiiiininneeeeeceee 637
23301 GNEIAL...uiiieiiiieie ettt et ettt ettt ne b bt saenean
23.3.2 Reference modulator
23.3.3  Bit-to-SymbOl MaAPPING .....c.veuiiiiiiiiiieiiitietieterteee et 638
23.3.4 Modulation QUALTLY ......cccueeieriiiiiiieieceee e et 638
2335 FEC ottt ettt 639
23.3.6  Code-Dit INtErIAVING .....c.eeuiiiiriiiiieieeee ettt 640
23.3.7 Spreading
23.4 Data whitening for LECIM FSK PHY ......ccoiiiiiiiieieieeeeeeese e
23.5 LECIM FSK PHY RF T€QUITECMENES ...c..eeutieiiiiiiieniieieeitenteeiiesie ettt sttt

23.5.1 Operating frequency range....
23.5.2 Radio frequency tolerance....

23.5.3 Channel switch time..............
23.5.4  Transmit Spectral MASK ........c.cccoriiiiiiiiiiiieiecee e
23.5.5  RECEIVET SENSILIVITY .uviutiuieuieiieiieiieii ettt ettt ettt ettt ettt ettt e sbe b e e e e e e eneeneas

23.5.6 TX-to-RX turnaround time
23.5.7 RX-to-TX turnaround time

23.5.8  TranSIMIt POWET c..cevieuiiiieieeiteiteete et e ettt et et et ettt est e et tesbeesee bt enbesseenbeenbesseeneeenes
24, TVWS-FSK PHY oottt ettt
24.1 PPDU format for TVWS-FSK ...c..c.coiiiiiiiiinciieirceneeceee et
24,101 GNCIAL...eiiiiii ittt
24.1.2  SHR field fOrmat.....cccooieiiriiriiiiiiicicct ettt
24.1.3  PHR field fOrmat.........ccooiiiiiiiriiiiieieceee et
24.1.4 PHY Payload field .......cooiiiiiiiieeee s
24.2 Modulation and coding for TVWS-FSK
24.2. 1 GeNETAl....ooiiiiiiiiiiiiiiic s

24.2.2 Reference modulator
24.2.3 FEC and interleaving
24.2.4 Data whitening....

24.2.5 Spreading.......cccceveevevieennnne
24.2.6  Bit-to-SymDOLl MAPPING ....eoviiuiitiiiiiiietiititeieie ettt ettt eae s s eneeees
24.2.7  Modulation QUALIEY ......c.eeuiriiiiiteiiiete ettt
24.2.8 Values for phySymbolsPerOctet.....
24.3 TVWS-FSK RF requirements.......................
24.3.1 Operating frequency range.....................
24.3.2  Clock frequency and timing accuracy
24.3.3  Channel SWItCh tIMe.......c.couiriirtiriiieieieieeeecee ettt

28
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

24.3.4  RECEIVET SCNSTEIVILY .euvretieieriieieeiiesieeitestteteettesteetesteetesseenseesaesseensesseensesseeseensenseensas
24.3.5 TX-t0-RX turnaround time ...........c.coueeeieieriiiniiniiiteienieeeieeee ettt ese e
24.3.6 RX-t0-TX turnaround time ...........cocceeeruiiiriniiieieieie ettt
24.3.7 Receiver maximum input level of desired signal....

24.3.8  RECRIVET ED .ottt e
2439

25. TVWS-OFDM PHY

25.2.1
2522
2523
2524
25.2.5  PSDU fICLA ...ttt
25.3 System parameters for TVWS-OFDM ........ccoooiiiiiiiieiiiiteee e
25.4 Modulation and coding for TVWS-OFDM
25.4.1 Reference modulator...........ooooiiiiiiiiiiiiieeee e
25.4.2  Bit-to-Symbol MaAPPINg .....ccocoveiriiiiiriitirentestee ettt
25,43 FEC oottt ettt ne st ne et ettt neenean
2544 TNEEIIEAVET ...euiiiiieieee ettt sttt ettt et beee et b
254.5
254,60 CPrrniie e ettt
2547 PPDU Tail fIeld ....cooooiiiieiiiieiieieeee et
25.4.8 Padfield......cccooooeiiniiiiiniiiis
25.4.9 Scrambler and scrambler seeds....
25.5 TVWS-OFDM RF requirements ...............
25.5.1 Operating freqUENCY TANEZE.......eoveueeierierieiietieteeteeteeteteteeeneeeeseeseeseeseesessessesseneeneeneas
25.5.2  PulSe SNAPING ....ooviiiiieiieie ettt
25.5.3 Transmit power spectral density (PSD) mask..
25.5.4 Receiver SeNSItiVILY ..ccverierrerverieeieeeeieseeneenes
25.5.5 TX-to-RX turnaround time..........
25.5.6  RX-t0-TX turnaround time ...........cccceeueruirieruiiieieieieiet ettt
25.5.7 EVM defINItON ....ootiitiiiiiieieeeeee ettt
25.5.8 Transmit center frequency and symbol tolerance...........ccoovevvevieriieiieneenienieie e,
26.  TVWS-NB-OFDM PHY ..ottt ettt et et se e ens
26.1 PPDU format for TVWS-NB-OFDM ........cccoiiiiiiiiiiieieieeie ettt
260.1.1  GNEIAL.....iiiiiiieiee ettt b et et
26.1.2  Short Training field (STF)....
26.1.3 Long training field (LTE) c..ooieiiiiioiieeeeeee e
20.1.4  PHR ..ottt sttt
26.1.5 PHY Payload field ........c.cccooenenee.

26.2 System parameters for TVWS-NB-OFDM
26.3 Modulation and coding parameters for TVWS-NB-OFDM

26.3.1  GENETAL....ccuviiiieeiiee et e et as
26.3.2  Reference MOAUIALOT...........covviiuiiieieeieecee ettt
26.3.3 Scrambler and scrambler seed .....

26.3.4 Outer encoding........cccceeverueeuennenn

26.3.5 Inner encoding .....................

26.3.6 Pad bit insertion

20.3.7  SPIEAUCT ..ottt ettt ettt ettt e e et e st e st et e e sbe st e et ente s te et e eneenbeeneenes

29
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

26.3.8  Bit INEEIICAVING ...veeuiitieiiieiieieeieie ettt ettt sttt et e e ebeenteeneeaeenes 678
26.3.9  SUDCAITIEr MAPPING...eevierierierierirtietiteteteeeseetestettesteseeteeseetestesseseseseenseneeseeseeseeseenas 678
26.3.10 Frequency iNterleaving ..........cccooioiririiiieieieieiceeeic ettt ee e 680
26.3.11 Pilot tones

20.3.12 CYCHC PIEIIX 1ouvioiieiieiiitieie ettt ettt ettt e e sttt esbe e st e beenteeseeseensenseeneeenas
26.3.13 PulSe ShAPING ...euveiieiiiieie ettt
26.3.14 PIB attribute values for phySymbolsPerOctet......
26.4 Channel aggregation for TVWS-NB-OFDM ......
26.5 TVWS-NB-OFDM RF requirements................
26.5.1 Operating freqUENCY TANEE......c.evuirtiruirtitereieteieretett ettt st se e e eseeaeeaeenes
26.5.2  RECEIVET SENSILIVITY ..uviutiuiiieiieiieiieii ettt ettt ettt ettt ettt ettt e b be et e s e e eneeneas
26.5.3 TX-to-RX turnaround time...........
26.5.4 RX-to-TX turnaround time..........
26.5.5 EVM definition......cccccovevvenieniinieieicieeeeecsenceenne
26.5.6 Transmit center frequency and symbol tolerance

27, RCC LMR PHY ..ottt ettt ettt enes 685
27.1 RCC PHY OVEIVIEW. ..cuitiitiitiitiieieitet ettt sttt ettt b ettt sbe st ens 685
27.2 PPDU fOIMAL......c.iiiiiiiiiiiiitiitiiteeet ettt ettt ettt sb ettt ens 685

2721 GNEIAL...uiiiiiiiieiieiee ettt ettt ettt e ne b bt eaenean 685

27.2.2 SHR .ttt b e ettt 685

27.2.3

2724 PHY PAYIOAd. ... ittt ettt sttt e

27.2.5  TAILDILS weouieuieiieiieiteiiee ettt ettt ettt ettt ettt neen e ebe et eeenean
273 FEC oo
27.4 Interleaver ...........

27.5 Data whitening.....

27.6 MOAUIALION ...ttt ettt ettt s be b b et et et e st eneeseeseeaeeseebeeseesensensensens
27.6. 1 GIMSK ...ttt a et b ettt et et e e nean
27.6.2 4-FSK.....

27.6.3 QPSK.....

27.6.4 p/4 DQPSK ...

27.6.5 DSSS DPSK ...ttt ettt a et eae e ean
27.7 Reference MOAUIALOT . .......cc.oiiiiiiiiice ettt
27.8 LMR PHY RF requirements

27.8.1 Transmitter Symbol rate tOlETanCe ...........cocevvevveieiriiiienieesereeeeeee e 692

27.8.2  Channel SWitChing tMe ..........ceiuiiuiriiiiieieiieiet ettt

27.8.3  Error vector magnitude..........

27.8.4 Receiver sensitivity........coceevvennenn

27.8.5 Receiver interference rejection

27.8.6 Receiver maximum input level of desired signal............cccoceveiiiiiininiiieniicees 693

27.8.7 TX-to-RX turnaround time
27.8.8 RX-to-TX turnaround time
27.8.9 Receiver ED

27.8.10 LQL ittt bbbttt
28, RCC DSSS BPSK PHY ....ocuiiiiiiiiiiiiiiiteietcitittee ettt ettt 694
281 OVEIVIEW ...ttt ettt 694
28.2 RCC DSSS BPSK PHY SPECITICAION ....oueiiieiieiieiieiicit ettt 694
29, CMB PHY ..ttt ettt 695

30
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

29.1 CMB O-QPSK PHY SPECITICAION. ..c..eeiitieieeiieiieiiesieeie ettt ettt eteesieeee et eseesee e eneesseensesneas 695
29.1.1 PPDU format for the CMB O-QPSK PHY ......ccoiiiiiiiiiiiieiececeeeeeee e 695
29.1.2  Modulation and coding for CMB O-QPSK PHY ......ccccooiiiiiiiiiiiiieeeeeeeee 696
29.1.3 CMB O-QPSK PHY RF requirements

29.2 CMB GFSK PHY SPECITICALION ......vevuieiiiieieeiiesiieie sttt sttt enee e nae s ense e nseeneas
29.2.1 PPDU format for CMB GFSK PHY ....coouiiiiiiiiiieeeee e
29.2.2  Modulation and coding for CMB GFSK PHY ....

29.2.3 Data whitening for CBM GFSK PHY .......
29.2.4 CMB GFSK PHY RF requir€ments. .........ccceeveeiereerieniieiieiesieeieseeieseeseeesesseeneeenes
30, TASK PHY oottt ettt ettt ettt s st e ae bt bt et te et et et e ennas 705
30,1 GONEIAL. ...ttt ettt h et b ettt et a e n e bt bttt eb et e b st e e eneens
30.2 PPDU ...
30.2.1 General.............

30.2.2  PPDU fOIMAL......ccouiiiiiiiiiieiie ettt ettt ettt eaa e et e e e e easeeeaeeesbeeeaseenneenns

30.2.3  Generation 0f PPDU SigNal.......ccoccoiiiiiiiiiiiiicieieiieieeeieeee e
30.3 MCS mode, MCS, data rates, and related parameters ...
30.3. 1 MOS MOMAE ...ttt
30.3.2 Data rates in the 2450 MHZ band ...........ccccoeoieiiiiiiniiininncccccc e
30.3.3 Data rates in the 780 MHz, 863 MHz, and 915 MHz bands...........c..cccccevvveeviveennen.
30.3.4 Datarates in the 433 MHz and 470 MHz bands..........cccceceevvinncincnneincccnccnee
30.4 FEC, ternary sequence spreading, and pseudo-random chip inversion
30.4.1  GENEIAL...uiiiiiiiiiieier ettt e
30.4.2  FEC COUS vttt ettt bbbttt sttt
30.4.3 Ternary sequence spreading: Data-symbol-to-chip conversion............ccceceeeruerennee
30.4.4 Pseudo-random chip inversion
30.5 Modulation........c.cceeverienieieiiincnencnenns
30.6 PUISE SRHAPING ..c.veeniiiieieeiiee ettt ettt be e
30.7 Representation of the modulated waveforms
30.8 RF requirements..........cceoeeeeueeinienicneneneniennne
30.8.1 Transmit PSD mask ..............
30.8.2 Receiver sensitivity........ceceeveeneennee.
30.8.3 Interference rejection Capability .........coccooeriiiieriiieieieeeeeeee e

30.8.4 TX-to-RX turnaround time
30.8.5 RX-to-TX turnaround time

30.8.0  EVIMiu.ciiiiiiiiitee ettt
30.8.7  TTANSIIE POWET ...eitiiitiiteiteteie et et ettt eteeteete et ettt e e et e eseeseeseeseeseeseeseeaeeaeenenaens
30.8.8 Transmit center frequency tolerance............cccceceeeeereneniennennee
30.8.9 Receiver maximum input level of desired signal
30.8.10 Receiver ED ..o
30.8.11 SNR MEASUICINCNL ....vveutiiieriieiieiienie ettt ettt ettt ettt st ebeeibe st et e b eneeeaeeenes
B0.8.12 CCA ettt ettt
31, RS-GFSK PHY ottt st 725
31,1 PPDU OIMAat.....coociiiiiiiiiiiiiciiccc e 725
BLL T GNETAL..ceuiiiieiiiiiee ettt et b et ettt 725
31.1.2  Preamble fleld .......ooooiiiiiiiieeee e 725
31.1.3 SFD
31,14 Long PHR oottt ettt ettt 725
3115 SROTE PHR .ottt 726
31.2 Modulation and COAINE .......cc.eruiriiriiiiieieieieee ettt ens 727
31201 GONETAL...iiiiiiie ettt st 727
31
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

31.2.2 Reference modulator dia@ram..........ccceevueeierieeieniieieeieieeeeeee e 728

31.2.3 Differential encoding........

31.2.4 Bit-to-symbol mapping

31.2.5 Modulation qQUALILY........ceeeiiriiririiieee e e

31.2.6  Frequency deviation tOlETANCE .........ceveruieieriieieeeieiieierte ettt ettt eae e e e enae e 729

31.2.7  Zero CroSSING LOLCTANCE ... .evvieiiiieieeiieteetiete ettt ettt ettt ettt nae s

3128 FEC ottt et

31.2.9 Code-symbol interleaving........

31.2.10 Data whitening for RS-GFSK

31.3 Rate switch RS-GFSK ........cccocvvininnnnnn
31,4 RF FOQUITEIMEIIES ....uoueiietietiett ettt et et e ae et e bt eae et et e ss e s et e s eneeseeseeneeseeneaseesenseneenes

3141 RF TOIETANCE ...cveniiiiienieicietee ettt

31.4.2  Channel SWItCh tIMe........cccoiiriiiiiriiniireieiciee ettt e

31.4.3  RECEIVET SENSILIVILY ...euviuiiieiieiieiieiieiieicetcetc ettt ettt

31.4.4 Receiver interference reJeCtioN ..........ieiiiriirerierierieieieee ettt 732

31.4.5 TX-t0-RX turnaround time .........ccceueerreirieinieinieinieiineeneeeeeieeneeeneee e 732

31.4.6  RX-to-TX turnaround e .........ccoeiririririinienietesieiei ettt 732

31.4.7 Receiver maximum input level of desired signal............ccccecveviniinininininincninennns 732

31.4.8  RECEIVET ED .ottt 732

3149 LQIL ettt 732

BLAT0 CCA Lot ettt 732
Annex A (informative) BiblIOZraphy .........ccooiiiiiiiiiiieeee ettt 733
Annex B (normative) CCM* mode Of OPEIration ..........ccverieriierieriieiesiesieeieieeeesteeee e eeesseeaesseesseessensees 735
Annex C (informative) Test vectors for cryptographic building blocks..........cccocevieieiieiiiiiniiieeene 741
Annex D (informative) Protocol implementation conformance statement (PICS) proforma...................... 753
Annex E (normative) Time-slot relaying based link extension (TRLE) ........cccccceviriiiniiniinieieieieceeene 772
Annex F (informative) Geographic regional frequency band details ............ccccoooevirininiiinninncce 797

32
Copyright © 2020 IEEE. All rights reserved. Doc u m ents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 07:44:48 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 8802-15-4-2024


http://www.avadocuments.com/doc/ieee-8802-15-4-2024
http://www.avadocuments.com/doc/ieee-8802-15-4-2024

ISO/IEC/IEEE 8802-15-4:2024(en)

IEEE Standard for Low-Rate
Wireless Networks

1. Overview

1.1 Scope

This standard defines the physical layer (PHY) and medium access control (MAC) sublayer specifications
for low-data-rate wireless connectivity with fixed, portable, and moving devices with no battery or very
limited battery consumption requirements. In addition, the standard provides modes that allow for precision
ranging. PHYs are defined for devices operating in a variety of geographic regions.

1.2 Purpose

The standard provides for ultra low complexity, ultra low cost, ultra low power consumption, and low data
rate wireless connectivity among inexpensive devices, especially targeting the communications
requirements of what is now commonly referred to as the Internet of Things. In addition, some of the
alternate PHYs provide precision ranging capability that is accurate to one meter. Multiple PHYs are
defined to support a variety of frequency bands.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

ANSI X3.66-1979, Advanced Data Communication Control Procedures.!

Code of Federal Regulations, Title 47: Telecommunication, Part 90—Private Land Mobile Radio Services,
Subpart S—Regulations Governing Licensing and Use of Frequencies in the 806-824, 851-869, 896-901,
and 935-940 MHz Bands (47 CFR, Part 90, Subpart S).2

Code of Federal Regulations, Title 47: Telecommunication, Part 90—Private Land Mobile Radio Services,
Subpart Y—Regulations Governing Licensing and Use of Frequencies in the 4940-4990 MHz Band
(47 CFR, Part 90, Subpart Y).

FIPS Pub 197, Advanced Encryption Standard (AES).3

IEEE Std 802®-2014, IEEE Standards for Local and Metropolitan Area Networks: Overview and
Architecture.* >

IETF RFC 6225, Dynamic Host Configuration Protocol Options for Coordinate-Based Location
Configuration Information, Internet Engineering Task Force.®

! ANSI publications are available from the American National Standards Institute (http://www.ansi.org/)

2CFR publications are available from the U.S. Government Printing Office (http://www.gpo.gov/).

3FIPS publications are available from the National Technical Information Service (NTIS) (http://www.ntis.org/).

“IEEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.icee.org/).

The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
SIETF RFCs are available from the Internet Engineering Task Force (http://www.ietf.org/).
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3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary should be consulted for terms not defined in this clause.”

association: The service used to establish membership for a device in a network.
authentication tag: Information that allows the verification of authenticity of a message.

channel hopping: Periodically switching the channel using a sequence known to both sending and receiving
devices where the entire frame is sent on a single channel.

channel offset: A number used in the channel calculation of a slotted channel hopping system to allow for
different channels to be used in the same slot.

chirp: Linear frequency sweep.

dependent device: A device that operates without direct Internet access to the television white space
(TVWS) database and depends on another device for channel availability information.

encryption: The transformation of a message into a new representation so that privileged information is
required to recover the original representation.

fragment: An individual contiguous subset of a MAC protocol data unit.

frame: The format of aggregated bits from a medium access control sublayer entity that are transmitted
together in time.

group key: A key that is known only to the devices in the group.

independent device: A device that has direct access to the television white space (TVWS) database via the
Internet.

key: Privileged information that is used, for example, to protect information from disclosure to, and/or
undetectable modification by, parties that do not have access to this privileged information.

keying material: The combination of a key and associated security information (e.g., a nonce value).
link key: A key that is shared between precisely two devices.
mobile device: A device whose location in the network can change.

nonce: A nonrepeating value, such as an increasing counter, a sufficiently long random string, or a
timestamp.

packet: The formatted, aggregated bits that are transmitted together in time across the physical medium.

payload: The contents of a data message that is being transmitted.

"IEEE Standards Dictionary Online is available at: http://dictionary.icee.org. An IEEE Account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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radio frequency identification (RFID): The use of electromagnetic or inductive coupling in the radio
frequency (RF) portion of the spectrum to communicate to or from a tag through a variety of modulation and
encoding schemes to uniquely read the identity of an RF tag.

slotframe: A collection of timeslots repeating in time, analogous to a superframe in that it defines periods of
communication opportunities.

smart utility network (SUN): A principally outdoor, low data rate wireless network that supports two-way
communications among sensing, measurement, and control devices in the smart grid.

transaction: The exchange of related, consecutive frames between two peer medium access control (MAC)
entities, required for a successful transmission of a MAC command frame or Data frame.

3.2 Acronyms and abbreviations

Ack acknowledgment

AEAD authenticated encryption with associated data

AES advanced encryption standard

AIFS acknowledgment interframe spacing

ANPI average noise power indicator

AR acknowledgment request

ASK amplitude shift keying

ASN absolute slot number

ATI allowed transmission interval

BCH Bose Chaudhuri Hocquenghem

BDE bit differential encoding

BLE battery life extension

BOP beacon only period

BPM burst position modulationStandard for Low-Rate Wireless Networks

BPSK binary phase-shift keying

BSN beacon sequence number

CAP contention access period

CBC-MAC  cipher block chaining message authentication code

CCA clear channel assessment

CCM counter mode encryption and cipher block chaining message authentication code

CCM* extension of counter mode encryption and cipher block chaining message authentication
code

CFP contention-free period

CID company identifier

CMB China medical band

CP cyclic prefix

CoU chirp on ultra-wide band

CRC cyclic redundancy check

CS continuous spectrum

CSK chirp-shift keying

CSL coordinated sampled listing

CSM common signaling mode

CSMA-CA  carrier sense multiple access with collision avoidance
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CSS
DA
DAA
DBS
DEMUX
DFT
DPS
DPSK
DQCSK
DQPSK
DSME
DSN
DSSS
EBSN
ED
EIRP
Enh-Ack
ESDU
EUI-64
EVM
FCS
FEC
FFD
FICS
FoM
Frak
FSCD
FSK
GDB
GFSK
GMSK
GTS
HCS
HRP

ID
IDFT

IE

IFS
Imm-Ack
IPI

ISR
I-RIT
LBT
LCP

LE
LECIM

ISO/IEC/IEEE 8802-15-4:2024(en)
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chirp spread spectrum

device announcement

detect and avoid

dedicated beacon slot

de-multiplexer

discrete Fourier transform

dynamic preamble selection

differential phase-shift keying
differential quadrature chirp-shift keying
differential quadrature phase-shift keying
deterministic and synchronous multichannel extension
data sequence number

direct sequence spread spectrum
enhanced beacon sequence number
energy detection (also in 6.2.8, extended duration)
effective isotropic radiated power
enhanced acknowledgment

encapsulated service data unit

64-bit extended unique identifier
error-vector magnitude

frame check sequence

forward error correction

full-function device

fragment integrity check sequence
figure of merit

fragment acknowledgment

fragment sequence context description
frequency shift keying

geolocation database

Gaussian frequency-shift keying
Gaussian-filtered minimum shift keying
guaranteed timeslot

header check sequence

high rate pulse repetition frequency
identifier

inverse discrete Fourier transform
information element

interframe space or spacing

immediate acknowledgment

idle power indicator
interference-to-signal ratio

implicit receiver initiated transmission
listen before talk

linear combination of pulses

low energy

low-energy, critical infrastructure monitoring
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LEIP
LFSR
LIFS
LMR

LRP

LQI
LR-WPAN
LSB

LTF

MAC
MBAN
MCPS
MCPS-SAP
MCS

MD
MDSSS
MFR
MHR
MIC
MLME
MLME-SAP
MPM
MSB
MSK
MPDU
MSDU
NRNSC
OFDM
00K
0-QPSK
ouIl
OVSF
PAN

PCA
PD-SAP
PER
P-FSK
PHR

PHY

PIB

PICS
PLME
PLME-SAP
PN

PPDU
PPM
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location enhancing information postamble
linear feedback shift register

long interframe spacing

land mobile radio

low rate pulse repetition frequency

link quality indication

low-rate wireless personal area network
least significant bit

long training field

medium access control

medical body area network

MAC common part sublayer

MAC common part sublayer service access point
modulation and coding scheme
multi-superframe duration

multiplexed direct sequence spread spectrum
MAC footer

MAC header

message integrity code

MAC sublayer management entity

MAC sublayer management entity service access point
multi-PHY management

most significant bit

minimum shift keying

MAC protocol data unit

MAC service data unit

nonrecursive and nonsystematic code
orthogonal frequency division multiplexing
on-off keying

offset quadrature phase-shift keying
organizationally unique identifier

orthogonal variable spreading factor
personal area network

priority channel access

physical layer data service access point
packet error rate

position-based frequency shift keying

PHY header

physical layer

personal area network information base
protocol implementation conformance statement
physical layer management entity

physical layer management entity service access point
pseudo-random noise

PHY protocol data unit

pulse position modulation
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PRBS
PRF
PSD
PSDU
QAM
QPSK
RCC
RCCN
RCPI
RDEV
RF

RFD
RFD-RX
RFD-TX
RFID
RFRAME
RIT
RMARKER
RSC
RS-GFSK
RSNI
RSSI
RX

SAB

SD

SF

SFD
SHR
SIFS
SiPC
SNR
SPC
SRM
STF
SUN
TASK
TBPC
TID
TMCTP
TPC
TRLE
TSCH
TVWS
TX
UWB
WPAN
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pseudo-random binary sequence
pulse repetition frequency

power spectral density

PHY service data unit

quadrature amplitude modulation
quadrature phase-shift keying

rail communications and control

rail communications and control network
received channel power indicator
ranging-capable device

radio frequency

reduced-function device

reduced function device—receive only
reduced function device—transmit only
radio frequency identification
ranging frame

receiver initiated transmission
ranging marker

recursive and systematic code

rate switch Gaussian frequency shift keying
received signal noise indicator
receive signal strength indicator
receive or receiver

slot allocation bitmap

superframe duration

spreading factor

start-of-frame delimiter
synchronization header

short interframe spacing

single parity check

signal-to-noise ratio

super PAN coordinator

spectrum resource measurement
short training field

smart utility network

ternary amplitude shift keying

turbo product code

transaction identifier

TVWS multichannel cluster tree PAN
transmission power control

timeslot relaying based link extension
timeslotted channel hopping
television white space

transmit or transmitter

ultra-wide band

wireless personal area network
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4. Format conventions

4.1 General

Throughout this standard, unless otherwise stated, data structures exposed in interfaces are represented using
the conventions and formats defined in this clause.

NOTE—It is important to note that interfaces are depicted in this standard as bit serial by convention but can be
implemented in other forms, e.g., 4- or 8-bit parallel.®

Within the PHY, data structures are passed to the reference modulator input in bit-serial convention. PHY
specific coding may change the bit-order and encode multiple information bits into symbols. Hence the
over-the-air interface may express the data structure content in a manner different than the conventions
defined here.

After all applicable expansion, the size of a MAC frame shall be less than the maximum PHY service data
unit (PSDU) size supported by the PHY in use.

4.2 Fields

The general format of a data structure is shown in Figure 4-1. Each field is represented by a column in the
figure giving the size of the field and the name and/or type of the datum encoded in the field. The convention
of'a data structure is recursive in that a field may contain a data structure which is in turn composed of fields.

Octets: 2 Bits: 0-5 6-7

Field Name/Type Field Name/Type Field Name/Type
(Number datum) (Bit string datum) | (Bit string datum)

Figure 4-1—General data structure format

The form <Octets: n> means the field is n octets long. The form <Bits: #> or <Bits: m-n> means bit number
n or bits m to n of the data structure. In a figure, if a field length appears without either Octets or Bits, then
the preceding units apply.

The form <Octets: n/m/I> means the field can be n, m or / octets long.

Fields are concatenated into larger data structures, e.g., Figure 4-1 represents a data structure with 3 fields of
length 2 octets, 6 bits and 2 bits for a total size of 3 octets.

Order of representation is strict with the leftmost field as shown in any figure occurring before the next field
to its right. The second field from the left occurs before the third field and so on.

Significance, as expressed in the terms least significant bit (LSB) and most significant bit (MSB), only
applies to numbers as defined in 4.3. All other fields are treated as strings.

The convention of “processing a data structure” or “transmitting a data structure” mean treatment of the
content of the data structure in the order defined in the following subclauses.

8Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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4.3 Numbers

Numbers are represented in decimal (nnn), binary (Obnnn), or hexadecimal (Oxnnn) notation with the
number of digits indicated. For example, 0b001 is a 3 digit binary number of value 1 and 0x001 is a 3-digit
hexadecimal number of value 1. Numbers encoded in fields are either signed or unsigned integers unless
explicitly defined otherwise. Other formats (e.g., a field containing a floating point number) are stated in the
field definition where applicable.

When represented in fields, numbers are expressed with LSB leftmost and MSB rightmost as shown in
Figure 4-2 for an n-bit unsigned integer. (Note that this is the inverse of the number representations Obnnn
and Oxnnn and of common number representations used in mathematical notations.) For example, the
number 0x47 would be represented in an 8-bit field as 1110 0010.

Bit:0 7 Bits 8—(n-2) n-1
LSB . — Subsequent MSB
octets

Figure 4-2—General number field format

Numbers of size greater than 1 octet occur with the octet containing the least significant bits first (leftmost)
followed by octets containing bits of increasing significance to the right.

Unless otherwise stated in the definition of a field, a number in a field shall be formatted as an unsigned
integer.

4.4 Strings

A string of length k bits is represented as a bit sequence numbered from 0 to £ — 1. Bit 0 occurs first and is
represented as the leftmost bit of a string field. Bit 1 occurs to the right of bit 0 and so on until bit (k- 1).
This is illustrated in Figure 4-3.

Bits:0 7 Bits 8—(k—-1)

String bit 0 String bit 7 | String bits 8 to k— 1

Figure 4-3—General string field format

A string of length greater than 1 octet is represented by the octet containing the lowest numbered bits first
and leftmost, followed by octets containing increasing bit numbers to the right.

4.5 Transmission order
4.5.1 General

For every address field, the bit transmission order shall be performed from the right most octet (RMO) to the
left most octet (LMO) in the field, and inside an octet from the LSB to the MSB.

Figure 4-4 shows the MAC Address field containing a 64-bit MAC address. For this example the MAC
address value is assumed to be AC-DE-64-23-45-67-89-01.
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Octets: 8
MAC address

Figure 4-4—Field containing a 64-bit MAC address

Figure 4-5 shows the bit transmission order of the MAC Address field of Figure 4-4.

Octet 8 Octet 7 Octet 6 Octet 5 Octet 4 Octet 3 Octet 2 Octet 1
RMO — LMO RMO LMO
01 89 67 45 23 64 DE AC
LSB — MSB | 10000000 | 10010001 | 11100110 | 10100010 | 11000100 | 00100110 | 01111011 | 00110101
Transmission order
>

Figure 4-5—Transmission order for the MAC Address field

4.5.2 Vendor OUI transmission order

Vendor organizationally unique identifier (OUI) bit transmission order shall be performed from the right
most octet (RMO) to the leftmost octet (LMO) in the field, and inside an octet from the LSB to the MSB.

Figure 4-6 shows the Vendor OUI field. For this example, the vendor OUI field value is assumed to be AC-
DE-64.

Octets: 3

Vendor OUI

Figure 4-6—Vendor OUI field

Figure 4-7 shows the bit transmission order of the vendor OUI field of Figure 4-6.

Octet 3 Octet 1
RMO — LMO RMO Octet 2 LMO
64 DE AC
LSB — MSB 00100110 01111011 00110101

Figure 4-7—Transmission order for the vendor OUI field

4.6 Reserved fields and values
Each bit within any Reserved field shall be set to zero on transmission and shall be ignored on reception.

A decision should never be made based on the contents of any Reserved field or field containing a reserved
value.
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5. General description

5.1 Introduction

A low-rate wireless personal area network (LR-WPAN) is a simple, low-cost communication network that
allows wireless connectivity in applications with limited power and relaxed throughput requirements. The
main objectives of an LR-WPAN are ease of installation, reliable data transfer, extremely low cost, and a
reasonable battery life, while maintaining a simple and flexible protocol.

This standard defines multiple PHY's operating in a variety of frequency bands, as described in 10.1.

Two different device types can participate in an IEEE 802.15.4 network: a full-function device (FFD) and a
reduced-function device (RFD). An FFD is a device that is capable of serving as a personal area network
(PAN) coordinator or a coordinator, as defined in 6.1. An RFD is a device that is not capable of serving as
either a PAN coordinator or a coordinator. An RFD is intended for applications that are extremely simple,
such as a light switch or a passive infrared sensor; it does not have the need to send large amounts of data
and only associates with a single FFD at a time. Consequently, the RFD can be implemented using minimal
resources and memory capacity.

Supplemental information for various industrial domains is described in “Applications of
IEEE Std 802.15.4” [B3].

5.2 Special application spaces
5.2.1 General

Although this standard is intended to address many diverse application spaces, some application spaces have
unique requirements which required specific elements to be added to this standard. These application spaces
are described in this subclause.

5.2.2 Smart utility network (SUN)

SUNs enable multiple applications to operate over shared network resources, providing monitoring and
control of a utility system. SUN devices are designed to operate in very large-scale, low-power wireless
applications and often require using the maximum transmit power available under applicable regulations, in
order to provide long-range, point-to-point connections. Frequently, SUNs are required to cover
geographically widespread areas containing a large number of outdoor devices. In these cases, SUN devices
typically employ mesh or peer-to-peer multihop techniques to communicate with an access point.

5.2.3 Rail communications and control (RCC)

RCC refers to a wireless information exchange and sensor or control communications deployed in
applications such as the following:

— A wireless link between trains, locomotives, or other mobile rolling stock to fixed trackside or
network infrastructure

— A link between connected fixed, remote trackside infrastructure, and fixed network infrastructure

— A link between vehicles in the same train or between two or more trains

9The numbers in brackets correspond to the numbers of the bibliography in Annex A.
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RCC devices are intended to support mobile rail vehicle communications at high speeds with data rates that
enable connections at distances of over 50 km. The RCC PHYSs are designed to take advantage of relatively
small amounts of spectrum where spectrum is costly or scarce.

5.2.4 Television white space (TVWS)

TVWS operation has the requirement to determine which TVWS frequency allocations are available for use
at a given time and geographic location. TVWS devices need to have access to TVWS channel availability
information, for example, via a central database that is accessed over the Internet. A TVWS device that has
no connection to the Internet must depend upon another TVWS device that has access to the TVWS
database via the Internet to acquire channel availability information.

5.2.5 Radio frequency identification (RFID)

Active RFID devices are used to identify and often locate people or objects in industrial or commercial
environments. Typical applications include asset management, inventory management, process control and
automation, safety, and accountability.

In its simplest form an active RFID system comprises a number of transmit-only tags that periodically
transmit a packet containing a unique identifier (ID) and a small amount of data. The packet is received by
one or more readers that may simply register the tag as present, may employ further processing to determine
the location of the tag, or forward data to an application server. More complex active RFID systems might
employ two-way communications with the tag for control, communication, and coordination.

5.2.6 Low-energy, critical infrastructure monitoring (LECIM)

The LECIM portions of this standard are designed to implement a minimal network infrastructure that
enables the collection of scheduled and event data from a large number of non-mains powered end points
that are widely dispersed, or are in challenging propagation environments. To facilitate low energy operation
necessary for multi-year battery life, MAC protocols that minimize network maintenance traffic and device
wake durations have been defined.

5.2.7 Medical body area network (MBAN) services

Some countries have allocated spectrum for MBAN services on a secondary basis such that MBAN devices
are required to protect all primary users and accept possible interference from those users. MBAN devices
operating within this allocated spectrum conform to a set of rules which restrict use of the band to only
medical, non-voice use under direction of a healthcare practitioner, among other requirements. When a
primary user is making use of a portion of the band, MBAN devices vacate that portion of the band. Use of
the band by the primary user is, in general, scheduled well in advance, allowing MBAN users to share the
band in an orderly manner.

5.2.8 China medical band (CMB)

The Ministry of Industry and Information Technology (MIIT) of the People’s Republic of China has
approved the 174-216 MHz, 407-425 MHz, and 608—630 MHz bands for medical information transmission.

CMB devices operating within these bands conform to a set of rules specified in MIIT Doc 423-2005 [B13],
which restricts use of the band to only medical, non-voice use under direction of a healthcare practitioner,
among other requirements.

This standard defines a PHY for devices operating on Chinese-approved bands for medical signals.
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5.3 Components of the IEEE 802.15.4 WPAN

A system conforming to this standard consists of several components. The most basic is the device. A device
has a single radio interface that implements an IEEE Std 802.15.4 MAC and PHY. Two or more devices
communicating on the same physical channel constitute a wireless personal area network (WPAN). A
WPAN includes at least one FFD, operating as the PAN coordinator.

5.4 Multi-PHY management (MPM) of the SUN WPAN

Multiple, different SUN PHY's can operate in the same location and within the same frequency band. In
order to mitigate interference, an MPM scheme is specified for SUNs to facilitate inter-PHY coexistence.
For this purpose, the MPM scheme facilitates interoperability and negotiation among potential coordinators
with different PHYs by permitting a potential coordinator to detect an operating network during its
discovery phase using the common signaling mode (CSM) appropriate to the band being used. The MPM
procedure can be used in conjunction with the clear channel assessment (CCA) mechanism to provide
coexistence.

5.5 Network topologies
5.5.1 General

Depending on the application requirements, an IEEE 802.15.4 LR-WPAN operates in either of two
topologies: the star topology or the peer-to-peer topology. Both are shown in Figure 5-1. In the star
topology, the communication is established between devices and a single central controller, called the PAN
coordinator. A device typically has some associated application and is either the initiation point or the
termination point for network communications. The PAN coordinator is the primary controller of the PAN.
All devices operating on a network of either topology have unique addresses, referred to as extended
addresses. In addition, a device can be assigned a short address during the association process. A device will
use either the extended address or the short address for communication within the PAN. The transmission of
the extended and short address fields is optional for reduced function device-transmit only (RFD-TX)
devices. The PAN coordinator will often be mains powered, while the devices will likely be battery
powered. Applications that benefit from a star topology include home automation, personal computer
peripherals, games, and personal health care.

Star Topelogy Peer-to-Peer Topology

T‘/. \- ‘_____.-ro
.7. *“““*O \ Cn\opr::ator
[®]

@ Full Function Device
O Reduced Function Device
<«—>* Communication Flow

Figure 5-1—Star and peer-to-peer topology examples

PAN
Coordinator O

The peer-to-peer topology also has a PAN coordinator; however, it differs from the star topology in that any
device is able to communicate with any other device as long as they are in range of one another. Peer-to-peer
topology allows more complex network formations to be implemented, such as mesh networking topology.
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Applications such as industrial control and monitoring, wireless sensor networks, asset and inventory
tracking, intelligent agriculture, and security would benefit from such a network topology. A peer-to-peer
network allows multiple hops to route messages from any device to any other device on the network. Such
functions can be added at the higher layer, but they are not part of this standard.

Each independent PAN selects a unique ID. This PAN ID allows communication between devices within a
network using short addresses and enables transmissions between devices across independent networks. The
mechanism by which identifiers are chosen is outside the scope of this standard.

The network formation is performed by the higher layer, which is not part of this standard.
5.5.2 Star network formation

The basic structure of a star network is illustrated in Figure 5-1. After an FFD is activated, it can establish its
own network and become the PAN coordinator. All star networks operate independently from all other star
networks currently in operation. This is achieved by choosing a PAN ID that is not currently used by any
other network within the radio communications range. Once the PAN ID is chosen, the PAN coordinator
allows other devices, potentially both FFDs and RFDs, to join its network. The higher layer can use the
procedures described in 6.3 and 6.4 to form a star network. An reduced function device with receive-only
capability (RFD-RX) can serve as a PAN coordinator termination point for RFD-TXs.

Timeslotted channel hopping (TSCH) PANs are topology independent and can be used in star topologies as
well as partial or full mesh topologies.

LECIM networks primarily operate in a star topology. LECIM networks are typically asymmetric in energy
supply and capability, having a PAN coordinator that is mains powered (or otherwise provided a substantial
power source) and energy and/or cost constrained devices. The PAN coordinator typically monitors the
channel more often than a device. A device may sleep unless it has a Data frame to send.

5.5.3 Peer-to-peer network formation

In a peer-to-peer topology, each device is capable of communicating with any other device within its radio
communications range. One device is nominated as the PAN coordinator, for instance, by virtue of being the
first device to communicate on the channel. Further network structures are constructed out of the peer-to-
peer topology, and it is possible to impose topological restrictions on the formation of the network.

An example of the use of the peer-to-peer communications topology is the cluster tree. The cluster tree
network is a special case of a peer-to-peer network in which most devices are FFDs. An RFD connects to a
cluster tree network as a leaf device at the end of a branch because RFDs do not allow other devices to
associate. Any FFD is able to act as a coordinator and provide synchronization services to other devices or
other coordinators. Only one of these coordinators is the overall PAN coordinator, potentially because it has
greater computational resources than any other device in the PAN. The PAN coordinator forms the first
cluster by choosing an unused PAN ID and broadcasting beacon frames to neighboring devices. A
contention resolution mechanism is required if two or more FFDs simultaneously attempt to establish
themselves as PAN coordinators; however, such a mechanism is outside the scope of this standard. A
candidate device receiving a beacon frame is able to request to join the network at the PAN coordinator. If
the PAN coordinator permits the device to join, it adds the new device as a child device in its neighbor list.
Then the newly joined device adds the PAN coordinator as its parent in its neighbor list and begins
transmitting periodic beacons; other candidate devices are able to then join the network at that device. If the
original candidate device is not able to join the network at the PAN coordinator, it will search for another
parent device. The detailed procedures describing how a PAN is started and how devices join a PAN are
found in 6.3 and 6.4.
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The simplest form of a cluster tree network is a single cluster network, but larger networks are possible by
forming a mesh of multiple neighboring clusters. Once predetermined application or network requirements
are met, the first PAN coordinator instructs a device to become the PAN coordinator of a new cluster
adjacent to the first one. Other devices gradually connect and form a multicluster network structure, such as
the one seen in Figure 5-2. The lines in Figure 5-2 represent the parent-child relationships of the devices and
not the communication flow. The advantage of a multicluster structure is increased coverage area, while the
disadvantage is an increase in message latency.

20
)

PAN

Coordinator
o
2 g

First PAN Coordinator
PAN Coordinalors
Davice

coee

Figure 5-2—Cluster tree network

A TVWS multichannel cluster tree PAN (TMCTP) is a form of cluster tree network where the super PAN
coordinator (SPC) is the overall PAN coordinator that provides synchronization services to other PAN
coordinators in the cluster. The SPC also has access to the geolocation database (GDB) server to provide
TVWS channel availability information to other PAN coordinators. An example is shown in Figure 5-3. In
the TMCTP, collisions between clusters can be reduced because each cluster uses its own channel; in
addition, the coverage area is increased through the TMCTP parent-child structure. Each TMCTP-parent
PAN coordinator, including the SPC, communicates with its TMCTP-child PAN coordinators during the
contention access period (CAP) or contention-free period (CFP) of the TMCTP-parent PAN coordinator
superframe. Each one also receives beacon frames of its TMCTP-child PAN coordinators on a dedicated
channel during the dedicated beacon slots (DBS) assigned to them in the BOP, as shown with an asterisk (*)
in Figure 5-3.

5.6 Architecture
5.6.1 General

The IEEE 802.15.4 architecture is defined in terms of a number of blocks in order to simplify the standard.
These blocks are called layers. Each layer is responsible for one part of the standard and offers services to
the higher layers.

The interfaces between the layers serve to define the logical links that are described in this standard.
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PANID 1

TVWS WPAN Channel 1,
O PANID 2

PANID 4 TVWS WPAN Channel

@ : Super PAN Coordinator (FFD)
TVWS WPAN Channel 3,

O  : PAN CoordinatoréFFD)

O :Device (FFD or RFD)

TVWS WPAN Channel 5

Figure 5-3—Example of TVWS multichannel cluster tree PAN

An LR-WPAN device contains at least one PHY, which contains the radio frequency (RF) transceiver along
with its low-level control mechanism, and a MAC sublayer that provides access to the physical channel for
all types of transfer. Figure 5-4 shows these blocks in a graphical representation.

| Next higher layers ‘

v

MCPS-SAP MLME-SAP
MAC

PD-SAP PLME-SAP
PHY

Physical medium

Figure 5-4—LR-WPAN device architecture

The next higher layers, shown in Figure 5-4, consist of a network layer, which provides network
configuration, manipulation, and message routing, and an application layer, which provides the intended
function of the device. The definition of these layers is outside the scope of this standard.

5.6.2 PHY

The features of the PHY are activation and deactivation of the radio transceiver, energy detection (ED), link
quality indication (LQI), channel selection, CCA, ranging and transmitting as well as receiving packets
across the physical medium. The high rate pulse repetition frequency (HRP) ultra-wide band (UWB) PHY
also has the feature of precision ranging.
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