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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO/IEC documents should be noted.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its
standards through a consensus development process, approved by the American National Standards
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the
final product. Volunteers are not necessarily members of the Institute and serve without compensation.
While the IEEE administers the process and establishes rules to promote fairness in the consensus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the
information contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patentrights. ISO and [EC shall not be held responsible for identifying any or all such patent rights. Details
of any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent
declarations received (see patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTQ) principles in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 8802-1Q:2020/Amd 2 was prepared by the LAN/MAN of the IEEE Computer Society (as
IEEE Std 802.1Qcp-2018) and drafted in accordance with its editorial rules. It was adopted, under the
“fast-track procedure” defined in the Partner Standards Development Organization cooperation
agreement between ISO and IEEE, by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems.

Alist of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Abstract: A YANG data model in support of configuration and operational status information for a
subset of Bridging capabilities is provided in this amendment to IEEE Std 802.1Q™-2018.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notices and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on
request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve the final product. IEEE
Standards are documents developed through scientific, academic, and industry-based technical working
groups. Volunteers in IEEE working groups are not necessarily members of the Institute and participate
without compensation from IEEE. While IEEE administers the process and establishes rules to promote
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure
against interference with or from other devices or networks. Implementers and users of IEEE Standards
documents are responsible for determining and complying with all appropriate safety, security,
environmental, health, and interference protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutory) not included in this or any other
document relating to the standard, including, but not limited to, the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of
material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON
ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide consulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in documents should be in the form of a
proposed change of text, together with appropriate supporting comments. Since IEEE standards represent a
consensus of concerned interests, it is important that any responses to comments and questions also receive
the concurrence of a balance of interests. For this reason, IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide an instant response to comments or questions
except in those cases where the matter has previously been addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. A current IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http:/
ieeexplore.ieee.org/ or contact IEEE at the address listed previously. For more information about the IEEE-
SA or IEEE’s standards development process, visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 802.1Qcp-2018, IEEE Standard for Local and metropolitan area networks—
Bridges and Bridged Networks—Amendment 30: YANG Data Model.

This amendment to IEEE Std 802.1Q-2018 specifies a YANG data model that provides configuration and
operational status reporting for IEEE 802.1Q Two-Port MAC Relay, Customer VLAN Bridges, and Provider
Bridges.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few years to clarify existing material, to correct possible errors, and
to incorporate new related material. Information on the current revision state of this and other IEEE 802®
standards may be obtained from

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA
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IEEE Standard for
Local and metropolitan area networks—

Bridges and Bridged Networks—

Amendment 30: YANG Data Model

(This amendment is based on IEEE Std 802.1Q™-2018)

NOTE—The editing instructions contained in this amendment define how to merge the material contained here into the
base document and its other amendments to form the new comprehensive standard.

Editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strikethrough (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make
changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editing
instructions, change markings, and this NOTE will not be carried over into future editions because the changes will be
incorporated into the base standard.!

1. Overview

1.3 Introduction

Insert the following item after j) Defines SMIv2 (IETF STD 58) Management Information Based (MIB)
modules for the management of VLAN Bridge capabilities including spanning tree protocols and
Provider Bridges, renumbering as necessary:

k) Define YANG configuration and operational state models (Clause 48) in support of Two-Port MAC
Relays, Customer VLAN Bridges, and Provider Bridges.

INotes in text, tables, and figures are given for information only, and do not contain requirements needed to implement the standard.
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IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks—
Amendment 30: YANG Data Model

2. Normative references

Insert the following references in alphanumeric order:

IEEE Std 802d™-2017, IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture—Amendment 1: Allocation of Uniform Resource Name (URN) Values in IEEE 802®
Standards.

IETF RFC 8343 (proposed standard), A YANG Data Model for Interface Management, March 2018.
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4. Abbreviations
Insert the following abbreviations in alphanumeric order in Clause 4:
NETCONF Network Configuration Protocol

YANG Yet Another Next Generation?

2YANG is best viewed as a name, not an acronym.
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5. Conformance

5.4 VLAN Bridge component requirements
5.4.1 VLAN Bridge component options

Insert the following item w) after v) Support SMIv2 MIB modules for the management of VLAN Bridge
capabilities (Clause 17), renumbering as necessary:

w)  Support YANG modules for the management of VLAN Bridge capabilities (Clause 48);
5.13 MAC Bridge component requirements

5.13.1 MAC Bridge component options

Insert the following item h) after g) Support SMIv2 MIB modules for the management of MAC Bridge
capabilities (Clause 17), renumbering as necessary:

h)  Support YANG modules for the management of MAC Bridge capabilities (Clause 48);

5.16 TPMR conformance
5.16.1 TPMR options

Insert the following item d) after c) Support remote management using the TPMR MIB module defined in
17.7.11, renumbering as necessary:

d)  Support remote management using the TPMR YANG module defined in 48.4.2.
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8. Principles of Bridge operation

Change the text of 8.12 as follows:

8.12 Bridge Management Entity

Remote management capabilities (as opposed to management via a console or other device attached directly
to a Bridge) are modeled as performed by a Bridge Management Entity supported by a protocol stack as

described in 8.13.7. To facilitate interoperable remote management, the Bridge Management Entity should
use either the SMIv2 MIB modules specified in Clause 17 with SNMP or the YANG modules specified in

Clause 48 with a network configuration protocol, e.g.. NETCONF, RESTCONF.

8.13 Addressing
Change the text of 8.13.7 as follows:

8.13.7 Bridge Management Entities

layerprotocel-however; Network configuration and management protocols typically use IP as a network
layer protocol. SNMP can also be supported directly over an IEEE 802 LAN, as specified in IETF RFC
4789. Iimplemented;-the The management protocol stack and address used shall be supported by a single
LLC Entity attached to a Bridge Port. The Port should be a Management Port for the Bridge, as described in
8.3 and Figure 8-8, but may be a Port attached to a LAN, as described in 8.13.9, Figure 8-21, and
Figure 8-22.
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12. Bridge management

12.10 Bridge VLAN managed objects
Change the first paragraph of 12.10.1 as follows:
12.10.1 Bridge VLAN Configuration managed object

The Bridge VLAN Configuration managed object models operations that modify, or inquire about, the
overall configuration of the Bridge’s VLAN resources. There is a single Bridge VLAN Configuration
managed object per Bridge Component.
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Insert a new Clause 48 after Clause 47 as follows:

48. YANG Data Model

This clause specifies YANG data models that provide control and status monitoring of IEEE 802.1Q
Bridges. Specifically,

a) Two-Port MAC Relays,
b) Customer VLAN bridges, and
c) Provider bridges.

The YANG bridge data management models are derived from UML models specified in 48.3. The UML
models are based on Clause 12.

NOTE 1—OMG UML 2.5 [B78] conventions together with C++ language constructs are used in this clause as a
representation to convey model structure and relationships.

NOTE 2—The MIB modules specified in Clause 17 were also derived from Clause 12. Consequently, the capabilities
and structure of the YANG data models should closely aligned with that represented by the MIBs. However the YANG
data model has not been derived from the MIB, and there has been no attempt to include data or modeling constructs that
might appear in the MIB but not in the information model.

48.1 YANG Framework

This clause has been developed according to the YANG guidelines published in IETF RFC 6087 [B68] as
applicable to IEEE standards.

The YANG framework applies hierarchy in the following areas:

1) The uniform resource name (URN), as specified in IEEE Std 802d. The structure of the URN is
such that ieee is the root (i.e., name-space identifier), followed by the standard, then the
working group developing the standard.

2) The YANG objects form a hierarchy of configuration and operational data structures that define
the YANG model. These hierarchical relationships are described in 48.3.

The general YANG framework hierarchy is illustrated in Figure 48-1.

IETF System
Management

Management

Figure 48-1—General YANG hierarchy
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Network interfaces are central to the management of protocols supported over said interface. Thus, it is
important to establish a common data model for how interfaces are identified, configured, and monitored.
The IETF Interface Management model (IETF RFC 8343) defines a generic YANG data model for the
management of network interfaces. Consequently, IEEE 802.1Q Bridge Ports augment the generic interfaces
data model defined by the IETF Interface Management model (IETF RFC 8343).

In addition, a high level YANG object is defined to support IEEE 802.1Q Bridge YANG models. An
“IEEE 802.1Q Bridge” YANG model is introduced, which can be augmented by the various IEEE 802.1Q
Bridge models.

The YANG hierarchical structure that incorporates the IEEE 802.1Q YANG models supported by this
standard is represented in Figure 48-2.

[

I ]
IETF System IETF Interface ) )
Management @M ['ETF Routing ) (802-1Q Bl’ldgej C}
PAE PAE IS-IS e
System
OSPF Customer
VLAN Bridge
O
Port Provider

Figure 48-2—YANG root hierarchy with IEEE 802.1Q YANG modules

48.2 Security considerations

The YANG modules defined in this clause are designed to be accessed via a network configuration protocol,
e.g., NETCONF protocol (IETF RFC 6536 [B71]). In the case of NETCONF, the lowest NETCONF layer is
the secure transport layer and the mandatory to implement secure transport is SSH (IETF RFC 6242 [B70]).
The NETCONTF access control model provides the means to restrict access for particular NETCONF users to
a preconfigured subset of all available NETCONF protocol operations and content.

It is the responsibility of a system’s implementor and administrator to ensure that the protocol entities in the
system that support NETCONF, and any other remote configuration protocols that make use of these YANG
modules, are properly configured to allow access only to those principals (users) that have legitimate rights
to read or write data nodes. This standard does not specify how the credentials of those users are to be stored
or validated.

48.2.1 Security considerations of the ieee802-dot1q-bridge and ieee802-dot1q-vian-bridge
YANG modules

There are a number of management objects defined in the ieee802-dotlg-bridge and ieee802-dotlqg-vlan-
bridge YANG modules that are configurable (i.e., read-write) and/or operational (i.e., read-only). Such
objects may be considered sensitive or vulnerable in some network environments. A network configuration
protocol, such as NETCONF (IETF RFC 6241 [B69]), can support protocol operations that can edit or delete
YANG module configuration data (e.g., edit-config, delete-config, copy-config). If this is done in a
non-secure environment without proper protection, then negative effects on the network operation is
possible.
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The following objects in the ieee802-dotlqg-bridge and ieee802-dotlg-vlan-bridge YANG modules can be
manipulated to interfere with the operation of VLANS and priority classes. This could, for example, be used
to force a reinitialization of state machines, thus causing network instability, or to change the forwarding and
filtering policies. Another possibility would be for an attacker to override established policy on Port
priorities, thus giving a user (or an attacker) unauthorized preferential treatment.

interfaces/interface/bridge-port
interfaces/interface/bridge-port/priority-regeneration
bridges/bridge/component/traffic-class-enabled
bridges/bridge/component/bridge-vlan/protocol-group-database
interfaces/interface/bridge-port/traffic-class

interfaces/interface/bridge-port/protocol-group-vid-set

a) The configurable object bridges/bridge/component/filtering-database/aging-time controls how fast
dynamically learned forwarding information is aged out. Setting this object to a large value may
simplify FDB overflow attacks. Setting this object to too small a value may compromise the
throughput of the network by causing excessive flooding.

b) The configurable object bridges/bridge/component/filtering-database/filtering-entries/entry-type
provides a filtering mechanism controlling which Ports frames originating from a specific source
may be forwarded to. Write access to this table can be used to turn provisioned filtering off or to add
filters to prevent rightful use of the network.

Some of the readable data in this YANG module may be considered sensitive or vulnerable in some network
environments. It is thus important to control all types of access (e.g., including NETCONF get, get-config
operations) to these objects and possibly to even encrypt the values of these objects when sending them over
the network. These tables and objects and their sensitivity/vulnerability are described as follows:

— The object bridges/bridge/component/capabilities could be used by an attacker to determine which
attacks might be useful to attempt against a given device.

— The readable objects defined in the ieee802-dotlq-bridge and ieee802-dotlg-vlan-bridge modules
provide information about the topology of a bridged network and the attached active stations. The
addresses listed in the bridges/bridge/component/filtering-database/filtering-entries usually reveal
information about the manufacturer of the MAC hardware, which can be useful information for
mounting other specific attacks.

— The readable objects defined in the ieee802-dot1qg-bridge and ieee802-dotlg-vlan-bridge modules
provide information about the topology of a bridged network and the attached active stations. In
some networks, information about attached active stations can be considered personal identifying
information about the user of the station. Unauthorized use of this object can be considered a privacy
threat.

48.2.2 Security considerations of the ieee802-dot1q-tpmr YANG module

There are a number of management objects defined in the ieee802-dotlg-tpmr YANG module that are
configurable (i.e., read-write) and/or operational (i.e., read-only). Such objects may be considered sensitive
or vulnerable in some network environments. A network configuration protocol, such as NETCONF (IETF
RFC 6241 [B69]), can support protocol operations that can edit or delete YANG module configuration data
(e.g., edit-config, delete-config, copy-config). If this is done in a non-secure environment without proper
protection, then negative effects on the network operation is possible.
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The following objects in the ieee802-dotlq-tpmr YANG module could be manipulated to interfere with the
operation of MAC status propagation on a TPMR port and, for example, be used to cause network
instability:

interfaces/interface/bridge-port/mac-status-propagation/link-notify
interfaces/interface/bridge-port/mac-status-propagation/link-notify-wait
interfaces/interface/bridge-port/mac-status-propagation/link-notify-retry
interfaces/interface/bridge-port/mac-status-propagation/mac-notify
interfaces/interface/bridge-port/mac-status-propagation/mac-notify-time
interfaces/interface/bridge-port/mac-status-propagation/mac-recover-time

48.2.3 Security considerations of the ieee802-dot1q-pb YANG module

There are a number of management objects defined in the ieee802-dotlg-pb YANG module that are
configurable (i.e., read-write) and/or operational (i.e., read-only). Such objects may be considered sensitive
or vulnerable in some network environments. A network configuration protocol, such as NETCONF (IETF
RFC 6241 [B69]), can support protocol operations that can edit or delete YANG module configuration data
(e.g., edit-config, delete-config, copy-config). If this is done in a non-secure environment without proper
protection, then negative effects on the network operation is possible.

The following objects in the ieee802-dotlq-pb YANG module can be manipulated to interfere with the
operation of VLANSs. This could, for example, be used to force a reinitialization of state machines, thus
causing network instability, or to change the forwarding and filtering policies.

interfaces/interface/bridge-port
interfaces/interface/bridge-port/cvid-registration
interfaces/interface/bridge-port/service-priority-regeneration

48.3 IEEE 802.1Q YANG model

The YANG data models are based on the management model outline in Clause 12. A UML representation of
the management model is provided in the following subclauses.

48.3.1 Interface Management (IETF RFC 8343) Model

The Interface Management YANG model is augmented by the IEEE 802.1Q YANG models, and specifically
the Bridge Port. As such, it is useful to have a UML representation. The UML representation of the Interface
Management (IETF RFC 8343) model is illustrated in Figure 48-33

3 The representation of the Interface YANG model is completely derived from IETF RFC 8343.
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ietf-interfaces

T % name

interfaces

string name; I r-w

string description; Il r-w

if-type type; Il r-w

bool enabled; I r-w

enum link-up-down-trap-enable; // r-w

enum admin-status; II'r

enum oper-status; I'r

date-time last-change; II'r

int32 if-index; Ir

address phys-address; II'r

if-ref * higher-layer-if; II'r

if-ref * lower-layer-if; Ir

guage64  speed; II'r
Statistics
date-time  discontinuity-time; Ir
counter64 in-octets, in-unicast-pkts, in-broadcast-pkts, in-multicast-pkts; I'r
counter64 in-discards, in-errors, in-unknown-protos, ; Ir
counter64 out-octets, out-unicast-pkts, out-broadcast-pkts, out-multicast-pkts; // r
counter64 out-discards, out-errors; Ir

Figure 48-3—UML YANG interface management model

48.3.2 Generic IEEE 802.1Q-2018 bridge model

Based upon the bridge management outlined in Clause 12, the generic IEEE 802.1Q bridge model
represented in a UML form is illustrated in Figure 48-4.

A Bridge Port represents the service access points to the Bridge’s MAC Relay Entity and the interface stack
that supports that service access point. Refer to 8.2.

The interface stack associated with the Bridge Port can be such that when it is initially created (a) the
underlying MAC entity along with the bridge port data are associated with the same Interface, or (b) the
underlying MAC entity is associated with a separate Interface from that of the bridge port Interface. In the
later model, the bridge port Interface is the higher layer interface of the underlying MAC entity Interface.

The bridge port interfaces associated with this generic model, is shown in Figure 48-5.
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* bridge
string name; 11 (12.4) rw
macAddress  address; 11 (12.4) rw
enum type; 1 rw
int ports; 11 (12.4) r
counter32 up-time; 11 (12.4)r
int components; // r
w* name
component
string name; Il rw
int id; 11 (12.3) rw
enum type; 11 (12.3) rw
macAddress  address; /1 (8.13.8, 13.24) rw
bool traffic-class-enabled;  // (12.4.1.5.1) Fw
int ports; /1 (12.4.1.1.3) r
if-ref *bridge -port I'r
struct capabilities 11 (12.4.1.5.2) r
A
filtering-database
int  aging-time; /1 (12.7, 8.8.3) rw
int  size; I1(12.7) r
int  static-entries; /1 (12.7, 8.8.1) r
int dynamic-entries; /1 (12.7, 8.8.1) r permanent-database
int  static-vlan-registration-entries;  // (12.7, 8.8.2) r int size; 11 (12.7.6) r
int dynamic-vlan-registration-entries; // (12.7, 8.8.5) r int static-entries; 11 (12.7.6) r
int mac-address-registration-entries; // (12.7, 8.8.4) r int  static-vlan-registration-entries;// (12.7.6) r
database-id, vid % database-id, address, vid % database-id, address, vid
vlan-registration-entries filtering-entries filtering-entries
int database-id; // (12.7.7) r-w int database-id; // (12.7.7) rw int database-id; // (12.7.7) r-w
int vid; Il (12.7.7) r-w macAddress  address; 11 (12.7.7) rw macAddress  address; Il (12.7.7) r-w
enum  entry-type; // (12.7.7) r-w int vid; 11 (12.7.7) rw int vid; 11 (12.7.7) r-w
enum entry-type; // (12.7.7) rw enum status; II'r
% port-number enum status; Ir

% port-number
% port-number

port-map port-map port-map
if-ref port-number; // (8.8.1) rw if-ref port-number; // (8.8.1) rw if-ref port-number; // (8.8.1) rw
struct  map; /1 (8.8.1) Fw struct map; 11 (8.8.1) rw struct map; /1 (8.8.1) rw
bridge-vlan \\/
int version; /1 (12.10.1.3) r | | bridge-mst
int max-vids; /11 (12.10.1.3) r int *mstid; /1(12.12.1) rw
bool override-default-pvid; // (12.10.1.3) r
stuct  protocol-template; /1 (12.10.1.7) r * fid
int max-msti; 11 (12.10.1.7) r

fid-to-mstid-allocation

{/ int *fids; 11(12.12.2) r-w

protocol-group-database int mstid; 11 (12.12.2) r-w
string frame-format-type; // (12.10.1.7) rw

struct frame-format; 11 (12.10.1.7) rw

int protocol-group-id;  // (6.12.2) rw

vid-to-fid-allocation

int *vids; /1 (12.10.3) r-w
int fid; /1 (12.10.3) r-w
enum  allocation-type; // (12.10.3) r

vlan-id

int vid; 11 (12.10.2) r-w

string  name; /1 (12.10.2) r-w

if-ref *untagged-ports;  // (8.8.2, 12.10.2.1.3) r
if-ref *egress-ports; /1 (8.8.10, 12.10.2.1.3) r

Figure 48-4—Generic IEEE 802.1Q bridge mode
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ietf-interfaces
% hame

interfaces
string name; I ~w
string description; 1l =w
if-type type; 1l =w
bool enabled; Il rw
enum link-up-down-trap-enable; Il rw
enum admin-status; /'t
enum oper-status; /'t
date-time last-change; II'r
int32 if-index; II'r
address phys-address; II'r
if-ref * higher-layer -if; II'r
if-ref * lower-layer-if; I'r
guage64 speed; II'r
bridge -port
string component -name; 1l w
int pvid; /1 (12.10.1) r-w
int default-priority; 11 (12.6.2) r-w
struct priority -regeneration -table; /1 (12.6.2, 6.9.4) r-w
enum pcp-selection; /1 (12.6.2, 6.9.3) r-w
struct pcp-decoding -table; 11 (12.6.2) r-w
struct pcp-encoding -table; 11 (12.6.2) r-w
bool use-dei; /11 (12.6.2, 6.9.3) -w
bool drop-encoding; /1 (12.6.2, 8.6.6) r-w
enum service-access-priority -selection; /1 (12.6.2, 6.13) r-w
struct service-access-priority; /1 (12.6.2, 6.13.1) r-w
struct traffic-class-table; /1 (12.6.3, 8.6.6) r-w
enum acceptable -frame; /1 (12.10.1.3, 6.9) r-w
bool enable -ingress -filtering; /1 (12.10.1.4, 8.6.2) r-w
bool restricted-vlan-registration; /1 (12.10.1.6, 11.2.3.2.3) r-w
bool enable -vid-translation -table; /1 (12.10.1.8, 6.9) r-w
bool enable -egress-vid-translation -table; // (12.10.1.9, 6.9) r-w
struct protocol-group-vid-set; 11 (12.10.1.7) r-w
int admin-point -to-point; /1 (6.8.2, 12.4.2) r-w
bool protocol-based-vlan-classification;  // (5.4.1.2) r
int max-vid-set-entries; /1 (12.10.1.1.3) r
int port-number; /1 (13.25, 12.4.2, 12.3.i) r
enum port-type; II(12.4.21)r
macAddress  address; 11 (12.4.2) r
bits capabilities; /1 (12.4.2, 12.10.1.1.3) r
bits type-capabilities; Il (12.4.2) r
bool external; Il (12.4.2) r
bool oper-point -to-point; Il (12.4.2) r

* local-vid

vid-translations

int  local-vid; /(12.10.1.8, 6.9) r-w
int  relay-vid; /1 (12.10.1.8, 6.9) r-w
* relay-vid

egress -vid-translations

¢

counter64
counter64  out-discards, out -errors;

int  relay-vid; /1 (12.10.1.9, 6.9) r-w

int local-vid; /1 (12.10.1.9, 6.9) r-w
statistics
date-time  discontinuity -time; II'r
counter64  in-octets, in-unicast-pkts, in-broadcast -pkts, in-multicast-pkts; II'r
counter64  in-discards, in-errors, in-unknown -protos, ; Ir

out-octets, out-unicast-pkts, out-broadcast -pkts, out-multicast-pkts; // r

II'r

bridge -port-statistics

counter64  discard-on-ingress filtering;

counter64  delay-exceeded -discards, mtu-exceeded -discards; /1 (12.6.1.1.3) r
counter64  frame-rx, octets-rx, frame-tx, octets-tx; /1 (12.6.1.1.3) r
counter64  discard-inbound, forward -outbound, discard -lack-of-buffers; 11 (12.6.1.1.3) r
counter64  discard-transit-delay -exceeded, discard -on-error; /1 (12.6.1.1.3) r

/I (12.6.1.1.3) r

NOTE—Items shaded in gray indicate extension provided by the IEEE 802.1Q YANG models.

Figure 48-5—Bridge port model
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Each Bridge Port (3.25) is associated with one Interface. The higher-layer-if and lower-layer-if attributes
provide the interface stacking relationships of the Bridge Port. For example, an Aggregator (as defined by
IEEE Std 802.1AX) Interface could be a Bridge Port. The lower-layer-if attributes associated with the
Aggregator would point to the Aggregation Ports, thus forming the interface staking relationship of the

Bridge Port.

Each Bridge Port is uniquely identified by a Port Number (port-number). A port number has no mandatory
relationship to an Interface index (if-index).

48.3.2.1 Two-Port MAC Relay model

The Two-Port MAC Relay (TPMR) bridge UML data model is a subset of the generic IEEE 802.1Q bridge
illustrated in Figure 48-4. A TPMR:

—  Supports only 2 bridge ports.

— Supports a “VLAN-unaware” bridge component.

— Does not support any “bridged VLAN” object.
— Does not support a “filtering database” object.

— Provides extensions to the “bridge port.”

The TPMR model is illustrated in Figure 48-6.

* bridge
string name; /1 (12.4) r-w
macAddress address; 11 (12.4) r-w
enum type; I r-w
int ports; II(12.4)r
counter32 up-time; II(12.4)r
int components;// r
1
component
string name; 1 r-w
int id; /1 (12.3) Fw
enum type; 11(12.3) rw

macAddress address;

11 (8.13.8, 13.24) Fw

bool traffic-class-enabled; //(12.4.1.5.1) rw
int ports; 11(12.41.13)r
if-ref *bridge-port II'r
struct capabilities 11(12.4.1.5.2)r
permanentdatabase
int size; /1 (12.7.6) r
int static-entries; /1 (12.7.6) r

int

static-vlan-registration-entries;// (12.7.6) r

% database-id, address, vid

filtering-entries

int vid;

enum status;

int database-id; // (12.7.7) rw
macAddress address;

I1(12.7.7) rw
11(12.7.7) rw
Ihr

% port-number

port-map

struct map;

if-ref port-number;// (8.8.1) rw

/1(8.8.1) rw

Figure 48-6—TPMR model

NOTE—The bridge type would be two-port-mac-relay-bridge and the component type would be d-bridge-component
(which denotes a VLAN unaware component). The number of ports associated with the component must be 2.
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