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Abstract: A standard dictionary of measures of the software aspects of dependability for
assessing and predicting the reliability, maintainability, and availability of any software system; in
particular, it applies to mission critical software systems.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation. When a document is more than five years old and has not been
reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present
state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the
advice of a competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the formal
position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

NOTE—Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or validity of
any patent rights in connection therewith. The IEEE shall not be responsible for identifying patents for which a license
may be required by an IEEE standard or for conducting inquiries into the legal validity or scope of those patents that
are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 982.1-2005, IEEE Standard Dictionary of Measures of the Software Aspects
of Dependability.

Rationale for revision: In accordance with Software Engineering Standards Committee (SESC) policy, the
first standard (this document) is a small document with just a few core measures dealing with reliability,
maintainability, and availability. This will be followed by a second standard that will address safety,
confidentially, and integrity.

This standard has not been revised since 1988. It was reaffirmed in 1996, but there were significant
negative comments. It has been revised because many of the original measures had the following
undesirable characteristics:

— Unrealistic (i.e., there was naivety about the necessary data, personnel capabilities, and training
to effectively use the measures)

— Did not measure what they purported to measure

— Complex equations that were hard to understand and implement

— Immature (i.e., they were not widely used)

— Little field data to back up claims for benefits

History

This standard is 15 years old, and additional information on the topic has been developed since that time.
This project updated the standard to include such information and to expand the scope of the standard.
Specifically, the following topics were included in the standard:

a) Determined specific criteria for inclusion of measures in the standard

b) Performed a measure-by-measure review of the measures in the standard, with the following
goals:

1) Determined whether the measure should be modified, retained, or deleted, based on the
criteria. The modified and retained measures are identified in this standard by their numbers
from the original IEEE 982.1 standard (i.e., IEEE 982 #X).

2) Added any additional information on the measures developed since 1988.
3) Clarified definition and implementation conventions.

4) Identified and incorporated, where appropriate, new measures that have appeared since
1988.

5) Formulated generic measure classes and categorized the measures into these classes. These
classes are reliability, maintainability, and availability.
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Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:/
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention.
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IEEE Standard Dictionary of
Measures of the Software Aspects of
Dependability

1. Overview

1.1 General

This standard has the following clauses: Clause 1 provides the scope of this standard. Clause 2 provides a
set of definitions. Clause 3 through Clause 5 specify new, modified, and existing measures for reliability,
respectively. Clause 6 and Clause 7 specify new measures for maintainability and availability, respectively.
In addition, there are three informative annexes. Annex A documents the process that was used to
determine whether a measure in the existing standard should be modified, retained, or deleted; this annex
states the criteria that were used to determine whether a measure should be included in the standard,
including new measures. Annex B describes the Software Reliability Engineering Case Study, which
provides a case study example of how to apply selected measures in Clause 3. Annex C is a glossary of
terms taken from The Authoritative Dictionary of IEEE Standards Terms [B8].' Annex D is a bibliography
that provides additional information about measures in Clause 3 through Clause 7. Table 1 summarizes the
categories of measures. Numerical applications of the measures can be found in the reference(s) that are
keyed to each measure.

! The numbers in brackets correspond to those of the bibliography in Annex D.
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Table 1—Summary of measures

Identification | Name
Clause 3. New reliability measures
3.2 Time to next failure (s)
3.3 Risk factor regression model
34 Remaining failures
3.5 Total test time to achieve specified remaining failures
3.6 Network reliability
Clause 4. Modified reliability measures
4.1 Defect density (982 #2)
4.2 Test coverage index (982 #5)
4.3 Requirements compliance (982 #23)
4.4 Failure rate (982 #31)
Clause 5. Retained reliability measures
5.1 Fault density (982 #1)
5.2 Requirements traceability (982 #7)
53 Mean time to failure (MTTF) (982 #30)
Clause 6. New maintainability measures
6.1 Mean time to repair
6.2 Network maintainability
Clause 7. New availability measures
7.1 Availability
7.2 Network availability

1.2 Scope

This standard specifies and classifies measures of the software aspects of dependability. It is an expansion
of the scope of the existing standard; the revision includes the following aspects of dependability:
reliability, availability, and maintainability of software. The applicability of this standard is any software
system; in particular, it applies to mission critical systems, where high reliability, availability, and
maintainability are of utmost importance. These systems include, but are not limited to, systems for
military combat, space missions, air traffic control, network operations, stock exchanges, automatic teller
machines, and airline reservation systems.

1.3 Purpose

This standard provides measures that are applicable for continual self-assessment and improvement of the
software aspects of dependability.

1.4 Compliance

An application of the measures specified herein complies with this standard if Clause 2 through Clause 7
are implemented, with the exception of subclauses identified as either “Experience” and “Tools”. These
subclauses are intended to (1) provide information about application domains for a given measure and
(2) identify the types of tools appropriate for computing that measure.
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1.5 Interaction with other standards

The measures defined in this dictionary may provide information that can help support certain evaluations
discussed in other IEEE Software Engineering Standards. The following list is meant to be suggestive:

IEEE/EIA Std 12207.0
Subclause 6.4.2 of IEEE/EIA Std 12207.0 lists verification tasks, and 6.5 lists validation tasks.
Dependability measures may provide useful quantitative information that will help satisfy these tasks. For
example, in 6.4.2.5, one criterion states (among other requirements) that “the code implements ... correct
data and control flow.”’

IEEE Std 1074™

Subclause A.5.1 discusses evaluation activities, including reviews, traceability, testing, and reporting
evaluation results. Dependability measures can provide useful quantitative information that can be used to
assist these activities.” >

IEEE Std 1012™

This standard lists verification and validation tasks, inputs, and outputs in Table 1. The dependability
measures provided in this standard can provide useful quantitative information that can assist many of the
tasks listed in this table.

2. Definitions

For the purposes of this document, the following terms and definitions apply. The glossary in Annex C and
The Authoritative Dictionary of IEEE Standards Terms [B8] should be referenced for terms not defined in
this clause.

2.1 defect: A generic term that can refer to either a fault (cause) or a failure (effect). (adapted from
Lyu [B12])

2.2 dependability: Trustworthiness of a computer system such that reliance can be justifiably placed on the
service it delivers. Reliability, availability, and maintainability are aspects of dependability. (adapted from
Lyu [B12])

2.3 maintainability: Speed and ease with which a program can be corrected or changed. (adapted from
Musa [B14])

2.4 measure (noun): (A) The number or symbol assigned to an entity by a mapping from the empirical
world to the formal, relational world in order to characterize an attribute. (adapted from Fenton and
Pfleeger [B5]) (B) The act or process of measuring. (adapted from Webster’s New Collegiate Dictionary
[B23])

2.5 measure (verb): To make a measurement. (adapted from Webster’s New Collegiate Dictionary [B23])

2.6 time: In decreasing order of resolution, CPU execution time, elapsed time (i.e., wall clock time), or
calendar time. (adapted from Musa [B14])

1 EIA publications are available from Global Engineering Documents, 15 Inverness Way East, Englewood, CO 80112, USA
(http://global.ihs.conv).

? IEEE publications are available from the Institute of Electrical and Electronics Engineers, Inc., 445 Hoes Lane, Piscataway, NJ
08854, USA (http://standards.ieee.org/).

? The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.
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3. New reliability measures

3.1 General

The software reliability model specified in this clause (Schneidewind [B20]) is one of the four models
recommended in ANSI R-013-1992 [B1]. See this reference for the other three recommended models that
could be used in place of the specified model.

3.2 Time to next failure (s) (Lyu [B12])

3.2.1 Definition

Tk (¢) is the predicted time for the next F} failures to occur, when the current time is ¢.

Tr () = [(log[ar/ (a— BXs + FO)D /1 - (1 —s+ 1)

3.2.2 Variables

Tk (¢) is the predicted time for the next F} failures to occur, when the current time is ¢.
X, 1s the observed failure count in the range [s,¢].

T is the test or operational time interval when time to next failure prediction is made.
3.2.3 Parameters

o is the failure rate at the beginning of interval s.

[ is the negative of derivative of failure rate divided by failure rate.

F is the given number of failures to occur after interval ¢.

s is the starting interval for using observed failure data in parameter estimation.

tm 1s the mission duration.

3.2.4 Application

Given a mission duration requirement #,, and number of failures F}, a prediction is made at time ¢ to see
whether Tg(t) > .

3.2.5 Data requirements

Failure counts by time interval, in the range [1,f], where time can be execution time, clock time, or calendar
time, for estimating ¢, f3, and s, and for obtaining X,.

3.2.6 Units of measurement
Tk (2), t, t, is the seconds, minutes, hours, and so on, as appropriate.

F is the number of failures.
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