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IEEE Standards documents are developed within the Technical Committees of the IEEE Societies and the
Standards Coordinating Committees of the IEEE Standards Board. Members of the committees serve volun-
tarily and without compensation. They are not necessarily members of the Institute. The standards developed
within IEEE represent a consensus of the broad expertise on the subject within the Institute as well as those
activities outside of IEEE which have expressed an interest in participating in the development of the stan-
dard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every IEEE Standard is subjected to review at least once every five
years for revision or reaffirmation. When a document is more than five years old, and has not been reaf-
firmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the
present state of the art. Users are cautioned to check to determine that they have the latest edition of any
IEEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of
text, together with appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they
relate to specific applications. When the need for interpretations is brought to the attention of IEEE, the
Institute will initiate action to prepare appropriate responses. Since IEEE Standards represent a consensus of
all concerned interests, it is important to ensure that any interpretation has also received the concurrence of a
balance of interests. For this reason IEEE and the members of its technical committees are not able to pro-
vide an instant response to interpretation requests except in those cases where the matter has previously
received formal consideration.

Comments on standards and requests for interpretations should be addressed to:
Secretary, IEEE Standards Board 345 East 47th Street New York, NY 10017 USA

IEEE Standards documents are adopted by the Institute of Electrical and Electronics Engineers without
regard to whether their adoption may involve patents on articles, materials, or processes. Such adoption does
not assume any liability to any patent owner, nor does it assume any obligation whatever to parties adopting
the standards documents.
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Foreword

(This Foreword is not a part of IEEE Std 982.2-1988, IEEE Guide for the Use of IEEE Standard Dictionary of Measures
to Produce Reliable Software.)

This guide provides the underlying concepts and motivation for establishing a measurement process for reli-
able software, utilizing IEEE Std 982.1-1988, IEEE Standard Dictionary of Measures to Produce Reliable
Software. This guide contains information necessary for application of measures to a project. It includes
guidance for the following:

1)  Applying product and process measures throughout the software life cycle, providing the means for
continual self-assessment and reliability improvement;

2)  Optimizing the development of reliable software, beginning at the early development stages, with
respect to constraints such as cost and schedule;

3) Maximizing the reliability of software in its actual use environment during the operation and mainte-
nance phases;

4) Developing the means to manage reliability in the same manner that cost and schedule are managed.

The guide is intended for design, development, evaluation (e.g., auditing or procuring agency) and mainte-
nance personnel; software quality and software reliability personnel; and operations and acquisition support
managers. It is organized to provide input to the planning process for reliability management.

This document contains six sections and one appendix.

Section 1, “Scope and References,” establishes the goals and boundaries of the guide.
Section 2, “Definitions,” serves as a central location for key terms used throughout the body of the document.
Section 3, “Measures to Produce Reliable Software,” contains guidance for measure selection and application.

Section 4, “Measure Organization and Classification,” provides both functional and software life cycle tax-
onomies of the measures.

Section 5, “Framework for Measures,” refines the measurement process to nine stages for effective
implementation.

Section 6, “Errors, Faults, and Failures Analysis for Reliability Improvement,” provides further definition of
the interrelationship of these concepts.

Appendix A, “Measures for Reliable Software,” contains the standard set of measures.

The goal of IEEE Std 982.2-1988, IEEE Guide for the Use of Standard Dictionary of Measures to Produce
Reliable Software, is to generate a dialogue on the use and effectiveness of selected measures. This dialogue
should result in the evolution of existing measures and the development of new measures that evaluate and
promote software reliability. In this way, the body of knowledge of and experience with software reliability
can be improved and expanded.

This is one of a series of integrated IEEE Software Engineering Standards. This guide is consistent with
ANSI/IEEE Std 729-1983, Glossary of Software Engineering Terminology; ANSI/IEEE Std 730-1984,
IEEE Standard for Software Quality Assurance Plans; ANSI/IEEE Std 828-1983, IEEE Standard for Soft-
ware Configuration Management Plans; and ANSI/IEEE Std 1012-1986, IEEE Standard for Software Verifi-
cation and Validation Plans. This guide may be applied either independently or in conjunction with those
standards.
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List of Symbols
Symbol Meaning Measures Primitive/
Used Metric
A (1) Number of arrivals during time period T 37 p
(2) Reliability growth factor 26 M
Acxisting Number of ambiguities in a program remaining to be 6 p
eliminated
A(t) System availability 39 M
Aot Total number of ambiguities identified 6 P
a Test accuracy 36 M
AQ Average queue length 37 M
AS Average service time 37 P
B Software science measure (number of errors) 14 M
B, Number of functions not satisfactorily defined 35 p
B, Number of functions 35 P
B3 Number of data references not having an origin 35 P
By Number of data references 35 P
B; Number of defined functions not used 35 p
Bg Number of defined functions 35 p
By Number of referenced functions not defined 35 p
Bg Number of referenced functions 35 p
By Number of decision points not using all conditions, 35 P
options
By Number of decision points 35 P
By, Number of condition options without processing 35 P
By, Number of condition options 35 P
B3 Number of calling routines with parameters not agreeing 35 P
with defined parameters
By Number of calling routines 35 p
Bis Number of condition options not set 35 P
Big Number of set conditions options having no processing 35 P
By7 Number of set condition options 35 P
Big Number of data references having no destination 35 p

viii
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List of Symbols
B Observed hardware failure rate 39 P
C Complexity metric (static, dynamic, cyclomatic) 15,16 M
(oh Complexity for program invocation and return along 15 P
each edge ¢; as determined by user
CE Cause and effect measure 6 M
cM Completeness measure 35 M
D Software science measure (program difficulty) 14 M
dy Complexity for allocation of resource k as determined 15 P
by user
D; Total number of unique defects detected during the ith 2,8 P
design or code inspection process or the ith life cycle
phase
DD Defect density 2 M
DEs Decomposition elements 23 P
DI Defect index 8 M
DSM Design structure metric 19 M
datain Number of data structures from which the procedure 25 P
retrieves data
dataout Number of data structures that the procedure updates 25 P
E (1) Number of edges 15, 16, 17 P
(2) Software science measure (effort) 14 M
] Number of entry points for the ith module 13 P
ForF; Total number of unique faults found in a given time 1 P
interval resulting in failures of a specified severity level
forf; Total number of failures of a given severity level in a 3,20, 21,27,31 P
given time interval
Fy Fault density 1 M
Fj Frequency execution of intermodule transfer from mod- 38 P
uleitoj
Fy Number of software functions (modules) in the current 10 p
delivery that are additions in the current delivery
F. Number of software functions (modules in the current 10 p
delivery that include internal changes from a previous
delivery
FD Fault days metric 4 M
FD; Fault days for the ith fault 4 P
Fael Number of software functions (modules) in the previous 10 P
delivery that are deleted in the current delivery
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List of Symbols
FE Number of the software functional (modular) require- 5 P
ments for which all test cases have been satisfactorily
completed
Fy Total number of faults detected to date in software inte- 29 P
gration testing
Flit Number of faults detected prior to software integration 29 P
testing
FT Total number of software functional test requirements 3 P
r Average rate of jobs 37 M
Y Observed hardware repair rate 39 p
I Total number of inspections to date 2,11 P
IFC Information flow complexity 25 M
J Total number of jobs completed 37 P
K Number of resources 15 P
k Number of runs for the specified period of time 18 P
KSLOC Number of source lines of executable code and nonexe- 1,2,8 P
cutable data declarations in thousands
KSLOD Number of source lines of design statements in thousands 2,8 P
that have been inspected to date
L Software science measure (observed program length) 14 M
/ Software science measure (program level) 14 M
Ll Software science measure (program level) 14 M
A@) Failure rate function 31 M
A Observed software failure rate 39 P
length Number of source statements in a procedure 25 P
Ifi Local flows into a procedure 25 P
Ifo Local flows from a procedure 25 P
M Manhours per major defect detected 11 M
M; Number of medium defects found 8 P
m; Number of entry and exit points for module i 13 M
MD Number of modules 38 P
ME (i) Measure effectiveness for the ith issue 34 p
M Number of modules integrated 29 M
My Number of software functions (modules) in the current 10 M
delivery
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List of Symbols
M,y Total number of modules in final configuration 29 M
MTTF Mean-time-to-failure 30 M
W; Observed software fault correction rate with i faults in the 39
software
N Number of nodes 15,16, 17 P
nc Number of correct runs in a given test sample 18,26 P
NF Total number of faults within a program 29, 39 M
NFem Total number of faults remaining within a program 22,29 M
NF e (%) Percentage of faults remaining within a program 36 M
ng Number of faults found that were not intentionally 22 P
seeded
NR Number of runs (or test cases) in a given test sample 18,26 p
NS Total number of stages 26 P
N Number of seeded faults 22,36 P
ng Number of seeded faults found 22 P
N1 Total number of occurrences of the operators in a 14 P
program
nl Number of distinct operators in a program 14 P
N2 Total meaning of occurrences of the operands in a 14 P
program
n2 Number of distinct operands in a program 14 P
N, Number of errors detected using SVDs due to 23 P
inconsistencies
N, Number of errors detected using SVDs due to 23 P
incompleteness
N3 Nl}rpber of errors detected using SVDs due to 23 p
misinterpretation
P Probability measure over the sample space 18 P
Po Probability of repairing a hardware failure correctly 39 P
P, (1) Probability that the ith run is selected from the sample 18, 38 P
space
Py Probability of correcting a software fault when detected 39 P
PN.n (D System upstate probabilities 39 P
PI; Phase index metric for the ith life cycle phase 8 M
PL Purity level 21 M
PS Product size 8 P
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List of Symbols
P1 Total number of modules in the program 19 P
P2 Number of modules dependent on the input or output 19 P
P3 Number of modules dependent on prior processing 19 P
P4 Number of database elements 19 P
P5 Number of nonunique database elements 19 P
P6 Number of database segments (partition of the state) 19 P
P17 Number of modules not single entrance/single exit 19 P
@) Queue length distribution 37 P
qi Probability that P; will be generated in a user environ- 38 P
ment
R (1) Total response time for each functional job 37 M
(2) Reliability of the system 38 M
R; Reliability of the ith module 38 P
Ry Run reliability at a specified stage 18, 26 M
R(t) Reliability function 31 M
T Flag to denote if the ith process generates the correct soft- 38 P
ware system output
ki Resource status array indicator flags 15 P
RG Number of regions 16, 17 P
RK(i) Risk factor for the ith measure 34 M
RT Response time distribution 37 P
R1 Number of requirements met by the architecture 7 P
R2 Number of original requirements 7 P
S Sample space of possible input patterns and states 18 P
S; Point from the sample space of possible inputs 18 P
5 Number of serious defects found 8,11 P
SB Total amount of time server is busy 37 P
SE Server’s efficiency 37 M
SN Number of splitting nodes 16,17 P
SM1 Software maturity index 10 M
ST Service time distribution 37 P
T (1) Time period over which measurements are made 37 P
(2) Time 14 M
T, Number of trivial defects found 8 P
xii
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List of Symbols

t Observed times between failures of a given severity level | 20,21,27,28, 30, P
31

C Test coverage 24 M

™ Traceability measure 7 M

T, Time expended by the inspection team in preparation for 11 P

design or code inspection meeting

T, Time expended by the inspection team in conduct of a de- 11 P
sign or code inspection meeting

U Utilization 37 P
\% Software science measure (program volume) 14 M
VR Number of requests per functional job for each server 37 P
during time period T’
w; Weighting distribution 8,19, 34 P
wT Waiting time distribution 37 P
X Throughput 37 P
X; Number of exit points for the ith module 13 P

NOTE —P stands for primitive; M stands for derived metric

Docuyments

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 10:34:13 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 982.2-1988


http://www.avadocuments.com/doc/ieee-982-2-1988
http://www.avadocuments.com/doc/ieee-982-2-1988

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 10:34:13 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 982.2-1988


http://www.avadocuments.com/doc/ieee-982-2-1988
http://www.avadocuments.com/doc/ieee-982-2-1988

IEEE Guide for the Use of IEEE
Standard Dictionary of Measures to
Produce Reliable Software

1. Scope and References

1.1 Scope

This guide provides the conceptual insights, implementation considerations, and assessment suggestions for
the application of IEEE Std 982.1-1988, IEEE Standard Dictionary of Measures to Produce Reliable Soft-
ware [2]. ' The Dictionary, by its very nature, is limited in what it may contain. While this is necessary for
standardization, abbreviation of detail might be detrimental to the most effective use of the Dictionary. This
guide is written to provide a bridge between IEEE Std 982.1-1988 and the user, so that full benefit may be
derived from the application of the standard to a software project.

1.2 References
This guide shall be used in conjunction with the following publications:

[1] ANSI/IEEE 729-1983, IEEE Standard Glossary of Software Engineering Terminology. 2
[2] IEEE Std 982.1-1988,IEEE Standard Dictionary of Measures to Produce Reliable Software. 3

2. Definitions

Most of the definitions listed below can be found in ANSI/IEEE Std 729-1983, IEEE Standard Glossary of
Software Engineering Terminology [1]. The definitions of the terms “concept phase,” “defect,” “measure,”
“primitive,” “software reliability management” are not present in ANSI/IEEE Std 729-1983, and establish
meaning in the context of this guide. The acronym ISO (International Organization for Standardization)
indicates that the definition is also accepted by ISO.

concept phase: The period of time in the software life cycle during which system concepts and objectives
needed by the user are identified and documented. Precedes the requirements phase.
defect: A product anomaly. Examples include such things as

1)  omissions and imperfections found during early life cycle phases and
2)  faults contained in software sufficiently mature for test or operation. See also “fault.”

! The numbers in brackets correspond to those of the references in 1.2 ; numbers in brackets preceded by an “A” correspond to refer-
ences in the Appendix .

2 ANSI/IEEE publications are available from the Sales Department, American National Standards Institute, 1430 Broadway, New York,
NY 10018, or from the IEEE Service Center, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08854-1331.

3 IEEE publications are available from the IEEE Service Center, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08854-1331.
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error: Human action that results in software containing a fault. Examples include omission or misinterpreta-
tion of user requirements in a software specification, and incorrect translation or omission of a requirement
in the design specification (see ANSI/IEEE Std 729-1983 [1]).

failure:

1)  The termination of the ability of a functional unit to perform its required function. (ISO; ANSI/
IEEE Std 729-1983 [1]).

2)  Anevent in which a system or system component does not perform a required function within spec-
ified limits. A failure may be produced when a fault is encountered [1].

fault:

1)  An accidental condition that causes a functional unit to fail to perform its required function. (ISO;
ANSI/IEEE Std 729-1983 [1]).

2) A manifestation of an error in software. A fault, if encountered, may cause a failure. Synonymous
with bug [1].

measure: A quantitative assessment of the degree to which a software product or process possesses a given
attribute.

primitive: Data relating to the development or use of software that is used in developing measures or quan-
titative descriptions of software. Primitives are directly measurable or countable, or may be given a constant
value or condition for a specific measure. Examples include error, failure, fault, time, time interval, date,
number of noncommentary source code statements, edges, nodes.

software reliability: The probability that software will not cause the failure of a system for a specified time
under specified conditions. The probability is a function of the inputs to, and use of, the system as well as a
function of the existence of faults in the software. The inputs to the system determine whether existing faults,
if any, are encountered [1].

software reliability management: The process of optimizing the reliability of software through a program
that emphasizes software error prevention, fault detection and removal, and the use of measurements to max-
imize reliability in light of project constraints such as resources (cost), schedule, and performance.

3. Measures to Produce Reliable Software

This guide addresses two major topics. The first is the rationale for the document IEEE Std 982.1-1988;
IEEE Standard Dictionary of Measures to Produce Reliable Software. The guide presents the measure selec-
tion criteria. It address these questions: “To whom is the standard directed?”” “When should the standard be
applied?” and “Why was the standard created?”’

The second topic is the application of these measures to product, project, and industry. For each measure the
guide provides further definition, examples, interpretation, and references. The questions addressed include:
“How can the standard be used effectively?” “How should results be interpreted?” and “How should objec-
tives be set?”

The goal of the Dictionary is to support software developers, project managers, and system users in achiev-
ing optimum reliability levels in software products. It was designed to address the needs of software devel-
opers and customers who are confronted with a plethora of models, techniques, and measures in the
literature, but who lack sufficient guidance to utilize them effectively. The standard addresses the need for a
uniform interpretation of these and other indicators of reliability.

The Dictionary assumes an intimate relationship between the reliability of a product and the process used to
develop that product. The reliable product provides confirmation of a successful process; the unreliable prod-
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uct provides a lesson for process change. It is in this general spirit that the measures selected give visibility to
both process and product so that the essential facts necessary for process evaluation and change are available.

The measures were selected to provide information throughout the life cycle of a product. They can be used
to make optimum operational reliability levels and to provide a post factum measurement of reliability levels
achieved. The basic goal is to provide the elements of a measurement program that support a constructive
approach for achieving optimum reliability of the end product.

The selected measures are related to various product and process factors that may have an impact on soft-
ware reliability and that are observable throughout the entire life cycle. The Dictionary provides, even in the
early life cycle phases, a means for continual assessment of the evolving product and the process. Through
early reliability assessment, the Dictionary supports constructive optimization of reliability within given per-
formance, resource, and schedule constraints.

The Dictionary focuses on measures of the potential causes of failure throughout the software life cycle,
rather than just on measures of the effect of poor reliability of nearly completed products. The intent is to
produce software that is reliable, rather than just an estimate of the failure-freeness of a nearly completed
and possibly unreliable product. Both the traditional approach of measuring reliability and the constructive
approach of building in reliability are placed in context in this document.

The primitives to be used and the method of computation are provided for each measure. The standard cali-
brates the rulers, the measurement tools, through the use of common units and a common language. It pro-
motes the use of a common database in the industry. Through commonality the standard provides the
justification for building effective tools for the measurement process itself.

The standard and this guide are intended to serve as the foundation on which researchers and practitioners
can build consistent methods. These documents are designed to assist management in directing product
development and support toward specific reliability goals. The purpose is to provide a common set of defini-
tions through which a meaningful exchange of data and evaluations can occur. Successful application of the
measures is dependent upon their use as intended in the specified environments.

The future study of extensive sets of basic data collected through the application of this standard will make it
feasible to understand causal relationships, if any, between reliability indicators obtained during the process
and operational reliability of a completed product. It will also promote the refinement of existing models and
the development of new models based on this consistent data.

3.1 Constructive Approach to Reliable Software

An analysis of the relationship between the software development and maintenance processes and software
reliability is provided. The purpose is to clarify the criteria used in the selection of measures.

Software reliability measurement is the determination of the probability that software will not cause the fail-
ure of a system for a specified time under specified conditions. The probability is a function of the inputs to,
and use of, the system as well as a function of the existence of faults in the software. The inputs to the sys-
tem determine whether existing faults, if any, are encountered [1].

3.1.1 Constructive Approach

Reliability is an estimation of system failure-freeness. System failures that are caused by software are a valid
concern of the software community. A constructive approach to reliable software seeks to remove the root
causes of this class of system failures (Fig 3.1.1-1) through software development and support processes that
promote fault avoidance, early fault detection, appropriately prompt removal, and system-designed fault tol-
erance (Fig 3.1.1-2).
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The analysis of the errors, faults, and failures from previous development and support processes can lead to
improved future processes. While the exact functional relationships are not proven, it is through experience
that the majority of failures are related to their origins. Examples include the following:

1)  Incompletely defined user needs and requirements
2)  Omissions in the design and coding process

3) Improper usage of the system

4)  Excessive change activity

The error, fault, and failure analysis is detailed further in Section 6.

A process strategy to achieve reliable software includes activities, methods, tools, and measurements. Figure
3.1.1-3 shows the process strategy and the integrated role of measurements as the control window through
which the quality of the product and of the process are monitored.

While Fig 3.1.1-3 is in large part self-explanatory, it is worthwhile to emphasize the major drivers for the
process strategy. The strategy does not itself contain new techniques or new methodologies. It is a collection
of known concepts, activities, and techniques, that can be used to drive a project toward better reliability.

The driving criteria of this constructive process strategy are as follows:
3.1.1.1 Do It Right the First Time

This approach stresses the use of all means necessary to define and build a product with no faults. “Doing it
right the first time” must stress error prevention and fault avoidance through the following practices:

1) Employment of skilled, competent personnel is of foremost importance in building reliable products.
It is important in all phases of development, especially the identification of user requirements and
needs in the concept phase. The strategy stresses the necessity of intensely studying the stated and
unstated needs of the user application, and of having sufficient experience in solving similar prob-
lems to apply to the present problem. For this reason, the concept phase is considered a major life
cycle component toward a complete and stable definition of the objectives of a project. Quality work
requires extensive knowledge of the application, which is often forgotten in the intermediate design
phases, and remembered only when the user realizes some important features are missing during
operation and maintenance.

2)  Early user involvement in the conception of the product through techniques such as prototyping
must be stressed to ensure that usability matches failure-freeness in importance.

3) Modern methods, languages and automated tools should be selected to promote productivity and
quality in the activities of specification, design, coding and configuration management. The selected
languages and tools must also support the verification activities through automation of requirements
tracing, completeness and consistency analysis, performance simulation, complexity measurements,
and configuration definition and control. Automation significantly reduces the risk of human errors.

3.1.1.2 Detect It Early; Fix It as Soon as Practicable

Detection and repair should be properly planned activities. Verification [1] is the process of determining
whether or not the products of a given phase of the software development cycle fulfill the requirements
established during the previous phase. Validation [1] is the process of evaluating software at the end of the
software development process to ensure compliance with software requirements.

Early detection of faults throughout the life cycle through reviews, inspections, prototyping, simulation, or
proof of correctness of the product will improve reliability. During the operations and maintenance phase,
faults do not necessarily have to be fixed immediately. The severity of the problem, the frequency of occur-
rence of the problem, and the opportunity to manage and test the new configuration should weigh in the
decision of when to fix a fault.
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Timely design of software tests, plans, and procedures is necessary to determine required resources and
schedule. Early design of tests contributes to earlier detection of consistency and completeness faults, and
ensures the testability of the requirements.

Reliability cannot be tested into a product. More testing does not necessarily mean better reliability. How-
ever, dynamic tests, the main tool for validation, have to be used cost-effectively with measures to provide
the widest test coverage of a product. In the light of a constructive approach to reliable software, dynamic
tests should be viewed as a tool for confirming the absence of faults rather than as the preferred tool for
detecting them. When system test design is driven by user requirements, and when test samples are ran-
domly selected based on defined probabilities of product inputs, testing contributes effectively to this con-
structive approach by providing an independent assessment of the software execution in representative
operating environments. The costs of early verification efforts can be offset by savings from less repetition of
dynamic tests, because most faults should be detected during verification.

3.1.1.3 Monitor It
Primitive data should be collected and evaluated throughout the life cycle.

Inegration between measurements and verification and validation activities is of paramount importance.
There cannot be good measurements without a well-organized verification and validation process that pro-
vides the input data for measurements.

Measurements evaluation is used not only for software quality evaluation, but also for fault detection. Each
instance where the criterion used for evaluation indicates a “below threshold” value should be considered an
instance of a software fault. For example, measures of processing times higher than a given value may be
sufficient reason to reject the implemented code and to redesign it.

3.1.2 Reliability Optimization within Project Constraints

Software reliability should not be considered separately from other major factors: resources (cost), perfor-
mance, and schedules. Software reliability should be optimized with respect to the project constraints. For
example, if reliability and cost are considered as a ratio in which to attempt to increase the reliability and
minimize the cost, then the project should seek the more efficient fault detection and removal activities. If
reliability and schedule are jointly considered, early fault detection should be emphasized. Each project
should assign priorities to these project factors and seek to optimize reliability within these constraints.

The cost of fixing faults rises significantly from the time they are generated to the time they are detected. It is
more efficient to dedicate resources to fault detection and removal as soon after fault insertion as possible.
Total cost comparisons for various levels of verification and validation efforts have shown that the savings of
a verification and validation program are substantial. Figure 3.1.2-1 illustrates these considerations. Cases A
and B have an equal cumulative amount of costs but different distribution of costs in time. In Case B the ver-
ification program puts greater emphasis, hence more resources, in early reviews, inspections, prototyping,
and dynamic test design than in Case A.

3.1.3 Software Reliability in the Context of Product Quality

An analysis of the relationship of software reliability to other quality objectives is provided. The purpose of
this discussion is to clarify the relationship among selected measures, software reliability and other quality
objectives in general.
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Figure 3.1.2-1 — Different Approaches in Verification and Validation Programs

3.1.3.1 Quality Models for Adaptability and Reliability

Change, a fact of life for system developers and maintainers, is one of the major indirect causes of faults in a
software system. Change can impact not only reliability but the other major project drivers: schedule and cost.

A program to construct reliable software must consider not only the initial correctness of the product, but
also the plan for accommodating change. It is important to strive to minimize reasons for change during the
life cycle. Design stability and product stability are extremely important. But it is a reality that unforeseen
changes in requirements, market forces, and other factors may introduce change into the process.

Change most often occurs in response to unmet quality objectives (such as, ease-of-use, maintainability, or
portability) that were not given proper attention during design. Therefore, there is a need for a quality model
that defines user-oriented needs. This model must be evolved during the same time period as function and
performance objectives (Fig 3.1.3.1-1). Such a quality model is the premise for both a complete and an

adaptable design that can easily absorb changes due to unforeseen new requirements.
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Figure 3.1.3.1-1 — Quality Model for Software Reliability

Software reliability is a major quality objective. Rarely is medium or low reliability acceptable. Software
reliability is both an individual quality attribute and one that is interdependent on other user quality
attributes. It is because of this duality that we must consider software reliability in context with other user
quality objectives. It is for this reason that user quality objectives are within the scope of this guide.
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3.1.3.2 User Quality Objectives and Reliability
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User quality objectives should influence the system design and serve as criteria both for intermediate verifi-
cation and for system validation and acceptance. The defined user quality objectives give the most direct
means for fault search and detection. Examples of user quality objectives are ease-of-use for a word proces-
sor; ultra-high reliability for a telephone exchange plant; reliability and security for a banking application;

safety and robustness for a nuclear power plant system.

User quality objectives are reached through intermediate software engineering objectives, which are
achieved in the earlier phases of system development. Examples of intermediate software engineering objec-
tives include complexity, traceability, modularity, topological coverage, defect index, and fault-days. These
intermediate software engineering objectives are rarely of direct interest to the user. They constitute the tac-
tics through which the software engineer achieves user quality objectives. Figure 3.1.3.2-1 gives a global,
but not exhaustive, view of the mix of both user and software engineering objectives that have an impact on
software reliability. The figure presents a schema for organizing quality objectives in each life cycle phase.
Specific attention should be given to those intermediate quality objectives that directly affect project selected

user quality objectives.
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Figure 3.1.3.2-1 — Quality Factors Impacting Software Reliability

A software reliability management program requires the establishment of a balanced set of user quality
objectives, and identification of intermediate quality objectives that will assist in achieving the user quality
objectives. Resources should be spent commensurate with priority of objectives. Methods for measuring
intermediate quality objectives related to reliability are identified in the Appendix of this guide.

A similar approach is applicable for the larger class of quality objectives in general and the maintenance
activity specifically. Once software is delivered, the maintenance activity applied to that software has many
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of the same attributes that are associated with a new development effort. Thus, many of the same quality and
reliability objectives are applicable.

A balanced quality program is both necessary and instrumental for a constructive approach to reliable soft-
ware.

3.2 Measurement Environment

Measurement is the comparison of a property of an object to a similar property of a standard reference. Mea-
surements are effective when they are used either to orient decisions, to define corrective actions, or to get a
better understanding of causal relationships between intended expectations and observed facts. If there is no
prestated objective on how the results will be used, there should be no measurements.

When measurements are used as process diagnostics, there must be a proper environment for data collection,

analysis, and corrective action in a closed loop system. Measurement information must flow throughout the
process, supporting integration of both technical and managerial activities (Fig 3.2-1).

Software Development Pracess

CODING, TESTING

W

‘proceed to next
phase

spsanchnou DESIGN, \ ( MANAGEMENT PROCESS

X

no:rec( the
re-rews YES process, repeat

inspections / ) actions
é \
A |

AUTOMATIC Manual AUTOMATIC
RECORD:NG preparation MEASUREMENT

TOOLS and recording | TOOLS ’C:) ||
' hand, mind, -
MONITORING, OBSERVATION PROCESS it
# dala collection
» dala recording MEASUREMENT PROCES!

b} c)

Figure 3.2-1 — Measurement Information Flow: An Integral Part of Development Process

The building blocks for deriving more complex measures from collected data are called primitives. Some
primitives are derived directly from the product (specifications, source code, object code). Examples of these
are statements, edges, nodes, branches, changes, capabilities, networks, and goals. Other primitives, pro-
duced by verification and validation activities, include errors, faults and failures.

A two-step process is recommended to prepare for data collection:

1)  For each potential measure selected from IEEE Std 982.1-1988 [2], determine the data needed to
perform the measurement from the list of primitives.

12
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2)  Develop project practices for organizing data so information related to events during the develop-
ment effort can be stored in a data base and retained for historical purposes and analysis. Automated
tools integrated with the development environment should be considered.

Patient, accurate data collection and recording is the key to producing accurate measurements. If not well-
organized, data collection can become very expensive. To contain these costs, the information gathering
should be integrated with verification and validation activities. Appropriate mechanisms, such as forms or
direct terminal entry, should be used to record the results of reviews. Use of automated tools for data retrieval
and data entry can also reduce costs. Properly augmented configuration change control systems may furnish
an ideal support environment for recording and evaluating most of the data for reliability assessment.

An important outgrowth of implementing a measurement effort is the ability to evaluate the results of col-
lected data, develop measures, and apply analysis of the results to the end product. By tracking progress and
evaluating the results, the measurement effort can be used to assess product reliability growth as well as the
effectiveness of the development and support processes.

3.3 Measurement Selection Criteria

Current technology in software reliability is limited largely to the use of models that rely exclusively on test
data applied to software at the end of development. The measures selected for the standard were extracted
from available literature and from the collective experience of practitioners in the field. The primary empha-
sis was to identify a varied set of measures that cover the many aspects of the concept of reliability. This led
to the inclusion of faults and failures as well as models for the traditional reliability calculations.

The constructive approach expanded the search to measures that promote reliability by minimizing residual
faults through error prevention and early fault detection and removal. Therefore, the standard includes prod-
uct measures to determine how carefully a product was verified (e.g., completeness and traceability) and
complexity measures to accommodate the possibility of change to the system.

Careful consideration was given to the selection of process measures that monitor the quality of the develop-
ment process and identify the need to make changes early in the process. Some process measures monitor
the accuracy and completeness of development and test activities through examination of product properties
(such as completeness and consistency). Other process measures monitor the efficiency of the activities (e.g.,
error distribution). The process measures have the potential to stimulate adoption of good engineering prac-
tices at the proper project phase, specifically encouraging early fault detection.

A key consideration in the selection of the measures was to address the full range of the life cycle, a varied
audience of both users and software and systems engineers, and a range of audience skills in reliability mea-
surement.

The user class, which may include the owner, the operator and the recipient of the system capability, is more
interested in measures related to system availability and operability, such as mean time to failure. The soft-
ware engineer is more interested in software faults that cause excessive failure rates.

Reliability measures take on both aspects - system failures and software faults. The user can focus on system
availability and capability; whereas the engineer can focus on the fault in the software product. Other mea-
sures, such as complexity, are of interest to managers and developers, assisting them to improve processes
and control costs, schedules, personal productivity, and professional skills.

From the point of view of skill required, the measures are arranged in increasing order of difficulty. This
allows individuals with little knowledge of computational methodologies to start making meaningful mea-
surements. Subsequent measures depend upon increasing experience and sophistication with computational
methodologies and automated assists.
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4. Measure Organization and Classification

The measures in this guide are organized by the two basic objectives of reliability. The first objective is prod-
uct maturity assessment - a certification of product readiness for operation (including an estimation of sup-
port necessary for corrective maintenance). The second objective of reliability is process maturity
assessment - an ongoing evaluation of a software factory's capability to produce products of sufficient qual-
ity for user needs. Process maturity assessment includes product maturity assessment with the objective of
process repair when necessary.

With hardware factories, process maturity assessment is usually performed through the technique of statisti-
cal process control. In software, this technique has been hampered by the lack of clearly defined measurables
to relate product quality deficiencies to process cause. The measures in this guide provide the means to apply
statistical process control to software.

The software life cycle can be modeled and refined into a sequence of subprocesses. Each subprocess has
inputs that should meet well-defined entry criteria and outputs that should meet well-defined exit criteria.

An assessment of the product at the completion of a subprocess (the output against the exit criteria) not only
evaluates the readiness of that individual product to enter the next subprocess, it serves as an indicator of the
quality of the sub-process itself. It should be noted that failure of a product to pass the established exit crite-
ria is a signal for further analysis. Either the subprocess could be defective or the criteria could be too strin-
gent. Corrective action should be taken only after sufficient analysis (Fig 4-1).

For each measure the following topics are detailed in the Appendix : implementation, interpretation, consid-
erations, training, an example, benefits, experience, and references.

PRODUCT  PRODUCT
OUTPUT INPUT

PRODUCT ___ | SUBPROCESS »| SUBPROCESS | PRODUCT
INPUT n - n+t OUTPUT
/ A j \
ENTRY CRITERIA EXIT CRITERIA  ENTRY CRITERIA
FOR n FOR n FOR n+1
TEST ON
o ON TEST ON ENTRANCE
Ryl FOR PRODUCT READINESS
PROCESS n FOR SUBPROCESS n+1

FEEDBACK TO
SUBPROCESS n

NOTE: Entry criteria n+1 might differ
from exit criteria n since owners of
subprocess n, entry criteria n, and
exit criteria n could be separate
organizations from those of n+1.

Figure 4-1 — Generalized Process Control
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These measures can be divided into two functional categories: product and process. Product measures are
applied to the software objects produced and are divided into six subcategories. Process measures are applied
to the life cycle activities of development, test and maintenance and are divided into three subcategories.

The functional categories are as follows:

Product Measures

Errors, faults, and failures

Mean time to failure; failure rate
Reliability growth and projection
Remaining product faults
Completeness and consistency
Complexity

Process Measures

Management control
Coverage
Risk, benefit, cost evaluation

In addition to the functional classification, the measures are also classified by the software life cycle phases
in which their use is appropriate. Typical software life cycle phases based upon IEEE Std 729-1983, IEEE
Standard Glossary of Software Engineering Terminology [1] are used to illustrate when each of the mea-
sures may be applied. The life cycle phases are as follows:

Concepts

Requirements

Design Implementation

Test Installation and Checkout
Operation and Maintenance
Retirement

Finally, the measures can be classified as indicators or predictors.

4.1 Functional Classification

The measure classification matrix (Table 4.1-1) is a cross index of measures and functional categories. It can
be used to select measures applicable to each category. For each functional category, a matrix is presented
that cross-references the measures with the phases of the software life cycle in which they are applicable
(Tables 4.2-1 through 4.2-9).

Table 4.1-1 includes an experience rating of 0, 1, 2, or 3. A “0” indicates that the measure has been formal-
ized but has not been sufficiently validated to have operational experience. A “1” means that the measure has
had limited use in the software community. This could be because the measure has been used only within an
organization and has not had industry-wide exposure, or because the measure is not sufficiently well known
to have been used on many projects. A “2” means that the measure has had moderate experience and a “3”
means that it has had extensive experience. In no way does the experience rating imply that one measure is
better than another.
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Table 4-1—Category: Errors, Faults, Failures Counting

Life Cycle Phase
Measures Concept  Requirements Design  Implementation Test Installation Operation Retirement
& &
Checkout Maintenance
Installation
1. Fault density A A A A A A A A
2. Defect density A A A A A A A A
3. Cumulative A A A A A A A A
failure profile
4. Fault-days A A A A A A A A
number
7. Requirements A A A
traceability
8. Defect A A A A A A A A
indices
12. Number of A A
conflicting
requirements
23. Requirements A A
compliance
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Table 4.1-1—Measure Classification Matrix
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4.1.1 Product Measures

The product measures address cause and effect of the static dynamic aspects of both projected reliability
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prior to operation, and operational reliability. As an example, reliability may change radically during the
maintenance effort, due to the complexity of the system design. The six product measure sub-categories
address these dimensions of reliability.

1)  Errors, faults, failures—Count of defects with respect to human cause, program bugs, and observed
system malfunctions.

2)  Mean-time-to-failure; failure rate —Derivative measures of defect occurrence and time.

3) Reliability growth and projection—The assessment of change in failure-freeness of the product
under testing and in operation.

4)  Remaining products faults— The assessment of fault-freeness of the product in development, test, or
maintenance.

5) Completeness and consistency —The assessment of the presence and agreement of all necessary
software system parts.

6) Complexity —The assessment of complicating factors in a system.

4.1.2 Process Measures

The process measures address cause and effect of both the static and dynamic aspects of the development
and support management processes necessary for maximizing quality and productivity. The three process
measure subcategories address the process dimension of reliability.

1) Management control measures address the quantity and distribution of error and faults and the trend
of cost necessary for defect removal.

2) Coverage measures allow one to monitor the ability of developers and managers to guarantee the
required completeness in all the activities of the life-cycle and support the definition of corrective
actions to carry the coverage indicators to the desired levels.

3) Risks, benefits, and cost evaluation measures support delivery decisions based both on technical and
cost criteria. Risk can be assessed based on residual faults present in the product at delivery and the
cost associated with the resulting support activity.
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Table 4.2-1—Life Cycle Classification Matrix: Errors, Faults, Failures Counting

Life Cycle Phase
Measures Concept  Requirements  Design  Implementation  Test Installation Operation Retirement
& &
Checkout Maintenance
Installation
1. Fault A A A A A A A A
density
2. Defect A A A A A A A A
density
3. Cumulative A A A A A A A A
failure profile
4. Fault-days A A A A A A A A
number
7. Requirements A A A
traceability
8. Defect indices A A A A A A A A
12. Number of A A
conflicting
requirements
23. Requirements A A
compliance
Table 4.2-2—L.ife Cycle Classification Matrix: Mean-Time-to-Failure; Failure Rate
Life Cycle Phase
Measures Concept  Requirements  Design  Implementation  Test  Installation Operation Retirement
& &
Checkout Maintenance
Installation
30. Mean A A A
time to
failure
31. Failure A A A
rate
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Table 4.2-3—Life Cycle Classification Matrix: Reliability Growth and Projection

Life Cycle Phase
Measures Concept  Requirements  Design  Implementation  Test Installation Operation & Retirement
& Maintenance
Checkout
Installation
10. Software A A A A A
maturity index
18. Run A A A
reliability
21. Software A A A
purity level
26. Reliability A A A
growth
function
28. Failure A A A
analysis using
elapsed time
29. Testing A A
sufficiency
30. Mean A A A
time to failure
37. System perfor- A A A A A A
mance reliabil-
ity
38. Independent A A
process reli-
ability
39. Combined A A A
HW/SW
operational
availability
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Table 4.2-4—L.ife Cycle Classification Matrix: Remaining Faults Estimation

Life Cycle Phase
Measures Concept Requirements Design ~ Implementation  Test Installation Operation Retirement
& &
Checkout Maintenance
Installation
14. Software A A*
science
measures
22. Estimated A A A
number of
faults
remaining
(seeding)
27. Residual A A A
fault count
28. Failure A A A
analysis using
elapsed time
36.Test accuracy A

NOTE—* If source code is changed
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Table 4.2-5—L.ife Cycle Classification Matrix: Completeness, Consistency

Life Cycle Phase

Measures Concept

Requirements

Design

Test Installation
&
Checkout

Installation

Implementation

Operation Retirement
&

Maintenance

5. Functional or
modular test
coverage

A A

6. Cause and
effect
graphing

7. Requirements
traceability

12. Number of
conflicting
requirements

16. Cyclomatic
complexity
(testing
phase)

23. Require
ments
compliance

24. Test
coverage

32. Software
documenta-
tion and
source
listings

35. Complete-
ness

36. Test accu-
racy
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Table 4.2-6—Life Cycle Classification Matrix: Management Control

Life Cycle Phase

Measures Concept

Requirements

Design

Installation
&
Checkout
Installation

Implementation ~ Test

Operation&  Retirement

Maintenance

13. Number of
entries/
exits per
module

14. Software
science
measures

15. Graph-
theoretic
complexity
for
architecture

16. Cyclomatic
complexity

17. Minimal
test case
determina-
tion

19. Design
structure

25. Data or
information
flow
complexity
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Table 4.2-7—Life Cycle Classification Matrix: Management Control

Life Cycle Phase

Measures Concept  Requirements Design  Implementation Test Installation & Operation Retirement
Checkout &
Installation Maintenance

4. Fault-days A A A A A A A
number

8. Defect A A A A A A
indices

9. Error A A A A A A
distribu-
tion(s)

11.Man-hours A A A A A A
per major
defect
detected

20. Mean A A A
time to
discover
next K
faults
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Table 4.2-8—Life Cycle Classification Matrix: Coverage

IEEE
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Life Cycle Phase

Measures Concept

Requirements

Design

Implementation

Test

Installation
&
Checkout
Installation

Operation Retirement
&

Maintenance

5. Functional or
modular test
coverage

A

6. Cause and
effect graph-
ing

7. Require
ments trace-
ability

12. Number of
conflicting
require-
ments

23. Require-
ments
compliance

24, Test
coverage

29. Testing
sufficiency

32. Software
documenta-
tion &
source
listings

33.RELY - A
Required
Software
Reliability

35. Complete-
ness

36. Test
accuracy
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Table 4.2-9—L.ife Cycle Classification Matrix: Risk, Benefit, and Cost Evaluation

Life Cycle Phase

Measures Concept  Requirements  Design  Implementation  Test Installation Operation Retirement
& &
Checkout Maintenance
Installation

5. Functional or A A A
modular test
coverage

10. Software A A A A A
maturity
index

11. Man-hours A A A A A A
per major
defect
detected

14. Software A A
science
measures

18. Run A A A
reliability

19. Design A
structure

20. Mean time to A A A
discover the
next K faults

21. Software A A A
purity level

27. Residual A A A
fault count

31. Failure rate A A A

33.RELY - A A A A A A A
Required
Software
Reliability

34. Software A A
release
readiness

2% Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 10:34:13 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 982.2-1988


http://www.avadocuments.com/doc/ieee-982-2-1988
http://www.avadocuments.com/doc/ieee-982-2-1988

IEEE
OF MEASURES TO PRODUCE RELIABLE SOFTWARE Std 982.2-1988

4.2 Life Cycle Classification

To assist the user in more practical considerations, such as “When are the measures applied?” the life cycle
classification (Fig 4.2-1) has been developed. The life cycle has been divided into early, middle, and late seg-
ments. In the early segment, the measures relate to the potential causes of system reliability. The middle seg-
ment measures relate to the reduction of process errors that can improve the efficiency of software
development. The late segment measures relate to actual system performance reliability.

LIFE CYCLE SEGMENTS

CONCEPTS
EARLY { REQUIREMENTS
DESIGN

IMPLEMENTATION
MIDDLE { TEST
" INSTALLATION AND CHECKOUT

OPERATIONS AND MAINTENANCE
LATE
RETIREMENT

Figure 4.2-1 — Life Cycle Classification

For each life cycle phase a set of possible measures that might be applied during the development effort
should be identified. Selection need not be limited to one measure per development phase, but on the other
hand, it is expected that overzealous selection of measures would not benefit a project.

4.2.1 Early Life Cycle Segment

The early segment - concepts, requirements, and design - is the period when many of the characteristics of
the system, including potential reliability, are determined. Problems in these early phases tend to result from
premature constraints on the system design that limit system solution alternatives and affect the real system
objectives, which include reliability. Emphasis and focus of the measures in the early stages are on the goals
and objectives of the system. The concrete feedback they provide aids in achieving completeness and consis-
tency in the definition of user requirements as well as the design.

4.2.2 Middle Life Cycle Segment

The middle segment of the software life cycle includes implementation, test, installation and checkout. The
software engineer's goal in this segment is to develop fault-free software efficiently. The objectives of reli-
ability measurement in this segment include not only reliability projection, but also guidance of the process
so that fault-free software is developed efficiently. For reliability projection, faults found in this segment can
relate directly to operational failures, especially when development activity is halted prematurely. These
faults, in fact, can be used to determine software readiness. For the process evolution objective, these faults
can be considered process errors and can be directly related to the effectiveness and efficiency of the previ-
ously applied processes. Cause-analysis can relate the fault to that point in the process where the error was
made. Proper process-control techniques applied to these measures can indicate if and when action should
be taken to change the process.
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4.2.3 Late Life Cycle Segment

The late segment of the software life cycle - operation, maintenance, and retirement - is where system per-
formance, as an expression of reliability and availability, can be directly measured using the traditional soft-
ware reliability measures. Current software product performance can be used to project future performance.
In addition, future development can be improved by relating the problems in the current software product to
the steps in the development process that produced them.

In this segment there are two audiences for software reliability measures - the user and the software engi-
neer. The users are the owner, the operator, and the recipient of the end product of the system capability. The
software engineers include both the original developer and the subsequent maintainer. In most cases, the user
is more interested in system availability and operability; the software engineer is more interested in the ori-
gins of software faults that cause failures. The user focuses on the capability of the system; the software
engineer focuses on the faults in the restricted software domain.

Reliability measures should address both system failures and software faults to provide useful information to
both user and software engineer. There are traditional measures of software performance that provide both a
user and a software engineer view of system reliability. Many of these measures - for example, mean-time-
to-failure (user) and software fault discovery rate (software engineer) - serve as primitives for reliability pro-
jections based on modeling techniques.

4.3 Indicators and Predictors

Measures can also be organized with respect to their primary function as indicators or predictors. Indicator
measures provide an assessment of reliability at the point in time the measurement is taken. Predictor mea-
sures project forecasted behavior as suggested by past behavior. Historical data based upon consistently
applied indicator measures are the basic input for predictor measures. The higher the integrity and quantity
of the historical record, the better results can be expected from the predictor measures. Note that some mea-
sures are both predictor and indicator in nature.

Indicator measures can be used to determine completion of activities throughout the life cycle. In this context,
established goals are considered successfully achieved based on the value of the indicator measure. Using the
history of indicator measurements, future behavior can be determined based upon predictor measures.

Table 4.3-1 provides a cross reference of measures - first, to the object or events that are subjects of measure-
ment, and second, to the primary indicator or predictor nature of the measure.
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Table 4.3-1—Indicator/Predictor Measure Classification

Object/Event Measure
Requirements
Indicator 4.6,4.7, 4,12, 4,23, 4.33, 435
Predictor —
Design
Indicator 4.13, 4.165, 4.19, 4.26
Predictor —
Source code
Indicator 416, 4.17
Predictor 414
Test set
Indicator 45,424
Predictor —
Any product
Indicator 432
Predictor —
Software faults
Indicator 4.1,,44,48,49,4.11
Predictor 422, 4.29, 4.36
Software failures
Indicator 43
Predictor 4.18, 4.20, 4.21, 4.26, 4.28, 4.30,
431,439
Release package
Indicator 410,434
Predictor —
Performing object code
Indicator 437
Predictor —
Tested object modules
Indicator 438
Predictor —

5. Framework for Measures

Software reliability measurements take place in an environment that includes user needs and requirements, a
process for developing products meeting those needs, and user environment within which the delivered soft-
ware satisfies those needs. This measurement environment establishes a framework for determining and
interpreting indicators of software reliability.

5.1 Measurement Process

In this section, a measurement process is detailed that can constructively affect the delivered reliability of
software through the selection and interpretation of indicators of software reliability. This process formalizes
the data collection practices in both development and support. It provides for product evaluation at major
milestones in the life cycle. Furthermore, it relates measures from one life cycle phase to another. In sum-
mary, this process provides the basis for reliability measurement of a product.
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5.2 Stages of a Measurement Process

The software reliability measurement process can be described in nine stages (Fig 5.2-1). These stages may
overlap or occur in different sequences depending on organization needs. These stages provide a useful
model for describing measurement process issues. Each of these stages in the measurement process influ-
ences the production of a delivered product with the potential for high reliability. Other factors influencing
the measurement process include the following: a firm management commitment to continually assess prod-
uct and process maturity, or stability, or both during the project; use of trained personnel in applying the
measures to the project in a useful way; software support tools; and a clear understanding of the distinctions
between errors, faults, and failures.

20 Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 10:34:13 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE 982.2-1988


http://www.avadocuments.com/doc/ieee-982-2-1988
http://www.avadocuments.com/doc/ieee-982-2-1988

IEEE

OF MEASURES TO PRODUCE RELIABLE SOFTWARE Std 982.2-1988
g T
AND ODBJECTIVES ORGANIZATIONAL STRATEGY
INTERMEDIATE
USER NEEDS ————————>] 2. DETERMINE THE ——— > RELIABILITY
SOFTWARE RELIABILITY GOALS
GOALS
DATA COLLECTION RELIABILITY
3. IMPLEMENT A
AND MEASUREMENT s b MEASUREMENT
PRACTICES MEASUREMENT PROCESS PROCESS
SOFTWARE 4. SELECT 5. PREPARE A
PERFORMANCE > POTENTIAL DATA COLLECTION AND
DATA MEASURES MEASUREMENT PLAN
6. MONITOR THE
MEASUREMENTS
ADJUSTMENTS
NEEDED
RELIABILITY
BUILT
IN
INTERMEDIATE
GOALS ACHEIVED
7. ASSESS THE
RELIABILITY
IMPROVEMENTS
NEEDED
RELIABILITY
OBJECTIVES
9. RETAIN SOFTWARE SATISFIED
MEASUREMENT DATA
EVALUATE
MEASUREMENT ACCEPTABLE
PRACTICES
T 8. USE THE USER
SOFTWARE SATISFACTION

Figure 5.2-1 — Reliability Measurement Process
5.2.1 Stage 1: Plan Organizational Strategy

Initiate a planning process. Form a planning group and review reliability constraints and objectives, giving
consideration to user needs and requirements. Identify the reliability characteristics of a software product
necessary to achieve these objectives. Establish a strategy for measuring and managing software reliability.
Document practices for conducting measurements.
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5.2.2 Stage 2: Determine Software Reliability Goals

Define the reliability goals for the software being developed in order to optimize reliability in light of realis-
tic assessments of project constraints, including size, scope, cost, and schedule.

Review the requirements for the specific development effort, in order to determine the desired characteristics
of the delivered software. For each characteristic, identify specific reliability goals that can be demonstrated
by the software or measured against a particular value or condition. Establish an acceptable range of values.
Consideration should be given to user needs and requirements, including user perception of software reli-
ability and the system environment in which the software must interact.

Establish intermediate reliability goals at various points in the development effort to assist in achieving the
reliability goals.

5.2.3 Stage 3: Implement Measurement Process
Establish a software reliability measurement process that best fits an organization’s needs.

Review the process described in stages 4 through 8 and select those stages that best lead to optimum reliabil-
ity. Add to or enhance these stages as needed to reflect the specific work environment. Consider the follow-
ing suggestions when establishing the measurement process:

1)  Select appropriate data collection and measurement practices designed to optimize software
reliability.

2) Document the measures required, the intermediate and final milestones when measurements are
taken, the data collection requirements, and the acceptable values for each measure.

3)  Assign responsibilities for performing and monitoring measurements, and provide necessary support
for these activities from across the internal organization.

4) Initiate a measure selection and evaluation process.

5) Prepare educational materials for training personnel in concepts, principles, and practices of soft-
ware reliability and reliability measures.

After selecting and establishing the steps of the measurement process, reduce it to an organization operation
procedure. Maintain complete records of the measurement process to provide a historical perspective so that
future reliability measurement programs may benefit.

5.2.4 Stage 4: Select Potential Measures
Identify potential measures that would be helpful in achieving the reliability goals established in Stage 2 .

Once the organization software reliability goals are established, select the measures best suited to the devel-
opment and support environments.

Use the classification scheme described in Section 4 to determine which category or categories of reliability
measurements would be most useful to the project. When possible, measures should be chosen within a par-
ticular category to show a continuous relationship between early indicators and the final software reliability
achieved at delivery.

Measures should be selected to span categories and development phases. Selection need not be limited to
one measure per category or phase. However, overzealous selection of measures should be avoided.

The classification scheme assists in identifying and applying related measures across a development project
(commonality) or in applying the same measure(s) to several projects (comparison).
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