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A FRAMEWORK FOR HUMAN DECISION 
MAKING THROUGH THE LIFECYCLE OF 
AUTONOMOUS AND INTELLIGENT SYSTEMS 
IN DEFENSE APPLICATIONS 

EXECUTIVE SUMMARY 

The framework set out in this document addresses stakeholders involved in policy, design, testing, procurement, 

decision-making, deployment, and evaluation processes related to autonomous and intelligent systems (AIS), 

especially in public-sector decisions about defense applications.  

This document highlights that there is no such thing as a completely autonomous system. Humans are always 

involved somewhere along the way. The framework, therefore, aims to inform discussions about manifold 

technical, ethical, and legal issues arising out of pursuing a human-centric approach across the entire lifecycle of 

AIS, especially with regard to human responsibility and accountability.  

The scope of this report is broad, encompassing diverse insights that reflect on technical, ethical, and legal 

considerations inherent in AIS with a focus on military settings. The framework supports stakeholders in raising 

and offering first steps towards applying existing sets of broad ethical principles and standards in the context of 

AIS, including but not limited to those associated with Article 36 of Additional Protocol I to the Geneva 

Conventions. 

Considering the full lifecycle of systems—from development to procurement, testing, deployment, use, 

sustainment, and decommissioning—the framework offers a granular view of stakeholder involvement, 

clarifying when and how challenges should be addressed and identifying who should be responsible and 

accountable at each lifecycle stage.   

Decision-makers should consider that AIS may not necessarily be appropriate for use across defense settings, 

whether because the system itself is immature or the level of human knowledge is insufficient. They need to 

comprehensively assess whether the system is ethical and legal. This may include considering issues, such as the 

potential benefits, risks, and harms of developing and deploying any system; identifying potential blind spots; 

effects on and gaps in human skills; technical or scientific shortfalls; and issues, such as supply chain reliability. 
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The framework also calls attention to how many risks are introduced and must be addressed at the early stages 

of the lifecycle, including at the design stage of AIS.  

The framework is the outcome of discussions among the IEEE SA Industry Connections Research Group on Issues 

of Autonomy and AI in Defense Systems, an independent group with members drawn from various countries, 

academic disciplines, and professional backgrounds. It can serve as a first step towards the potential 

development of standards processes around AIS in defense with a focus on ethically aligned design.  

Nine lifecycle stages and five ongoing activities 

Members of the Research Group concluded that there are nine stages in the lifecycle of AIS in defense contexts 

(illustrated in FIGURE 1), in which human decision-makers play especially key roles, and between which there is 

likely to be a transfer of responsibility and accountability to new human decision-makers: 

a) Before AIS development 

 General legal, ethical, and related technical concerns identified and addressed 

 Rationale for military development and use of AIS, formulation of system requirements, and 

considering the role of researchers 

b) Research and development 

c) Procurement and acquisition 

d) Testing, evaluation, verification, and validation (TEVV) 

e) Considering the human: Education, training, and human-system integration 

f) Political and strategic considerations 

g) Operational-level command and control 

h) Tactical employment 

i) Review, reuse, and/or retire 

Additionally, the group identified five “ongoing activities” in which human decision-making elements occur 

repeatedly throughout the lifecycle:  

1) Evaluation of legal, ethical, and policy concerns 

2) Responsibility, accountability, and knowledge transfers 

3) Considering the human: training, education, and human-system integration 

4) TEVV, monitoring, hardware system or software updates and interoperability, maintenance 

5) Risk assessments 
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Some of the nine lifecycle stages are necessarily sequential—for example, a system must be developed before 

it can be deployed. Many, however—especially during the first half of the lifecycle—may have significant 

overlap, and may start or end at around the same time. These stages may also be repeated many times after a 

system has been deployed, when it received new hardware or software updates. Redundancy is built into the 

framework by design.  

The focus throughout is on the humans involved in decisions. The framework is designed to help identify the 

relevant decision-makers, their role at each stage, the knowledge and documentation they need from previous 

decision-makers, and the types of questions and issues to be addressed at each stage.  

Everyone associated with deploying an AIS for military purposes needs to have a common understanding of its 

capabilities and limitations. Individual, incremental steps in design and development may seem unproblematic, 

but then trigger cascading effects when combined with other technological components. A system cannot be 

understood in isolation from other technical components, the logistical environment of use, the human 

environment, or the personnel it will interact with for a given task. 

Lessons from the process 

The Research Group approached the task of developing the lifecycle framework by first creating a fictional 

example scenario involving an uncrewed underwater vehicle deployed to protect ships carrying food in a conflict 

situation. They defined possible outcomes of this deployment and worked backward to explore, test, and 

validate stages in the lifecycle as they developed it. 

This approach proved valuable in helping to differentiate stages that were more chronological from stages that 

needed to be addressed throughout most of the lifecycle. It clarified the need to address questions at 

appropriate stages, the trade-off between apparent simplicity of operation at later stages and complexity of 

development at earlier stages, and the importance of providing adequate technical and legal documentation at 

each stage for the use of people involved at later stages.  

The process of developing the framework made clear the need to involve technical people from civilian sectors 

in discussions with experts in legal and ethical issues, policymakers, and military leadership. Different experts 

have different understandings of terminology and capabilities. Different stages of the lifecycle tend to have a 

preponderance of one type of expert rather than the diversity of experts needed for a more sufficient awareness 

of the multiple concerns AIS raises.   
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Given how contentious discussions about AIS in military contexts can be, there was an encouraging degree of 

agreement among Research Group members on many issues. Areas of broad agreement included the value of 

considering a risk-based framework—accounting for differences in factors such as predictability, type of target, 

duration, and environment of use—and the importance of commanders and operators having sufficient 

contextual understanding of how a system works and what it can and cannot do.  

A contribution to an ongoing debate  

Debates about the legality—and, to a more limited extent, the ethics—of AIS in military settings have been taking 

place for around a decade. Some uses are relatively uncontroversial—such as navigation, management, 

analytics, and logistical assistance—although the systems’ accuracy, interoperability, ability to mitigate against 

algorithmic bias, and verifiable maturity can still be questioned. Other capabilities remain highly contentious, 

especially those that would allow a system, as defined by the International Committee of the Red Cross (ICRC), 

to determine its own objectives: identifying, selecting, and applying force to targets without human intervention.  

Nothing in this framework should be taken as precluding that new regulations, standards, policies, or laws may 

need to be developed to address concerns about AIS in defense contexts. The framework is intended to advance 

and contribute to these discussions and efforts. Although this framework was developed for AIS in defense, it is 

broad and adaptable enough that it should prove useful for stakeholders in the development and use of most 

AIS.  
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1. BACKGROUND 

1.1. ABOUT THIS PROJECT 
The framework set out in this document is intended to help inform a range of stakeholders involved in various 

types of decision-making related to autonomous and intelligent systems (AIS), especially in the military context. 

The framework provides a granular means for identifying the technical considerations that are necessary to meet 

legal requirements, to inform and guide ethical discussions, and to determine human responsibility and 

accountability across the entire lifecycle of AIS. 

Article 36 of Additional Protocol I to the Geneva Conventions requires states to review the legality, under 

international law, of all new weapons, means, and methods of warfare—which increasingly incorporate AIS. In 

practice, given the new and technical complexity of these systems, states often do not have the requisite 

technical knowledge and procedures in place to conduct meaningful, standardized reviews. The framework set 

out in this document is intended, in part, to contribute to filling that gap. However, its scope is much broader.  

Many AIS used in defense contexts are not codified as weapons, means, or methods of warfare, and in many 

cases, may not be different from commercial versions of AIS. Yet states will nonetheless need to address various 

legal, ethical, and technical challenges of their use. It is, for example, possible for systems to be compliant with 

international law but still harmful. Existing sets of principles on ethics often use terms that can be difficult to 

operationalize, such as systems being “responsible” or “trustworthy.” The way such terms are commonly 

understood in relation to human processes does not always map easily onto computational systems, especially 

but not only in military contexts.  

The framework is intended to offer more technical guidance around putting principles into practice. While 

focused on military contexts, the framework can also be used beyond. It helps identify and address issues related 

to AIS, notwithstanding whether the systems are for military or civilian use. Therefore, it is intended for all 

stakeholders and decision-makers across the lifecycle stages, including those in research and development and 

procurement, policymakers, and leaders engaged in decisions about the use of force and the use of AI in public 

sector operations, and participants in international governance and treaty discussions.  

The framework is the outcome of discussions among the IEEE SA Industry Connections Research Group on Issues 

of Autonomy and AI in Defense Systems (“the Research Group”). With members drawn from a range of nations 

and disciplines, the Research Group’s mandate included defining the next steps for addressing the challenges 
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identified in a 2021 document produced by a predecessor independent research group under IEEE SA auspices, 

entitled Ethical and technical challenges in the development, use, and governance of autonomous weapons 

systems.1  

The Research Group agreed on the approach of developing a framework that could more clearly define the 

points of human decision-making throughout the lifecycle of AIS in defense contexts. The Research Group 

provided a technical platform for diverse stakeholders to share insights and develop common understanding.   

In developing the framework, the Research Group had in mind systems that are in development now or may be 

developed in the next few years. The framework is intended for all public sector systems that incorporate 

autonomous or AI capabilities. For example, the development of self-driving, self-maneuvering, or self-

navigation capabilities would benefit from adherence to this framework. The Research Group also designed the 

framework so that it could adapt as technology changes in the future.   

1.1.1. A NOTE ON TERMINOLOGY 

The title of the Research Group—“On Issues of Autonomy and AI in Defense Systems”—reflects its wide scope. 

Discussions about such issues can often be complicated by the use of terminology that is defined differently by 

different organizations and can be interpreted too narrowly.2  

This document eschews, where possible, the use of “autonomous weapons systems (AWS)” to reduce the risk 

of excluding relevant defense and military systems. The preferred terminology is AIS in defense or military 

contexts. This has the advantage that AIS—autonomous and intelligent systems—is now an industry conformity 

discourse, and this document aims to encourage discussion of conformity as it applies to public sector settings.  

The Research Group also considered alternatives to the word “lifecycle,” which some consider inappropriate for 

systems designed to injure and kill. As “lifecycle” suggests a biological entity that can be born, live and die, it 

may contribute to the problem of anthropomorphizing technology and exaggerating the extent to which AI 

systems process information in an analogous way to humans. Suggested alternatives included “idea to 

 
1 After several years of detailed expert consultations, IEEE SA was invited to provide insights from industry practices, ontological standards for autonomous 
and intelligent systems, processes, relevant research, and strategies for incorporating safety and ethics by design. This was initiated by the Director of 
Disarmament in Geneva and the Chair of the Group of Governmental Experts for Emerging Technologies in the area of Lethal Autonomous Weapons Systems. 
2 The Research Group considered putting forward its own definition of AWS. As many other groups have already offered varying definitions, it is not clear there 
is value in adding yet another definition to the discussion. In international treaty discourse, for instance, the acronym “LAWS”—lethal autonomous weapon 
system—is often used. However, this can exclude AIS systems not considered to be “lethal,” which is a matter of interpretation. Other processes address this 
concern by referring instead to “AWS,” or autonomous weapon systems, but this may also be overly restrictive. Some interpret “autonomous” as implying a 
total lack of human input, rather than the presence of some degree of autonomous or AI-enabled capabilities. Similarly, the term “weapons” can be narrowly 
read as excluding other relevant military or defense systems.  
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decommission stages” and “conception to decommission stages.” Ultimately, however, the Group decided to 

stick with “lifecycle” as it is so commonly used in the technology and military fields. 

In many of the lifecycle stages described below, the use of some specialist technological and military language 

is unavoidable. In general, however, the document aims to use terminology that is as accessible as possible to 

stakeholders who may not have a background in either the technology or defense sectors, such as politicians, 

policymakers, ethicists, and lawyers. 

1.2. A BRIEF OVERVIEW OF THE DEBATE AROUND 
AIS IN DEFENSE SETTINGS 

Nothing in this framework should be taken as precluding that new regulations, policies, or laws may need to be 

developed to address concerns about AIS in defense contexts. The framework is intended to advance and 

contribute to ongoing debates on this subject while addressing the reality of AIS developed for military purposes. 

Even for relatively uncontroversial uses of AIS, stakeholders should follow this framework so that development 

and use address legal and ethical concerns, e.g., that such systems are not misused later in ways that could have 

been anticipated. The Research Group also recognizes that new issues will arise as technology changes.   

AIS can offer the same kind of attractions to political and military leaders as such systems do to industry leaders. 

For example, AIS promises to enable more efficient operations, improve cost-effectiveness, take over routine 

work, and free up skilled humans for other tasks. Systems are increasingly becoming smaller, more affordable, 

and more expendable. However, the hidden costs associated with developing AIS are frequently overlooked, 

including, for example, environmental costs. AIS is developed to become more capable of undertaking a wider 

range of tasks in various domains of warfare: air, space, ground, sea, and non-kinetic, such as information and 

communications.  

Some uses of AIS in defense settings are relatively uncontroversial—such as navigation, management, analytics, 

and logistical assistance—although the systems’ accuracy, interoperability, ability to mitigate against algorithmic 

bias, and verifiable maturity can still be questioned. Other capabilities remain highly contentious, especially 

those that would allow a system, as defined by the International Committee of the Red Cross (ICRC), to 

determine its own objectives: identifying, selecting, and applying force to targets without human intervention.  

Some military personnel and political leaders argue that such capabilities could, in theory, lead to fewer civilian 

casualties by lowering the possibility of error in high-stress environments. However, as AIS can fail in different 
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ways than humans, it cannot be assumed that a reduction in errors would necessarily imply that a system is 

safer. Concerns include:  

▪ Unanticipated failure modes are possible as systems move from lab testing to use in real environments. 

Systems may react unexpectedly to natural variations in data, such as blur in images; have unforeseen 

vulnerabilities to attacks against data, networks, or models; or be susceptible to “reward hacking,” which 

results in subtle changes to what a system is trying to achieve.  

▪ Systems may prove less able than humans to anticipate potential breaches of International 

Humanitarian Law (IHL) or the Law of Armed Conflict (LOAC). Some AI systems have been shown to 

exacerbate existing human biases and discrimination. It can be difficult to understand how AI arrived at 

a decision (the “black box” problem). Humans tend to place too much trust in machines (“automation 

bias”). 

▪ Loss of human control over the use of force raises ethical concerns related to human dignity and moral 

agency. When a system behaves unexpectedly, neither those who developed its component parts nor 

those who decided to deploy it may feel morally responsible. It may be difficult to hold specific humans 

accountable for actions performed by machines.  

Debates about the legality—and, to a more limited extent, the ethics—of AIS in military settings have been taking 

place for around a decade across national and international bodies, and within governments and militaries. 

These debates are becoming more urgent. As states anticipate the growing use of such systems by opposing 

forces—including non-state actors and individuals, as the technology becomes more accessible—there is 

potential for arms-race dynamics and unregulated proliferation.  

Systems are at significant risk of being designed, developed, and deployed without sufficient human and 

regulatory oversight. One reason is that the secrecy and sensitivity of such projects limit willingness to seek 

feedback. Another is that individual, incremental steps in design and development may seem unproblematic, 

but then trigger cascading effects when combined with other technological components.  

TABLE 1 summarizes examples of the main governance initiatives to date, which have resulted in various sets of 

guidelines and principles. So far, these are all voluntary commitments. The ICRC, regarded as the guardian of 

IHL, has called for new binding international rules. It advocates prohibiting some kinds of systems—including 

those with effects that cannot be sufficiently understood, predicted, and explained, and those designed or used 

to apply force against persons directly—and “strict restrictions” on other kinds. 
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TABLE 1. Governance initiatives on AIS in military contexts 
Level Examples 
Global (2023). General Assembly First Committee Resolution: Lethal Autonomous Weapons Systems (UN 

Document No. A/C.1/78/L.56) 
(2019) 11 Guiding Principles, Convention on Certain Conventional Weapons (CCW) 

Cross-Regional (2023) REAIM Call to Action 
(2023) Political Declaration on Responsible of AI (US-led) 

Regional (2024) Freetown Communiqué (Economic Community of West African States) 
(2023) Belen Communique (Latin America and the Caribbean) 
(2023) CARICOM Declaration 
(2021) NATO Principles of Responsible Use of AI in Defense 
(2021) European Parliament Resolution on Artificial Intelligence incl military use 

State (2022) Ambitious, Safe, Responsible: Our Approach to the Delivery of AI-Enabled Capability in 
Defense (UK) 
(2022). Provisions contained in the Arms Control and Disarmament Strategy (Switzerland)  
(2020) AI Principles: Recommendations on the Ethical Use of AI (US) 
(2020) A Method for Ethical AI in Defense (Australia) 
(2019) AI For Defense (France) 

In October 2023, the First Committee of the UN General Assembly adopted a resolution stressing “the urgent 

need for the international community to address the challenges and concerns raised by autonomous weapons 

systems.” The Secretary General has likewise recommended, “a legally binding instrument to prohibit lethal 

autonomous weapon systems that function without human control or oversight, and which cannot be used in 

compliance with international humanitarian law, and to regulate all other types of autonomous weapon 

systems.” At the same time, there is a recognition that being compliant with IHL may not be sufficient to 

demonstrate that a system is responsibly deployed throughout its lifecycle. 

1.3. WHY A LIFECYCLE FRAMEWORK 
Considering the full lifecycle of systems—from development to procurement, testing, deployment, use, 

sustainment, and decommissioning—the framework offers a granular view of stakeholder involvement, 

clarifying when and how challenges should be addressed, and identifying who should be responsible and 

accountable at each lifecycle stage. It can also allow leaders to consider each project holistically, and gain insights 

at every stage about potential problems, conflicting guidance, or legal jeopardy.  

Research Group members agreed that most of the challenges identified in the 2021 document, although 

seemingly technical in nature, remain human-centric despite the autonomous nature of the systems under 

discussion. Similarly, there was agreement that most of the challenges are not one-off problems to be solved 

but instead need to be addressed by humans repeatedly—when a system is first considered, then developed, 

tested, deployed, sustained, and retired. 
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Most discussions around AIS in defense settings tend to focus on two aspects: First, discussing what happens if 

the system functions in unintended or unpredictable ways, and how to assign responsibility and accountability 

for failure. Second, discussing what IHL permits, prohibits, and requires. Both discussions require addressing 

human decisions throughout the entire lifecycle of the system, including well before it is even considered for 

deployment.  

Everyone associated with the deployment of an AIS for military purposes needs to have a common 

understanding of its capabilities and limitations: how it works, what criteria will trigger the use of force, the risks 

and potential consequences of failures, and how geopolitical context could affect its impact. Reaching a common 

understanding is not always easy given the professional diversity of stakeholders involved, such as lawyers, 

ethicists, and technologists, an issue further explored in 2.2. 

A system cannot be understood in isolation of the human personnel it will interact with for a given task or its 

intended environment of use. Do the humans involved understand what the system will do? Are there well-

defined, well-understood, and well-motivated transition points and feedback loops between human and 

machine activities, actions, and decisions? Is the environment dynamic or static, observable or not, 

communication-denied or not?  

This lifecycle framework can better enable all involved to define and design around intent as early as possible 

and maintain that throughout the lifecycle. This should help human operators understand the context within 

which they are working. It should also lead to revisiting aspects of the project before use if the understanding of 

context and intent has changed. 

In other words, the lifecycle framework makes clear that a system should not be used unless it has documented 

redundancies; clear documentation about contexts in which it can reasonably be deployed; an intuitive user 

interface; processes that take into account human psychology and cognitive limits; and people who understand 

how the technology works. Addressing these and other specific issues identified in the framework offers a way 

to operationalize general principles such as being reliable, trustworthy, and responsible.  

This work builds on previous thinking about an AIS lifecycle and the role of humans during stages of development 

and use. The AIS lifecycle developed by the Research Group is more comprehensive, fine-grained, and modular 

than previous models. The greater the potential for autonomy in a military system, the more critical it becomes 

to consider human-centric design principles as early and as often as possible.  
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The work of the Research Group is a step towards operationalizing and clarifying such a human-centric approach 

to AIS. Often, it raises challenges and questions rather than providing definite answers. These answers could be 

spelled out in a formal standards process around AIS in the military context. Such an approach could build on 

the proven track record of industry standards as consensus documents drafted by expert teams to provide 

operational-level guidance and a scientific basis for regulation. 

2. INSIGHTS FROM THE PROCESS  

2.1. WORKING BACKWARD FROM AN EXAMPLE 
SCENARIO  

The Research Group developed the lifecycle framework over two years of group and individual meetings. They 

approached the task by first developing an example scenario. They then worked backward from this scenario to 

explore, test, and validate stages in the lifecycle as they developed it. This document is available as a separate 

record online and shares notes from discussions about the scenario and the framework to provide insight into 

the thought processes involved.3 An abridged version of the fictional scenario is as follows:  

As food insecurity increases worldwide, an international armed conflict results in threats to ships 

carrying grain. Researchers in academia and industry develop an uncrewed underwater vehicle (UUV) 

with capabilities to defend grain ships. It is called the Food Defender (FD). When a national military 

deploys the FD, one of the following occurs: 

1) It attacks and sinks an adversarial ship while ignoring friendly ships.  

2) It fails to attack an adversarial ship, and, as a result, a grain ship is attacked.  

3) It is hacked by an adversarial system and disabled or used to attack a grain ship.  

4) It sinks a ship of refugees, having mistaken it for an adversarial ship. 

The scenario was intended to describe a fairly straightforward combination of capabilities that exist today, based 

on unclassified information, but without resembling any existing system too closely. The hypothetical system 

was designed to limit the risk of civilian interaction so the Research Group’s attention could be focused on other 

issues that could otherwise be under-addressed.  

 
3 For a full version of the example scenario, please see IEEE SA Research Group on Issues of AI and Autonomy in Defense Systems. (2024). Human Decision-Making Through 

the Lifecycle of Autonomous and Intelligent Systems in Defense Applications: Example Scenario with Comments, available at: https://doi.org/10.5281/zenodo.13837345 
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Working backward from the scenario proved to be a valuable approach. It enabled members of the group to 

remain focused. It clarified which issues need to be addressed at each stage of the lifecycle and how the same 

issues might need to be addressed at different stages by different people. This helped to differentiate stages 

that were more chronological from stages that needed to be addressed throughout most of the lifecycle. The 

result was a well-rounded framework that can aid in considering the potential impacts of actions at later stages, 

problems that might arise, and questions of who should be held responsible and accountable.  

Four general lessons emerged from the process of developing the framework.  

1) Addressing questions at appropriate stages: Many conversations about AIS in defense contexts focus on the 

moment when the system is used. However, the group found that questions arising at that stage tended to lack 

focus and specificity. Considering the same questions at earlier stages provided a better sense of how to address 

them before the system was deployed, identify who should address them, and establish a chain of responsibility 

and accountability for when something went wrong. This could be addressed by following an ethics-by-design 

approach.   

2) Awareness of trade-offs and risks in complexity: Autonomous and AI-enabled capabilities can appear to 

simplify the operation of a system at the point of use. However, the development and oversight of such 

capabilities can—and, at least for the foreseeable future, will—add complexity at an earlier stage. Militaries and 

governments considering AIS for military purposes need to gain a clear understanding of the costs, benefits, 

tradeoffs, and risks of developing or adding autonomous and AI-enabled capabilities to a system, and be 

prepared to make greater investments in people as well as technology.   

3) Involvement of technical people from civilian sectors: It was challenging to find people with technical 

backgrounds to be part of the Research Group. Many who worked in related fields, such as aviation, autonomous 

vehicles, or medical diagnostic software, suggested that their work was unrelated to defense. However, there is 

uncertainty about which technologies might be available and weaponized or militarized in the future.  

Technical experts can help non-technical people—such as those with legal and ethical backgrounds, 

policymakers, and military leadership—understand how technology works, its capabilities and limitations, and 

what questions to ask. Advancements in controls, standards, and policies for AIS can be achieved more 

effectively if technical and non-technical people are involved in the conversations. Different stages of the 

lifecycle tend to have a preponderance of one type of expert—e.g., technical experts in research and 

development and procurement and acquisition—rather than the diversity of experts needed for a more 
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sufficient awareness of the multiple concerns AIS raises.   

4) Importance of documentation: Technical and legal documentation at each stage of the lifecycle is critical to 

give context and understanding to people interacting with a system at later stages of the lifecycle. It is the most 

effective means for providing commanders and operators with the information they need to understand what 

the system can and cannot do.  

Documentation can also help verify that testing regularly confirms the system is functioning as intended and 

could be used in compliance with IHL and that human users understand how and when to use the system. It 

helps to establish responsibility and accountability throughout all stages of the lifecycle and during transitions 

between stages. For example, legal reviews conducted at different stages of the lifecycle should be clearly 

documented and known to legal advisers and commanders on a particular mission. 

2.2. WHERE THE GROUP AGREED AND DISAGREED  
Observations about the Research Group’s experience working on issues related to AIS in military contexts may 

help other multistakeholder groups of experts to better collaborate and overcome misunderstandings. 

Participants had different ideas and understandings about the types of technologies to be considered and their 

current capabilities.  

For example, when developing the scenario, military experts described a UUV they thought would be legal. Legal 

experts assessed aspects of it to be in violation of IHL. They offered suggestions for improvement, but roboticists 

pointed out technical limitations. Only after extensive and nuanced discussions could all members agree on the 

scenario. Challenges such as these highlight how critical it is to bring together experts with different backgrounds 

and expertise to consider the full complexity of AIS in defense contexts. 

Different experts have different understandings of terminology and capabilities. When the scenario was tested 

with wider groups of experts, about half agreed that a system like the FD was realistic to imagine within a 

timeframe of around five years. A quarter believed that the technology was further off, while the other quarter 

said it already existed.  

Given how contentious discussions about AIS in military contexts can be, another significant finding was how 

much agreement there was among the group on a variety of issues. The Research Group comprised people from 

very different backgrounds. The disagreements centered on definitional issues, limits of acceptability for the use 
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of AIS in military contexts, and the question of whether or not such systems should be held to a higher standard 

than humans. These areas of disagreement were relatively limited and outweighed by many points of 

agreement, including the following: 

▪ There is value in considering a risk-based framework for decisions about the development, deployment, 

and employment of AIS in defense contexts. 

▪ It is beneficial to categorize AIS into risk categories, accounting for factors such as predictability, type of 

target, duration, and environment of use. For example, all agreed that AIS for nuclear weapons would 

fall into an “unacceptable” risk category.  

▪ General purpose robots, especially those designed for civilian or non-military use, should not be 

weaponized. (Although members of this Research Group agreed on this point, many reviewers 

expressed uncertainty and suggested the statement was too broad.) 

▪ A system cannot be acceptable for use unless commanders and operators have sufficient contextual 

understanding of how it works and what it can and cannot do. A system would, for example, be 

unacceptable if the user cannot foresee whether the effect of the attack may be unlawful. 

▪ When considering what to allow or regulate, it may be more helpful to think about autonomous and AI-

enabled capabilities—e.g., targeting—rather than try to broadly define and regulate AIS themselves.  

▪ Systems should not be able to learn and update in the field without proper testing, evaluation, 

verification, and validation (TEVV), legal review, and addressing how the update might affect the 

contextual understanding of the human operators. Because of the substantial technical challenges to 

such fast and flexible TEVV, this means AIS should not be able to learn and update in the field. 

▪ AIS should be reliable, predictable, and understandable in their functioning and effects. The use of a 

military AIS that functions erratically could be indiscriminate and, therefore, in potential violation of IHL. 

2.2.1. A NOTE ON GENERATIVE AI 

Rapid progress in generative AI came to public attention only after the example scenario had been developed. 

Widespread publicity of its associated problems demonstrates the need for much more transparency, maturity, 

understandability, and reliability before it should be considered for use in highly consequential applications. This 

is especially important given the expected increase in the employment of AI agents—software entities that 

perform some tasks autonomously—and the potential use of such agents in future AIS.  
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