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ASSET IDENTIFICATION
FOR ELECTRONIC DESIGN IP

ABSTRACT

The Accellera Security Annotation for Electronic Design Integration (SA-EDI) standard [1]! provides a
framework for producing security assurance collateral for an IP. The root of the standard and its
workflow is the identification of assets for a given IP. Once the assets are identified, the corresponding
threats and attack surfaces can be determined to help an Integrator address risks in their integrated
circuits (ICs). Therefore, if an asset was mistakenly identified, either a false positive or a false negative,
the rest of the collateral would become invalid. Unfortunately, the standard provides little guidance on
identifying assets and avoiding false positives/negatives. This paper proposes two methodologies for
asset identification within an IP using conceptual and structural analysis (CSA) and points of influence

and observation (P10O).

1. INTRODUCTION

The Security Annotation for Electronic Design Integration (SA-EDI) standard builds on the identification of assets
within the IP. The Element and Attack Point Security Objective (APSO) objects are built using information from
the Asset Definition objects. If the information in the Asset Definition objects is not accurate, then the collateral
produced from it becomes inaccurate, thus leading to potential exploits in the integrator’s integrated circuit (IC).
Therefore, assets must be accurately identified and classified accordingly. Unfortunately, SA-EDI does not
provide enough guidance in this domain to reduce false positives and false negatives. In addition, contextual IC
information such as security requirements, use cases, and so on are not known to the IP developer, making the
creation of SA-EDI collateral more difficult. This contextual information is only known well after the IP has been

developed and delivered to the integrator.

1 Numbers in brackets correspond to sources listed in Section 6.
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This document proposes a new methodology and classification guidance to help identify assets in an IP. It walks
through the methodology using several example IPs that identify and associate high-level assets to security
objectives, resulting in the definition of structural assets in the Register-Transfer Level (RTL). These IPs are listed

as follows:

= Simple GPIO Pad: Single GPIO with Direction Select.

= Gaussian Noise Generator (GNG) [2]: A GNG generates random noise that has a standard normal
distribution and constant power spectral density. The core uses a 64-bit combined Tausworthe
generator (LFSR and XOR) and further processes to transform random noise distribution to white
Gaussian noise (GN) [with blocks split, mask, leading zero detector (LZD), swizzle, and address]. A

polynomial approximation with specific coefficients is used. The generator also relies on an initial seed.

= Advanced Encryption Standard (AES) Engine: A high-level AES engine with separated data in/out paths.
Configuration registers set the mode, encrypt/decrypt operation, key size, and start. Read-only status
registers report errors, while the data out signal provides encrypted/decrypted output when it is

available.

= SRAM Controller [5]: A simple static random-access memory (SRAM) controller that supports a sleep

mode and memory built-in self-test (MBIST).
= Generic CPU Core: A basic core pipeline and execution unit with instruction and data caches.
Section 2 details the SA-EDI standard workflow at a higher level, examining how this methodology can be used
to create security assurance collateral, mainly focusing on the Asset Definition objects. Section 3 details a new

methodology called conceptual and structural analysis (CSA) to identify IP assets to create the Asset Definition

objects. It also demonstrates the approach by applying it to several IP examples.
NOTE—Only the GNG and SRAM examples reference the actual code since the RTL is available in their respective repository.

Section 4 introduces another method specifically for complex IPs or IPs with multiple shared resources. This
method is called points of influence and observation (P10) and can be used in addition to CSA or as an alternative.

Section 5 summarizes both approaches and use cases.

Lastly, this standalone document is intended to be used as supplemental guidance to v1.0 of the Accellera SA-

EDI standard. Future versions of the standard may or may not impact the content of this document.
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2. GENERAL

The SA-EDI standard focuses on creating security assurance collateral for proper integration of an IP. The
standard defines four objects, as a progression, which are included in the IP bundle the IP provider creates. These
objects and their associations are shown in Figure 5 of the SA-EDI standard [1]. At the root of the object creations

are the Database and Asset Definition objects. These objects are the starting points for creating the collateral.

The Database object points to a security weakness knowledge base (e.g., MITRE CWE [6]), as defined in SA-
EDI, which contains a database of known weaknesses. This object is optional, however, highly recommended,
especially when using an industry-available database, such as CWE. The Asset Definition object points to assets
within the IP. These assets may be a module, register, buffer, array, or any material defined by the RTL. Both
objects, along with the RTL, are used to produce the Element objects as shown in Figure 3 of SA-EDI [1]. The
Element object is used to associate IP top-level ports (i.e., inputs and outputs) to an asset. These ports are the
attack surface for a threat to a security objective an asset may have. For example, a confidentiality security
objective may be violated by a port if it can be used to observe an asset at the integration level of the IP. This
information (i.e., assets, ports, security objectives, threats, etc.) is captured in Attack Surface Security
Objective (APSO) objects, which is shown in Figure 3 of SA-EDI [1]. The APSO objects are the end results that

are used by the integrator to help generate the threat model of the IC, as shown in Figure 4 of SA-EDI [1].

The Asset Definition objects form the foundation for creating the APSO objects. If they are not properly
constructed, for example, if they are questionable in validity, then the result will be invalid APSO objects.
Determining the validity of an Asset Definition object is subjective, meaning that what one developer deems as
an asset may or may not be what another developer considers as an asset. This becomes the root of the problem;
how can one objectively identify, with justification, what an IP asset is? This paper proposes a dual-approach to
help increase the confidence that an asset has been properly identified, thus resulting in valid APSO objects for
the integrator to consume. Both methodologies require the use of an architectural block diagram. As a
disclaimer, this document does not eliminate subjectivity. It merely provides two structured approaches to help

the IP provider apply a security mindset.

3. ASSET IDENTIFICATION

Identifying assets and their properties is a way to help discover risks associated with IP integration. Many use

this approach as the first step in threat modeling, especially when dealing with a large interface or attack surface.
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As with most approaches, the first step is often the critical piece since the rest of the process builds from it.
Therefore, any inaccuracies, such as false positives or negatives, may produce erroneous results. In security, this
can lead to exploitation. As an example, if the threat modeling process missed an asset (i.e., a false negative),
then a threat could remain unidentified resulting in a missing mitigation. To help address this concern, the

following two approaches are proposed: CSA and PIO.

The CSA approach focuses on security objectives to identify conceptual assets. These conceptual assets are used
to identify their RTL representation, such as registers, modules, gates, and so on, which are the structural assets.
These structural assets create the Asset Definition objects in the SA-EDI standard. The PIO method starts by
looking at the interface of the IP to identify conceptual assets. Once identified, the focus becomes points of
influence and observation on these assets. These are points through which an asset may be compromised. If a
security objective can be compromised, then the RTL representation of these points would be a structural asset

and thus require an Asset Definition object.

3.1. CONCEPTUAL AND STRUCTURAL ANALYSIS

The concept behind CSA is to use conceptual assets to identify structural assets that will be used to define the
Asset Definition objects of the SA-EDI standard. A conceptual asset is a high-level asset associated with the use-
case flows of the IP, such as data and system state, which involves a security objective such as confidentiality,
integrity, or availability (CIA). An example of a conceptual asset is data that a user wants to identify as a secret.

This data would, at least, require confidentiality as a security objective, thus making it an asset.

A structural asset is RTL material that physically supports a conceptual asset. Examples of structural assets may
be registers, modules, flops/latches, gates, and so on. Using the plaintext data as the conceptual asset, a
structural asset would be RTL material that supports its data flow. An example may be a buffer that temporarily
stores the data as it is entered into the IP. Another example may be registers that contain details about this data,
which should also be kept secret. These examples may be considered structural assets, thus requiring SA-EDI

Asset Definition objects.

It is worth noting that the proposed methodology does not claim to eliminate ambiguity or subjectivity when
determining what is an asset. Instead, the claim is that CSA is one of many approaches that an IP developer can
use to help generate SA-EDI collateral and that the approach can be used independently or in addition to other

methodologies. The recommendation is to use whatever approaches yield the best results for a particular IP.
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