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IEEE Standards documents are developed within the Technical Committees of the IEEE Societies and the Standards
Coordinating Committees of the IEEE Standards Board. Members of the committees serve voluntarily and without
compensation. They are not necessarily members of the Institute. The standards developed within IEEE represent a
consensus of the broad expertise on the subject within the Institute as well as those activities outside of IEEE that have
expressed an interest in participating in the development of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
Standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard. Every
IEEE Standard is subjected to review at least every five years for revision or reaffirmation. When a document is more
than five years old and has not been reaffirmed, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of all concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason
IEEE and the members of its technical committees are not able to provide an instant response to interpretation requests
except in those cases where the matter has previously received formal consideration.

Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE Standards Board
445 Hoes Lane
P.O. Box 1331
Piscataway, NJ 08855-1331
USA

IEEE standards documents may involve the use of patented technology. Their approval by the Institute of
Electrical and Electronics Engineers does not mean that using such technology for the purpose of conforming to
such standards is authorized by the patent owner. It is the obligation of the user of such technology to obtain all
necessary permissions.
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Introduction

(This introduction is not a part of IEEE Std C37.1-1994, IEEE Standard Definition, Specification, and Analysis of Systems Used for
Supervisory Control, Data Acquisition, and Automatic Control.)

This standard applies to systems used for monitoring, switching, and controlling electric apparatus in unattended or
attended substations, generating stations, and power utilization and conversion facilities. It does not apply to
equipment designed for the automatic protection of power system apparatus or for switching of communication
circuits. The requirements of this standard are in addition to those contained in standards relating to the individual
devices (e.g., switchgear).

This is a significant revision of IEEE Std C37.1-1987 . This revision reflects current technology that is generally being
provided to meet the requirements of utilities today. Originally, this standard was a section of ANSI C37.2-1970 ,
which also contained device function numbers. ANSI C37.2-1970  was revised into two standards: IEEE Std C37.1-
1979 , Standard Definition, Specification, and Analysis of Manual, Automatic, and Supervisory Station Control and
Data Acquisition, and IEEE Std C37.2-1979 , Electrical Power System Device Function Numbers. Previous editions
were approved by the IEEE Standards Institute in 1962, 1956, 1945, and 1937. The original work on this subject was
done by the American Institute of Electrical Engineers (now the Institute of Electrical and Electronics Engineers) and
published in 1928 as AIEE No 26. The latest revision of the standard on Electrical Power System Device Function
Numbers is IEEE Std C37.2-1991 .1

This standard applies to a rapidly changing technology. It is anticipated that frequent revision may be desirable. This
revision, prepared by the Electric Network Control Systems Standards Working Group of the Data Acquisition,
Processing, and Control Systems Subcommittee of the IEEE Substations Committee, is an attempt to bring the
standard up to date and further broaden its applicability with respect to control, supervisory, and telemetering, for
greater use in many industries.

IEEE Tutorial Course Text 91 EHO 337-6 PWR [B26]2 is recommended for those not familiar with Supervisory
Systems. In addition, the corresponding Tutorial Video Tape HVO 245-1-POT [B27] is also recommended. Both are
available from the IEEE Service Center.

At the time that this standard was completed, Working Group C3, Electric Network Control Systems Standards, of the
Data Acquisition, Processing, and Control Systems Subcommittee, had the following membership:

Floyd W. Greenway, Chair    

W. J. Ackerman
G. J. Bartok
W. R. Block
D. L. Carr
D. M. Clark
K. L. Cooley
R. W. Corlew
G. J. Crask
J. G. Cupp
J. C. DiMatteo
T. L. Doern
M. J. Dood

J. W. Evans
R. J. Farquharson
D. C. Gregory
J. E. Holladay
A. P. Johnson
D. L. Johnson
D. F. Koenig
T. L. Krummrey
L. W. Kurtz, Jr.
C. T. Lindeberg
G. L. Luri

J. D. McDonald
J. S. Oswald
W. B. Prystajecky
R. R. Schoetker
S. C. Sciacca
J. Singletary, Jr.
A. R. Skopp
H. L. Smith
R. C. Sodergren
S. R. Sykes
J. T. Tengdin
W. L. Yeager

1Information on references can be found in clause 2..
2The numbers in brackets correspond to those bibliographical items listed in annex C.
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At the time that this standard was completed, the Data Acquisition, Processing, and Control Systems Subcommittee
had the following membership:

John D. McDonald, Chair    

W. J. Ackerman
G. J. Bartok
W. R. Block
D. L. Carr
D. M. Clark
K. L. Cooley
R. W. Corlew
J. G. Cupp
T. L. Doern
J. W. Evans
R. J. Farquharson

F. W. Greenway
D. C. Gregory
J. E. Holladay
K. K. Jackson
D. L. Johnson
D. F. Koenig
R. L. Kreger
T. L. Krummrey
L. W. Kurtz, Jr.
C. T. Lindeberg
J. S. Oswald

W. B. Prystajecky
B. D. Russell
S. C. Sciacca
J. Singletary, Jr.
A. R. Skopp
H. L. Smith
R. C. Sodergren
S. R. Sykes
J. T. Tengdin
A. D. Watson
W. L. Yeager

To expedite this extensive revision of the standard, individual clauses of the document were assigned to Clause
Coordinators, who lead the effort for that clause. The Clause Coordinators and Overall Text Coordinators were:

Special thanks to Thercia McVay, who reviewed and commented on all drafts of this document regarding format and
consistency, and who input the entire document, including all the tables and figures.

Clause Clause Coordinator

1. Scope J. D. McDonald

2. References J. G. Cupp

3. Definitions L. W. Kurtz, Jr.

4. Functional characteristics F. W. Greenway

5. Interfaces S. R. Sykes

6. Environmental conditions G. J. Bartok

7. Characteristics R. C. Sodergren

8. Marking H. L. Smith

9. Tests and inspections T. L. Doern

10. Documentation H. L. Smith

Overall Text Coordinators: J. D. McDonald, F. W. Greenway
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The following persons were on the delegation of authority balloting committee:

W. J. Ackerman
B. Y. Afshar
S. J. Arnot
A. Baker
N. Barbeito
G. J. Bartok
B. Becer
K. M. Bevins
M. J. Bio
K. L. Black
C. J. Blattner
W. Block
S. Boggs
P. C. Bolin
S. D. Brown
J. C. Burke
J. B. Cannon
R. E. Carberry
D. Charbonnet
F. Y. Chu
D. M. Clark
J. R. Clayton
R. G. Cottrell
E. F. Counsel
W. K. Daily
F. A. Denbrock
C. C. Diemond
W. B. Dietzman

T. L. Doern
C. Durand
J. W. Evans
L. N. Ferguson
G. G. Flaig
D. L. Garrett
F. W. Greenway
J. Grzan
D. L. Harris
J. E. Holladay
M. L. Holm
Z. Kapelina
R. P. Keil
D. F. Koenig
T. J. Kolenda
A. E. Kollar
E. Kolodziej, Jr.
T. L. Krummrey
L. W. Kurtz
D. N. Laird
L. M. Laskowski
A. A. Liebold
C. T. Lindeberg
H. P. Lips
R. Matulic
J. D. McDonald
T. S. Mc Lenahan
A. P. Meliopoulos

P. R. Nannery
R. S. Nowell
E. V. Olavarria
J. T. Orrell
J. S. Oswald
S. G. Patel
R. J. Perina
K. Pettersson
W. B. Prystajecky
J. F. Quinata
D. G. Rishworth
B. D. Russell
J. Sabath
S. C. Sciacca
F. C. Shainauskas
B. Sojka
R. C. St. Clair
R. P. Stewart
W. K. Switzer
E. R. Taylor, Jr.
J. T. Tengdin
H. Thakar
C. F. Todd
D. R. Torgerson
L. F. Volf, Jr.
A. D. Watson
R. J. Wehling
W. M. Werner

When the IEEE Standards Board approved this standard on March 17, 1994, it had the following membership:

Wallace S. Read, Chair    
Donald C. Loughry, Vice Chair    

Andrew G. Salem, Secretary    

Gilles A. Baril
Bruce B. Barrow
José A. Berrios de la Paz
Clyde R. Camp
James Costantino
Stephen L. Diamond
Donald C. Fleckenstein
Jay Forster*
Ramiro Garcia

Donald N. Heirman
Richard J. Holleman
Jim Isaak
Ben C. Johnson
Sonny Kasturi
Lorraine C. Kevra
E. G. “Al” Kiener
Ivor N. Knight

Joseph L. Koepfinger*
D. N. “Jim” Logothetis
L. Bruce McClung
Marco W. Migliaro
Mary Lou Padgett
Arthur K. Reilly
Ronald H. Reimer
Gary S. Robinson
Leonard L. Tripp

*Member Emeritus

Also included are the following nonvoting IEEE Standards Board liaisons:

Satish K. Aggarwal
James Beall

Richard B. Engelman David E. Soffrin
Stanley I. Warshaw

Rochelle L. Stern, IEEE Standards Project Editor
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IEEE Standard Definition, Specification, 
and Analysis of Systems Used for 
Supervisory Control, Data Acquisition, 
and Automatic Control

1. Scope

This standard applies to, and provides the basis for, the definition, specification, performance analysis, and application
of systems used for supervisory control; data acquisition or automatic control, or both, in attended or unattended
electric substations, including those associated with generating stations; and power utilization and conversion
facilities. Systems covered by this standard typically use processors in the master station and in the remote stations.
Such processors provide facilities for incorporating automatic control functions, either by the supplier or by the user,
after the system is installed.

This standard does not apply to electromechanical or static, protective-relaying equipment (see IEEE Std C37.90-
1989 , IEEE Std C37.90.1-1989 , IEEE Std C37.90.2-1987 , IEEE Std C37.91-1985 , IEEE Std C37.93-1987 ,
IEEE Std C37.95-1989 , IEEE Std C37.96-1988 , and IEEE Std C37.97-1979 ).1

2. References

This standard shall be used in conjunction with the following publications. The version of the standards shown below
was used in this revision of this document. When the following standards are superseded by an approved revision, the
revision shall apply.

ANSI S1.4-1983, Specification for Sound Level Meters.2 

ANSI S12.10-1985, (R1990) Methods for the Measurement and Designation of Noise Emitted by Computer and
Business Equipment. 

1Information on references can be found in clause 2..
2ANSI publications are available from the Sales Department, American National Standards Institute, 11 West 42nd Street, 13th Floor, New York,
NY 10036, USA.
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IEEE Std C37.1-1994 IEEE STANDARD DEFINITION AND ANALYSIS OF SYSTEMS USED FOR

ANSI X3-TR-1-1983, American National Standard Dictionary for Information Processing.

ANSI X3.1-1987 (R1992), Information Systems—Data Transmission—Synchronous Signaling Rates.

ANSI X3.4-1986 (R1992), Coded Character Set—7-Bit American National Standard Code for Information
Interchange.

ANSI Y14.15-1966 (R1988), Electrical and Electronics Diagrams (includes Supplements ANSI Y14-15a-1971 and
ANSI Y14.15b-1973). 

ANSI Z24.21-1957 (R1989), Method for Specifying the Characteristics of Pickups for Shock and Vibration
Measurement. 

ANSI/EIA 310-D-1992, Racks, Panels, and Associated Equipment.

ANSI/EIA 334-A-1985, Signal Quality at Interface Between Data Terminal Equipment and Synchronous Data
Circuit-Terminating Equipment for Serial Data Transmission.

ANSI/EIA 404-1985, Start-Stop Signal Quality Between Data For Nonsynchronous Data Terminal Equipment.

ANSI/ISO 5807-1985, Information Processing—Documentation Symbols and Conventions for Data, Program and
Systems Flowcharts, Program Network Charts, and System Resource Charts (revision and redesignation of ANSI
X3.5-1970).

ANSI/NFPA 70-1993, the National Electric Code (NEC) Handbook.

EIA IEB 12-1977, Application Notes on Interconnection Between Interface Circuits Using RS-449 and RS-3232-C.3

EIA TIA-232-E-1991, Interface Between Data Terminal Equipment and Data Circuit-Terminating Equipment
Employing Serial Binary Data Interchange.

EIA 363-1969, Specifying Signal Quality for Transmitting and Receiving Data Processing Terminal Equipments
Using Serial Data Transmission at the Interface with Non-Synchronous Data Communication Equipment.

EIA 423-A-1978, Electrical Characteristics of Unbalanced Voltage Digital Interface Circuits.

EIA TIA-530-A-1992, High Speed 25-Position Interface for Data Terminal Equipment and Data Circuit-Terminating
Equipment, Including Alternative 26-Position Connector (Replaces EIA-449 and EIA-449-1).

IEC 654-3 (1983), Operating Conditions for Industrial Process Measurement and Control Equipment.4 

IEEE Std 91-1984, IEEE Standard Graphic Symbols for Logic Functions (ANSI).5 

IEEE Std 91a-1991, Supplement to IEEE Standard Graphic Symbols for Logic Functions (ANSI). 

IEEE Std 100-1992, The New IEEE Standard Dictionary of Electrical and Electronics Terms (ANSI). 

3EIA publications are available from Global Engineering, 1990 M Street NW, Suite 400, Washington, DC, 20036, USA.
4IEC publications are available from IEC Sales Department, Case Postale 131, 3 rue de Varembé, CH-1211, Genéve 20, Switzerland/Suisse. IEC
publications are also available in the United States from the Sales Department, American National Standards Institute, 11 West 42nd Street, 13th
Floor, New York, NY 10036, USA.
5IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-
1331, USA.
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IEEE Std 200-1975 (Reaff 1988), IEEE Standard Reference Designations for Electrical and Electronics Parts and
Equipment (ANSI). 

IEEE Std 280-1985 (Reaff 1991), IEEE Standard Letter Symbols for Quantities Used in Electrical Science and
Electrical Engineering (ANSI). 

IEEE Std 315-1975 (Reaff 1989, IEEE Standard Graphic Symbols for Electrical and Electronics Diagrams (ANSI). 

IEEE Std 315A-1986, IEEE Standard Graphic Symbols for Electrical and Electronics Diagrams (Supplement to IEEE
Std 315-1975) (ANSI). 

IEEE Std 344-1987, IEEE Recommended Practice for Seismic Qualification of Class 1E Equipment for Nuclear
Power Generating Stations (ANSI). 

IEEE Std 422-1986, IEEE Guide for the Design and Installation of Cable Systems in Power Generating Stations
(ANSI). 

IEEE Std 525-1992, IEEE Guide for the Design and Installation of Cable Systems in Substations (ANSI). 

IEEE Std 999-1992, IEEE Recommended Practice for Master/Remote Supervisory Control and Data Acquisition
(SCADA) Communications (ANSI). 

IEEE Std C37.2-1991, IEEE Standard Electrical Power System Device Function Numbers. 

IEEE Std C37.90-1989, IEEE Standard for Relays and Relay Systems Associated with Electric Power Apparatus
(ANSI). 

IEEE Std C37.90.1-1989 (Reaff 1991), IEEE Standard Surge Withstand Capability (SWC) Tests for Protective Relays
and Relay Systems (ANSI). 

IEEE Std C37.90.2-1987, IEEE Trial-Use Standard Withstand Capability of Relay Systems to Radiated
Electromagnetic Interference from Transceivers (ANSI). 

IEEE Std C37.91-1985 (Reaff 1991), IEEE Guide for Protective Relay Applications to Power Transformers (ANSI). 

IEEE Std C37.93-1987, IEEE Guide for Power System Protective Relay Applications of Audio Tones over Telephone
Channels (ANSI). 

IEEE Std C37.95-1989, IEEE Guide for Protective Relaying of Utility-Consumer Interconnections (ANSI). 

IEEE Std C37.96-1988, IEEE Guide for AC Motor Protection (ANSI). 

IEEE Std C37.97-1979 (Reaff 1990), IEEE Guide for Protective Relay Applications to Power System Buses (ANSI). 

IEEE Std C37.98-1987 (Reaff 1991), IEEE Standard for Seismic Testing of Relays (ANSI). 

IEEE Std C37.100-1992, IEEE Standard Definitions for Power Switchgear (ANSI). 

MIL-H-DBK 217D-1991 (Change Notice 1992), Reliability Prediction of Electronic Equipment.6

MIL-STD 471A-1978 (Interim Notice No. 2 1978), Maintainability Demonstration.

6MIL publications are available from the Director, U.S. Navy Publications and Printing Service, Eastern Division, 700 Robbins Avenue,
Philadelphia, PA 19111, USA.
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IEEE Std C37.1-1994 IEEE STANDARD DEFINITION AND ANALYSIS OF SYSTEMS USED FOR

MIL-STD 1472D-1989 (Change Notice 1992), Human Engineering Design Criteria for Military System Equipment
and Facilities.

NEMA 250-1991, Enclosures for Electrical Equipment (1000 Volts Maximum) (ANSI).7

3. Definitions

The definitions of terms contained in this standard are not intended to embrace all legitimate meanings of the terms.
They are applicable only to the subject treated in this standard.

Supervisory control and data acquisition systems use computers. For standard definitions of computer terms refer to
ANSI X3-TR-1-1983.

Definitions from IEEE Std 100-1992  are indicated with an asterisk (*) following the definition.

3.1 accumulator point interfaces: Master station or RTU (or both) element(s) that accept(s) a pulsing digital input
signal to accumulate a total of pulse counts.

3.2 accumulator SCADA function: The capability of a supervisory system to accept and totalize digital pulses and
make them available for display or recording, or both.

3.3 alarm condition: A predefined change in the state or condition of equipment or the failure of equipment to
respond correctly. Indication may be audible or visual, or both.*

3.4 alarm point interfaces: Master station or RTU (or both) element(s) that input(s) a signal to the alarm function.

3.5 alarm SCADA function: The capability of a supervisory system to accomplish a predefined action in response to
an alarm condition. See also: 3.3, alarm condition.

3.6 analog device: A device that operates with variables represented by continuously measured quantities such as
voltages, resistances, rotations and pressures.*

3.7 analog function check: Monitor a reference quantity. A check of master and remote station equipment by
exercising a predefined component or capability.

3.8 analog point interfaces: Master station or RTU (or both) element(s) that input(s) or output(s) an analog quantity.

3.9 analog quantity: A variable represented by a scalar value (see 4.2.3. 1).*

3.10 analog SCADA function: The capability of a supervisory system to accept, record, or display, or do all of these,
an analog quantity as presented by a transducer or external device. The transducer may or may not be a part of the
supervisory control system.

3.11 analog telemetering: Telemetering in which some characteristic of the transmitter signal is proportional to the
quantity being measured.*

3.12 analog-to-digital (A/D) conversion: Production of a digital signal whose magnitude is proportional to the value
of an analog quantity.*

3.13 automatic: Pertaining to a process or device that, under specified conditions, functions without intervention by a
human operator.*

3.14 automatic control: An arrangement of electrical controls that provides for switching or controlling, or both, of
equipment in an automatic sequence and under predetermined conditions.*

3.15 availability: The ratio of uptime to total time (uptime plus downtime)* (see 7.3).

7NEMA publications are available from the National Electrical Manufacturers Association, 2101 L Street NW, Washington, DC 20037, USA.
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3.16 backup: Provision for an alternate means of operation if the primary system is not available.*

3.17 backup, degraded: A backup capability that does not perform all of the functions of the primary system.*

3.18 baud: The signaling speed, that is, keying rate of the modem. The signaling speed in baud is equal to the
reciprocal of the shortest element duration in seconds to be transmitted. The terms “bit rate” and “baud” are not
synonymous and shall not be interchanged in usage. Preferred usage is bit rate, with baud used only when the details
of a communication modem or channel are specified.

For example, in the following table, the signaling speed is calculated from the signaling element duration. In addition,
the distinction between bit rate and baud for two different types of modems is illustrated.*

3.19 bit rate: The number of bits transferred in a given time interval. Bits per second is a measure of the rate at which
bits are transmitted.*

3.20 buffer: A device in which data are stored temporarily, in the course of transmission from one point to another;
used to compensate for a difference in the flow of data, or time of occurrence of events, when transmitting data from
one device to another.*

3.21 burn-in: A period, prior to on-line operation, during which equipment is continuously energized for the purpose
of forcing infant-mortality failures.*

3.22 calibration: Adjustment of a device so that the output is within a specific range for particular values of the input.*

3.23 certified design test: A test performed on a production model specimen of a generic type of equipment to
establish a specific performance parameter of that genre of equipment. The condition and results of the test are
described in a document that is signed and attested to by the testing engineer and other appropriate, responsible
individuals.*

3.24 channel load factor: The fraction of channel operating time used to transfer the required volume of information
between its terminals (see 5.5.1.4 and annex B).

3.25 channel, SCADA: The communication path between master station and RTUs* (see figure 1).

3.26 closed loop control: A type of automatic control in which control actions are based on signals fed back from the
controlled equipment or system.* For example, RTUs can manage local voltage conditions by control of load tap
changers and volt amperes reactive (VAR) control compensation equipment.

3.27 common mode interference: See: 3.74, interference, common mode.

3.28 console: That component of the system that provides facilities for observation and control of the system (e.g.,
operator’s console, maintenance console).*

3.29 contention: An operational condition in which two or more devices simultaneously try to use the same resource
(e.g., communication channel, disk, memory).*

Signaling technique

Modem one Modem two

Signaling element duration 0.833 ms

Signaling speed 1200 baud

Information transmitted per 
element duration

1 b 2 b

Bit rate 1200 b/s 2400 b/s
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3.30 continuous update supervisory system: A system in which the RTU continuously updates indication and
telemetering to the master station, regardless of action taken by the master station. The RTU may interrupt the
continuous data updating to perform a control operation.*

3.31 control function check: Control and indication from a control-check relay. A check of master and remote station
equipment by exercising a predefined component or capability.

3.32 control panel: See: 3.91, panel, control.

3.33 control point interfaces: Master station or RTU (or both) element(s) that operate(s) to perform a control
function.

3.34 control SCADA function: The capability of a supervisory system to selectively perform manual or automatic, or
both, operation (singularly or in selected groups) of external devices. Control may be either analog (magnitude or
duration) or digital.

3.35 current-type telemeter: A telemeter that employs the magnitude of a single current as the translating means.*

3.36 data: Any representation of a digital or analog quantity to which meaning has been assigned.*

3.37 data acquisition: The collection of data.*

3.38 data acquisition system: A system that receives data from one or more locations.*

3.39 data logging: The recording of selected data on suitable media.*

3.40 data rate: The rate at which a data path (e.g., channel) carries data, measured in bits per second (b/s).*

3.41 data test: a) The recorded results of test.

b) A set of data developed specifically to test the adequacy of a computer run or system. They may be actual data taken
from previous operations or artificial data created for this purpose.

3.42 deadband: The range through which an analog quantity can vary without initiating response.*

3.43 degraded backup: See: 3.17, backup, degraded.

3.44 device (electrical equipment): An operating element (e.g., relay, contactor, circuit breaker, switch, valve, or
governor) used to perform a given function in the operation of electrical equipment.*

3.45 diagnostics, self: Programs automatically executed, at predetermined intervals, in the master station or RTU, to
check the health of the system.

3.46 differential mode interference: See: 3.75, interference, differential mode.

3.47 digital quantity: A variable represented by a number of bits.*

3.48 digital telemetering: Telemetering in which a numerical representation is generated and transmitted; the number
being representative of the quantity being measured.*

3.49 digital-to-analog (D/A) conversion: Production of an analog signal whose magnitude is proportional to the
value of a digital quantity.*

3.50 disable: A command or condition that prohibits some specific event from occurring.*

3.51 display, graphic: A hardware device (e.g., CRT, VDT, liquid crystal display (LCD), mapboard, plasma panel,
arrays of lamps, or light-emitting diodes) used to visually present information.*

3.52 distributed processing: A design in which data is processed by more than one processor.*

3.53 downtime: The time during which a device or system is not capable of meeting its functional requirements* (see
7.3).

3.54 echo checkback message: A communication technique assuring that a message received at the termination point
in a system is the same message as originally transmitted. The received message is retransmitted to the sending device
and matched to ensure that the original message was received properly.*
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3.55 electromagnetic compatibility (EMC): A measure of equipment tolerance to external electromagnetic fields*

(see 6.6.2).

3.56 electromagnetic interference (EMI): A measure of electromagnetic radiation from equipment* (see 6.6.1).

3.57 enable: A command or condition that permits some specific event to occur.*

3.58 engineering unit: A unit of physical measurement (e.g., volts, amperes).*

3.59 event: A discrete change of state (status) of a system or device.*

3.60 expendability: The capability of a system to be increased in capacity or provided with additional functions*

(see 7.5).

3.61 failover: The transfer of a function or functions to a backup device.

3.62 failure: An event that limits the capability of equipment or a system to perform its function(s)* (see 7.1).

3.63 failure distribution: The manner in which failures occur as a function of time; generally expressed in the form
of a curve with the abscissa being time.*

3.64 frequency-type telemeter: A telemeter that employs the frequency of a periodically recurring electric signal as
the translating means.*

3.65 graphic display: See: 3.51, display, graphic. *

3.66 hardcopy: A paper record of information (e.g., reports, listings, logs, and charts).*

3.67 infant mortality failures: A characteristic pattern of failure wherein the number of failures per unit of time
decreases rapidly as the number of operating hours increase.*

3.68 I/O: Input/output points.

3.69 indication: An audio or visual signal that signifies a particular condition.*

3.70 indication (status) function: The capability of a supervisory system to accept, record, or display, or do all of
these, the status of a device. The status of a device may be derived from one or more inputs giving the following two
or more states of indication:

a) Two-state indication. Only one of the two possible positions of the supervised device is displayed at one time.
Such display may be derived from a single set of contacts.

b) Three-state indication. One in which the transitional state or security indication as well as the terminal
positions of the supervised device is displayed. Such a display is derived from at least two sets of initiating
contacts.

c) Multistate indication. Only one of the predefined states (transitional or discrete, or both) is indicated at a
time. Such a display is derived from multiple inputs.

d) Indication with memory. An indication function with the additional capability of storing single or multiple
changes of status that occur between scans.

3.71 indication (status) point interfaces: Master Station or RTU (or both) element(s) that accept(s) a digital input
signal for the function of indication.

The input/output elements of a SCADA system provide the physical interface to external devices. It is preferred that a
point serve one of the functions described below. In some earlier applications, a Control and Indication (C and I) point
has been used to specify a combination control and indication point for a specific device (e.g., circuit breaker). The
functions are:

a) Two-state indication. Only one of the two possible positions of the supervised device is displayed at one time.
Such display may be derived from a single set of contacts.

b) Three-state indication. One in which the transitional state or security indication as well as the terminal
positions of the supervised device is displayed. Such a display is derived from at least two sets of initiating
contacts.

c) Multistate indication. Only one of the predefined states (transitional or discrete, or both) is indicated at a
time. Such a display is derived from multiple inputs.
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d) Indication with memory. An indication function with the additional capability of storing single or multiple
changes of status that occur between scans.

3.72 inhibit: To prevent a specific event from occurring (e.g., alarm inhibit).*

3.73 intelligent electronic device IED): Any device incorporating one or more processors with the capability to
receive or send data/control from or to an external source (e.g., electronic multifunction meters, digital relays,
controllers).

3.74 interference, common mode: a) Interference that appears between both signal leads and a common reference
plane (ground) and causes the potential of both sides of the transmission path to be changed simultaneously and by the
same amount relative to the common reference plane (ground).*

b) A form of interference that appears between any measuring circuit terminal and ground.*

3.75 interference, differential mode: Interference that causes the potential of one side of the signal transmission path
to be changed relative to the other side.*

3.76 interference, normal mode: A form of interference that appears between measuring circuit terminals.* See also:
3.75, interference, differential mode.

3.77 interposing relay: See: 3.106, relay, interposing.

3.78 local area network (LAN): A communication network to interconnect a variety of intelligent devices (e.g.,
personal computers, workstations, printers, file storage devices) that can transmit data over a limited area, typically
within a facility.

3.79 logging function check: Accomplished when results of the control function check are logged. A check of master
and remote station equipment by exercising a predefined component or capability (see 7.4.1).

3.80 log: A printed record of data.*

3.81 manual control: Control in which the system or main device, whether direct or power-aided in operation, is
directly controlled by an operator.*

3.82 master station: See: 3.129, station, master.

3.83 master terminal unit (MTU): Refers to the master station of a supervisory control system.*

3.84 mean time between failure (MTBF): The time interval (hours) that may be expected between failures of an
operating equipment (see 7.1). *

3.85 mean time to repair (MTTR): The time interval (hours) that may be expected to return a failed equipment to
proper operation (see 7.2).*

3.86 modem: A MOdulator/DEModulator device, which converts serial binary digital data to and from the signal form
appropriate for the respective communication channel.*

3.87 multibit point interface: Multibit (e.g., BCD, gray code) point. Master Station or RTU (or both) element(s) that
inputs a series of multibit quantities in parallel.

3.88 normal mode: See: 3.76, interference, normal mode/

3.89 offset: A predetermined value modifying the actual value (e.g., the use of a 4 mA signal to represent zero in a
4 mA to 20 mA system).*

3.90 open loop control: A form of control without feedback.*

3.91 panel, control: An assembly of user interface devices (see 5.6).*

3.92 partial automatic control: Control that is a combination of manual and automatic control.* For example, to
cause a voltage reduction, the local automatic load tap changing closed-loop control may be biased by way of a
supervisory control command.
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3.93 point test: A predefined location within equipment or routines at which a known result should be present if the
equipment or routine is operating properly.

3.94 poll function check: Accomplished when analog function is performed with all remotes. A check of master and
remote station equipment by exercising a predefined component or capability. See also: 3.7, analog function check.

3.95 polling (data request): The process by which a data acquisition system selectively requests data from one or
more of its RTUs. An RTU may be requested to respond with all, or a selected portion of, the data available.*

3.96 polling supervisory system: A system in which the master station periodically interrogates each RTU to request
data.*

3.97 primary: An equipment or subsystem that is normally on-line and performing system functions. See also: 3.16,
backup. *

3.98 processor: A system or mechanism that accepts a program as input, prepares it for execution, and executes the
process so defined with data to produce results.*

3.99 programmable equipment: An RTU or master station having one or more of its operations specified by a
program contained in a memory device.*

3.100 protocol: A strict procedure required to initiate and maintain communication.*

3.101 pulse-type telemeter: A telemeter that employs characteristics of intermittent electric signals, other than their
frequency, as the translating means.*

3.102 quiescent supervisory system: A system that is normally alert but inactive. It transmits information only when
a change in indication occurs at the RTU or when a command operation is initiated at the master station.*

3.103 random failures: The pattern of failures for equipment that has passed out of its infant-mortality period and has
not reached the wear-out phase of its operating lifetime. The reliability of an equipment in this period may be
computed by the equation:

(1)

where
λ is failure rate
t is time period of interest

3.104 ratio-type telemeter: A telemeter that employs the relative phase position between, or the magnitude relation
between, two or more electrical quantities as the translating means. Examples of ratio-type telemeters include ac or dc
position matching systems.*

3.105 re-encoded checkback message: Message from the initiating end that is re-encoded by the receiving end. A
new message is sent to the initiating end to verify error-free receipt and proper interpretation of the message. In typical
applications the initiating end is the master station and the receiving end is the RTU. Preferred usage is re-encoded,
which allows the master station to verify not only that the communication was error free, but also that the RTU’s I/O
hardware and software acted correctly in interpreting the selection (see 7.4).

3.106 relay, interposing: A device that enables the energy in a high-power circuit to be switched by a low-power
control signal, provides isolation, and/or provides contact multiplication.*

3.107 remote control: Control of a device from a distant point.*

3.108 remote station: See: 3.130, station, remote.

3.109 remote terminal unit: See: 3.130, station, remote.

3.110 report-by-exception: The reporting of data (e.g., from RTU to master station) only when the data either
changes state (e.g., for a status or digital input point) or exceeds a predefined deadband (e.g., for an analog input point).

3.111 resolution: The least value of the measured quantity that can be distinguished.*

R e λt–=
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3.112 response time: The time between initiating some operation and obtaining results.*

3.113 RTU: See: 3.130, station, remote.

3.114 SCADA: See: 3.136, supervisory control and data acquisition.

3.115 SCADA channel: See: 3.25, channel, SCADA.

3.116 scan function check: Accomplished when control function check has been performed with all remotes. A check
of master and remote station equipment by exercising a predefined component or capability.

3.117 scan (interrogation): The process by which a data acquisition system interrogates RTUs for points of data.* See
also: 3.95, polling (data request).

3.118 scan cycle: The time in seconds required to obtain a collection of data (e.g., all data from one RTU, all data from
all RTUs, or all data of a particular type from all RTUs).*

3.119 scanning supervisory system: A system in which the master station controls all information exchange. The
normal state is usually one of repetitive communication with the RTUs.*

3.120 self-diagnostics: See: 3.45, diagnostics, self.

3.121 semi-automatic station: See: 3.131, station, semi-automatic.

3.122 sequence-of-events (SOE): Digital input points that are time tagged to include relative or absolute time of
occurrence.

3.123 sequence-of-events point interface: Master station or RTU (or both) element(s) that accept(s) a digital input
signal to perform the function of time tagging the occurrence of an event. See also: 3.122, sequence-of-events (SOE).

3.124 sequence-of-events SCADA function: The capability of a supervisory system to recognize each predefined
event, associate a time of occurrence with each event, and present the event data in order of occurrence of the events.

3.125 serial communication: A method of transmitting information between devices by sending all bits serially over
a single communication channel.*

3.126 settling time: Time required by channel or terminal equipment to reach an acceptable operating condition.

3.127 spare only point interface: Point for which cabinet space only is provided for the future addition of wiring and
other necessary plug-in equipment.

3.128 spare point interface: Point equipment that is not being utilized but is fully wired and equipped.

3.129 station, master: The entire complement of devices, functional modules, and assemblies that are electrically
interconnected to affect the master station supervisory functions. The equipment includes the interface with the
communication channel but does not include the interconnecting channel. During communication with one or more
remote stations, the master station is the superior in the communication hierarchy.*

3.130 station, remote: The entire complement of devices, functional modules, and assemblies that are electrically
interconnected to affect the remote station supervisory functions. The equipment includes the interface with the
communication channel but does not include the interconnecting channel. During communication with a master
station the remote station is the subordinate in the communication hierarchy.

3.131 station, semiautomatic: A station that requires both automatic and manual modes to maintain the required
character of service.*

3.132 station, sub-master: A station that can perform as a master station on one message transaction and as a remote
station on another message transaction.

NOTES:

Examples of station equipments include

1- Hardwired. Station supervisory equipment that is comprised entirely of wired-logic elements.
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2- Firmware. Station supervisory equipment that uses hardware logic programmed routines in a manner similar to a computer.
The routines can only be modified by physically exchanging logic memory elements.

3- Programmable. Station supervisory equipment that uses software routines.

3.133 status: Information describing a logical state of a point or equipment.*

3.134 sub-master station: See: 3.132, station, sub-master.

3.135 supervisory control: An arrangement for operator control and supervision of remotely located apparatus using
multiplexing techniques over a relatively small number of interconnecting channels.*

3.136 supervisory control and data acquisition (SCADA): A system operating with coded signals over
communication channels so as to provide control of RTU equipment. The supervisory system may be combined with
a data acquisition system by adding the use of coded signals over communication channels to acquire information
about the status of the RTU equipment for display or for recording functions.*

3.137 supervisory system: All control, indication, and associated telemetering equipment at the master station, and all
of the complementary devices at the RTU(s).*

3.138 system time: A coordinated value of time maintained throughout the control and data acquisition equipment.

3.139 tag: A visual indication, typically at the master station, to indicate a special condition associated with a device
(e.g., unavailable for control).*

3.140 telemetering selection point interface: Master station or RTU (or both) element(s) for the selective connection
of telemetering transmitting equipment to appropriate telemetering receiving equipment over an interconnecting
communication channel. This type of point is more commonly used in electromechanical or stand-alone type of
supervisory control.

3.141 timer, watchdog: A form of interval timer that is used to detect a possible malfunction.*

3.142 transaction: That sequence of messages between master and remote stations required to perform a specific
function (e.g., acquire specific data or control a selected device).*

3.143 transverse (differential) mode: See: 3.75, interference, differential mode.

3.144 troubleshoot: Action taken by operating or maintenance personnel, or both, to isolate a malfunctioned
component of a system. Actions may be supported by printed procedures, diagnostic circuits, test points, and
diagnostic routines.*

3.145 uninterruptible power supply (UPS): A system designed to automatically provide power, without delay or
transients, during any period when the normal power supply is incapable of performing acceptably.*

3.146 uptime: The time during which a device or system is capable of meeting functional requirements* (see 7.3).

3.147 user interface (UI): A physical interface between the operator and the system equipment.

3.148 video display terminal (VDT): The visual equipment used as a user interface. See also: 3.147, user interface
(UI).

3.149 voltage-type telemeter: A telemeter that employs the magnitude of a single voltage as the translating means.*

3.150 watchdog timer: See: 3.141, timer, watchdog.

3.151 wear-out failures: The pattern of failures experienced when equipment reaches its period of deterioration.
Wear-out failure profiles may be approximated by a Gaussian (bell curve) distribution centered on the nominal life of
the equipment.*

3.152 wired point interface: Point for which all common equipment, wiring, and space are provided. To activate the
point requires only the addition of plug-in hardware for the specific point.
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4. Functional characteristics

The control and data acquisition equipment governed by this standard may be arranged in various configurations, and
may perform some or all of the functions identified in this clause.

Typically, control and data acquisition equipment compose a system with at least one master station and one or more
remote terminal units (RTUs). Figure 1 illustrates the possible data and control flow between a master station and one
or more RTUs.

Figure 1— Master/RTU functional data/control flow

4.1 Typical equipment functional diagrams

Functional diagrams of typical RTU and master station equipment and configurations are illustrated within this
subclause.

The links between the master station(s) and RTUs, and between the sub-master RTU and its slave RTUs, can be any
suitable communication media. The communication protocol typically used requires a master station to initiate
message transactions. In some cases the RTU can initiate the communication messages. For additional
communications protocol information, see IEEE Std 999-1992 .

The functional components of a master station are illustrated in figures 2 and 3. A dual computer master station is
illustrated in figure 2, however, a single computer master station may be adequate for some applications.

A distributed multi-computer master station is illustrated in figure 3. Multiple master stations may perform different
functions from another, i.e., one dedicated to Supervisory Control and Data Acquisition (SCADA) functions and
another dedicated to sequence-of-events or fault analysis. Also, each computer in a distributed master station may
typically be assigned to a specialized processing task separate and distinct from the others; i.e., one dedicated to
SCADA, one or more to other application processing, etc. Application processing may include features like trend
analysis, load profiling/forecasting, etc. The computer illustrated in figures 2 and 3 as a single box typically includes
mass memory and various peripherals. The communication interface portion of figures 2 and 3 are used to interface the
RTU communication channels to the master station computer system. The user interface (UI) portion is used to present
information to, and accept inputs from, the user(s).
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The functional components of an RTU are illustrated in figure 4. Various interconnections of master station(s) and
RTU(s) are illustrated in annex A.

Figure 2— Master station functional block diagram (centralized functions)

Figure 3— Master station functional block diagram (distributed functions)
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4.2 System functional characteristics

This subclause provides guidance for helping both users and suppliers jointly define the functional capabilities that
may be in a system.

Each generic function is described in terms of the minimum features or characteristics that shall be addressed to
adequately define the function.

The subclauses that follow shall be used as a checklist to help ensure adequate communication between the user and
the supplier of control and data acquisition equipment.

Figure 4— Remote terminal unit functional block diagram

When the feature or characteristic is fixed by the design of the equipment, the burden of definition rests on the supplier
(e.g., number of inputs/outputs per card). However, variable features (e.g., scaling resistors, switch settings, and
software) shall be jointly defined by the user and the supplier.

4.2.1 Communication management

The requirements to communicate between the master station(s) and the RTUs shall be well defined. See IEEE Std
999-1992  for an example of the definition of a communication protocol. The topics to be defined include

a) Message protocol
b) Number of channels
c) Channel considerations (see 5.5.1.4)
d) Error detection techniques
e) Channel switching
f) Number of RTUs per channel and/or channels per RTU
g) Number of retries each attempt
h) Time out value(s) by message type
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i) Communication error reporting, failure criteria, and recovery
j) Channel quality monitoring (normal and backup)
k) Channel diagnostic/test provisions
l) Equipment interfaces
m) Report-by-exception polling or point scan

4.2.2 Data acquisition

The characteristics for each data type shall be defined. Ranges of data input, scale factors, rates, and accuracy shall be
defined for the data types to be supported such as

a) Analog inputs
b) Status inputs—two state
c) Status inputs—more than two state (more than two state status inputs are usually accomplished by using

multiple two state status inputs)
d) Status inputs—with memory
e) Accumulator pulse inputs
f) Sequence-of-events inputs
g) BCD inputs—multi-bit

The data acquisition capability for each data type shall be defined in terms of the following characteristics:

a) Scan groups. Number of scan groups, size of each group, points in each group.
b) Scan cycle. Time to complete the acquisition of a scan group from all remotes on the communication channel.

The communication hardware related performance capabilities used in the calculation of scan cycle shall be
defined.

4.2.2.1 RTU data

The capacity (total inputs) and rate of acquisition (inputs per second) for field data interfaced to the RTU equipment
shall be defined for all applicable data types (see 5.4).

The modularity (e.g., number of inputs per card) of each data type shall also be specified.

4.2.2.2 Master station data

The capacity (total inputs) and rate of acquisition (inputs per second) for local or RTU data interfaced to master station
equipment shall be defined for all applicable data types (see 5.4).

4.2.3 Data processing

Data processing capabilities shall be defined for each equipment item and all applicable data types. Systems with
report-by-exception functions shall have the capability to report all data for initialization and periodic update purposes.

4.2.3.1 Analog data

Analog data is used to describe a physical quantity (i.e., voltage, current, shaft position, etc.) that normally varies in a
continuous manner. The information content of an analog signal is expressed by the value or magnitude of some
characteristic of the signal such as amplitude, phase angle, frequency, the amplitude or duration of a pulse, etc.

The analog data processing options to be supported at both the master station and the RTU shall be defined. This is the
responsibility of both the user and supplier. Particular attention shall be given to input data validity processing (e.g.,
the validity of the data) and to the interface between the supervisory control function and the analog data processing
function.
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a) Data input scaling shall give adequate consideration to off-normal operation of the power system (e.g.,
overvoltage, fault conditions, emergency load limits).

b) Data change detection may be a function included as an alternative to processing every input on every scan.
Data change detection is accomplished by testing to see if the new value for each input is within N digital
counts (e.g., deadband) of the last stored value for that input. The new value shall replace the last stored value
only if the deadband was exceeded and then the input will be further processed as defined below. When the
data change detection function is included, the following characteristics shall be defined:
1) Location of processing, RTU or master station, or both
2) Range of N, RTU or master station, or both
3) Definition of N on an RTU, card, or point basis
4) Technique for changing value of N

c) Data filtering may be required to smooth data before it is used by other functions. When this function is
included, the equation used shall be defined and the time delay, introduced by the filtering, specified.

d) Data limit checking is typically included to determine if other downstream functions, such as alarm detection,
or further processing are required. The number of high or low limits accommodated and associated return-to-
normal deadband processing shall be defined. Specific attention shall be given the procedure for user
specification and revision of limit and deadband values.

e) The data report-by-exception function is used to eliminate communication of unchanged data from the
RTU(s) to the master station or submasters. Its input is received from the change detection function. When the
analog data report-by-exception function is included the following characteristics shall be defined:
1) Percent of analog changes per scan that results in the channel load associated with reporting all analog

points from the RTU.
2) Description of logic in the master station that can be used to select between using the analog data report-

by-exception function or the report-all-analog data functions when acquiring analog data from each
RTU.

f) Data conversion to engineering units is typically required before analog data is used by other software,
printed, or displayed as output. The mathematical equation(s) used to convert analog values represented by
digital counts into the corresponding engineering units shall be defined. Specific attention shall be given to
sensor and transducer scale factors that may be provided by the user.

g) Bad data techniques shall be defined that are used to
1) Detect an open input to an analog channel
2) Identify reasonable values
3) Detect a drifted or faulty A/D converter
4) Automatically calibrate an analog channel

4.2.3.2 Status data

Status data is used to describe a physical quantity (e.g., device position) that has various possible combinations of
discrete states. The information content of a digital signal is expressed by discrete states of the signal such as the
presence or absence of a voltage, current, or a contact in the open or closed position.

The status data processing options to be supported at the master station and the RTU shall be defined. This is the
responsibility of both the user and supplier. Particular attention shall be given to input data validity processing, and to
the interface between the supervisory control function and the status data processing function.

a) Data change detection may be a function included as an alternative to processing every input on every scan.
Data change detection is per-formed by testing to see if the current state is the same as the last stored state for
that input. Changed data shall replace the last stored value and the point, or group of inputs, shall be routed
to other functions such as data report-by-exception, alarm processing or both. When the data change
detection function is included, the following characteristics shall be defined:
1) Location of processing (RTU or master station)
2) Quantity of data reported when a single input changes
3) Minimum signal duration to be considered a change
4) Minimum current required for detection
5) Security against loss of change data
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