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Abstract: The requirements for SCADA and automation systems in substations are defined. This
standard defines the process of substation integration as the design process that is the
foundation for substation automation. Functional and environmental requirements are provided
for all IEDs located in the system. Tutorial material is included in the annexes to address common
issues with systems without introducing requirements. Information is also presented in the
annexes regarding SCADA masters.

Keywords: automatic control, data acquisition, IED, Intelligent Electronic Device, SCADA,
substation integration, substation automation, supervisory control
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
state of the art and comments received from users of the standard. Every IEEE Standard is subjected to review at least
every five years for revision or reaffirmation. When a document is more than five years old and has not been
reaffirmed, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the present
state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the
advice of a competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the formal
position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

| This introduction is not part of IEEE Std C37.1-2007, IEEE Standard for SCADA and Automation Systems.

This standard applies to systems used for monitoring, switching, and controlling electric apparatus in
unattended or attended stations, generating stations, and power utilization and conversion facilities. It does
not apply to equipment designed for the automatic protection of power system apparatus or for switching of
communication circuits. The requirements of this standard are in addition to those contained in standards
related to the individual devices (e.g., switchgear).

This document is a significant revision of IEEE Std C37.1-1994. This revision reflects current technology
that is generally being provided to meet the requirements of utilities. Originally, this standard was a section
of ANSI C37.2-1970, which also contained device function numbers. ANSI C37.2-1970 was revised into
two standards: IEEE Std C37.1-1979, IEEE Standard Definition, Specification, and Analysis of Manual,
Automatic, and Supervisory Station Control and Data Acquisition, and IEEE Std C37.2™-1979, IEEE
Electric Power System Device Numbers. Previous editions were approved by the IEEE in 1962, 1956,
1945, and 1937. The original work on this subject was done by the American Institute of Electrical
Engineers (now the Institute of Electrical and Electronic Engineers) and published in 1928 as AIEE No 26.
The latest revision of the standard on Electrical Power System Device Function Numbers is IEEE Std
C37.2-1996 (Reaff 2001) [B11].*

This standard applies to rapidly changing technology. It is anticipated that frequent revision may be
desirable. This revision was prepared by the Electric Network Control Standards Working Group of the
Data Acquisition, Processing, and Control Systems Subcommittee of the IEEE Power Engineering Society
Substations Committee. The revision is an attempt to bring the standard up to date and further broaden its
applicability with respect to control, supervisory, and telemetry.

IEEE Tutorial Course Text EHO 337-6 PWR referenced in the previous revision of this standard is no
longer available from the IEEE service center. In addition, the corresponding Tutorial Video Tape HVO
245-1-POT referenced in the previous revision of this standard has been discontinued by the IEEE. The
following special publications and tutorial texts are available from the IEEE service center:

a) IEEE Tutorial “Substation Automation Tutorial” [B17] is recommended for those not familiar
with substation automation systems

b) IEEE Tutorial “The Protective Relay IED in the Automation World” [B18§]

¢) IEEE Tutorial “Adding New Life to Legacy SCADA Systems” [B16]

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

? The numbers in brackets correspond to those of the bibliography in Annex 1.
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Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association website at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable
or non-discriminatory. Users of this guide are expressly advised that determination of the validity of any
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.
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IEEE Standard for SCADA and
Automation Systems

) ) J

IMPORTANT NOTICE: This standard is not intended to assure safety, security, health, or environmental protection
in_all circumstances. Implementers of the standard are responsible for determining appropriate safety, security,
environmental, and health practices or requlatory requirements.

This IEEE document is made available for use subject to important notices and leqal disclaimers. These notices and
disclaimers appear in all publications containing this document and may be found under the heading “Important
Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.” They can also be obtained on request
from IEEE or viewed at http.//standards.ieee.orq/IPR/disclaimers.html.

1. Overview

1.1 Scope

This standard applies to, and provides the basis for, the definition, specification, performance analysis, and

application of SCADA and automation systems in ef-systems—used-forsupervisory—control:—data—aequisition—or

avtomatic—control,—or—beth,—in—attended —or—unattended electric substations, including those associated with
generatmg statlons and power utlllzatlon and converswn fac111tles Sys%ems—eevered—by—ﬂa&s—st&nda%d—%yp&e&ﬂy—use

1.2 Purpose

The purpose of this standard is to provide guidance to the engineer responsible for the design and specification of
SCADA and automation systems.
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1.3 Use

The designer/specifier may use this standard in the design, procurement, and implementation of all or a portion of
a system. This document is a generic standard for SCADA and Automation Systems. The designer/specifier shall
select those portions of this document that are applicable to a specific system. This may include the modification
of tables and requirements contained herein.

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must be
understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the

referenced document (including any amendments or corrigenda) applies.

ANSI S1.4-1983, Specification for Sound Level Meters-ASA 47.'

ANSI S12.10, Acoustics—Measurement of airborne noise emitted by information technology and
telecommunications equipment—ISO 7779:1999.

ANSI X3.1, 1987-(R1+992) Information Systems—Data Transmission—Synchronous Signaling Rates.’
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EIA/ECA-310, ANSHEIA-310-D-1992_ Cabinets, Racks, Panels, and Associated Equipment.3

IEC 60529, Degrees of Protection Provided by Enclosures (IP Code).*

IEC 60870-6, Telecontrol Equipment and Systems.

IEC 61131-3, Programmable Controllers—Part 3: Programming Languages.

IEC 654-3, Operating Conditions for Industrial Process Measurement and Control Equipment, Part III,
Mechanical Influences.

IEC 61850, Communication Networks and Systems in Substations.

IEEE Std 487, IEEE Recommended Practice for the Protection of Wire-Line Communication Facilities
Serving Electric Supply Locations.™ ®

™

IEEE Std 525 ", IEEE Guide for the Design and Installation of Cable Systems in Substations.

IEEE Std 1379, IEEE Recommended Practice for Data Communications between Intelligent Electronic
Devices and Remote Terminal Units in a Substation.

IEEE Std 1588", IEEE Precision Clock Synchronization Protocol for Networked Measurement and Control
Systems.

™

IEEE Std 1590 , IEEE Recommended Practice for the Electrical Protection of Communication Facilities
Serving Electric Supply Locations Using Optical Fiber Systems.

IEEE Std 1613TM, IEEE Standard Environmental and Testing Requirements for Communications
Networking Devices Installed in Electric Power Substations.

IEEE Std 1615™, IEEE Recommended Practice for Network Communication in Electric Power Substations.

IEEE Std 1646"", IEEE Standard Communication Delivery Time Performance Requirements for Electric Power

Substation Automation.

1 ANSI publications are available from the Sales Department, American National Standards Institute, ++ 25 West 42ad-43rd Street,42rd- 4th
Floor, New York, NY 10036, USA (http://www.ansi.org/).
+

L e e L e b

> ANSI X3.1 was withdrawn in 1997: however, copies can be obtained from the Sales Department, American National Standards
Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA (http://www.ansi.org/).

SEIA publications are available from Global Engineering1990M- Street NW.Suite- 400 WashingtonDC20036 Documents, 15 Inverness
Way East, Englewood, CO 80112, USA (http://global.ihs.com/).

*IEC publications are available from HEC the Sales Department of the International Electrotechnical Commission, Case Postale 131, 3, rue de
Varembé, CH-1211, Geneve 20, Switzerland/Suisse_(http://www.iec.ch/). IEC publications are also available in the United States from the
Sales Department, American National Standards Institute, +125 West 42ad 43rd Street, 43th4th Floor, New York, NY 10036, USA (http:/
www.ansi.org/).

> IEEE publications are available from the Institute of Electrical and Electronics Engineers, Inc.. 445 Hoes Lane, P-O—Bex—133}
Piscataway, NJ-08855- + 334, USA- 08854, USA (http://standards.ieee.org/).

® The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.
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IEEE Std C37.98", 1987 (Reaff1991) IEEE Standard Seismic Testing of Relays.

IEEE Std C37.115"", IEEE Standard Test Method for Use in the Evaluation of Message Communications between
Intelligent Electronic Devices in an Integrated Substation Protection, Control, and Data Acquisition System.

IEEE Std C37.1 18TM, IEEE Standard for Synchrophasors for Power Systems.

IEEE Std C37.23 ITM, IEEE Recommended Practice for Microprocessor-Based Protection Equipment

Firmware Control.

IRIG Standard 200, IRIG Serial Time Code Formats, Telecommunications and Timing Group, Range
Commanders Council, U.S. Army White Sands Missile Range.7

NEMA 250-1991, Enclosures for Electrical Equipment (1000 Volts Maximum)4ANSEH).®

TIA-232-F, Interface between Data Terminal Equipment and Data Circuit-Terminating Equipment
Employing Serial Binary Data Interchange.9
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TIA 334-C, Signal Quality at Interface Between Data Terminal Equipment and Synchronous Data Circuit-
Terminating Equipment for Serial Data Transmission.

TIA/EIA 404-B. Standard for Start-Stop Signal Quality for Non-Synchronous Data Terminal Equipment.

TIA/EIA 422-B. Electrical Characteristics of Balanced Voltage Digital Interface Circuits.

TIA/EIA 423-B. Electrical Characteristics of Unbalanced Voltage Digital Interface Circuits.

TIA-485-A, Electrical Characteristics of Generators and Receivers for Use in Balanced Digital Multipoint
Systems.

TIA-530-A. High Speed 25 Position Interface for Data Terminal Equipment and Data Circuit-Terminating
Equipment, Including Alternative 26-Position Connector.

3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this standard, the following terms and definitions apply. The Authoritative Dictionary of
computer [EEE Standards, Seventh Edition [B10], should be referenced for terms referte not defined in this
clause. ANSEX3-TR-1-1983-

3.1.1 accuracy: The difference between the actual value of a measurement and the indicated value of the
measurement.

LSee https://wsmrc2vger.wsmr.army.mil/rec/PUBS/pubs.htm
¥ NEMA publications are available from Global Engineering Documents, 15 Inverness Way East, Englewood, CO 80112, USA (http:/

global.ihs.cony/).
° TIA publications are available from Global Engineering Documents, 15 Inverness Way East, Englewood, CO 80112, USA
(http://global.ihs.com/).

NOTE—Accuracy is usually expressed in terms of percentage deviation from a reference value, commonly full scale of the
measuring device and less commonly the actual value at the input. Note that accuracy for power measurements are expressed
with an applicable power factor range. (Real power measured at less than 10% power factor or reactive power measured
at greater than 90% power factor tend to have significant errors) Note also that if the “measuring device” is a current
transformer, its full scale rating may be significantly larger than the displayed value (e.g.. a 3000 ampere 0.3% CT measuring a

300 ampere load current). In this case, its accuracy is 0.3 % x 3000 or + 90 amps, so the accuracy of a 300 amp load
measurement is actually 300 + 90 amps or + 30% of the measured value. '

3.1.2 availability: Availability (A) is defined in the following as the ratio of uptime to total time (uptime +
downtime ). It is customary to express availability in percentage, usually as 99.xxx, where xxx are numbers that
complete the percentage.

NOTE—See 8.3.
3.1.3 chatter filter: A facility that is used to disable a digital input point if the number of state changes of that
point during a defined time interval is excessively high.

3.1.4 clear time: The amount of time that the select relay will continue to operate after the master trip or close has
operated. Clear time can also mean operating time.
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3.1.5 control arm time-out: The maximum amount of time that a device will wait to receive an execute command
after receiving a select or arm command. Refer to select command.

3.1.6 debounce period: The amount of time for which the state of a digital input point shall be detected in a valid
“on” or “off” condition before it is considered to be in that position.

3.1.7 diagnostics: Programs executed to check the health of the device on either a periodic or random interval.

3.1.8 double-point status: A pair of digital input points that can assume four different states. States 1 and 2 may

be described as NORMAL or VALID states, and states 3 and 4 may be described as TRAVELLING or
ABNORMAL or INVALID states. Purpose is to detect complete changes of state (transitions), while ignoring any

incomplete transitions.

3.1.9 Form A Counters: A single-point type of digital input that counts rising-edge changes of state (or

transitions).

3.1.10 Form C Counters: Also known as KYZ pulses. A pair of digital inputs that count the transitions from one
valid state to the next valid state, while ignoring any transitions to invalid states. An increase in the count occurs

when both inputs change to the opposite state (one turns on, one turns off).

3.1.12 latency: The time between when sensor outputs are present at the physical interface of a measuring device
until its value is available to the first user or program.

3.1.11 local area network (LAN): A LAN is a network normally designed for a limited geographical area, such as
a utility substation or an office area. It is generally capable of transmitting data, voice, and image and video
information. In most cases a LAN is considered to be an integral part of the facility, and is owned by the
facility owner. A substation LAN may have sub-networks or segments to manage information flow and access.
Segments may also be added to accommodate passing messages over distances exceeding the basic messaging
distance inherent in the media. Serial networks can often be 1mplemented over a LAN bV embeddmg the serral
messages in a network protocol 2 2 ntelligen 0

3.1.13 lock-out period: A parameter that defines the length of time that a device or point will be disabled from

operation after exceeding a pre-defined error condition.

' Notes in text, tables, and figures are given for information only. and do not contain requirements needed to implement the standard.

3.1.14 pseudo points: System data points generated internally by a software application. They often represent the
results of a calculation, or the internal state of a process.

3.1.15 recloser: Abbreviated name for automatic circuit recloser.

3.1.16 resolution: The smallest increment of a value that can be resolved, often expressed as percent of full scale.
It is better expressed in engineering units of the measured value.

NOTE—If the resolution of a 1000 full scale value is 0.1% of full scale, then values displayed on a CRT or report should only
be whole numbers (no decimal values).

3.1.17 scan (interrogation): The process by which a data acquisition system interrogates intelligent electronic
devices (IEDs) for points of data.
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3.1.18 scan cycle: The time in seconds required to obtain a collection of data (e.g., all data from one IED, all
data from all IEDs, or all data of a particular type from all IEDs).

3.1.19 Scan Enable: A feature that allows or disallows a particular input point to be scanned.

3.1.20 Select Before Operate: Two-part command sequence used to achieve high communications security and
hardware verification before the control is actually executed. See Annex D for more information.

3.1.21 single point/multiple point control: The control of a single point versus global control of multiple points.

3.1.22 time skew: The elapsed time between when the first value in a set of measurements is taken until the last
value of the same set of measurements is taken. The data set may consist of measurements made in a close
proximity, as within a single substation, or across a large geographic area as in the flow measurements for a large
transmission network.

3.1.23 unavailability: The ratio downtime/(uptime + downtime). The ratios of downtime to total time (uptime +
downtime), or downtime/(uptime + downtime). It is often expressed as a maximum period of time during
which the variable is unavailable, e.g., 4 h per month.

3.1.24 update periodicity: The time between updates, sometimes expressed as the rate at which a measurement is
updated (frequency).

3.1.26 virtual input/output (I/O): An I/O point such as status, control, or analog that is not physically wired
to an IED.

3.1.25 wide area network (WAN): A WAN provides long-distance transmission of data, voice, and image and
video information over a large geographical area. A WAN can be owned by a utility or WAN services can be
leased from telecommunication providers. WANs connect LANs together. For automating substations, an
enterprise WAN connection may become the pathway to link the substation to the enterprise.

3.2 Acronyms and abbreviations

AGA American Gas Association
API application programming interface
CPU central processing unit
CRCl16 16-bit cyclic redundancy check
CSMA/CD collision sensing multiple access/collision detection
CT current transformer
DISCO distribution company
DMS Distribution Management System
DNP/DNP3 Distributed Network Protocol, version 3.0
DPI double-point information
EMC electromagnetic compatibility
EMI electromagnetic interference
EMS Energy Management System
EPROM erasable programmable read-only memory
FAT factory acceptance test
FMEA failure modes and effect analysis
FPGA Field Programmable Gate Array GAL Generic Array Logic
GENCO generation company
GPR ground potential rise
HMI Human Machine Interface
1/0 inputs/outputs
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1cCcp
IED
IRIG-B
ISA
ISO
IT
JUNCE
LAN
LCD
LED
MTBF
MTTR
NERC
NIM
NTP
ODBC
PLC
POSIX
PROM
PSTN
PT
RAID
ROM
RTO
RTU
SAT
SCADA
SNTP
SOE
SPI
SQL.
SWC
TASE
TCP/IP

TRANSCO

UHF
UPS
UTP

Inter-Control Center Communication Protocol
intelligent electronic device

Inter Range Instrumentation Group format B
Instrumentation, Systems, and Automation Society
Independent System Operator

information technology

International Telecommunication Union

local area network

liquid crystal display

light emitting diode

mean time between failure

mean time to repair

North American Electric Reliability Corporation
network interface module

Network Time Protocol
Open Database Connectivity

programmable logic controllers

Portable Operating System Interface
programmable read-only memory

Public Switched Telephone Network

potential transformer

redundant array of inexpensive disks or redundant array of independent disks
read-only memory

Regional Transmission Organization

remote terminal unit

site acceptance test

Supervisory Control and Data Acquisition
Simple Network Time Protocol

sequence of events

single-point information

structured query language

surge withstand capability

Telecontrol Application Service Element
Transmission Control Protocol/Internet Protocol
transmission company

ultra high frequency
uninterruptible power supply
Unshielded Twisted Pair

video display unit
wide area network
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Sisnali hai
Meodem-one Meodem-twe
Sicnali | urati 0-833 s
. .
Information-transmitted-per +b 2b
element-duration
Bitrate 1200-b4s 2400-bfs
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4. System overview

4.1 General

In recent years, network-based substation automation has greatly evolved with the use of IEDs. The processing
is now distributed and functions that used to be done at the control center or remote terminal unit (RTU)
can now be done by the IED or a group of networked IEDs. Despite the fact that many functions can be
moved to the IED, utilities still need a master station for the operation of the power system. Due to the
restructuring of the electric_industry, traditional vertically integrated electric utilities are replaced by many
entities such as: GENCO, TRANSCO, DISCO, ISO, RTO, etc. To fulfill their role, each of these entities needs
a master station and/or control center to receive and process data and take appropriate control actions.

4.2 Master station (control center) architecture and functions

Modern Supervisory Control and Data Acquisition (SCADA) master stations have both software and hardware
in a distributed architecture. The processing power is distributed among various computers and servers that
communicate with each other through a real-time dedicated LAN in the control center.
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Distributed systems have many advantages over centralized systems. Since the data processing is shared on the
network, the various servers require less processing power than in a centralized system. In this way, the cost of
computers can be reduced. It is also easier to upgrade or to add servers if additional processing power is
required. Another advantage of distributed systems is that the failure of one server does not necessarily affect
the whole system. Figure 1 shows an example SCADA master station system architecture without the inclusion
of network security.
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Figure 1—Example SCADA master station system configuration at a control center without
network security shown

Modern SCADA master station systems can use open architecture features that support interconnections with
other systems. Open system standards also support interfaces with other vendors’ products.

To ensure the openness, the system should comply with international standards, such as POSIX"", or industry’s de-
facto standards such as Microsoft>~Windows®™, X Window,-and related products for the computer
applications; IEC 60870-6 (TASE.2)%for communications to other control centers; and IEEE Std

1379 for remote terminal unit (RTU) communications. Despite the fact that most vendors offer open systems,
they each develop their own application programming interface (API). This API enables software
modules to communicate with each other by using common objects and data exchange mechanisms. The IEEE
and the IEC are developing appropriate standards to ensure inter-operability at the API level.

Documents

Document Sharing Hub
Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 12:14:41 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE C37.1-2007


http://www.avadocuments.com/doc/ieee-c37-1-2007
http://www.avadocuments.com/doc/ieee-c37-1-2007

The main elements of the SCADA system illustrated in Figure 1 are as follows:

— Human Machine Interface (HMI): This interface comprises the mimic board and multi video display unit

(VDU) workstations:

—Mapboard: The mapboard (mimic board, or wall board displays an overview of the power system. It
shows a simplified representation of the power system preserving as much detail as possible, and
is arranged to approximated the geographical orientation of the power system. It is useful in
observing major power system disturbances covering a large geographic area. Two different map
board technologies are used in control centers.

The mosaic type mapboard uses small mosaic tiles with the static type information etched or

taped on the tiles. Indicators are used for dynamic information such as breaker status. A matrix of
light emitting diodes (LEDs) can also be inserted in the mimic board to offer animation capability.

If a modification is needed, old tiles are replaced by new ones—a time-consuming activity.

Today, large screen displays (projection systems. large-scale LCD systems, plasma systems, etc.)
are_more commonly used in control centers. The system software prepares and sends to the
mapboard controller the pictures to be displayed. This type of mapboard requires much less
effort when the electric network configuration is modified. A new picture is edited and

propagated to the mapboard. It is also significantly easier to ensure consistent display of the
electric network configuration across multiple control centers.

One significant advantage of the mosaic tile mapboard is the fact that the network orientation and

topology remains visible to a user even in the event of a total power failure, or a malfunction of the
VDU driver or VDU itself.

— Multi-VDU Interface: These are workstations used to view the status of power system devices in
more detail. In modern SCADA systems, multi-VDU workstations give operators easy access to a
wide variety of application and control functions. These workstations can support four or more
physical or virtual VDUs and offer full graphic capability with multi-window techniques such as
pan, zoom, pop-up/pull-down menu and “drag and drop.” Interactive menu selection speeds up
switching between applications.

— Application servers: SCADA systems have several different servers, as follows:

— Core SCADA subsystems: This server is used mainly for data processing functions and real-time
operational process control.

— Database subsystems: This server supports the historical database and other system databases.

i This information is given for the convenience of the users of this standard and does not constitute an endorsement by the IEEE

of these products. Equivalent products may be used if they can be shown to lead to the same results.

2 Information on references can be found in Clause 2.

— Advanced application subsystems: These servers support all Energy Management System (EMS) or

Distribution Management System (DMS) applications. The main characteristic of this server is its

processing power. More than one server may be used for these applications.

— Historical databases: These servers support the database that contains all historical data.
This information can also be used for system studies or operators’ training. Data are forecasted or
estimated for future values.
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— Configuration and management: This server is used for the control, management, and maintenance of the
whole SCADA system. From this server, the operation mode of each server can be controlled and system backup
functions can be ordered.

— Communication front-end: This system is used for data acquisition from RTUs and field equipment.
It provides functions such as acquiring the RTU data, protocol conversion, security check, temporary

storage of analog and digital data, and detection of analog value and digital state changes.

— External communication server: This server provides data exchange with other control centers. A standard
protocol, such as IEC 60870-6 (TASE.2) should be used to exchange real-time and archive data. As this server
provides a window into the master station, special attention should be paid to protecting unauthorized access
via this server, and to the protection of the data residing in the master station database from unauthorized
access or modification. See 5.5 for additional security requirements.

4.3 Remote site (substation) control system functions and architecture

Prior to using IEDs as the control and monitoring interface to the power system equipment, the substation RTU
was the gathering point for substation data and control circuits. The substation protection and automatic controls
provided the basic functions, and the RTU was an overlay to provide remote control and monitoring. With TEDs,
the RTU may still be specified as all or as only a part of the substation control and data acquisition system and
may still provide the communications interface to the master station. By using substation integration techniques to
connect IEDs together using one or more communication networks, the traditional RTU functionality becomes
more_distributed within the substation with the result that the traditional RTU may not even exist. Once the
substation IEDs are integrated together, it is then possible to accomplish substation automation.

The main elements of a substation automation system are similar to those in a SCADA master and should be
specified for a substation automation system. The following elements may be contained in a system:

— HMI: This hardware interface runs software that creates graphics on a video display that replace the traditional
mimic boards, analog displays, control switches, and selector switches. The hardware component usually
includes an IEEE Std 1613 substation-hardened computer with a display terminal and keyboard that are
mounted in a rack or panel. The HMI hardware may also be a commercially available computer that is
appropriately isolated from the substation environment as required.

— RTU: The substation RTU may still be a traditional RTU with hard-wired inputs and outputs and
communication with one or more SCADA masters. With the proliferation and increasing capabilities of
IEDs, however, the RTU may actually combine several different elements into one device. For example, the
RTU may provide the substation HMI, the data concentrator, and remote access controller.

— Data Concentrator: A data concentrator collects the required data from all substation IEDs, even the RTU as
necessary, and provides data exchange with other systems (possibly even other SCADA masters). Different
system configurations are possible such that the RTU, HMI, and data concentrator elements are in one device.

— Remote Access Controller: This IED enables remote access to the substation IEDs for remote configuration,
access, and data retrieval. Different system configurations are possible, such that the remote access controller
is the same IED as the data concentrator.

These elements perform at least the following functions in a substation automation system:

a) Measurement

b) Status monitoring

¢) Control

d) Ancillary services
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¢) Time synchronization

f) Programmed logic

Clause 5 contains the specification for these functions and elements that the designer/specifier can use to specify a
substation automation system. Many of these elements and functions are combined together into a block diagram,
which the designer/specifier may require as part of the substation automation system. Figure 2 is a simplified
block diagram taken from IEEE Std C37.115 that does not show any network security. It is an example of a
substation automation system with all IEDs on a substation LAN. The example block diagram shows a single
LAN and non-redundant IEDs. Other architectures may include redundant IEDs, LANs, and communication
channels. IEDs that are not network enabled are typically connected to the substation LAN via a data concentrator
or serial device server (serial port server), which is not shown in the figure.

Not shown or included in Figure 2 are separate connections to the maintenance ports of the IEDs for remote
access. In the past, these ports were often connected to a port switch and an auto-answer modem connected to a
dial-up phone line, providing an additional communications channel into the substation. Many IEDs still
support this method of remote access. As IEDs have added network ports, as shown in Figure 2, remote and local
access to IEDs can now be accomplished over the substation LAN. In Figure 2, the connection from the substation
to the EMS and other users at engineering work stations is through a WAN. The connection from the WAN to the
substation LAN is through a router and firewall.

Figure 2 shows a “dedicated channel” from the SCADA master to the RTU, which is not meant to imply either
serial or network connectivity, but to convey the concept that substation control systems may have both an
interface to a SCADA master (for control by a regional operating center) and to the corporate EMS. The diagram
shows two methods of data acquisition and control. One is via IEDs connected to the substation power
system equipment and sensors. The other is via direct connections to the substation RTU. In both cases, the data
may be stored in a database server or a separate connection to a remote historian or database may be provided (not
shown). Depending on the capabilities of the substation HMI, the database server and the HMI may be combined

into one device. This reduces the database generation and maintenance effort and simplifies the system design.

Figure 2 does not show any communication message encryption devices for any internal or external
communications, although the router could address external encryption and authentication.

Figure 2 does show wiring for a timing signal from an IRIG-B generator, which is typically a GPS satellite clock
that distributes a time signal to the substation IEDs using a separate timing wire. Depending on the timing

requirements, the timing wire may not be necessary if the IED clocks can be accurately set over the LAN using the
NTP, SNTP, or IEEE Std 1588.
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Figure 2—Example substation automation system architecture without security shown

The designer/specifier can use the following sections to specify the elements and functions of the system briefly

discussed in 4.3.
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5. System design

System design requires multiple steps and will most likely require multiple iterations. First, the designer/specifier
should define the near and long-term system functionality. The most benefit from this definition will be obtained
by using an analysis from an enterprise level such that corporate standards could be developed. This definition
should be based upon the existing or planned electrical infrastructure. This definition should be based on reality.
An overly aggressive plan may include components that will not be used or may be obsolete by the time such
functions are implemented. The definition of requirements is usually based on perceived current needs and

anticipation of future needs, and is therefore somewhat unconstrained. Confining the list to minimum requirements

may leave users with unfulfilled requirements and the need for an upgrade sooner than desirable.

Once the functional requirements are defined, then decisions can be made regarding communication protocols
(external and internal to the substation), IEDs, architecture, security, and availability. Conversely, selection of
components and architectures is usually constrained by various elements such as pre-existing equipment, IED
selection by other departments, equipment and procedure standards, costs, etc. Therefore, the system design may
redefine previously established requirements, resulting in an iterative process in order to reach a satisfactory

compromise.

This clause assumes the designer/specifier has a working knowledge of the functions common to SCADA and
automation systems. The annexes of this standard provide important reference information on function
implementation. The designer/specifier is encouraged to use these annexes to align the work with known common
practices.
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5.1 System function definitions

SCADA and Substation Automation systems can be viewed as providing specific key functions, such as the
following:

a) Measurements

b) Status monitoring ¢) Control

d) Ancillary services

e) Time synchronism

f) Programmed logic functions

The system design needs to include a definition of the required functions. Once the required functions are
established, an assessment should be made to define the required performance.

CAUTION

To assist the designer/specifier, tables in this clause provide typical values representing industry consensus for a
power transmission network. Requirements for particular transmission, distribution, or generation utilities are
likely to be different. The system designer/specifier should determine the actual performance requirements.

These tables include the system functions previously listed. Not all functions require the same data set. The
designer/specifier may find it useful to define subsets of measurements, status, and control points that have
different performance requirements.

The tables in this clause also include the following typical performance requirements (whose definitions can be
found in the definitions and annexes):

— Update periodicity (seconds)

— Accuracy (%)

— Unavailability (hours/month)

—Latency (seconds)

— Resolution (%)

—Time skew (seconds)

Typical is used in these tables to demonstrate that the values shown are for a specific example as previously
discussed. If the designer/specifier is using these tables in a specification, then the word “typical” shall be removed
from the tables. Where no values are present, no industry consensus was available.

System functions may have differing performance requirements specific to a group of users. These differences

depend on the location, function, and needs of the users within the physical and organizational enterprise. It is

valuable to group common requirements as requirement tiers within a function list so as to

fully understand how performance issues impact the system design. To recognize the differences, the tables have

multiple-tier entries so that different performance requirements from users can be captured. Because of system,

IED, or other limitations, implementers may need to use the most stringent requirements, which will impact
performance requirements for some users.
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The tables in this clause can be used as a basis for evaluating all aspects of system performance. For example, if
the requirement is that power measurements be presented to the local substation HMI with only a two-second

latency and refresh rate, the requirements for the local communications network and data handling of IEDs are
bounded. These requirements may impose unreasonable communications network performance if the same
performance is extended to the enterprise operation center or to the support staff workstations. A reasonable
solution might be to allow longer, more suitable, latency and refresh for the operations center.

The designer/specifier should ensure that system testing requirements discussed in Clause 9 include confirmation
of the performance requirements developed from this clause. The designer/specifier should also note that system
alarms, discussed in 6.4.6, will be required in order to track performance requirements.

5.1.1 Measurement services

Table 1 is presented as a means to capture typical performance requirements for measurements.
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