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Abstract: The philosophy, design, implementation (including building displays, testing, training, 
commissioning, and verification), operation (including maintenance and decommissioning) of 
human machine interfaces (HMIs) used with electric utility automation systems are covered by and 
provided a basis with this recommended practice.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. These 
notices and disclaimers, or a reference to this page (https://​standards​.ieee​.org/​ipr/​disclaimers​.html), appear in 
all IEEE standards and may be found under the heading “Important Notices and Disclaimers Concerning IEEE 
Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards 
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus 
development process, which brings together volunteers representing varied viewpoints and interests to 
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic, 
and industry-based expertise in technical working groups. Volunteers involved in technical working groups 
are not necessarily members of IEEE or IEEE SA and participate without compensation from IEEE. While 
IEEE administers the process and establishes rules to promote fairness in the consensus development process, 
IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the soundness 
of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties, 
express or implied, concerning all standards, including but not limited to the warranties of merchantability, 
fitness for a particular purpose and non-infringement IEEE Standards documents do not guarantee safety, 
security, health, or environmental protection, or compliance with law, or guarantee against interference with 
or from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material 
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS IS” 
and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there 
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to 
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and 
issued is subject to change brought about through developments in the state of the art and comments received 
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any 
other person or entity to another. Any person utilizing any IEEE Standards document should rely upon their 
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, 
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE 
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; 
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE 
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND 
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that 
an IEEE standard is translated, only the English language version published by IEEE is the approved IEEE 
standard.

Use by artificial intelligence systems

In no event shall material in any IEEE Standards documents be used for the purpose of creating, training, 
enhancing, developing, maintaining, or contributing to any artificial intelligence systems without the express, 
written consent of IEEE SA in advance. “Artificial intelligence” refers to any software, application, or other 
system that uses artificial intelligence, machine learning, or similar technologies, to analyze, train, process, or 
generate content. Requests for consent can be submitted using the Contact Us form.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations 
Manual is not, and shall not be considered or inferred to be, the official position of IEEE or any of its 
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE or IEEE SA. At 
lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards 
shall make it clear that the presenter’s views should be considered the personal views of that individual rather 
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements 
made by volunteers may not represent the formal position of their employer(s) or affiliation(s). News releases 
about IEEE standards issued by entities other than IEEE SA should be considered the view of the entity issuing 
the release rather than the formal position of IEEE or IEEE SA.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of 
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting 
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with 
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is 
important that any responses to comments and questions also receive the concurrence of a balance of interests. 
For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board of Governors 
are not able to provide an instant response to comments or questions, except in those cases where the matter 
has previously been addressed. For the same reason, IEEE does not respond to interpretation requests. Any 
person who would like to participate in evaluating comments or revisions to an IEEE standard is welcome to 
join the relevant IEEE SA working group. You can indicate interest in a working group using the Interests tab 
in the Manage Profile and Interests area of the IEEE SA myProject system.1 An IEEE Account is needed to 
access the application.

Comments on standards should be submitted using the Contact Us form.2

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with 
the provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory 

1 Available at: https://​development​.standards​.ieee​.org/​myproject​-web/​public/​view​.html​#landing.
2 Available at: https://​standards​.ieee​.org/​about/​contact/​.
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requirements. Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in 
compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and 
data ownership in the context of assessing and using the standards in compliance with applicable laws and 
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They 
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include 
both use by reference, in laws and regulations, and use in private self-regulation, standardization, and the 
promotion of engineering practices and methods. By making these documents available for use and adoption 
by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright to the 
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to 
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center, 
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://​www​.copyright​
.com/​. Permission to photocopy portions of any individual standard for educational classroom use can also be 
obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old 
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some 
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have 
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through 
the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.3 For more information 
about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.4 Search for standard number and 
year of approval to access the web page of the published standard. Errata links are located under the Additional 

3 Available at: https://​ieeexplore​.ieee​.org/​browse/​standards/​collection/​ieee.
4 Available at: https://​standards​.ieee​.org/​standard/​index​.html.
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Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to periodically 
check for errata.

Patents

IEEE standards are developed in compliance with the IEEE SA Patent Policy.5

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the 
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has 
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE 
SA Website at https://​standards​.ieee​.org/​about/​sasb/​patcom/​patents​.html. Letters of Assurance may indicate 
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation 
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair 
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries 
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions 
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are 
reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the 
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility. 
Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over 
time. The IEEE standards development process allows participants to review developments in industries, 
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard. 
During this evolution, the technologies and recommendations in IEEE standards may be implemented in ways 
not foreseen during the standard’s development. IEEE standards development activities consider research 
and information presented to the standards development group in developing any safety recommendations. 
Other information about safety practices, changes in technology or technology implementation, or impact 
by peripheral systems also may be pertinent to safety considerations during implementation of the standard. 
Implementers and users of IEEE Standards documents are responsible for determining and complying with all 
appropriate safety, security, environmental, health, data privacy, and interference protection practices and all 
applicable laws and regulations.

5 Available at: https://​standards​.ieee​.org/​about/​sasb/​patcom/​materials​.html.
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Introduction

This introduction is not part of IEEE Std C37.1.3-2025, IEEE Recommended Practice for Human Machine Interfaces 
(HMIs) used with Electric Utility Automation Systems.

The basis of a human machine interface (HMI) specification used in substation automation systems was 
originally specified in IEEE Std C37.1™-2007 [B19].6 That work was originally sponsored by the Substations 
Committee. Work was started on an update with a schedule for publication in 2017. In preparation of that 
material, the working group decided that the scope of IEEE Std C37.1 was too broad to effectively update 
using one working group. The Substations C0 Subcommittee began work on splitting IEEE Std C37.1 into 
several standards, specific to topics contained within IEEE Std C37.1. This approach could enable those topics 
to be addressed more completely to help increase their value to the industry. One topic identified was the HMI 
used in substation automation systems. With the reorganization of the IEEE Power and Energy Society around 
2016, that work was delayed as the work was moved into a new Sponsor—the Power System Relaying and 
Control Committee (PSRC).

Once relocated to the PSRC, the work was approved by the H Subcommittee with the formation of working 
group H46. The approved scope expanded the HMI topic from IEEE Std C37.1-2007 [B19] to match the 
scope of the PSRC. The H46 working group debated the definition of the HMI, looking to other standards 
for guidance. IEEE Std C37.2™ [B20] had introduced the HMI acronym back in 2008 and work in the ISA 
(ANSI/ISA-101.01-2015 [B3]) was also referenced.

6 The numbers in brackets correspond to those of the bibliography in Annex A.
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1.  Overview

1.1  Scope

This recommended practice applies to, and provides the basis for, the design (including philosophy), 
implementation (including building displays, testing, and training), operation (including maintenance and 
decommissioning) of human machine interfaces (HMIs) used with electric utility automation systems.

1.2  Purpose

The purpose of this recommended practice is to recommend an industry-specific process for developing HMIs 
used with electric utility automation systems.

1.3  Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard 
and from which no deviation is permitted (shall equals is required to).7,8

The word should indicates that among several possibilities one is recommended as particularly suitable, 
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily 
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals 
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can 
equals is able to).

7 The use of the word must is deprecated and cannot be used when stating mandatory requirements, must is used only to describe 
unavoidable situations.
8 The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
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2.  Normative references
The following referenced documents are indispensable for the application of this document (i.e., they must 
be understood and used, so each referenced document is cited in text and its relationship to this document is 
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the 
referenced document (including any amendments or corrigenda) applies.

There are no normative references in this recommended practice.

3.  Definitions, acronyms, and abbreviations

3.1  Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary 
Online should be consulted for terms not defined in this clause. 9

ergonomics:  See:​human factors engineering.

human factors engineering: Refer to ANSI/ISA-101.01-2015.

NOTE—See ANSI/ISA-101.01-2015 [B3].10,11

human machine interface (HMI): A collection of hardware and software that displays data or information 
for an operator and allows control of or interaction with a physical process or system by an operator.

human machine interface (HMI) philosophy: A strategic document addressing the guiding principles that 
govern human machine interface (HMI) design. It provides the conceptual foundation for a complete HMI 
design and includes details on HMI use cases.

human machine interface (HMI) style guide: A document that applies a human machine interface (HMI) 
philosophy by providing implementation examples and guidance without all of the necessary technical details 
or any accounting of differences in the target hardware or software platforms.

human machine interface (HMI) toolkit: Applies the human machine interface (HMI) philosophy and 
HMI style guide into software templates that are used for the building blocks of an HMI using specified HMI 
application-development software.

pop-up: A smaller screen in a human machine interface (HMI) that appears on top of other larger windows, 
usually to present the user with information that requires user interaction to close the pop-up, acknowledge the 
pop-up, or perform some other interaction with an HMI (e.g., control).

primary users: Those people directly responsible for the operation of the physical process or system 
controlled or monitored from a human machine interface (HMI).

secondary users: Those people who are supporting the operations activities associated with an HMI, whether 
maintenance, engineering, management, and so forth.

9IEEE Standards Dictionary Online is available at: http://​dictionary​.ieee​.org. An IEEE account is required for access to the dictionary, 
and one can be created at no charge on the dictionary sign-in page.
10 The numbers in brackets correspond to those of the bibliography in Annex A.
11 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement this 
standard.
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3.2  Acronyms and abbreviations

ADDIE	 Analyze, Design, Develop, Implement, and Evaluate

CIP	 critical infrastructure protection

CSV	 comma-separated value

CT	 current transformer

DB9F	 D-Subminiature connector with 9 pins and female connector

DNP	 Distributed Network Protocol

DNP3	 Distributed Network Protocol 3

DMS	 distribution management system

EMI	 electromagnetic interference

EMS	 energy management system

FAT	 Factory Acceptance Test

HFE	 human factors engineering

HMI	 human machine interface

IED	 intelligent electronic device

LAN	 local area network

PPE	 personal protective equipment

RJ45	 registered jack-45

rms	 root mean square

SAT	 Site Acceptance Test

SCADA	 supervisory control and data acquisition

SCL	 System Configuration Language

SIT	 Site Integration Test

SSD	 solid-state drive

USB	 Universal Serial Bus

4.  Lifecycle

4.1  General

An HMI used with electric utility automation systems (i.e., “the HMI”) includes both hardware and software 
to interact with a physical process or system related to the generation, storage, transmission, distribution, and 
so forth of electricity. Combined together the hardware and software form an HMI that is the intermediary 
between a human and a physical process or system related to electric utility systems.12 The hardware portion 
of the HMI is briefly discussed in this recommended practice to address the appropriateness of its physical 
design (e.g., interconnection and placement near, at, or remote to those physical systems) in relationship to and 

12 This type of HMI is therefore different than many other common types of user interfaces that could also be described as an HMI. These 
other user interfaces are only an interface between a user and the software application, such as a user interface for the development 
environment of a programming language, a user-interface for document creation, a web-based interface for airplane reservations, and so 
forth.
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impact on the logical design. That logical design has some common elements associated with other standards 
related to HMI development and other standards related to software development lifecycle models.

With both hardware and software elements, the “HMI life cycle” or “HMI lifecycle” is applicable to a system 
lifecycle that varies depending on their nature, purpose, and use in that system. ANSI/ISA-101.01-2015 [B3] 
includes HMI lifecycle stages in Clause 4 and Figure 2; these stages are system standardization, design, 
implementation, and operation.

There are several other software lifecycle models that could be applied and used for the HMI lifecycle. As 
software, a software lifecycle model is in ISO/IEC/IEEE  12207-2017 [B32] and contains a common set 
of stages for a software system that are as follows: concept exploration, development, sustainment, and 
retirement. This is a comprehensive approach to the software lifecycle. Table 1 maps ISO/IEC/IEEE 12207-
2017 [B32] with an assessment of the context for which topics are addressed in this recommended practice. 
One example could be a decoupling of hardware and software by means of virtualization.

Table 1—Mapping of ISO/IEC/IEEE 12207™-2017 [B32] processes to this recommended 
practice

ISO/IEC/IEEE 12207-
2017 [B32] subclause

ISO/IEC/IEEE 12207-
2017 [B32] process

ISO/IEC/IEEE 12207-
2017 [B32] definition

Assessment

6.1.1 Acquisition Obtain a product or service 
in accordance with the 
organization’s requirements.

Not addressed.

6.1.2 Supply Provide the organization with 
a product or service that meets 
agreed requirements.

Not addressed.

6.2.1 Lifecycle management Define, maintain, and assure 
availability of policies, lifecycle 
processes, lifecycle models, 
and procedures for use.

While lifecycle is in 
scope, the management 
of that lifecycle is not.

6.2.2 Infrastructure 
management

Provide the infrastructure and 
services to projects to support the 
organization and project objectives 
throughout the lifecycle.

Not addressed.

6.2.3 Portfolio management Initiate and sustain necessary, 
sufficient and suitable projects 
in order to meet the strategic 
objectives of the organization.

Not addressed.

6.2.4 Human resource 
management

Provide the organization with 
necessary human resources and 
to maintain their competencies, 
consistent with business needs.

Not addressed.

6.2.5 Quality management Assure that products, services, 
and implementation of the 
quality management process 
meet organization and project 
quality objectives and achieve 
customer satisfaction.

Not addressed.

6.2.6 Knowledge 
management

Create the capability and assets that 
enable the organization to exploit 
opportunities to reapply existing 
knowledge, skills, knowledge 
assets, and system elements.

Not addressed.

6.3.1 Project planning Produce and coordinate effective 
and workable plans.

Not addressed.

Table continues
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ISO/IEC/IEEE 12207-
2017 [B32] subclause

ISO/IEC/IEEE 12207-
2017 [B32] process

ISO/IEC/IEEE 12207-
2017 [B32] definition

Assessment

6.3.2 Project assessment 
and control

Assess if the plans are aligned and 
feasible; determine the status of 
the project, technical and process 
performance; and direct execution 
to help ensure that the performance 
is according to plans and schedules, 
within projected budgets, to 
satisfy technical objectives.

Not addressed.

6.3.3 Decision management Provide a structure, analytical 
framework for objectively identifying, 
characterizing and evaluating a set 
of alternatives for a decision at any 
point in the lifecycle and select the 
most beneficial course of action.

Indirect. This 
recommended 
practice helps identify 
and characterize 
alternatives.

6.3.4 Risk management Identify, analyze, treat, and 
monitor the risks continually.

Indirect. This 
recommended practice 
helps identify risks.

6.3.5 Configuration 
management

Manage and control system 
elements and configurations over 
the lifecycle; manage consistency 
between a product and its associated 
configuration definition.

Refer to 5.3.

6.3.6 Information 
management

Generate, obtain, confirm, transform, 
retain, retrieve, disseminate 
and dispose of information, to 
designated stakeholders.

Not addressed.

6.3.7 Measurement Collect, analyze, and report 
objective data and information 
to support effective management 
and demonstrate the quality of the 
products, services, and processes.

Not addressed.

6.3.8 Quality assurance Help ensure the effective application 
of an organization’s quality 
management process to the project.

Refer to 4.2.

6.4.1 Business or mission 
analysis

Define the business or mission 
problem or opportunity, characterize 
the solution space, and determine 
potential solution class(es) that 
could address a problem or take 
advantage of an opportunity.

Refer to 4.2.

6.4.2 Stakeholder needs 
and requirements

Define the stakeholder requirements 
for a system that can provide the 
capabilities needed by users and other 
stakeholders in a defined environment.

Refer to 4.2.

6.4.3 System/Software 
requirements definition

Transform the stakeholder, user-
oriented view of desired capabilities 
into a technical view of a solution that 
meets the operational needs of the user.

Refer to 4.2.

6.4.4 Architecture definition Generate system architecture 
alternatives, to select one or 
more alternative(s) that frame 
stakeholder concerns and meet 
system requirements, and to express 
this is a set of consistent views.

As applicable to 
the overall HMI 
architecture and how 
software and hardware 
combine. Refer to 4.2.

Table 1—Mapping of ISO/IEC/IEEE 12207™-2017 [B32] processes 
to this recommended practice (continued)

Table continues
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ISO/IEC/IEEE 12207-
2017 [B32] subclause

ISO/IEC/IEEE 12207-
2017 [B32] process

ISO/IEC/IEEE 12207-
2017 [B32] definition

Assessment

6.4.5 Design definition Provide sufficient detailed data and 
information about the system and its 
elements to enable the implementation 
consistent with architectural 
entities as defined in models and 
views of the system architecture.

Refer to 4.2.

6.4.6 System analysis Provide a rigorous basis of data 
and information for technical 
understanding to aid decision-making 
across the lifecycle. It is used for 
a wide range of analytical needs 
concerning operational concepts, 
determination of requirement 
values, resolution of requirements 
conflicts, assessment of alternative 
architectures or system elements, 
and evaluation of engineering 
strategies (integration, verification, 
validation, and maintenance).

Integration of the HMI 
with other systems is 
outside the scope but 
is referenced in 4.2.

6.4.7 Implementation Realize a specified system element; 
transforms requirements, architecture, 
and design, including interfaces, into 
actions that create a system element 
according to the practices of the 
selected implementation technology, 
using appropriate technical specialties 
or disciplines. Results in a system 
element that satisfies specified system 
requirements, architecture, and design.

From the perspective 
that the HMI is the 
specified system 
element, refer to 4.3.

6.4.8 Integration Synthesize a set of system elements 
into a realize system (product or 
service) that satisfies system/software 
requirements, architecture, and design.

Referenced as needed 
in 4.2, but not in scope.

6.4.9 Verification Provide objective evidence that 
a system or system element 
fulfills its specified requirements 
and characteristics.

Refer to 4.3.6.

6.4.10 Transition Establish a capability for a system 
to provide services specified by 
stakeholder requirements in the 
operational environment. Moves the 
system in an orderly, planned manner 
into the operational status, such that 
the system is functional, operable and 
compatible with other operational 
systems. Installs a verified system.

Refer to 4.3.6.

6.4.11 Validation Provide objective evidence that 
the system, when in use, fulfils 
its business or mission objectives 
and stakeholder requirements, 
achieving its intended use in its 
intended operational environment.

Used at many points 
in the life cycle, one 
example is 4.3.6

Table 1—Mapping of ISO/IEC/IEEE 12207™-2017 [B32] processes 
to this recommended practice (continued)

Table continues
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ISO/IEC/IEEE 12207-
2017 [B32] subclause

ISO/IEC/IEEE 12207-
2017 [B32] process

ISO/IEC/IEEE 12207-
2017 [B32] definition

Assessment

6.4.12 Operation Use the system to deliver its services. 
Establishes requirements for and 
assigns personnel to operate the 
system and monitors the services 
and operator-system performance. 
In order to sustain services, it 
identifies and analyses operational 
anomalies in relation to agreements, 
stakeholder requirements and 
organizational constraints.

Refer to 4.4.

6.4.13 Maintenance Sustain the capability of the system 
to provide a service. Monitors 
the system’s capability to deliver 
services, records incidents for 
analysis, takes corrective, adaptive, 
perfective, and preventative actions 
and confirms restored capability.

Refer to 4.5.

6.4.14 Disposal Ends the existence of a system 
element or system for a specified 
intended use, appropriately handle 
replaced or retired elements, and 
to properly attend to identified 
critical disposal needs (e.g., per 
an agreement, per organizational 
policy, or for environmental, 
legal, safety, security aspects).

Refer to 4.6.

As Table 1 shows, this recommended practice does not include many topics from ISO/IEC/IEEE 12207-
2017 [B32]. Another IEEE standard related to lifecycles that could be applicable to HMIs is in ISO/IEC/
IEEE 24748‐1-2018 [B33] that defines the following six example stages for managing a “system-of-interest”: 
concept, development, production, utilization, support, and retirement. Table 2 shows a mapping of ISO/IEC/
IEEE 24748‐1-2018 [B33] to the lifecycle stages of this recommended practice.

Table 1—Mapping of ISO/IEC/IEEE 12207™-2017 [B32] processes 
to this recommended practice (continued)
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Table 2—Mapping of ISO/IEC/IEEE 24748-1-2018 [B33] to this recommended practice
ISO/IEC/IEEE 24748‐1-

2018 [B33] clause
ISO/IEC/IEEE 24748‐1-

2018 [B33] stage
ISO/IEC/IEEE 24748‐1-

2018 [B33] definition
Assessment

5.2 Concept The purpose is to identify 
each stakeholder’s needs, 
explore concepts, and 
propose viable solutions.

Tasks in 4.2.3.2 and 4.2.3.3 
in the design phase generate 
the development of the 
HMI philosophy (refer to 
4.2.3.3.2) and HMI style 
guide (refer to 4.2.3.3.3) that 
address both the physical 
design and logical design.

5.3 Development The purpose is to refine 
system requirements, create 
a solution description, 
build the system (e.g., a 
prototype), and verify and 
validate the system.

Tasks in 4.2.3.2 and 4.2.3.3 
in the design phase generate 
the development of the HMI 
philosophy (refer to 4.2.3.3.2) 
and HMI style guide (refer 
to 4.2.3.3.3) that address 
both the physical design 
and logical design. Also, 
in the design phase, 4.2.3.4 
addresses creating a prototype 
as part of the finalization of 
the HMI toolkit to verify and 
validate that the HMI toolkit 
meets all requirements.

5.4 Production The purpose is to produce 
the system, inspect, and test.

Building a specific instance 
of the HMI (e.g., as a product 
or as a new substation HMI 
at a greenfield substation) 
is addressed in 4.3 as 
implementation, including both 
the physical and logical design.

5.5 Utilization The purpose is to operate 
the system to satisfy 
each user’s needs.

HMI operation is 
addressed in 4.4.

5.6 Support The purpose is to provide 
sustained system capability.

HMI maintenance is 
addressed in 4.5.

5.7 Retirement The purpose is to store, 
archive, or dispose 
of the system.

HMI decommissioning 
is addressed in 4.6.

Table 2 shows a better mapping of topics into the stages used by this recommended practice. The HMI lifecycle 
stages are described sequentially in this recommended practice as follows:

—	 Design stage (4.2)

—	 Implementation stage (4.3)

—	 Operation stage (4.4)

—	 Maintenance stage (4.5)

—	 Decommissioning stage (4.6)

This lifecycle sequence includes the design and implementation stages that include a method for project 
development. There are several models for project development that are commonly applied to software 
development: waterfall, incremental, spiral, iterative, evolutionary (adaptive), and agile. Refer to ISO/IEC/
IEEE 12207-2017 [B32] for a detailed discussion of each project development model and the impacts on the 
system lifecycle processes that could be applicable to the HMI lifecycle stages presented in this recommended 
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