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Abstract: A common profile for the use of Precision Time Protocol (PTP) of IEEE Std 1588-2008 
in power system protection, control, automation, and data communication applications utilizing an 
Ethernet communications architecture is specified. 
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Introduction 

This introduction is not part of IEEE Std C37.238-2011, IEEE Standard Profile for Use of IEEE 1588™ Precision Time 
Protocol in Power System Applications. 

This standard specifies a common profile for use of IEEE 1588 Precision Time Protocol (PTP) in power 
system protection, control, automation, and data communication applications utilizing an Ethernet 
communications architecture.  

Typical Ethernet-based time distribution architecture consists of a reference clock, bridges, and end 
devices. Bridges with boundary clock functionality may also be used at interconnection points between 
different PTP domains or PTP profiles. 

In addition to distributing global time that is traceable to a recognized standard time source, the profile has 
a provision for distributing local time for the cases when connectivity to recognized standard time sources 
is lost. 

The profile can be used for precise time synchronization of the devices in a substation, and between 
substations in a larger geographical area, if performance requirements of this standard are met. 

The use of different physical layer communication technologies to carry Ethernet frames, including 
SONET/SDH and wireless technologies, is not precluded if they can meet performance requirements of this 
standard. 

Time distribution specified in this standard is based on the following basic assumptions: 

� All devices that participate in time distribution support this standard. 

� All devices are in the same time distribution domain. 

� All devices have point-to-point connections to their neighbors.  

� Transmit and receive cable delay for each point-to-point connection is assumed to be symmetrical. 
Known asymmetry in cable delay can be configured and corrected. 

The use of security techniques is an important consideration and, based on the application, may be 
desirable or mandated. Security extensions and network engineering methods for hardening the PTP-based 
time distribution system against malicious attacks are not covered, and are outside of scope of this standard. 
If security techniques are used, they should not impair the ability of devices to achieve performance, 
specified in this standard. Future improvements in IEEE 1588 security mechanism will be considered in a 
revision of this standard. 

Redundancy is an important consideration; some applications recommend or mandate support for different 
time distribution technologies, e.g., Global Positioning System (GPS) and Inter-Range Instrumentation 
Group B (IRIG-B). Support for multiple time distribution technologies at the same time is out of scope of 
this standard. 
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Notice to users 

Laws and regulations 

Users of these documents should consult all applicable laws and regulations. Compliance with the 
provisions of this standard does not imply compliance to any applicable regulatory requirements. 
Implementers of the standard are responsible for observing or referring to the applicable regulatory 
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in 
compliance with applicable laws, and these documents may not be construed as doing so.  

Copyrights 

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and 
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this 
document available for use and adoption by public authorities and private users, the IEEE does not waive 
any rights in copyright to this document. 

Updating of IEEE documents 

Users of IEEE standards should be aware that these documents may be superseded at any time by the 
issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether 
a given document is the current edition and whether it has been amended through the issuance of 
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at 
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously. 

For more information about the IEEE Standards Association or the IEEE standards development process, 
visit the IEEE-SA web site at http://standards.ieee.org. 

Errata 

Errata, if any, for this and all other standards can be accessed at the following URL:  
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL 
for errata periodically. 

Interpretations 

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/ 
index.html. 
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Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken with respect to the existence 
or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying 
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity 
or scope of Patents Claims or determining whether any licensing terms or conditions provided in 
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable 
or non-discriminatory. Users of this standard are expressly advised that determination of the validity of any 
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further 
information may be obtained from the IEEE Standards Association. 
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IEEE Standard Profile for Use of 
IEEE 1588™ Precision Time Protocol 
in Power System Applications 

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or 
environmental protection. Implementers of the standard are responsible for determining appropriate 
safety, security, environmental, and health practices or regulatory requirements. 

This IEEE document is made available for use subject to important notices and legal disclaimers.  
These notices and disclaimers appear in all publications containing this document and may  
be found under the heading “Important Notice” or “Important Notices and Disclaimers  
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 
http://standards.ieee.org/IPR/disclaimers.html. 

1. Overview 

1.1 Scope 

This standard specifies a common profile for the use of IEEE 1588 Precision Time Protocol (PTP) in power 
system protection, control, automation, and data communication applications utilizing an Ethernet 
communications architecture. 

The profile specifies a well-defined subset of IEEE 1588 mechanisms and settings aimed at enabling device 
interoperability, robust response to network failures, and deterministic control of delivered time quality. It 
specifies the preferred physical layer (Ethernet) higher level protocol used for PTP message exchange and 
the PTP protocol configuration parameters. Special attention is given to ensuring consistent and reliable 
time distribution within substations, between substations, and across wide geographic areas. 

1.2 Purpose 

The purpose of this standard is to facilitate adoption of IEEE Std 1588-2008 for power system applications 
requiring high precision time synchronization.1 It specifies a common subset of PTP parameters and 
options to provide global time availability, device interoperability, and failure management. This set of PTP 

                                                 
1 Information on references can be found in Clause 2. 
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parameters and options allows IEEE 1588-based time synchronization to be used in mission critical power 
system protection, control, automation, and data communication applications. 

2. Normative references 

The following referenced documents are indispensable for the application of this document (i.e., they must 
be understood and used, so each referenced document is cited in text and its relationship to this document is 
explained). For dated references, only the edition cited applies. For undated references, the latest edition of 
the referenced document (including any amendments or corrigenda) applies. 

IEEE Std 1588™-2008, IEEE Standard for a Precision Clock Synchronization Protocol for Networked 
Measurement and Control Systems.2, 3 

3. Definitions, special terms, and word usage 

For the purposes of this document, the following terms and definitions apply. The IEEE Standards 
Dictionary: Glossary of Terms & Definitions should be referenced for terms not defined in this clause.4  

3.1 Definitions 

accuracy: The mean of the time or frequency error between the clock under test and a perfect reference 
clock, over an ensemble of measurements. See also: precision. 

boundary clock: A clock that has multiple Precision Time Protocol (PTP) ports in a domain and maintains 
the timescale used in the domain. It may serve as the source of time (i.e., be a master clock) and may 
synchronize to another clock (i.e., be a slave clock). 

clock: A device participating in the Precision Time Protocol (PTP) that is capable of providing a 
measurement of the passage of time since a defined epoch. 

NOTE—In the case of PTP ordinary and boundary clocks that are properly synchronized, the epoch is the epoch of the 
timescale in use. In the case of PTP transparent clocks (TCs), the epoch is locally defined and not necessarily aligned 
with the timescale.5 

device: A node with one or more Ethernet ports that is compliant to IEEE Std C37.238-2011. 

NOTE—Devices are network devices and ordinary clocks. 

default: When applied to attribute values and options means the configuration of a Precision Time Protocol 
(PTP) device as it is delivered from the manufacturer. 

domain: A logical grouping of clocks that synchronize to each other using the protocol, but that are not 
necessarily synchronized to clocks in another domain. 

                                                 
2 IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854-
4141, USA (http://standards.ieee.org).  
3 The IEEE standards or products referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics Engineers, 
Incorporated. 
4 The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at http://shop.ieee.org/. 
5 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement 
this standard.  
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end device: An application specific device with slave-only clock functionality. 

epoch: The origin of a timescale. 

event: An abstraction of the mechanism by which signals or conditions are generated and represented. 

grandmaster-capable clock: A boundary or an ordinary clock that is currently capable of Precision Time 
Protocol (PTP) Master state.  

grandmaster clock: Within a domain, a clock that is the ultimate source of time for clock synchronization 
using the protocol. 

holdover: A clock previously synchronized/syntonized to another clock (normally a primary reference or a 
master clock) but now free-running based on its own internal oscillator, whose frequency is being adjusted 
using data acquired while it had been synchronized/syntonized to the other clock. It is said to be in 
holdover or in the holdover mode, as long as it is within its accuracy requirements. 

intelligent electronic device (IED): Any device incorporating one or more processors with the capability 
to receive or send data/control from or to an external source (e.g., electronic multifunction meters, digital 
relays, controllers). 

link: A network segment between two Precision Time Protocol (PTP) ports supporting the peer delay 
mechanism of this standard. The peer delay mechanism is designed to measure the propagation time over 
such a link. 

multicast communication: A communication model in which each Precision Time Protocol (PTP) 
message sent from any PTP port is capable of being received and processed by all PTP ports on the same 
PTP communication path. 

network device: A device used on a Precision Time Protocol (PTP) communication path to connect 
grandmaster clock to one or more ordinary clocks directly or through one or more network devices. 

NOTE—Bridges are network devices.6 

one-step clock: A clock that provides time information using a single event message. 

ordinary clock: A clock that has a single Precision Time Protocol (PTP) port in a domain and maintains 
the timescale used in the domain. It may serve as a source of time (i.e., be a master clock) or may 
synchronize to another clock (i.e., be a slave clock). 

NOTE—An ordinary clock can be grandmaster-capable or slave-only clock. 

parent clock: The master clock to which a clock is synchronized. 

peer-to-peer transparent clock (P2P TC): A transparent clock that, in addition to providing Precision 
Time Protocol (PTP) event transit time information, also provides corrections for the propagation delay of 
the link connected to the port receiving the PTP event message. In the presence of P2P TCs, delay 
measurements between slave clocks and the master clock are performed using the P2P delay measurement 
mechanism. 

portNumber: An index identifying a specific Precision Time Protocol (PTP) port on a PTP node. 

                                                 
6 A bridge is often referred to as a layer2 switch or simply switch. 
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precision: A measure of the deviation from the mean of the time or frequency error between the clock 
under test and a perfect reference clock. See also: accuracy; traceability. 

Precision Time Protocol (PTP): The protocol defined by IEEE Std 1588-2008. As an adjective, it 
indicates that the modified noun is specified in or interpreted in the context of IEEE Std 1588-2008. 

primary reference: A source of time and or frequency that is traceable to international standards. See also: 
traceability. 

profile: The set of allowed Precision Time Protocol (PTP) features applicable to a device. 

Precision Time Protocol (PTP) communication: Information used in the operation of the protocol, 
transmitted in a PTP message over a PTP communication path. 

Precision Time Protocol (PTP) communication path: The signaling path portion of a particular network 
enabling direct communication among ordinary and boundary clocks. 

Precision Time Protocol (PTP) message: One of the message types defined in IEEE Std 1588-2008. 

Precision Time Protocol (PTP) port: A logical access point of a clock for PTP communications to the 
communications network. 

preferred grandmaster clock: A grandmaster-capable device that is intended to be the best or backup 
grandmaster in the network. Typically a preferred grandmaster has an independent connection to a 
recognized standard time source. There should be at least two preferred grandmaster clocks in a system. 

recognized standard time source: A recognized standard time source is a source external to Precision 
Time Protocol (PTP) that provides time and/or frequency as appropriate that is traceable to the international 
standards laboratories maintaining clocks that form the basis for the International Atomic Time (TAI) and 
Universal Coordinated Time (UTC) timescales. Examples of these are Global Positioning System (GPS), 
NTP, and National Institute of Standards and Technology (NIST) timeservers. 

residence time: The time difference between ingress and egress time stamps for an IEEE C37.238 Sync 
message. 

slave-only clock: An ordinary clock that is not currently capable of Precision Time Protocol (PTP) Master 
state.  

stability: A measure of how the mean of the time or frequency error between the clock under test and a 
perfect reference clock varies with respect to variables such as time, temperature, etc. See: accuracy. 

synchronized clocks: Two clocks are synchronized to a specified uncertainty if they have the same epoch, 
and their measurements of the time of a single event at an arbitrary time differ by no more than that 
uncertainty. 

syntonized clocks: Two clocks are syntonized if the duration of the second is the same on both, which 
means the time as measured by each advances at the same rate. They may or may not share the same epoch. 

timeout: A mechanism for terminating requested activity that, at least from the requester’s perspective, 
does not complete within the specified time. 

timescale: A linear measure of time from an epoch. 

TimeInaccuracy: A device’s estimate of current worst-case time error (its magnitude) between time that 
the device provides and traceable time. 
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traceable: Synchronized to a recognized standard time source. See also: primary reference; recognized 
standard time source; traceability. 

traceability: A property of the result of a measurement or the value of a standard whereby it can be related 
to stated references, usually national or international standards, through an unbroken chain of comparisons 
all having stated uncertainties.  

NOTE—Adapted from the International Vocabulary of Basic and General Terms in Metrology [B12].7 

transparent clock (TC): A device that measures the time taken for a Precision Time Protocol (PTP) event 
message to transit the device and provides this information to clocks receiving this PTP event message. See 
also: end-to-end transparent clock; peer-to-peer transparent clock. 

two-step clock: A clock that provides time information using the combination of an event message and a 
subsequent general message. See also: one-step clock. 

3.2 Special terms 

IEEE C37.238 message: A PTP message compliant to IEEE Std C37.238-2011. 

3.3 Word usage 

In this document, the word shall is used to indicate a mandatory requirement. The word should is used to 
indicate a recommendation. The word may is used to indicate a permissible action. The word can is used 
for statements of possibility and capability. 

4. Abbreviations 

API Application Programming Interface 

BC boundary clock (according to IEEE Std 1588-2008) 

BMC  best master clock (according to IEEE Std 1588-2008) 

CTQ Continuous Time Quality {according to IEEE PC37.118.1™ [B4]} 

DNP3 Distributed Network Protocol version 3 (according to IEEE Std 1815™-2010 [B10]) 

EUI extended unique identifier  

GPS  Global Positioning System 

ID  identification 

IED Intelligent Electronic Device (according to IEC 61850-7-2, Ed. 2.0 [B2]) 

IERS International Earth Rotation and Reference Systems Service 

                                                 
7 The numbers in brackets correspond to those of the bibliography in Annex F.  
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IRIG-B Inter-Range Instrumentation Group B 

LAN Local Area Network 

LN Logical Node (according to IEC 61850-7-2, Ed. 2.0 [B2]) 

MAC media access control (according to IEEE Std 802.3™-2005 [B9]) 

MIB Management Information Base (according to RFC 1157) 

OUI  organizational unique identifier (allocated by the IEEE) 

NOTE—The OUI is typically used in specifications or the implementation of devices for the purpose of identification. 
It identifies the organization that owns the OUI-dependent subidentifier and may not necessarily be the organization 
that defines the specification or provides the hardware.8  

P2P  peer-to-peer (according to IEEE Std 1588-2008) 

PMU Phasor Measurement Unit (according to IEEE Std C37.118™-2005 [B11]) 

PTP  Precision Time Protocol (according to IEEE Std 1588-2008) 

SCADA Supervisory Control and Data Acquisition 

SNMP Simple Network Management Protocol (according to RFC 1157) 

SV Sampled Value (according to IEC 61850-9-2, Ed. 2.0 [B3]) 

TAI International Atomic Time 

TC  transparent clock (according to IEEE Std 1588-2008) 

TLV type, length, value (according to IEEE Std 802.1AB™-2009 [B7]) 

TQ Time Quality (according to IEEE Std C37.118-2005 [B11]) 

UTC  Coordinated Universal Time 

VLAN Virtual Local Area Network (according to IEEE Std 802.1Q™-2005 [B8]) 

5. Standard profile for power system applications 

5.1 Identification 

PTP Profile  

IEEE Standard Profile for Use of IEEE 1588 Precision Time Protocol in Power System Applications 

Version: 1.0 

                                                 
8 The IEEE OUI listing can be obtained at http://standards.ieee.org/develop/regauth/oui/public.html. 

6 
Copyright © 2011 IEEE. All rights reserved. 

Authorized licensed use limited to: Tsinghua University. Downloaded on February 26,2026 at 15:19:58 UTC from IEEE Xplore.  Restrictions apply. 

Full document details: IEEE C37.238-2011

http://www.avadocuments.com/doc/ieee-c37-238-2011
http://www.avadocuments.com/doc/ieee-c37-238-2011


IEEE Std C37.238-2011 
IEEE Standard Profile for Use of IEEE 1588™ Precision Time Protocol in Power System Applications 

Profile identifier: 1C-12-9D-00-00-00 

This profile is specified by the IEEE 1588 Profile for Power System Applications Working Group of the 
IEEE Power System Relaying Committee and IEEE Power System Substation Committee.9 

5.2 PTP attribute values 

All nodes shall support the values for attributes as specified in Table 1. 

Table 1 —PTP attribute values 

Attribute Value Range 
portDS.logAnnounceInterval 0 None 
portDS.logSyncInterval 0 None 
portDS.announceReceiptTimeout 2 for all preferred grandmaster 

clocks, 
3 for all other grandmaster-
capable devices 

None 

� 1.0 s None 
portDS.logMinPdelayReqInterval 0 None 
defaultDS.priority1 128 for grandmaster-capable 

devices 
255 for slave-only devices 

None 

defaultDS.priority2 128 for grandmaster-capable 
devices 
255 for slave-only devices 

None 

defaultDS.slaveOnly FALSE for grandmaster-capable 
devices 
TRUE for slave-only devices 

None 

defaultDS.domainNumber Default initialization value is 0 As specified by 7.1 and 
Table 2 of IEEE Std 1588-
2008 

transparentClockdefaultDS.primaryDomain Default initialization value is 0 As specified by 7.1 and 
Table 2 of IEEE Std 1588-
2008 

5.3 Path delay mechanism 

Clause 11 of IEEE Std 1588-2008 specifies two path delay measurement mechanisms: delay request-
response mechanism and peer delay mechanism. 

The peer delay request mechanism specified in 11.4 of IEEE Std 1588-2008 shall be the only path delay 
measurement mechanism in operation when this profile is deployed.  

Two-step devices should populate the requestReceiptTimestamp field of the IEEE C37.238 Pdelay_Resp 
message as specified in 11.4.3, option (c) 8 (i) of IEEE Std 1588-2008. 

Path delay measurement and correction for the last connection to a slave-only intelligent electronic device 
(IED) is optional, if it is not functioning as a transparent clock (TC). Such IEDs shall use Timestamp and 
CorrectionField values to adjust their clock. 

                                                 
9 A copy of IEEE Std C37.238-2011 may be obtained from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, 
Piscataway, NJ 08854-4141, USA (http://standards.ieee.org). 
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5.4 Best master clock algorithm 

5.4.1 Default best master clock algorithm 

The master-slave hierarchy shall be determined using the default best master clock (BMC) algorithm, 
specified in 9.3.2, 9.3.3, and 9.3.4 of IEEE Std 1588-2008. clockAccuracy shall use the clock’s accuracy, 
not its precision; refer to IEEE Standards Interpretations for IEEE Std 1588™-2008 [B6]. 

All devices except slave-only clocks shall support the full functionality of the default best master clock 
algorithm. 

5.4.2 Default settings 

Default device settings shall be determined by the most likely device function. 

Unless a device’s primary function is a grandmaster clock, its default configuration shall be slave-only 
clock.  

Slave-only clocks 

� shall not transmit IEEE C37.238 Announce messages, in order to avoid advertising themselves as 
potential grandmasters. 

� shall have priority1 and ClockClass values set to 255, as specified in 7.6.2.2 and 7.6.2.4 of 
IEEE Std 1588-2008. 

5.5 Management mechanism 

All grandmaster-capable devices shall report TimeInaccuracy and traceability to a recognized standard time 
source.  

Grandmaster-capable devices shall support a SNMP MIB.  

SNMP support for all other devices is optional. When supported, the IEEE C37.238 MIB shall be used. 
(The IEEE C37.238 MIB can be accessed at http://standards.ieee.org/downloads/C37/C37.238-2011/ 
C37.238-2011_MIB-D5-8.mib.)  

All devices that do not support the IEEE C37.238 MIB except transparent clocks shall specify whether and 
how the following information is made available:  

� TimeInaccuracy 

� Traceability to a standard recognized time source 

� Offset from the grandmaster 

� If the offset from a grandmaster exceeds a configurable limit. 

NOTE—Refer to C.3 and C.4 for reporting mechanisms for IEC 61850 and IEEE C37.118 applications. 

5.5.1 Management Information Base Objects 

IEEE C37.238 MIB objects are listed in the Table 2. 
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