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Abstract: The functional, performance, and testing guidelines for a phasor data concentrator are 
described in this guide. Supporting information is also provided. 
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Notice to users 

Laws and regulations 

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with 
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory 
requirements. Implementers of the standard are responsible for observing or referring to the applicable 
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not 
in compliance with applicable laws, and these documents may not be construed as doing so. 

Copyrights 

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and 
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this 
document available for use and adoption by public authorities and private users, the IEEE does not waive 
any rights in copyright to this document. 

Updating of IEEE documents 

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether 
a given document is the current edition and whether it has been amended through the issuance of 
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or 
contact the IEEE at the address listed previously. For more information about the IEEE Standards 
Association or the IEEE standards development process, visit IEEE-SA Website at 
http://standards.ieee.org/index.html. 

Errata 

Errata, if any, for this and all other standards can be accessed at the following URL: 
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata 
periodically. 
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Patents 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to 
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant 
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the 
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may 
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without 
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of 
any unfair discrimination to applicants desiring to obtain such licenses. 

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting 
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or 
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing 
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that 
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely 
their own responsibility. Further information may be obtained from the IEEE Standards Association. 
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Introduction 

This introduction is not part of IEEE Std C37.244-2013, IEEE Guide for Phasor Data Concentrator Requirements for 
Power System Protection, Control, and Monitoring. 

A phasor data concentrator (PDC) is a function that combines synchrophasor data from more than one 
source for further processing. Originally the PDC purpose was to combine synchrophasor measurements 
from many phasor measurement units (PMUs) into a single time synchronized data stream. Since the PDC 
was the only common element in communications with all measurement units, its function included 
monitoring the overall measurement system. As measurement systems and the deployment of applications 
have increased in size, the functions of the PDC have expanded to include more data handling, processing, 
and storage. At the same time, the rapid growth in technology is enabling the development of integrated 
features for power systems applications. This guide provides definitions of the terminology, functional 
descriptions, and what could be expected from a PDC. It is arranged with clauses describing the functions 
and requirements in order for the user to identify the features desired for the respective applications. This 
guide is communication protocol independent in terms of applications, and will also serve the industry with 
common interpretation of terms for function standardization and data protocol implementation agreements. 
Clause 7 offers practical methods for testing PDC functions, including example setups for data transport in 
a production-type environment, in line with related IEC and IEEE standards. 

This guide defines numerous functions that may be included in a PDC. Which ones are included depend on 
the application and use of the PDC, as well as agreements between the PDC manufacturer and customer. 
The functions presented in this guide may not be available; and it is anticipated that other functions which 
have not been included here may exist and others may be developed in the future. 
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IEEE Guide for Phasor Data 
Concentrator Requirements for Power 
System Protection, Control, and 
Monitoring 

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or environmental 
protection, or ensure against interference with or from other devices or networks. Implementers of IEEE 
Standards documents are responsible for determining and complying with all appropriate safety, security, 
environmental, health, and interference protection practices and all applicable laws and regulations. 

This IEEE document is made available for use subject to important notices and legal disclaimers.  
These notices and disclaimers appear in all publications containing this document and may  
be found under the heading “Important Notice” or “Important Notices and Disclaimers  
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at 
http://standards.ieee.org/IPR/disclaimers.html. 

1. Overview 

This clause describes the scope, purpose, and the limitation of applicability of the IEEE Guide for Phasor Data 
Concentrator Requirements for Power System Protection, Control, and Monitoring, hereafter referred to as “this 
guide.” 

1.1 Scope 

This guide describes performance, functional, and communication needs of phasor data concentrators (PDCs) for 
power system protection, control, and monitoring applications. The guide covers synchrophasor system needs and 
testing procedures for PDCs. It includes functional requirements for associated interfaces with phasor measurement 
units (PMUs) to a PDC and PDC systems. In particular, it includes requirements for synchronization, synchrophasor 
data processing, and real-time access. 
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1.2 Purpose 

The purpose of this guide is to assist users to specify the performance and functional requirements of typical phasor 
data concentrators and define performance testing for PDC systems. It includes consideration of PDC latency, input 
and output streams supported, interface and data transport protocols, the ability to configure output stream payload, 
the communication media supported, time alignment functions, error handling, etc. 

2. Normative references 

The following referenced documents are indispensable for the application of this document (i.e., they must be 
understood and used, so each referenced document is cited in text and its relationship to this document is explained). 
For dated references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments or corrigenda) applies. 

IEEE Std C37.118.1™-2011, IEEE Standard for Synchrophasor Measurements for Power Systems.1, 2 

IEEE Std C37.118.2™-2011, IEEE Standard for Synchrophasor Data Transfer for Power Systems. 

IEC 61850-90-5, Communication networks and systems for power utility automation—Part 90-5: Use of IEC 61850 
to transmit synchrophasor information according to IEEE C37.118, Edition 1.0, May 2012.3 

3. Definitions, acronyms, and abbreviations 

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary 
Online should be consulted for terms not defined in this clause.4 

3.1 Definitions 

absolute wait time: The time interval added to the time corresponding to a given message timestamp. After this 
interval, the collection of data with that timestamp is terminated. 

anti-aliasing: The process of filtering a signal before sampling to remove components of that signal whose 
frequency is equal to or greater than the Nyquist frequency (one-half the sample rate). If not removed, these signal 
components would appear as a lower frequency component (an alias). 

BPA/PDCstream: An extension and adaptation of IEEE Std 1344™ for multiple phasor measurement units 
(PMUs), widely used in the Western Electricity Coordinating Council (WECC) and throughout North America 
before the advent of IEEE Std C37.118™. 

configuration: A data structure containing flags that control the operation of the runtime environment. 

data aggregation: Forming a set of data from multiple inputs.  

 
1 This publication is available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org/). 
2 The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc. 
3 IEC publications are available from the International Electrotechnical Commission (http://www.iec.ch/). IEC publications are also available in 
the United States from the American National Standards Institute (http://www.ansi.org/). 
4 IEEE Standards Dictionary Online subscription is available at:  
http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html. 

2 
Copyright © 2013 IEEE. All rights reserved. 
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data forwarding: Forwarding a set of data from an input to an output with no intentional delay and without data 
aggregation. 

duplicate data: Multiple copies of the same synchrophasor data received by a phasor data concentrator (PDC), with 
all identical values, names, and timestamps.  

frame: A data frame or a frame of data is a set of synchrophasor, frequency, and rate-of-change-of-frequency 
measurements that corresponds to the same timestamp. The term frame is used to differentiate it from samples, 
which are understood as points on an analog waveform. 

intelligent electronic device (IED): Any device incorporating one or more processors with the capability to receive 
or send data/control from, or to, an external source (e.g., electronic multifunction meters, digital relays, controllers). 

PDC latency: The time difference between the arrival time of the first complete data message with a given 
timestamp and its egress time from the phasor data concentrator (PDC). 

PDC processing time: The time interval a phasor data concentrator (PDC) uses to complete the production of an 
output stream. It starts when all data to be processed is received or wait times were reached, and ends at the data 
egress time from the PDC. 

phasor: A complex equivalent, in polar or rectangular form, of a sinusoidal wave quantity such that the complex 
modulus is the cosine wave amplitude and the complex angle is the cosine wave phase angle. 

phasor data concentrator (PDC): A function that collects phasor data, and discrete event data from PMUs and 
possibly from other PDCs, and transmits data to other applications. PDCs may buffer data for a short time period, 
but do not store the data. This guide defines a PDC as a function that may exist within any given device. 

redundant data: Multiple synchrophasor data received by a phasor data concentrator (PDC), corresponding to the 
same signal, and same timestamp. The redundant data should have different signal names, or different phasor 
measurement unit (PMU) names, or both. 

relative wait time: The time interval added to the arrival time of the first message with a given timestamp. After 
this interval, the collection of data with that timestamp is terminated. 

robustness: The degree to which a system or component can function in the presence of conditions outside of 
system or component design specification. 

synchronized phasor or synchrophasor: A phasor calculated from data samples using a standard time signal as the 
reference for the measurement. 

total vector error (TVE): The measure of error between the theoretical phasor value of the signal being measured 
and the phasor estimate. 

wait time: The maximum time interval during which the phasor data concentrator (PDC) collects data for a 
particular output from one or more inputs. It is the time interval added to a message timestamp time or message-
arrival time after which no more data with that timestamp is accepted. 
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3.2 Abbreviations and acronyms 

APDU application-layer protocol data unit 

ASCII American Standard Code for Information Interchange 

CIP critical infrastructure protection 

CRC cyclic redundancy check 

DFR digital fault recorder 

DSCP differentiated services code point 

ECN  explicit congestion notification 

EMC electromagnetic compatibility 

EMS energy management system 

fps frames per second, the rate that frames of synchrophasor data are transmitted 

GOOSE  generic object oriented substation event 

GPS Global Positioning System 

HMAC  hash-based message authentication code 

IED  intelligent electronic device 

IETF Internet Engineering Task Force 

IP Internet Protocol (see IETF RFC 791) 

IRIG-B Inter-Range Instrumentation Group B 

ISO independent system operator 

IT information technology 

LDAP Lightweight Directory Access Protocol 

MAC message authentication code 

NaN not a number 

PDC phasor data concentrator 

PMU phasor measurement unit 

QoS quality of service 

RFC request for comments  
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SCADA supervisory control and data acquisition 

SCL Substation Configuration Language 

SSL secure socket layer 

SSPP Substation Serial Protection Protocol 

SV sample values 

TCP Transmission Control Protocol (see IETF RFC 793) 

TCP/IP Transmission Control Protocol/Internet Protocol 

TO transmission owner 

ToS type of service 

UDP User Datagram Protocol (see IETF RFC 768) 

UDP/IP  User Datagram Protocol/Internet Protocol 

UTC Coordinated Universal Time (initials are ordered based on French language) 

VPN virtual private network 

WAMPAC wide-area monitoring, protection, and control 

WAMS wide-area measurement system 

4. Synchrophasor measurement system overview 

This clause provides a high level overview of the primary features and functions of a synchrophasor measurement 
system, to which a PDC belongs. The concepts introduced in this clause are further developed into specific 
functional requirements in Clause 5. Clause 6 introduces performance requirements for some of the functional 
requirements in Clause 5. Finally, Clause 7 provides suggested testing outlines for some of the functional 
requirements in Clause 5. 

4.1 Synchrophasor network 

A simple structure of a synchrophasor network consists of phasor measurement units (PMUs) and phasor data 
concentrators (PDCs) as shown in Figure 1, where arrows indicate some possible interfaces. If multiple intelligent 
electronic devices (IEDs) in a substation provide synchrophasor measurements, a local PDC may be deployed in 
the substation. Typically, many PMUs located at various key substations gather data and send it in real time to a 
PDC at the utility location where the data is aggregated. The data collected by PDCs may be sent to other 
PDCs/synchrophasor systems and/or be used to support many applications, ranging from visualization of 
information and alarms for situational awareness, to applications that provide sophisticated analytical, control, or 
protection functionality. Applications, such as dynamics monitoring, use full-resolution, real-time data along with 
grid models to support both operating and planning functions. The application(s) locally display measured 
frequencies, primary voltages, currents, real and reactive power flows, and other quantities for system operators. 
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Many PDCs belonging to different utilities can be connected to a common central PDC to aggregate data across the 
utilities, in order to provide an interconnection-wide snapshot of the power grid measurements. 

 

 

 

 

 

 

 

Figure 1 —Synchrophasor data collection network 

4.2 Synchrophasor network elements 

4.2.1 Synchrophasor measurement unit 

The PMU is a function or logical device that provides synchrophasor, system frequency, and rate-of-change-of-
frequency estimates, as well as optional information such as calculated megawatts (MW) and megavars (MVAr), 
other measurements, and Boolean status words. The PMU may provide synchrophasor estimates from one or more 
voltage or current waveforms. The PMU can be realized as a stand-alone physical device or as a part of a 
multifunction device such as a protective relay, digital fault recorder (DFR), or meter. This information may be 
recorded locally or transmitted in real time to a central location as illustrated in Figure 1. This guide addresses the 
real-time transfer of data from the PMU to the PDC or other devices. 

4.2.2 Phasor data concentrator 

A PDC works as a node in a communication network where synchrophasor data from a number of PMUs or PDCs is 
processed and fed out as a single stream to the higher level PDCs and/or applications. The PDC processes 
synchrophasor data by timestamp to create a system-wide measurement set.  

Additional functions may be provided, as follows:  

a) Performs various quality checks on the phasor data and inserts the appropriate flags into the correlated data 
stream. 

b) Checks for disturbance flags and recordings of data files for analysis. 

c) Monitors the overall measurement system and displays the results, as well as recordings of the performance. 

d) Includes a number of specialized outputs, such as a direct interface to a supervisory control and data 
acquisition (SCADA) system or energy management system (EMS). 

In one mode of operations, local PDCs, as shown in Figure 1, aggregate and time-align synchrophasor data from 
multiple PMUs and feed the data to applications. Mid- and higher-level PDCs collect synchrophasor data from 
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multiple PDCs, conduct data quality checks, and feed the data to applications. The PDCs may be recognized as a 
function rather than as a stand-alone device or hardware/software package, and can be integrated into other systems 
and devices. A structured hierarchy of distributed PDCs may be formed to serve a hierarchy of systems: substation, 
utility, control area, reliability coordinator, and interconnection level. Distributed PDCs may also interact with each 
other on a peer-to-peer basis among utilities, control areas, and reliability coordinators. Each layer in the hierarchy 
may be serving different data requirements (e.g., latency, quality, resolution), with archival and event triggering and 
data capture requirements driven by applications. Since local PDCs represent a local point of failure for the data 
stream, backup and bypass options are needed for mitigating such failures. 

4.2.3 Application support 

If a deployed synchrophasor system has only one real-time application, such a data concentration function could be 
an integral part of the application. However, a synchrophasor system typically implements multiple functions, where 
sharing the same phasor data concentration function by using a dedicated PDC device/subsystem may become a 
more viable choice.  

Typically, a PDC receives phasor data from multiple sources, performs aggregation of the data received following 
the rules specified within the PDC, and makes the aggregated data available to applications. Examples of 
applications utilizing phasor data are wide-area situational awareness, wide-area measurement system (WAMS), and 
wide-area monitoring, protection, and control (WAMPAC). As a part of application support, a PDC may also 
support data storage and archival, event detection/monitoring, etc. Applications may require real-time data access or 
historical data access. A PDC uses real-time data access to limit overall synchrophasor data latency as shown in 
Figure 2. A PDC uses historical data access to retrieve any logs.  

In addition, a PDC may support other functions within the same system. Examples of such PDC functions are data 
validation, data format, coordinate and/or protocol conversion, data scaling, etc. A PDC may also support 
monitoring, alarming, and logging of its own performance, as well as the throughput statistics and other 
characteristics of the data handled by the PDC. 

If a PDC supports event logging, the event logs may be mapped into Common Format for Event Data Exchange 
(COMFEDE) per IEEE Std C37.239™-2010 [B16]. If it supports data logging, the data values may be mapped to 
either a Comma Separated Value format (CSV) or a Common Format for Transient Data Exchange (COMTRADE) 
per IEEE Std C37.111™-1999 [B11]. When mapping synchrophasors into COMTRADE, the schema for the 
mapping should be based on the IEEE PES PSRC Working Group H8 Report, Schema for Phasor Data Using the 
COMTRADE File Standard [B19].  

4.3 Multiple data streams from PMUs and PDCs 

A PMU or a PDC may transmit its data in one or more separate data streams. Each stream may have different 
content and may be sent at a different rate. The destination of each stream may be different device(s) and location(s) 
(multicast data is sent to multiple destinations). Each stream must then be individually controllable, and have its own 
identification and a separate configuration control. This feature is useful for sending data to different devices with 
different purposes, allowing streams with different wait times and class of service (M and P class), as specified in 
IEEE Std C37.118.1™-2011.  

4.4 Synchrophasor system communications 

Synchrophasor system communication plays an important role in the overall functionality and performance of a 
production-grade synchrophasor system. Communication systems should ensure that the required quality of service 
(QoS) of each synchrophasor data flow can be met individually. QoS is stated in terms of IEEE Std 802.1Q™ [B5] 
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and IETF RFC 791 [B22]. The IEC 61850-90-5 profile requires that the data interface provides IEEE 802.1Q QoS 
priority tagging. IEC 61850-90-5 also recommends the use of IETF RFC 2474 DSCP (differentiated services code 
point) [B23] and IETF RFC 3168 ECN (explicit congestion notification) [B24] in the IETF RFC 791 type of service 
(ToS) field in the IP header, where DSCP can be set by the PDC but the ECN is set by the intermediate systems. 
IEEE Std C37.118.2™-2011 provides no equivalent QoS and ToS requirements. When using the IEEE Std 
C37.118.2-2011 and prioritization is required, QoS and ToS will have to be implemented either through 
communications network design that is external to the protocol or through an implementation of QoS and ToS in the 
PDC. PDCs implementing serial communications have no equivalent QoS or ToS mechanism. 

4.4.1 Synchrophasor data transfer protocols 

The synchrophasor communication protocols continue to evolve. There are a number of protocols that either have 
been developed or are under active development. These include some custom protocols (e.g., BPA/PDCstream), 
IEEE Std 1344-1995, IEEE Std C37.118-2005, IEEE Std C37.118.2-2011, and IEC 61850-90-5 protocols. The use 
of IEEE Std 1344-1995 is discouraged. It should be noted that at present, there are two standards for the 
communication of synchrophasors—the IEEE Std C37.118.2-2011 and the IEC 61850-90-5. Additionally, it should 
be noted that it is expected that the profiles defined in the IEC Technical Report are planned to be incorporated in 
the addendum to Edition 2.0 of the IEC 61850 Standard [B1]. At present, the IEEE Std C37.118-2005 protocol is 
widely implemented. Note that the IEEE Std C37.118.2-2011 protocol was designed to be backward compatible 
with the 2005 version of the synchrophasor standard.  

4.5 Cyber security 

PMUs and PDCs can provide access to utility networks that can be serial and/or Ethernet network based. 
Implementers should understand the security environment that these devices are placed within and include specific, 
tangible requirements that must be implemented, so that the security requirements for that environment are met. It 
should be noted that PMU/PDC functionality and/or performance may be impacted by security measures. 
Specification of end-to-end security of a synchrophasor data system is beyond the scope of this guide.  

Proposed IEEE PC37.240 Draft Standard D13.0, March 2013, Cyber Security Requirements for Substation 
Automation, Protection, and Control Systems [B17] is one standard presently under development which specifically 
addresses technical requirements for substation cyber security and presents sound engineering practices. IEEE Std 
1686™ [B9] defines the functions and features to be provided in IEDs to accommodate critical infrastructure 
protection (CIP) programs. For protecting serial PDC communications, synchrophasor, or any other protocols 
related to SCADA and engineering access, IEEE Std 1711™ [B10] defines a cryptographic protocol to provide 
integrity, and optional confidentiality, for cyber security of substation serial links. IEC 61850-90-5 refers to 
IEC 62351 [B4], which defines cyber security functions such as authentication, encryption, and multicast key 
exchange that can be applied to synchrophasors when using IEC 61850.  

5. PDC functional requirements  

A PDC may perform several functions applied to synchrophasor data streams. The need for these functions depends 
on the applications being served by synchrophasor data and the design of the synchrophasor systems.  

This clause provides a description of functional requirements of the following PDC functions: 

a) Data aggregation 

b) Data forwarding 
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