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Abstract: Requirements for power line carrier (PLC) transmitter/receiver equipment used to transfer
discrete teleprotection signals at power line carrier frequencies (30-500 kHz) are described in this
standard. Test requirements and conditions for determining performance, as well as manufacturing
requirements, are defined.

Keywords: dependability, FSK, IEEE C93.5™, ON-OFF, PLC, power line carrier, receiver, security,
teleprotection, transceiver, transmitter
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing varied
viewpoints and interests to achieve the final product. IEEE Standards are documents developed by volunteers
with scientific, academic, and industry-based expertise in technical working groups. Volunteers are not
necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While IEEE
administers the process and establishes rules to promote fairness in the consensus development process, IEEE
does not independently evaluate, test, or verify the accuracy of any of the information or the soundness of any
judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning this standard, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant or represent that the
use of the material contained in its standards is free from patent infringement. IEEE standards documents are
supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments received
from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon his or
her own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that
an [EEE standard is translated, only the English version published by IEEE is the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars,
or educational courses, an individual presenting information on IEEE standards shall make it clear that the
presenter’s views should be considered the personal views of that individual rather than the formal position of
IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and Standards Coordinating Committees are not able to
provide an instant response to comments, or questions except in those cases where the matter has previously
been addressed. For the same reason, IEEE does not respond to interpretation requests. Any person who would
like to participate in evaluating comments or in revisions to an IEEE standard is welcome to join the relevant
IEEE working group. You can indicate interest in a working group using the Interests tab in the Manage Profile
and Interests area of the IEEE SA myProject system." An IEEE Account is needed to access the application.

Comments on standards should be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the
promotion of engineering practices and methods. By making these documents available for use and adoption
by public authorities and private users, IEEE does not waive any rights in copyright to the documents.

!Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2Available at: https://standards.iece.org/content/icee-standards/en/about/contact/index.html.
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Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://www.copyright
.com/. Permission to photocopy portions of any individual standard for educational classroom use can also be
obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through
the issuance of amendments, corrigenda, or errata, visit [IEEE Xplore or contact IEEE.? For more information
about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number and
year of approval to access the web page of the published standard. Errata links are located under the Additional
Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to periodically
check for errata.

Patents
IEEE Standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation
or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries
into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions
provided in connection with submission of a Letter of Assurance, if any, or in any licensing agreements are

3Available at: https://ieeexplore.iece.org/browse/standards/collection/ieee.
4Available at: https://standards.ieee.org/standard/index.html.
’Available at: https://standards.iece.org/about/sasb/patcom/materials.html.
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reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility.
Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. IEEE Standards development activities consider research
and information presented to the standards development group in developing any safety recommendations.
Other information about safety practices, changes in technology or technology implementation, or impact
by peripheral systems also may be pertinent to safety considerations during implementation of the standard.
Implementers and users of IEEE Standards documents are responsible for determining and complying with
all appropriate safety, security, environmental, health, and interference protection practices and all applicable
laws and regulations.
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Introduction

This introduction is not part of IEEE Std C93.5-2021, IEEE Standard for Requirements for Power Line Carrier
Transmitter/Receiver Equipment used to Transfer Discrete Teleprotection Signals.

The original 1997 version of this standard was published by ANSI. IEEE has now adopted responsibility for
the standard. This revision to IEEE Std C93.5™ contains several significant changes and updates. The changes
in this version allow the standard to harmonize more closely with related IEEE standards. New functionality
of typical transmitter/receiver units is incorporated into and required by the new standard. The changes are
broadly summarized in the following list:

— Add and update references to IEEE Std C37.90™ and sub-series of standards for some environmental
and electrical requirements

— Add electrostatic discharge (ESD) requirement

— Remove requirement for voice channel due to wide availability and use of cell phone and/or other
utility communication infrastructure

— Add self-test requirement for ON-OFF systems (checkback), and include a requirement for “simple
checkback” interoperability

— Add electrical and environmental requirements for remote communication ports
— Add minimum time requirement for short-circuit/open-circuit load tests

—  Define equal minimum receive threshold for frequency shift keying (FSK) and ON-OFF type receivers
since these are now typically the same hardware platform

— Redefine the “output active” state for ON-OFF receivers for Maximum Receive Level and Minimum
Receive Sensitivity tests based on newer hardware designs

— Changes percent-of-maximum logic delays to fixed delays for security and dependability for equal
comparison between manufacturers

— Define output type used for security and dependability testing (solid-state)

— Add aclause to security testing section to make the text more clear and to allow for more flexibility in
performing these long-term tests

— Re-arrange and add to definitions

— Clarify equipment requirements for test procedures and allow for more modern equipment to be used,
where possible
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IEEE Standard for Requirements

for Power Line Carrier Transmitter/
Receiver Equipment used to Transfer
Discrete Teleprotection Signals

1. Overview
1.1 Scope

This standard describes the requirements for power line carrier transmitter/receiver equipment used to transfer
discrete teleprotection signals at power line carrier frequencies (30 kHz to 500 kHz). Test requirements and
conditions for determining performance, as well as manufacturing requirements, are defined. This standard
does not include broadband or single sideband (SSB) power line carrier equipment used for data transmission,
nor does it include terminal equipment used on distribution circuits for the purpose of load management of
automation.

1.2 Purpose
This standard establishes requirements for power line carrier transmitters/receivers so that their interaction
with the power system is known and performance can be predicated.

1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to).%’

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily
required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals
is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able to).

®The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe
unavoidable situations.
"The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
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IEEE Std C93.5-2021
IEEE Standard for Requirements for Power Line Carrier Transmitter/Receiver
Equipment used to Transfer Discrete Teleprotection Signals

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments or corrigenda) applies.

ANSI/ASAS1.4/IEC 61672, ANSI Standard Electroacoustics—Sound Level Meters—Part 1: Specifications.®?

ANSI/ASA S1.4/IEC 61672, ANSI Standard Electroacoustics—Sound Level Meters—Part 2: Pattern
Evaluation Tests.

EIA-310-D (1997), Cabinets, Racks, Panels, and Associated Equipment.'®

IEEE Std C37.90™, [EEE Standard for Relays and Relay Systems Associated with Electric Power
Apparatus.''?

IEEE Std C37.90.1™, IEEE Standard Surge Withstand Capability Tests for Relays and Relay Systems
Associated with Electric Power Apparatus.

IEEE Std C37.90.2™ [EEE Standard for Withstand Capability of Relay Systems to Radiated Electromagnetic
Interference from Transceivers.

IEEE Std C37.90.3™, IEEE Standard Electrostatic Discharge Tests for Protective Relays.

IEEE Std C37.98™ | [EEE Standard for Seismic Qualification Testing of Protective Relays and Auxiliaries for
Nuclear Facilities.

IEEE Std 1613™, [EEE Standard Environmental and Testing Requirements for Communications Networking
Devices in Electric Power Systems.

3. Definitions, acronyms, and abbreviations
3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary
Online should be consulted for terms not defined in this clause.

amplitude modulation (AM): A method of modulation in which the amplitude of a carrier is caused to depart
from its reference value by an amount proportional to the instantaneous value of the modulating wave.

attenuation: A decrease in signal power in transmission from one point to another.

SANSI publications are available from the American National Standards Institute (https:/www.ansi.org/).

IEC publications are available from the International Electrotechnical Commission (http:/www.iec.ch) and the American National
Standards Institute (https:/www.ansi.org/).

1EIA publications are available from the U.S. Energy Information Administration (https:/www.eia.gov/).

"IEEE publications are available from the Institute of Electrical and Electronics Engineers (https://standards.ieee.org/).

"2The IEEE standards or products referred to in Clause 2 are trademarks owned by the Institute of Electrical and Electronics Engineers,
Incorporated.

BIEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE Account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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IEEE Standard for Requirements for Power Line Carrier Transmitter/Receiver
Equipment used to Transfer Discrete Teleprotection Signals

average output power: The power delivered by a transmitter into its normal load impedance at its fundamental
radio frequency when no modulating signal is present. (For continuous sine wave output signals, transmitter
average output power is given by P = EI, where E and I are rms voltage and current values, respectively, and
the output terminals are connected to a nominal resistive load.)

A-weighted sound level: The value of a sound pressure signal after it has been passed through the A-weighted
filter whose response is described in ANSI/ASA S1.4 /IEC 61672, Standard Electroacoustics—Sound Level
Meters. A-weighted sound levels are expressed in decibels by the symbol dB(A).'*

blocking frequency: For FSK channels used in an unblocking relay system, the blocking frequency is the
guard frequency, and usually is transmitted to prevent the operation of protection equipment.

blocking signal: The signal transmitted by a power line carrier set to prevent operation of the relay system
during faults outside the protected zone.

carrier ON-OFF keying: A method of modulation in which the transmitter output signal is keyed either “ON”
or “OFF.”

carrier-frequency band: The frequency band used for a particular one-way PLC channel.

carrier-frequency range: The total frequency band used for power line carrier service.

center frequency: The frequency which is midway between the two shift frequencies for FSK transmitters
and receivers, sometimes called the channel frequency. Also, for ON-OFF carrier sets, the frequency midway
between the two band edge frequencies of the channel. (These frequencies are usually integer multiples of
0.5kHz.)

checkback: A periodic or one-time test for monitoring and reporting the health of power line carrier systems.

dependability: The degree of certainty that a power line carrier channel will operate correctly.

dielectric withstand capability: The ability of insulating material and physical spacing to withstand specified
overvoltages for a specified time without flashover or puncture.

electromagnetic compatibility (EMC): The capability of electronic equipment or systems to be operated in
the intended operational electromagnetic environment at designed levels of efficiency.

electromagnetic interference (EMI), conducted: Electromagnetic energy that may be carried out of or into
equipment by conductors that are connected to equipment terminals.

electromagnetic interference (EMI), radiated: Electromagnetic interference fields which may be radiated
away from or upon the outside of the most exterior equipment cover, module, cabinet, enclosure, or housing.

frequency shift keying (FSK): A method of modulation in which the transmitter is shifted among fixed
frequencies.

frequency variance: Frequency variance is the permissible frequency error of the PLC channel. The error
consists of the total of the setting error and the stability error.

guard frequency: The frequency normally transmitted by a PLC FSK system. The guard signal is used to
monitor the PLC channel integrity.

“Information on references can be found in Clause 2.
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