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THE IEEE GLOBAL INITIATIVE ON ETHICS OF
EXTENDED REALITY (XR) REPORT

EXTENDED REALITY (XR) AND
THE EROSION OF ANONYMITY AND
PRIVACY

ABSTRACT

This report is the result of work within the IEEE Global Initiative on Ethics of Extended Reality
(XR), a multidiscipline group of industry practitioners, ethicists, academics, researchers,
educators, and technology enthusiasts. It has been written to focus on a wide range of
ethical issues related to XR and the erosion of anonymity and privacy. This report builds on
work outlined in the “Extended Reality” chapter of the IEEE’s seminal ethics-focused
publication, Ethically Aligned Design. XR is a term used to broadly refer to a suite of
immersive technologies including virtual reality, augmented reality, and spatial computing.
The scope of this report is the exploration of ethics-related issues in terms of anonymity
and privacy of XR applications; the aim is to initiate expert-driven, multidiscipline analysis
of the evolving XR Ethics requirements, with a vision to propose solutions, technologies,
and standards in future updates. The set of recommendations within this report will
hopefully contribute to industry conceptualization of socio-technological issues, highlight
concreted recommendations, and lay the groundwork for future technical-standardization

activities.

MONIQUE J. MORROW & MATHANA
CHAIR & VICE CHAIR
IEEE GLOBAL INITIATIVE FOR ETHICAL EXTENDED REALITY

cuments

5 IEEESA Copyrig 1t © 2021 IEEE. All rights reserved.
Document Sharing Hub

Full document details: IEEE Extended reality (XR) and the erosion of anonymity and privacy 2021


http://www.avadocuments.com/doc/ieee-extended-reality-xr-and-the-erosion-of-anonymity-and-privacy-2021
http://www.avadocuments.com/doc/ieee-extended-reality-xr-and-the-erosion-of-anonymity-and-privacy-2021

1. INTRODUCTION

Extended reality (XR) technologies, referring in combination to augmented, virtual, and mixed reality,
will see pervasive and widespread adoption by both consumers and industry in the coming decades. This
technology will revolutionize many aspects of everyday life: enhancing productivity through mobile and
virtual workspaces ([1],[2]); supporting new immersive media experiences [3]; augmenting and
enhancing intelligence and perception [4]; enabling telepresent communication and collaboration [5];
and fundamentally transposing digital artificial intelligence (Al) assistants and applications from heads-

down smartphones toward heads-up spatial virtual experiences.!

To unlock these XR experiences, devices will pack sophisticated hardware to sense the world around
them (e.g., LiDAR, camera arrays, microphone arrays) and the XR user (e.g., physiological sensing,
EEG)—all features that are fundamentally necessary to drive key functionality. However, this breadth of
sensing also means that XR applications and platforms will have the capacity to process captured data
toward unanticipated and unintended ends. Furthermore, XR applications and platforms will be able to
instrument the actions, attitudes, and emotions not just of the wearer, but of all those within their sight
or within the sensing range of their equipment and its networks. Combined with cloud computing and
machine learning, both the benefits and drawbacks of this technology will be unleashed on a societal
scale, which will instigate new potential digital harms for both users and bystanders, from violations of
anonymity, privacy, and identity to mass distributed surveillance and behavior nudging. The scale of this
potential for harm is such that the social and privacy issues exposed by XR adoption are considered one

of the grand challenges in XR research [6].

In this paper, an overview is given of some of the key privacy challenges introduced by the anticipated
widespread adoption of XR technologies, algorithms, and services. This paper also discusses where
existing rights and legislation fall short in safeguarding users of, and bystanders to, this technology.
Recommendations regarding fundamental protections and mitigations that could either diminish or
prevent XR-enabled digital harm are also proposed. More broadly, the text reflects on the tension
between a desire to maintain human rights to privacy and anonymity, versus the potential consensual
or induced erosion of these rights in the haste to take advantage of the benefits these technologies offer

to everyday life.

1 Numbers in brackets refer to the references listed in Section 3.
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2. KEY ISSUES IN XR PRIVACY

2.1. XR SENSING AND COMPUTED DATA

At an individual level, the sensing found in XR headsets and their associated peripherals will enable the

capture of a range of data regarding a user as follows:

— Movements and physical actions: Optical and inertial tracking of head/body/limb movements,
EMG neuromotor input, sensing of facial expressions, auditory sensing of speech and non-

speech activity, etc.
— Neural activity: EEG for brain-computer interfaces

— Context: Location tracking, Simultaneous Localization and Mapping (SLAM), and machine

learning-driven analysis of optical data

— Physiology: Eye/gaze tracking, HRV sensing, and other biometrics

This pervasive capture of personal “sensitive” data is unique to XR relative to other consumer
technologies [7], but fundamentally necessary. Such sensing underpins much of the core functionality
that makes this technology, and the software that runs on it, so compelling to futurists. It drives the
capability to create more usable spatial interactions, enables new applications that better address
accessibility needs, and enhances the understanding of the user’s context, behavior, and needs that
drive better Al assistants. For example, an XR headset without sophisticated optical sensing would
feature greatly degraded performance in all use cases. Many current consumer devices would lose the
ability to accurately track its position and orientation in the world, meaning it would be unable to render
the exocentric (world-fixed) spatial virtual content that underpins immersive virtual and augmented
reality experiences. Moreover, this feature—among others—lowers the risk of cybersickness in VR by
enabling visual perception of experienced motion. Consequently, for much of the sensing described
previously, there is a need to understand how people can best live with the ubiquitous presence of this

sensing in consumer XR technology.

Notably, the availability of this sensed user data, coupled with real-time local and edge-computing

processing and sensor fusion, introduces and amplifies the risks posed to an XR user’s anonymity and
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privacy [8]. This is a result of “computed” data [7], whereby machine learning algorithms and Al-driven
approaches can be trained and employed to predict/infer information about identity, behavior, activity,
and internal state, and make decisions based on this computed data. These algorithms are often a “black
box” whose processes are opaque to even their developers, and the results of these processes are
imperfect. Yet these algorithms are offered to developers as services that can trivially enhance the
capability of an application to process sensed data (Microsoft Cognitive Services, Apple’s CoreML,
Amazon’s AWS-driven Al/ML services, Google Cloud, etc.). The algorithms are subject to significant
issues such as algorithmic bias [9], as well as false positives and other errors. This may lead to cases
where algorithms interpret or “speak for” behavior or elements of a person’s identity that genuinely do
not match their identity (e.g., if an XR application insists a person's data speaks to a sexual identity other
than their own). This influx of data is yet to be matched by an equivalent transparency and mastery of

the analysis.

Crucially, each data source offered by XR has the capacity to be exploited in a variety of anticipated and
unanticipated ways. For example, eye tracker data conveys eye movements and basic pupil/iris
properties (e.g., pupillometry), intended to enable some understanding of where, and what, a user is
looking at. This can be used for indisputably beneficial reasons, for example creating gaze-based
interactions for accessible interfaces. However, research has demonstrated that significantly more
information can be inferred from just this limited set of features than might have been anticipated
[10]—for example, making assessments of cognitive load, fatigue, drug consumption, physical health,
etc. Computed data, sensor fusion, and estimation can also be used to fill in the gaps in what information
is made available to an application. For example, it is possible to estimate eye gaze in VR based on a

combination of less sensitive head and hand pose data [11].

2.2. IDENTITY AND ANONYMITY OF SELF

From the perspective of anonymity and identity, it has been demonstrated that based on simple
captured positional tracking data, users could be personally identifiable with an accuracy of as much as
95% [12], with task-driven behavioral biometric data enhancing our capability to uniquely identify
individuals [13]. And in time, it will be reasonable to expect that seemingly innocuous combinations of
sensed data might enable a third party (e.g., an XR application) to not just uniquely identify a user, but
also unlock information regarding characteristic and protected traits (gender expression, age, sexuality,

accessibility needs, race, etc.), as well as other personally identifiable information without the user’s
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