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NOTICE AND DISCLAIMER OF LIABILITY CONCERNING THE USE OF
IEEE SA DOCUMENTS

This IEEE Standards Association (“IEEE SA”) publication (“Work”) is not a consensus standard document. Specifically, this
document is NOT AN IEEE STANDARD. Information contained in this Work has been created by, or obtained from, sources
believed to be reliable, and reviewed by members of the activity that produced this Work. IEEE and the members of the IEEE
P802.24 working group expressly disclaim all warranties (express, implied, and statutory) related to this Work, including, but
not limited to, the warranties of: merchantability; fitness for a particular purpose; non-infringement; quality, accuracy,
effectiveness, currency, or completeness of the Work or content within the Work. In addition, IEEE and the IEEE P802.24
working group disclaim any and all conditions relating to: results; and workmanlike effort. This document is supplied “AS IS”

and “WITH ALL FAULTS.”

Although the IEEE P802.24 members who have created this Work believe that the information and guidance given in this
Work serve as an enhancement to users, all persons must rely upon their own skill and judgment when making use of it. IN
NO EVENT SHALL IEEE SA OR IEEE P802.24 MEMBERS BE LIABLE FOR ANY ERRORS OR OMISSIONS OR DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS WORK, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Further, information contained in this Work may be protected by intellectual property rights held by third parties or
organizations, and the use of this information may require the user to negotiate with any such rights holders in order to legally
acquire the rights to do so, and such rights holders may refuse to grant such rights. Attention is also called to the possibility that
implementation of any or all of this Work may require use of subject matter covered by patent rights. By publication of this
Work, no position is taken by the IEEE with respect to the existence or validity of any patent rights in connection therewith. The
IEEE is not responsible for identifying patent rights for which a license may be required, or for conducting inquiries into the legal
validity or scope of patents claims. Users are expressly advised that determination of the validity of any patent rights, and the
risk of infringement of such rights, is entirely their own responsibility. No commitment to grant licenses under patent rights on

a reasonable or non-discriminatory basis has been sought or received from any rights holder.

This Work is published with the understanding that IEEE and the IEEE P802.24 members are supplying information through this
Work, not attempting to render engineering or other professional services. If such services are required, the assistance of an

appropriate professional should be sought. IEEE is not responsible for the statements and opinions advanced in this Work.
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LOW-LATENCY COMMUNICATION
WHITE PAPER

1. BACKGROUND AND INTRODUCTION

This white paper’s intent is to inform users and IEEE 802® working groups on the applications and requirements
for low-latency communications. Low latency is challenging to implement in wired or wireless networks. Some
wireless applications are located in physical environments over which the operator/owner can exert control in
unlicensed and licensed spectrum. However, in many environments, devices are subject to the effects of other
wireless communication devices that can disturb their operation. Wired communications are less subject to

these effects.

Latency refers to the concept of ensuring a delivery time is bounded. Different applications have a wide range
of required latency or delivery time. Low latency is typically achieved by a combination of access control,
scheduling, and increasing bandwidth (overprovisioning) in the network. Low latency alone does not cover all
the problems addressed by time-sensitive networks (TSNs), which are discussed in a prior white paper, Utility

Applications of Time Sensitive Networking [1].

2. LOW-LATENCY COMMUNICATIONS
APPLICATIONS

The need for low-latency communication is being driven by a group of application requirements. A set of such
applications is described next, but new applications with low-latency requirements continue to emerge. Modern
networks and applications have higher levels of cyber-security requirements, which can add overhead and delays

that impede the goal of low latency.

1 . . . .
Numbers in brackets correspond to references listed in Section 8.
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2.1. ELECTRIC UTILITIES—GRID PROTECTION

The utility is considered an entity (or entities) that manages the distribution of electricity on the transmission
grid and the distribution grid. The power distribution network involves substations and various protective and

control devices that communicate over communications networks.

Low-latency communication is one factor enabling the real-time performance of the network as required for

specific grid use cases and applications.

IEEE 802.3 (i.e., Ethernet) (carried over fiber and copper) is widely used for this application. The real-time
behavior of Ethernet-based communication networks is defined in the IEC 61784-2 series [2]. There are eight
(plus one technology-specific) consistent sets of parameters described to define the requested and achieved
real-time Ethernet behavior of end-to-end stations.? TSN is an ongoing effort in IEC SC65C and IEEE 802.1 with
the IEC/IEEE 60802 joint project. It is developing a TSN profile for industrial automation applications. The
application of IEEE 802.1 TSN for utilities is the topic of another white paper [1].

A leading grid application for low latency is protection. Protective relays protect electrical transmission lines
against fault conditions (line down, short circuits between conductors or to ground). Simple protection schemes
measure voltage and current at one end of the transmission line. Differential protection schemes determine
fault conditions by measuring real-time differences in voltage and current between the ends of the line. This
requires an independent communication link with end-to-end latency of less than 10 ms to carry the
measurements between the relays at the ends of the line. The communication link latency is required to be
consistent and predictable. The latency requirement is less than one cycle of the ac waveform (16.6 ms or 20 ms).
The time required for the mechanical operation of the relay in the case of a fault reduces the network latency

that can be tolerated.

The communication link connection is typically fiber, although copper circuits are also used. Power line carriers

and point-to-point microwaves are less commonly used.

While the highest voltage transmission lines are likely to rely on fiber due to its reliability and predictability,

there are other less critical protection applications where low-latency wireless can offer a solution.

Direct transfer trip (DTT) is a protection scheme often used to connect medium to large-scale distributed energy

2DeIivery time, number of RTE end-stations, basic network topology, number of switches between RTE end-stations, throughput RTE, non-RTE
bandwidth, time synchronization accuracy, and redundancy recovery time.

Documents
6 IEEESA Copyright © 202 R EWMERT.Sharing Hub

Authorized licensed use limited to: IEEE Xplore. Downloaded on October 09,2024 at 14:49:17 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE Low-Latency Communication White Paper


http://www.avadocuments.com/doc/ieee-low-latency-communication-white-paper
http://www.avadocuments.com/doc/ieee-low-latency-communication-white-paper

resources (DER) systems (such as wind farms and solar arrays) into the distribution grid (between 4 kV and
35 kV). Low latency is required because the fault detection system sends commands to remote breakers. A delay
in the “disconnect” command can cause damage due to the fault current. DTT is also used for “anti-islanding”
protection to disconnect a DER system from the main distribution feeder if the main feeder has an outage. This

prevents “backfeeding” electricity into a feeder that should not be energized from the DER system.

A third application for low latency is wildfire protection. In areas that are susceptible to wildfires, there is a risk
of energized conductors falling to the ground and starting a fire because of wind or other events. Low-latency
communications from sensors to circuit breakers can be used to identify a break or fault and de-energize the

circuit before the conductor hits the ground.

All of the preceding grid use cases have demanding cyber-security requirements that are included as part of the

initial design. Additional overhead and processing will need to be accounted for in the overall latency budget.

2.2. MEDICAL IOT

An additional use case for low-latency communications is medical loT devices. The IEEE 802.21 working group [3]
points out that within the scope of healthcare applications, delay would form a dangerous risk in case the
system does not meet the compatibility and performance requirements of health monitoring, in addition to
the several security and privacy threats that are encountered. To help ensure the safe transmission of data
between loT devices and the cloud while keeping the possible network latency and response time to a
minimum, the referenced study proposes a three-layered loT-Fog computing model that deploys an

authentication stage and an encryption stage with cloud computing.

Given the previous use cases, it is clear that low latency cannot be looked at through a single lens and that

current use cases require a close look at secure low-latency solutions.

2.3. REAL-TIME MOBILE GAMING

Real-time mobile gaming is a fast-developing application category. Unlike traditional games, real-time mobile

gaming is very sensitive to network latency and stability.

The mobile game can connect multiple players together in a single game session and exchange data messages

between the game server and connected players. Real-time means the feedback should be present on screen as
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users operate in the game. For a good game experience, the end-to-end latency plus game server processing

time should not be noticed by users as they play the game.

The challenge that real-time mobile gaming encounters is the worst-case latency. The high latency spike is likely

to cause packet loss and packet disorder; hence, it impacts the quality of experience [4].

2.4. WIRELESS CONSOLE GAMING

Console gaming involves various genres of games, but a challenging type is the online first-person shooter (FPS)
games where low latency is critical. This is an interactive gaming experience with real-time feedback and
response. A synchronized game state is established among players in the same match to get the best
performance. FPS gaming is centered around guns and other weapon combats from the first-person point of

view, where the player sees the action through the eyes of the player character.

In multiplayer FPS games, more than one person can play in the same game environment at the same time,
either locally or over the internet. Multiplayer games allow players to interact with other individuals in
partnership, competition, or rivalry, providing them with social communication absent from single-player
games. In multiplayer games, players may compete against two or more human contestants, work
cooperatively with a human partner to achieve a common goal, supervise other players’ activities, and co-op.
Multiplayer games typically require players to share the resources of a single game system or use networking

technology to play together over a greater distance.

Playing online on a console has two types of internet connectivity: wired or wireless. Most of the gaming
consoles today support Wi-Fi 5. According to a top-selling online console game in the United States, up to 79%
of FPS players are using Wi-Fi-connected consoles [4]. However, wireless networks have an especially bad

reputation among the gaming community. The main reasons are high latency, lag spikes, and jitter.

2.5. CLOUD GAMING

Cloud gaming is another type of video game potentially played on lightweight devices at the user’s premise.
Unlike other gaming hardware, user devices do not need to render pictures or video. Instead, they are rendered
at the cloud server. The pictures/videos generated at the cloud server are streamed to the user devices, and the
user devices just display the received picture/video on its display. The cloud game can accommodate and

connect multiple players in a single game session, just as a mobile gaming scenario.

Documents
8 IEEESA Copyright © 202 R EWMERT.Sharing Hub

Authorized licensed use limited to: IEEE Xplore. Downloaded on October 09,2024 at 14:49:17 UTC from IEEE Xplore. Restrictions apply.

Full document details: IEEE Low-Latency Communication White Paper


http://www.avadocuments.com/doc/ieee-low-latency-communication-white-paper
http://www.avadocuments.com/doc/ieee-low-latency-communication-white-paper

