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LIMITED TO: PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
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POSSIBILITY OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Further, information contained in this Work may be protected by intellectual property rights held by third parties or
organizations, and the use of this information may require the user to negotiate with any such rights holders in order to
legally acquire the rights to do so, and such rights holders may refuse to grant such rights. Attention is also called to the
possibility that implementation of any or all of this Work may require use of subject matter covered by patent rights. By
publication of this Work, no position is taken by the IEEE with respect to the existence or validity of any patent rights in
connection therewith. The IEEE is not responsible for identifying patent rights for which a license may be required, or for
conducting inquiries into the legal validity or scope of patents claims. Users are expressly advised that determination of the
validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility. No commitment
to grant licenses under patent rights on a reasonable or non-discriminatory basis has been sought or received from any rights

holder.

This Work is published with the understanding that IEEE and the IEEE P1931.1 working group members are supplying
information through this Work, not attempting to render engineering or other professional services. If such services are
required, the assistance of an appropriate professional should be sought. IEEE is not responsible for the statements and

opinions advanced in this Work.
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ROOF (REALTIME ONSITE
OPERATIONS FACILITATION)
COMPUTING FRAMEWORK

ABSTRACT

Real-Time Operations Facilitations or ROOF is a class of computational framework for Edge Computing
with Internet of Things (loT). The ROOF framework provides supports for building scalable, secure, and
robust Internet of Things applications with limited tools in resource constrained situations. The ROOF
helpsin developing federated architecture for large scale 10T operations. At the same time, it can provide
micro-models for rapid prototyping and quick decisions making. It also provides autonomic architectural
supports for spatio-temporal events handling. The ROOF framework has been designed to provide
innovation, reuse, better user experience, security by design, for harmonizing horizontal as well as

vertical integration for the Internet of Things ecosystem.
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1. EXECUTIVE SUMMARY

The Internet has changed the way the world collaborates and shares information. It is because of the Internet
that the world has become a participatory eco-system providing connectivity between humans to other living
and non-living entities creating a new world, the Internet of Things (IoT). The immensely massive loT items
require intriguingly large, always evolving, billions of internet connections causing a paradigm shift in human
being-and-doing. This phenomenon has made people have to think and rethink about their role in society, and

how they can use these tools to advance civilization towards the brighter side of the unseen future.

Building any large-scale loT application requires scalable and robust framework with built-in security. ROOF
Computing for the Internet of Things is designed to be a framework for building large-scale, secure, and robust
loT applications. The ROOF framework is based on design patterns adapted from human evolution and the
federated architecture, homes, villages/communities/cities, states, countries, and worldwide participating
organizations. Each of these operates semi-autonomously and cooperates and collaborates with the next level
in the federation for creating more value. ROOF Computing is a class of Edge Computing for loT applications and
provides the spatio-temporal computing needs for building context, taking actions, providing security and
privacy, and providing efficient and flexible connectivity to the Cloud/Service providers. The ROOF can be
implemented in loT gateways, home routers, mobile phones, personal computing platforms, and other

embedded platforms that proxy the loT items for connectivity to the network and the Cloud.
The following are the goals in developing the ROOF Framework:

= True loT Edge: To provide a scalable, secure, and usable framework for building loT Edge that is always
available and provides computing for real-time actions and security of 1oT devices, and the data being

generated and transmitted.

= Horizontalization: A framework that can be realized using the industry standards without lock-in for
vendor-specific solutions thereby reducing the bar for new entrants into the loT business and focus on

their strengths to build a product or solution as part of an end-to-end loT solution.

= Usability: To bring coherent end-user experience across the devices, technologies, vendors, service

providers, and stakeholders.

= Flexible Verticalization: To provide a totally flexible framework for modifiable controls on quality of
service with accelerated or truncated device use with information flows affecting desired outputs, all

with decreasing risks and costs in 10T operations.
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It is not the goal of the working group to produce an interoperable standard at this time. It means there can be

several ways that ROOF can be implemented and achieve the previous two goals.

2. BACKGROUND

2.1. HISTORY OF COMPUTER PARADIGMS

In the mid-1970s server-based computing (FIGURE 1) was used for the timesharing of the servers among several
users. As the processing speeds of the CPUs increased and the cost of computing decreased, computing shifted
from servers to personal computers in the 1990s. Also, the telecom companies started offering Virtual Private
Networks (VPNs) (FIGURE 2) to connect to servers in the office premises. This allowed remote computing to

extend the server-based computing locations far away from the users.

Server

e

e Remote Terminals i

FIGURE 1 Server-based computing for time-sharing
of expensive computing servers

Headquarter

IIr—
|<7>]

==

Remote User

FIGURE 2 Virtual Private Networks for secure computing
at the office premises
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In the early 2000s, some companies including Amazon and Microsoft started offering data storage and

computing power over the Internet leading to the widespread usage of Cloud-based computing (see FIGURE 3).

-
— [ ] LR —
-m -e
: anfun’ :‘\\ Cloud ::: :
el H w B Bl BENEN 05—
Subsidiaries ’ \ Headquarter
\ Interhet” IT
- el e A (I)
21 E )
0=5 ool Remote User

FIGURE 3 Cloud computing for service-based computing

With the advent of 10T, Cloud computing has become a more important networking element as the need for
storing and processing a large amount of data has increased. However, it falls short in managing the billions of
devices that have low-latency microdata transactions. Instead of forcing all processing to the Cloud, intermediary
Fog computing has been proposed [1] for handling low latency tasks at the edge of the network. However,
managing the Fog network, maintaining connectivity, and providing services upon that, especially in the
scenarios of the Internet of Things at a large scale, is not easy. In addition, loT devices and applications have
different requirements with respect to spatiotemporal event handling for detecting and acting on anomalies,
securing the devices and communication, and providing gateway functionality. Given these, Fog computing will

fall under in-premise computing rather than true-loT Edge computing.

2.2. ADVANCEMENTS OF COMMUNICATION AND
SENSOR TECHNOLOGIES

2.2.1. ADVANCEMENT IN SENSOR TECHNOLOGIES

The information is built into the physical world in the form of a state that may change over a period of time.
Sensors are used to measure and monitor this state information. Sensor technology, the key to any loT
application, is rapidly evolving with the advancements in electromagnetic wave, optical, acoustic, mechanical,
electrical, and biological technologies while improving on reliability, sensitivity, accuracy combined with low
cost. These advancements are driving the proliferation of loT applications ranging from everyday citizen

applications, such as improving comfort using a connected thermostat to advanced medical applications such as
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precision minimally-invasive surgeries by robots.

As the deployment of sensors, devices, and machines increases, the ability to provide a seamless user experience
in managing these devices and providing Edge computing for coherent experiences with the collaboration of the

devices becomes more important.

2.2.2. ADVANCEMENTS IN COMMUNICATIONS

The communication technologies (optical and wireless technologies) are evolving to support device, human, and
enterprise connectivity at varying data speeds (a few bits per second to gigabits per second) and QoS. Combining
this with the growing abundance of low-power and low-cost devices allows connecting people and things over

the Internet for disseminating information and collaboration.

2.2.3. THE EVOLVING INTERNET

In the 1990s, the dominant means of communication shifted from the telephone to email, and the web became
the de facto standard for information sharing as the Internet became available for enterprises and residential
users at affordable cost. The advent of mobile phones and the availability of broadband shifted person-to-person
communication into anytime-anywhere communication. As the number of nodes being connected to the
Internet increased, the IPv4 address space was getting exhausted. The Internet Engineering Task Force (IETF)
developed the next-generation Internet Protocol, named IPv6. IPv6 supports 128-bit address space for a huge
number of nodes to be connected to the Internet. As computing becomes cheaper and requires less power, it is

possible to connect lower power and low-cost devices to the Internet giving rise to the Internet of Things.

2.3. PROLIFERATIONS OF NEW APPLICATIONS

Technology advancements are driving new applications for citizens, governments, and businesses.

= (Citizens are looking for comfort, safety, security, better jobs, and better living standards

= Governments are looking for real-time governance, safety and security, better public

infrastructure, and green initiatives
= Businesses are looking for improving efficiency, reducing the costs, new business models (selling

function, selling outcomes), contextual Al for a competitive edge, and connected ecosystem

One of the key features that can be achieved with these advancements is the ability to build the context in real-
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time and allow various stakeholders to take actions including autonomous real-time actions at the edge. To be

able to provide more responsive, secure, and scalable applications, computing at the edge is critical.

2.4. NEED FOR SPATIOTEMPORAL EVENT
HANDLING REAL-TIME COMPUTING

Spatiotemporal event handling requires real-time computing at a location that is closer to the physical
environment. The computations for spatiotemporal event handling are performed in a pre-specified space and
time (spacetime). Such a pre-specified spacetime is associated with the predictability of the outcome, context,

and mission of the application.

FIGURE 4 illustrates a case with GPS working with near real-time feed from many users. An accident report was
fed into the GPS system, and that caused almost or near real-time changes in original routes to other drivers.
After a few miles of driving along the new route, the system may automatically report the estimated destination

arrival time to the driver’s home, hotel, and rental car etc.

Similar real-time (or near real-time) situations often occur in daily operations in life. For example:

= Decision making at traffic signals for cars and people, or thermostat at the home.
= Anti-lock brake systems in cars operating while skidding takes place.

=  Part replenishment in manufacturing plants.

=  Drinking water quality monitoring.

= Remote robot-mediated operations on the human body.

= Distributed power grids and energy distribution in emergencies.

New route suggested by
the GPS, where an Real-time decision. Take
accident was reported by at point A

another user

4

A

Original Route

Air Lines Accident

reported

FIGURE 4 Real-time computing use case
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When all the aforesaid examples and cases are present in networked communications, context development
and context matching will require real-time control and real-time mediation (interoperability) to achieve
guaranteed human safety, mission completeness, and running a business in complex chains of events. Moreover,
when computing is done in an embedded environment, it is constrained to operate in a given pre-specified time
and at that location. And for loT, connectivity, context building, service management, and security will require
hard real-time as well as near real-time computations for facilitating every loT service desired in a society

sustaining smart human living.

3. THE MOTIVATION FOR ROOF
COMPUTING

3.1. A ROOF FOR THE INTERNET OF THINGS

ROOF (roof/roof, roof/, noun, the structure forming the upper covering of a building or vehicle) have played a
significant role in human evolution, especially, providing privacy and security for the people and their
possessions. In addition, people under the roof are part of a family or related, there is a trust built among them,
and they live semi-autonomously within the roof and go outside to create more value, collaborate, earn, and
live better. If there is a problem outside, for example, a public unrest, the people under the roof would continue

to live and function and will be able to live at least for a few days without interacting with the external world.

Like humans who are weak when positioned against nature and anti-social elements, the things in the Internet
of Things are weak when exposed over the Internet as the things in the loT are constrained devices with limited
capabilities and cannot protect themselves. Also, a typical loT deployment involves multiple sensors, actuators,
and/or other devices and machines, like a family under the roof, and requires a trust to be established between
the things under the roof. The loT operating within the scope that is smaller than the Cloud or the Fog requires

an environment, wherein they can operate, cooperate, build trust, collaborate, and be secure.

3.2. 10T AND THE AUTONOMY

Most businesses are aggressively adopting loT to depict what loT is and where the value lies depending on what
product or services these companies offer. The goal of any loT deployment is to take actions: switching on

sprinklers in case of fire; reacting to a broken pipe; controlling a boiler temperature as well as building more
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complex contexts and taking actions in near-real-time. loT deals with the physical world and is deployed for a
mission, which requires the loT system to function autonomously over a period of time, irrespective of what is
happening elsewhere. For example, an loT deployment in a factory should continue to function (depicted in

FIGURE 5) if there is a fiber cut outside the factory disrupting the Cloud connectivity.

Act Local - Think Global

An IoT Application should function -. Think Global
autonomously in a secure manner within :

the context of a local environment, And,
connect to the global Internet for more

value creation

ROOF - Realtime Onsite Operations Framework

FIGURE 5 1oT—The fundamental design goal for an loT application:
Act Local; Think Global
The Things in an loT application should operate and cooperate in a secure and independent manner within the
context of a local environment such as home, factory, office, or airport, etc. essentially within the context of a
local environment. Each loT deployment should be able to act autonomously over a period of time (semi-
autonomous) and connect into the Fog or Cloud as needed or for an added value including data storage, large

computing, information sharing, and democratization of knowledge.

3.3. 10T AND THE CONTEXT

The Internet of Things makes the environment speak for itself so that people and machines can understand the
real world better. This helps in agility in making decisions and taking actions to make the world a better place to

live.

loT systems generate continuous data, which helps in building real-time context shown in FIGURE 6 as well as
patterns that can be observed over a period of time. The former helps in an understanding of real-world
scenarios to take actions required in real-time; the latter can be used to understand the patterns using
descriptive analysis as well as to improve the scenario using predictive and prescriptive analytics. The former is
real-time computing while the latter is offline computing. Offline computing is achieved using Cloud Computing,
which provides a large amount of data storage as well as large data processing capacity for the analytics for more
value creation for the loT applications. However, the challenge is to provide reliable real-time computing for

context building and real-time actions.
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FIGURE 6 loT and the Context Building

3.4. CLOUD, FOG, IOT, AND THE MISSING BLOCK

While the Cloud and to some extent the Fog are essential for building any large-scale loT application, they fall
short of supporting real-time computing needs for taking real-time actions and securing loT. To support the real-
time computing needs of an loT deployment for local connectivity, real-time actions, security, and autonomous
functioning, always-available Edge computing is needed. ROOF Computing is proposed as the always-available

networking entity for loT devices at the edge (see FIGURE 7).

‘ Cloud Computing

Fog Computing

ﬂ ﬂ ﬂ Roof Computing

FIGURE 7 loT, Fog, and Cloud
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3.5. THE NEW COMPUTING MODEL FOR THE
INTERNET OF THINGS

loT devices are constrained devices. The following are the typical characteristics of the constrained devices:

= Limited computing power

®= Low storage space

= Limited battery power

= Sporadic connectivity

= Low datarate

= Alimited number of functions that they can perform

= No/minimal display and input capabilities

For the constrained devices, computing on the Cloud without intermediate computing poses the following three

main challenges:

1. Network Connectivity: The availability of always-on connectivity to the Cloud is a challenge due to
network congestion or network outage. This causes the things to be unable to send the data to the
Cloud sometimes and may lose the data and commands. Implementing good coverage and reliable
infrastructure to overcome this limitation might be much more expensive than the benefit of the

loT deployment.

2. Latency: Latency in transmitting data to the Cloud and back to the sensors might be an issue,
especially, for time-sensitive applications like healthcare, emergency services, and other industrial

applications. This requires the availability of computing at the next hop that is always available.

3. Security: Networking of things is relatively new and given that most of these Things are the
constrained devices, security might not always be considered nor feasible to consider in product

design.

Given these challenges, always-on computing at the Edge is required for reliable, scalable, secure, and functional

loT applications—welcome ROOF Computing.

ROOF Computing, unlike Fog Computing and Cloud Computing, is always available as the next hop for the Things

and provides the spatiotemporal computing needs for building the context and required actions, security, and
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