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SECURITY FOR VEHICLE-TO-VEHICLE
COMMUNICATIONS FOR UNMANNED
AIRCRAFT SYSTEMS

ABSTRACT

The rapid growth of unmanned aerial vehicle (UAV) usage in both commercial and defense areas has
increased the requirement for advanced security schemes for vehicle-to-vehicle (V2V) and vehicle-to-

infrastructure (V2I) communications for unmanned aircraft systems (UAS).

The security aspects of V2V communications in UAS addressed by IEEE P1920.2 are delineated in this
paper. Those include the architecture of communication interfaces, authentication of V2V parties,

cryptographic key management, and zerotrust architecture.

Data confidentiality and data integrity with state-of-the-art cryptographic primitives for low-power
consumption implementations are comprised by data protection. In particular, UAVs’ Remote ID (in
cleartext) must be broadcast to comply with regulations. Hence, protection of Remote ID to avoid spoofing

is done by authenticating a digital signature of such RemoteID.

Public key infrastructure (PKI)is relied upon by the trust model, but with support for use cases when UAVs

are out of coverage from infrastructure.

Potential cyberattacks and their countermeasures in such systems enabling them to address

vulnerabilities quickly or prevent them entirely are described in this paper.

The cybersecurity protocols addressed by I[EEE P1920.2 are intended to meet the needs of:

= Regulatoryrequirements, including the FAA’s Remote ID

= Otherindustry standards organizations, such as ASTM and RTCA working on the
ACAS Xu solution for UAVs

= Aerospace original equipment manufacturers (OEMs) building UAVs

= QOperators of UAVs
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1. INTRODUCTION

IEEE P1920.2 defines the specification for the communication primitives of vehicle-to-vehicle (V2V) links

of unmanned aerial systems (UAS).

It is assumed that UAS consist of a command and control (C2) unit and at least one unmanned aerial

vehicle (UAV) associated with the C2 unit.

The information exchanged between these entities includes C2, telemetry, navigation safety messages
such as detect-and-avoid (DAA), and application-specific data information for applications in visual line of
sight (VLOS), beyond visual line of sight (BVLOS) but still with an active radio link, and beyond radio line
of sight (BRLOS)in case of active relay.

BVLOS refers to the scenario where the UAV is not in VLOS from the control station (CS), but there is a
direct radio link from the CSto the UAV. BRLOSrefers tothe scenarioin which the UAVis not in VLOS and
without a direct radio link from the CS, suggesting anintermediary relay radio link as depicted in FIGURE
1. BRLOS situations are present in hilly terrains or human developments in urban areas blocking radio

waves.

FIGURE 1 V2V operational environment
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1.1. CYBERSECURITY IN UAS

1.1.1. GENERAL

Autonomous vehicle technology has already achieved a high degree of development. Commercial and
public applications of UAS will make UAVs a part of our daily life. However, one of the biggest concerns to

widespread usage of UAS is public safetyand safe integrationinto the national airspace.

Applications involving UAVs are expected to work in urban, semi-urban, and near air traffic areas. Hence,

UAS must be developed with protections against cyberattacks and faulty onboard hardware.

We present known potential cyberattacks, threats, and vulnerabilities for the operations of UAS. We

propose design guidelines and mitigation strategies as countermeasuresagainst such threatsand attacks.

1.1.2. THREAT MODEL

Cyberattacks on UAS communications links as part of vehicle-to-vehicle (V2V), vehicle-to-infrastructure
(V2l), command and control (C2), and Global Positioning System (GPS) signals may be perceived as non-

trivial, as commercial aircraft communication links do not incorporate conventional security protocols.

However, as UAS becomes more ubiquitous and networked with a wide range of applications, which will
very likely incorporate access to infrastructure, integrating security provisions is of paramount
importance. Indeed, by consolidating UAVs with cloud services via the cellular network or Wi-Fi, the

possibility of cyberattacks increases with every unsecured communication link.

Moreover, a malicious hacker may do significant damage by taking control of a UAV by compromising the

C2 communication link and GPS link to alter the flight pathand provoke anaccident.

IEEE P1920.2 considers attacks against the proposed protocols and data packets. We do not consider
physical attacks like tampering with vehicle hardware. However, we assume that a hardware security

module (HSM) in a UAV is storing cryptographic information and performing cryptographic functions.
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