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THE DEVELOPMENT OF THE TRUSTED 
DIGITAL IDENTITY INDUSTRY IN FUTURE 
NETWORKS 

 

ABSTRACT 
As digitalization and intelligence advance, communication is expanding from the physical world to interactions 

between the physical and digital worlds. The focus is shifting from human-to-human to multi-modal interactions 

involving human-to-digital entities/robots and digital entity-to-digital entity communications. This shift 

necessitates new digital identity technologies, which are becoming crucial for establishing trust and connectivity 

between these worlds and supporting all digital activities. 

With the advent of concepts like the next-generation internet (Web 3.0) and next-generation communication 

networks (6G), network identity is undergoing subtle changes, with trust emerging as a central element. Ensuring 

network security, simplifying access control and data encryption processes among multiple entities, and 

supporting the construction of an open, shared, and secure cyberspace community is essential. Additionally, 

pervasive cross-domain access requires trust endorsements for users’ social attributes, and building a global trust 

framework using technologies like blockchain and distributed digital identities is crucial for enhancing the 

universality and extensibility of user credentials. Trust barriers between domains can be overcome with help from 

this framework, while users receive more flexible and cost-effective access options. 

The historical development of information and communication network identity, as well as insights into network 

identity technologies, applications, and industry trends are reviewed in this report. Current approaches to 

implementing digital identity in future networks are outlined, and definitions and key metrics for trustworthy 

digital identities in future networks are proposed. Additionally, a forward-looking perspective on future 

developments is provided. 
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1. INTRODUCTION OF NETWORK 
IDENTITY 

1.1. INTERNET NETWORK IDENTITY 
The concept of trusted network digital identity has evolved alongside the development of communication 

technology (CT) and information technology (IT). 

The native IT Internet Protocols (IPs) lack an identity layer, meaning that internet users do not have a native 

digital identity. When the internet was initially designed, it only provided identity identifiers for computer nodes, 

which were managed by centralized authoritative institutions. For example, the IEEE assigns Media Access 

Control (MAC) addresses to network devices, ensuring that each device has a unique hardware identifier. The 

Internet Assigned Numbers Authority (IANA) manages IP addresses, which are logical addresses used to identify 

devices on a network. The Internet Corporation for Assigned Names and Numbers (ICANN) manages domain 

names, converts user-friendly domain names into machine-readable IP addresses, and enables users to access 

resources on the internet. Additionally, the identity authentication of commercial websites is handled by 

certificate authorities (CAs). Since 1995, CAs have been issuing security certificates to ensure the security and 

trustworthiness of websites.  

These organizations and protocols together form the basic patchwork of the internet’s identity recognition and 

management system. While this ensures orderly network operation and secure information exchange, the 

internet has now become a global infrastructure operating in a fully open and complex environment. By 

December 2022, there were already 4.95 billion internet users worldwide (Ayed [1]).1 However, the native 

Internet Protocols still lack a secondary confirmation mechanism in the communication network, where identity 

is verified through voice and real-time interactive information. With the rapid commercialization of the internet, 

relying on external forces and centralized management for security and trust is no longer feasible. 

In particular, the next-generation internet (Web 3.0) emphasizes the concept of the internet of value, which 

involves economic activities such as e-commerce, data asset circulation, and digital asset exchanges. From an 

economic perspective, trust is fundamental to economic activities, and trusted identity is the foundation of all 

digital trust. Therefore, from the perspective of the internet, establishing a trusted digital identity is imperative. 

 
1 The numbers in brackets correspond to those of the references in Section 5. 
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1.2. COMMUNICATION NETWORK IDENTITY 
The integration of communication network technology with digital identity technology has evolved. The first 

generation of mobile communication technology (1G) introduced digital identity technology to identify entities, 

though significant security vulnerabilities remained. For instance, 1G technology, represented by the Advanced 

Mobile Phone System (AMPS), was an analog cellular mobile communication system. However, within this 

system, users and devices were still assigned digital identifiers. Users were given a unique mobile identification 

number (MIN) by operators, while terminal devices were identified by an electronic serial number (ESN) assigned 

by manufacturers. When a user connected a terminal device to the communication network, the ESN and MIN 

were transmitted in plaintext. This led to widespread illegal phone cloning, posing major security risks affecting 

both users and operators. 

The second generation of mobile communication technology (2G) pioneered the separation of device and 

Subscriber Identity Module (SIM) card identity, effectively reducing security risks. 2G technology, represented 

by Global System for Mobile Communications (GSM), introduced the innovative device-SIM separation approach, 

where a mobile phone and SIM card together formed the mobile communication terminal. This separation 

brought the following four key benefits: 

 First, the SIM card provided storage for user data, including identity information and encryption keys. This 

allowed the GSM network to authenticate the user and encrypt voice data during calls, preventing phone 

cloning and eavesdropping. 

 Second, it separated the identifiers for users, services, and devices. The international mobile equipment 

identity (IMEI) identified the terminal device, the international mobile subscriber identity (IMSI) stored 

on the SIM card uniquely identified the user for authentication, and the Mobile Station International ISDN 

Number (MSISDN) served as the service identifier for phone calls. 

 Third, the introduction of SIM cards allowed users to replace lost SIM cards without affecting their phone 

numbers, as the IMSI would change but not the MSISDN. 

 Fourth, it protected user privacy through the introduction of the Temporary Mobile Subscriber Identity 

(TMSI), which reduced the exposure of IMSI during transmissions over the air. 

The third generation of mobile communication technology (3G) introduced mutual authentication capabilities 

and expanded service identifiers. 3G technology, represented by wideband code division multiple access 
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