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THE FUNCTIONAL SAFETY TERMINOLOGY 
LANDSCAPE 

 

ABSTRACT 
This white paper, developed by the Functional Safety Standards Committee (FSSC), describes the 

landscape of functional safety terminology as used across multiple domains. It has been observed that 

there are multiple definitions for many of the terms—some of which are domain specific—and there is 

often an assumption that the terms are commonly understood. Some of the definitions have key 

differences, which could lead engineers to misunderstanding if they apply a definition that is used in one 

domain to another. 

This white paper takes an overview of the existing landscape and establishes a subset of terminology for 

use in future standards sponsored by the FSSC. It discusses the different understandings of the 

terminologies used and where they differ and defines a single understanding of the terminology for future 

use. If the context of a future standard requires a deviation from the definition in this document, then the 

deviation should be explicitly marked and defined and should be flagged to the FSSC for consideration in 

future revisions of this document. 
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1. THE EXISTING LANDSCAPE 

1.1. MOTIVATION 
During the April 2022 International Quality & Productivity Center (IQPC)  conference Application of ISO 26262 to 

Semiconductor, it was noted that there were more than 230 standards associated with connected automotive 

vehicles alone [1], and there are other standards that could apply, depending on how a domain is viewed. For 

example, with cars gaining increasingly complex automated driving features, should robotics standards also be 

applied to the automotive domain? With the re-use of Intellectual Property (IP) across multiple domains common 

practice, there is a need to standardize terms to help ensure a commonality of understanding. This is not helped 

by a multiplicity of standards organizations—each with different memberships—developing standards in parallel. 

Safety overall is defined as the freedom from unacceptable risk of physical injury. Safety is articulated in various 

ways, depending on the specific safety risk:  

 System safety follows a risk management strategy based on identification, analysis of hazards 

and application of remedial controls using a systems-based approach. 

 Functional safety is the part of the overall safety relating to the Equipment Under Control (EUC) 

and its control system, which depends on the correct functioning of the electrical and 

electronic safety-related systems, other technology safety-related systems and external risk 

reduction facilities. 

 Safety Of The Intended Functionality (SOTIF) is the absence of unreasonable risk due to hazards 

resulting from functional insufficiencies of the intended functionality or by reasonably 

foreseeable misuse by persons. 

1.2. BASIC, GENERIC, AND SPECIFIC STANDARDS 
A summary of important standards covering functional safety topics by different standards development 

organizations (SDOs) can be seen in TABLE 1. In this table, the standards are classified according to the following: 

 Basic standards that give basic concepts, principles for design, and general aspects that are applicable to 
a certain domain. 

 Generic standards that deal with one safety aspect or one type of safety device that can be 
used across a wide range of applications. 

 Specific standards that handle detailed safety guidelines for a particular application. 
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TABLE 1 Functional Safety Standards Landscape 

 IEEE ISO IEC Others 

Specific 

IEEE P2817 
 

 ISO 23374 
ISO 23792 
ISO 23793 
ISO 22737 

ISO 10218 
ISO 25119 

 IEC 61800-5-2 
IEC 61800-5-3 
IEC 61131-6 
EN 50402 
IEC 60730 
IEC 60335 

SAE J3018 
SAE J3092 
SAE J3164 

 

Generic 

IEEE P2846 
IEEE 1228 
IEEE 7000 series 
IEEE 1848 
IEEE C95 
IEEE C37 
 

 ISO TS 5083 
ISO 34501-5 
ISO 17356 
ISO 14971 
ISO 13485 
ISO PAS 8800 
ISO PAS 8926 
ISO TR 9839 

ISO 13849 
ISO 13850 
ISO 14119 
ISO 13856 
ISO 13851 
ISO 13482 
ISO 15066 
ISO 13854 
ISO 13857 
ISO 13855 
ISO 14118 
ISO 14120 
ISO 3691-4 

ISO/IEC DTR 
5469 
ISO/IEC 22989 
IEC 60601 

IEC 61496 
IEC 60204 
IEC 62046 
IEC 62061 
IEC 62998 
EN 1525 

UL 4600 
MISRA 
SAE J3016 
SAE J3131 
DO-178B 
DO-254 
SAE ARP 4754A 
SAE ARP 4761A 

ANSI/ITSDF 
B56.5 
ANSI B11.0 
ANSI/RIA 
R15.06 
ANSI/RIA 
R15.08 

Basic 

IEEE P2851  ISO 26262 
ISO 21448 
ISO/SAE 21434 

ISO 12100 IEC 61508 IEC 61511 
IEC 61784-3 
IEC 62280 
IEC 61513 
IEC 63168 

Accellera FSWG 
SAE J3187 
ECSS-S-ST-00-01C 

 

NOTE 1—The text is color coded – text in green refers to standards from the automotive domain. Text in red refers to standards from the industrial, 
machinery, robotics domains. Text in purple refers to standards from the medical domain. Blue text is for avionics, and text in black is cross-domain. 
NOTE 2—Title of each standard is described in Section 4. 

1.3. ABOUT DIFFERENCES BETWEEN STANDARDS 
The classification shown in TABLE 1 needs to be evaluated while considering that certain standards have different 

views than others—sometimes major, sometimes minor. 

1.3.1. EXAMPLE OF HOUSEHOLD APPLIANCES 

Considering the world of household appliances, the approach to functional safety is slightly different than that of 

the automotive field. Standards for electronics are created by the International Electrotechnical Commission (IEC) 

and American National Standards Institute (ANSI)/United Laboratories (UL) in the United States (US) or by the IEC 

and the European Committee for Electrotechnical Standardization (CENELEC) in Europe. In household appliances, 

Europe and the US differ in the way a standard is used to prove the compliance of a product. For example:  

 Europe uses harmonized standards. This means that when a standard is finally in the harmonized 

group, it is considered a technical interpretation of a European Union directive or regulation and 

acts as a legal way to prove the conformity of a product to the European Community. 

 In the US, products use standards created by a reliable entity or brand such as UL, the Canadian 

Standards Association (CSA), IEEE, and others. Depending on the chosen brand and on the chosen 
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standard to get the brand, the way that product conformity assessment is performed or a 

certification is reached differs. 

The IEC proposed a common method between all the countries of the world so differences would decrease over 

time. The method can also be associated with a “CB scheme” that permits all stakeholders to have a common base 

scheme for the conformity assessment of a product and to reuse most of the test results from a certification 

body/accredited test laboratory of one country in a certification body/accredited test laboratory of a different 

country. 

In this landscape, functional safety is related to the part of a product that includes complex electronics. When 

complex electronics are present, a set of tests conducted on the product as a black box is no longer sufficient. 

In IEC 60730, for example, functional safety is mainly considered in a specific annex (Annex H) alongside all the 

technical rules that a product has to respect to be compliant to a standard, such as: 

 Earthing and wiring 

 Restrictions for creepage, clearance, and solid insulation 

 Endurance and stress test 

 EMC tests for both immunity and emission 

 Glow-wire and ball pressure test 

Before the 1990s, functional safety was a matter for a few groups, and Programmable Electronic Systems (PESs) 

were first used for control functionality due to the operational and cost advantages, and only in years later were 

they used for protection functions. The first discussions on gas appliances started by presenting flame supervision 

performed by logic (PESs) that had to follow special requirements for functionalities and for safety of internal 

blocks needed to realize the “complex electronics.” Here safety was not intrinsic, but dependent on the response 

of system outputs in relation to the different combination of inputs. The first standards to speak about functional 

safety measures for hardware or software were UL 1998 in the US and EN 60730-1 in Europe. At this time the V-

model did not yet exist as a concept, and an organization of checklists was used for a detailed systematic approach. 

Simply, when a microcontroller was used, the electronic safety engineer had to analyze which functionalities were 

assigned to the microcontroller and had to activate the safety measures required by the specific standard for the 

specific block of the microcontroller (i.e., CPU, clock, volatile and not volatile memories, and so forth). The 

reference to IEC 61508 was only recently introduced as a basic standard for both software and hardware 

development and for the development process itself. 
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This does not mean that the questions of primary and secondary levels of safety mechanisms in association to the 

mission function are missing. On the contrary, they are strongly rooted in the development phase. 

Another peculiarity of household appliances is the time lapse between the occurrence of a first fault and the need 

to consider a second one. In most of the household controls standards, a second fault is only considered after the 

next start-up cycle (if the system is not permanently working for more than 24 hours) or after a maximum of 24 

hours (if the system is permanently powered). However, in IEC 60335, the concept of second fault is slightly 

different because the second fault is considered when the safety functionality is active. 

1.3.2. TOPICS BASED STANDARDS CLASSIFICATION 

TABLE 2 is an attempt to classify some of the standards listed in TABLE 1 based on a non-exhaustive list of topics. 
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TABLE 2 Topic-Based Standards Classification 

 

Application 
Generic Automotive 

Industrial, 
Robotics, 

Machinery, 
household 
appliance 

Avionics 
 

Standard 
 
 
 
 
 

Topic included IS
O

/I
EC

 T
R 

54
69

 

IE
EE

 P
12

28
 

IE
EE

 P
28

51
 

…
.. 

IS
O

 2
62

62
 

IS
O

 2
14

48
 

IS
O

/A
W

I P
AS

 8
80

0 

IS
O

/A
W

I T
S 

50
83

 

IE
EE

 P
28

46
 

…
.. 

IE
C 

61
50

8 

IS
O

 1
38

49
 

IE
C 

60
73

0 

…
.. 

DO
17

8C
 

DO
 2

54
 

…
.. 

Contents specific to Integrated Circuits (ICs) X — X  X — X — —  X X X  — X  

Contents specific to Software (SW) X X X  X — X X —  X X X  X —  

Contents specific to Machine Learning X — X  — X X X —  — — —  — —  

Contents specific to system X — X  X X X X X  X X X  — —  

Quantitative metrics for Hardware failures — — X  X X — — —  X X X  — —  

Quantitative metrics for SW failures — X —  — — — — —  — — X  — —  

Second fault/latent fault concept  — — —  X — — — —  — X X  — —  

Common Cause Failures — — X  X — — — —  X X X  X X  

Freedom from Interference — — X  X — — — —  X X X  — —  

Systematic capability of Hardware (HW) — — X  X — — — —  X X X  — X  

Systematic capability of SW — X X  X — — — —  X X X  X —  

Safety of Intended Functionality — — X  — X — X —  — — —  — —  

Fault injection X — X  X — — — —  — X —  — —  

Reference architectures X — —  — — — X —  X X —  — —  

Predictive maintenance — — —  — — — — —  — — —  — —  

Content not covering Electronic Engineering — — —  — — — — —  — — —  — —  

…                  

 

Full document details: IEEE The Functional Safety Terminology Landscape

http://www.avadocuments.com/doc/ieee-the-functional-safety-terminology-landscape
http://www.avadocuments.com/doc/ieee-the-functional-safety-terminology-landscape


Copyright © 2023 IEEE. All rights reserved. 11   IEEE SA 

1.4. THE DEFINITIONS CHALLENGE 
It should be noted that the problem of incompatible or conflicting definitions has previously been discussed; 

however, the discussion has considered either only a single domain, for example in Stolte et al.  [2], or the entire 

electromechanical system. There is no in-between. The rest of this document will discuss a series of terms that 

the study group authoring this white paper regard as part of a required subset needed for the functional safety of 

semiconductor devices. It will discuss the different definitions and existing commonalities and will set a single 

unambiguous definition for each. The subset considered is in the following list: 

 System 

 Safety 

 Item 

 Fail-safe 

 Fail-unsafe 

 Fail-operational 

 Fail-degraded 

 Risk 

 Safe-state 

 Availability 

 Recoverability 

 Dependability 

 Equipment under 
control 

 Element 

 Error 

 Failure 

 Fault 

 Hazard 

 Level of rigor 

 Reliability 

 Scope 

It should be noted that not all the terms have to be used in all standards, only the terms germane to the standard 

being developed. 

2. THE TERMS 

2.1. SYSTEM 
Avizienis et al. [8] defines a system as “an entity that interacts with other entities, i.e., other systems, including 

hardware, software, humans, and the physical world with its natural phenomena,” with other systems being the 

environment of a given system. Part 1, 3.163, of ISO 26262 [3] defines it as “a set of components or subsystems 

that relates at least a sensor, a controller and an actuator with one another,” which is a much more restrictive 

definition, as it removes the human element and removes the necessity of an environment. The ISO 26262 

definition focuses on the interaction of elements within the given system, whereas that of Avizienis et al.  [8] 

focuses on what the system interacts with—it makes no statement on what the system contains. The ISO 26262 

definition is potentially too restrictive; if the system being developed is the microcontroller that is to be used in a 

larger system that does contain an actuator and sensor, then when considering the microcontroller in isolation, 

we are missing the other elements. The microcontroller itself could not be considered a system, even though it is 

defined as a system on chip. 
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