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XR ETHICS IN WAR, CONFLICT,
AND DEFENSE

ABSTRACT

This report is the result of work within the IEEE Global Initiative on Ethics of Extended Reality (XR), a
multidiscipline group of industry practitioners, ethicists, academics, researchers, educators, and technology
enthusiasts. It has been written to focus on a wide range of ethical issues related to XR within the war, conflict,
and defense domain. This report builds on work outlined in the “Extended Reality” chapter of the IEEE’s
seminal ethics-focused publication Ethically Aligned Design. XR is a term used to broadly refer to a suite of
immersive technologies, including virtual reality, augmented reality, and spatial computing. The scope of this
report is the exploration of ethics-related issues to support the development, design, and deployment of XR
applications in the war, conflict, and defense domain and the aim is to initiate expert-driven, multidiscipline
analysis of the evolving XR Ethics requirements, with a vision to propose solutions, technologies, and standards
in future updates. The set of recommendations within this report will hopefully contribute to the industry
conceptualization of socio-technological issues, highlight concreted recommendations, and lay the

groundwork for future technical-standardization activities.

MATHANA & ELENI MANGINA
CHAIR & VICE CHAIR
IEEE GLOBAL INITIATIVE FOR ETHICAL EXTENDED REALTY
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1. INTRODUCTION

In 2007, Dr. Frank G. Hoffman released the seminal paper called Conflict in the 21st Century: The Rise of Hybrid
Wars. Important in its own right, it was also a follow-up to an earlier paper written with General Jim Mattis, to

whom Dr. Hoffman attributes the first public use (on September 8, 2005) of the term “hybrid warfare” [1].1

To say that the technology landscape was different from now in 2005 is an understatement. YouTube had only
been founded a few months prior, in February [2]—ironically, the same month in which The New York Times had
published an article titled New Model Army Soldier Rolls Closer to Battle, in which it noted that “the Pentagon
predicts that robots will be a major fighting force in the American military in less than a decade, hunting and killing
enemies in combat.”[3] That article also quoted Dr. Robert Finkelstein, the President of Robotic Technology, Inc.,
as “telling the Pentagon it could take until 2035 to develop a robot that looks, thinks and fights like a soldier. The

Pentagon’s “goal is there,” he said, “but the path is not totally clear.”

But it could be argued that the Pentagon’s path was, in fact, quite clear; after all, it was already four years since
Air Force pilot Scott Swanson had become the first person to successfully kill a target via a Hellfire missile fired
from a Predator drone [4]. The public use of the term “hybrid warfare” was merely evidence of a shift that had
already begun, and for good reason. The events of September 11, 2001, had resulted in extraordinary changes in
security and defense, with neither the public nor the Pentagon wanting to pay the price for another infamous
“failure of imagination” [5]. For example, just a few weeks prior to General Mattis’ speech, China and Russia had
held the first joint military exercise in their shared history, dubbed “Peace Mission 2005.” And the internet was
promising to bring new forms of disruption and danger to the concept of defense. (Within a year, WikiLeaks would

be founded [6], and the Chelsea Manning leak would shock the system for an additional four years [7].)

Of course, it is not necessary to reach so far back for evidence of technology disrupting security. The events of the
past two years have been so bold and fast-moving that this paper has had to be updated monthly before finally
giving in and submitting it for publication, knowing it might quickly become outdated. Simply put, the release of
ChatGPT on November 30, 2022, has brought around a great awakening in everyday people about just how quickly

and fundamentally artificial intelligence (Al) might change their lives.

Currently, the world is in a period of extraordinary competition between companies, countries, and random
interests for who, how, when, and why this power will be developed, wielded, and shared. The focus of this paper
is on extended reality (XR), but Al will be a fundamental part of the discussion, especially given that it has an

unprecedented thirst for data that XR is uniquely suited to quench—perhaps in exchange for giving XR the path

1 Numbers in brackets correspond to the references listed in Section 11. DOC U m ents
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to ubiquity and acceptance it has long been missing.

Not to be misinterpreted—technology has taken humanity to extraordinary places and allowed for widespread
wealth and peace that was literally once unimaginable. But it also can, and has, been used to kill, neutralize, and
restrain human beings on a level that grows increasingly concerning. As one draft of this paper was being finalized,
+972 Magazine published an article describing a previously-secret Israeli Al program called “Lavender” and
claimed that the nation’s army “almost completely relied” on the Al program during the first weeks of the Israel-
Hamas War, giving “sweeping approval for officers to adopt Lavender’s kill lists, with no requirement to thoroughly
check why the machine made those choices or to examine the raw intelligence data on which they were based.”
The Guardian newspaper published a response in turn from the Israel Defense Forces (IDF), which directly stated
that “the IDF does not use an artificial intelligence system that identifies terrorist operatives or tries to predict
whether a person is a terrorist,” and that “analysts must conduct independent examinations, in which they verify
that the identified targets meet the relevant definitions in accordance with international law and additional

restrictions stipulated in the IDF directives.” [8]

It is becoming increasingly important that all people—as human beings, and not as political animals or agents of
corporations—need to understand that once these phenomena are normalized, they will forever change
relationships with one another, as well as technology itself. In his 2014 book, Superintelligence: Paths, Dangers,
Strategies, Nick Bostrom says, “This is quite possibly the most important and most daunting challenge humanity
has ever faced. And—whether we succeed or fail—it is probably the last challenge we will ever face.” He is
speaking of superintelligence, but XR professionals should be keenly aware of how closely aligned to this world

they are and will be.

The speed with which new XR applications and ethical problems arise is astonishing, but it seems that many folks
in XR are all too keenly aware of the challenges being faced; guidance is already available from government and
other organizations. For example, there are key crossovers to the US Department of Defense’s Ethical Principles

for Artificial Intelligence [9], as well as to the express or implied points of view of governments around the world.

General Matts’ speech came almost sixty years after Morton Heilig unveiled his Sensorama machine (by many
accounts, one of the first virtual reality (VR) systems), and fifty years after lvan E. Sutherland’s famous The
Ultimate Display, which ends with the following quote: “The ultimate display would, of course, be a room within
which the computer can control the existence of matter. A chair displayed in such a room would be good enough
to sit in. Handcuffs displayed in such a room would be confining, and a bullet displayed in such a room would be

fatal. With appropriate programming such a display could literally be the Wonderland into which Alice walked

1ol Documents
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2. ARTIFICIAL INTELLIGENCE (Al) & ITS
IMPACT

This paper is first and foremost about XR; however, it must be acknowledged that a special relationship has already
formed between XR and artificial intelligence (Al)—a relationship that is so important that the final draft of this
paper was delayed (among other reasons) in order to see the final framework of the European Union’s Al Act,

which passed unanimously on March 13, 2024 [11].

Of special interest is Title Il, Art. 5, which deals with prohibited Al systems and includes numerous references to
XR concerns expressed in this paper, including a system that “deploys subliminal techniques beyond a person’s
consciousness to materially distort a person’s behavior in a manner that causes or is likely to cause that person or
another person physical or psychological harm.” [12]. It was not feasible to fully review all Al impacts and

concerns, but two simple concepts warranted inclusion, as discussed in the following paragraphs.

As mentioned previously, Al has an unprecedented thirst for data that XR is uniquely suited to quenching. Many
existing historical data sources have been heavily mined, and—for the moment—synthetic data generated by Al
is not providing the same measure of quality. Even when it improves, it will still fail to provide a full and faithful
account of ongoing human life; where better to turn than to XR and its ability to capture enormous, deeply

intimate volumes of data about people and systems on a level never before possible?

For XR, this will likely be a transformative boon, providing the level of prominence, growth, and ubiquity its
supporters have long felt it deserves. And the more data it feeds Al, the more articulately Al will be able to help it
gather, analyze, and leverage new data in ways that are not currently understood. What also remains unknown
for Al is at what speed and at what level of power each sea-change will come—and what the resulting effects will

be for all human beings.

In this, there is no shortage of disparity in optimism or pessimism. Marc Andreesen’s The Techno-Optimist
Manifesto bluntly states, “We believe that we are, have been, and will always be the masters of technology, not
mastered by technology,” [13] while the Global Al Moratorium site calls for a "global moratorium on large Al

training runs until the technical problem of Al alignment is solved,” before noting further:

“Today, cutting-edge Al systems are artificial neural networks: millions to trillions of numbers we automatically
adjust until they start achieving a high score on some metric. We don’t know what these numbers represent. We

do not know how the resulting Al systems work or what their goals are.” [14]

There is much to be optimistic about, but that is no excuse to avoid risk mitigation, nor is it a reaﬁn to allow for

ocuments
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the second point: the danger of normalization. Every day, decisions are being made and normalized in theory and

on the battlefield in ways that will be extremely difficult to unwind.

Consider Lori Robinson and Michael O’Hanlon’s 2020 commentary “The evolution of artificial intelligence and

future of national security” in which they shared the following (condensed for relevance):

“The vice chairman of the Joint Chiefs of Staff, General Paul Selva, has recently argued that the United States could
be about a decade away from having the capacity to build an autonomous robot that could decide when to shoot

and whom to kill—though he also asserted that the United States had no plans actually to build such a creature.

Even if General Selva’s terminator is not built, robotics will in some cases likely be given the decision-making
authority to decide when to use force. This highly fraught subject requires serious careful ethical and legal
oversight, to be sure, and the associated risks are serious. Yet the speed at which military operations must occur

will create incentives not to have a person in the decision-making loop in many cases.” [15]

Nine countries are known to possess nuclear weapons; a few additional countries host them on behalf of those
nine [15]. XR professionals and consumers should be deeply aware of the costs and associated threats to global
security that have come from these weapons in the past eight decades, and cognizant of their own current power,
ability, and responsibility to have a say in what an XR-equipped future looks like in the critical fields of war, conflict,
and defense—especially given that this technology (while not an apples-to-apples match against nuclear weapons)

will certainly not be restrained to a few countries or interest groups.
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3. RECOMMENDATION 1

3.1. SUMMARY

XR use in war and conflict must respect individual personhood.
It should never:

= Alter the apparent number of living persons physically present in a place.

= Change the appearance of an actual person to belie their nature, such as to make them appear

in a uniform that does not represent their allegiance.
= Change their state, such as to make the injured appear uninjured or vice versa.
= Alter their assets, such as to add a weapon that is not there or remove one that is.

= Alter the state of their assets or situation, such as to add or remove heat signatures that could
indicate the active/inactive state of their weapons, or to add or remove the appearance or
signature of chemicals or other malicious environmental hazards that would change the

impression of their status in the eyes of a VR operator.

3.2. CONTEXT

In 2019, three researchers from the University of New Haven published one of the first and most important papers
on immersive virtual reality attacks [17]. They classified such attacks into four main areas, one of which was as

follows:

“Overlay Attack: Any attack that overlays unwanted images/video/content on a player’s VR view. The player will
have no option to remove the content. This attack includes persistent images as well as content that remains fixed

in virtual space.”

Author’s note: Not to be confused with a similar concept with the same name in mobile devices where users are unknowingly

interacting with an active and malicious window, over a trusted program.

While they were speaking to the concept of a game player who is perhaps being bombarded with advertisements,
malicious, or harmful content, a line can be drawn to serious ethical perils in the zone of national defense or even

the administration of justice/law enforcement within a community.
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