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The Principles of

Standardization

In May 1995 the IPC’s Technical Activities Executive Committee (TAEC) adopted Principles of

Standardization as a guiding principle of IPC’s standardization efforts.

Standards Should:

• Show relationship to Design for Manufacturability

(DFM) and Design for the Environment (DFE)

• Minimize time to market

• Contain simple (simplified) language

• Just include spec information

• Focus on end product performance

• Include a feedback system on use and

problems for future improvement

Standards Should Not:

• Inhibit innovation

• Increase time-to-market

• Keep people out

• Increase cycle time

• Tell you how to make something

• Contain anything that cannot

be defended with data

Notice IPC Standards and Publications are designed to serve the public interest through eliminating mis-

understandings between manufacturers and purchasers, facilitating interchangeability and improve-

ment of products, and assisting the purchaser in selecting and obtaining with minimum delay the

proper product for his particular need. Existence of such Standards and Publications shall not in

any respect preclude any member or nonmember of IPC from manufacturing or selling products

not conforming to such Standards and Publication, nor shall the existence of such Standards and

Publications preclude their voluntary use by those other than IPC members, whether the standard

is to be used either domestically or internationally.

Recommended Standards and Publications are adopted by IPC without regard to whether their adop-

tion may involve patents on articles, materials, or processes. By such action, IPC does not assume

any liability to any patent owner, nor do they assume any obligation whatever to parties adopting

the Recommended Standard or Publication. Users are also wholly responsible for protecting them-

selves against all claims of liabilities for patent infringement.

IPC Position

Statement on

Specification

Revision Change

It is the position of IPC’s Technical Activities Executive Committee that the use and implementation

of IPC publications is voluntary and is part of a relationship entered into by customer and supplier.

When an IPC publication is updated and a new revision is published, it is the opinion of the TAEC

that the use of the new revision as part of an existing relationship is not automatic unless required

by the contract. The TAEC recommends the use of the latest revision. Adopted October 6, 1998

Why is there

a charge for

this document?

Your purchase of this document contributes to the ongoing development of new and updated indus-

try standards and publications. Standards allow manufacturers, customers, and suppliers to under-

stand one another better. Standards allow manufacturers greater efficiencies when they can set

up their processes to meet industry standards, allowing them to offer their customers lower costs.

IPC spends hundreds of thousands of dollars annually to support IPC’s volunteers in the standards

and publications development process. There are many rounds of drafts sent out for review and

the committees spend hundreds of hours in review and development. IPC’s staff attends and par-

ticipates in committee activities, typesets and circulates document drafts, and follows all necessary

procedures to qualify for ANSI approval.

IPC’s membership dues have been kept low to allow as many companies as possible to participate.

Therefore, the standards and publications revenue is necessary to complement dues revenue. The

price schedule offers a 50% discount to IPC members. If your company buys IPC standards and

publications, why not take advantage of this and the many other benefits of IPC membership as

well? For more information on membership in IPC, please visit www.ipc.org or call 847/597-2872.

Thank you for your continued support.

©Copyright 201 4. IPC, Bannockburn, IL, USA. All rights reserved under both international and Pan-American copyright conventions. Any

copying, scanning or other reproduction of these materials without the prior written consent of the copyright holder is strictly prohibited and
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Best Industry Practices for Intellectual Property

Protection in Printed Board Manufacturing

1 SCOPE

1 .1 Purpose The purpose of this standard is to assist printed board (PB) manufacturers in the development of requirements

for the protection of intellectual property (IP) for their customers in commercial, industrial, and military and other high reli-

ability markets. This standard will focus on protection of the inherent IP designed into the printed board such that IP flows

from the customer to the PB manufacturer and IP that is incorporated into the PB is protected. Patent and other such ‘‘for-

ever protection’’ of the manufactured product is beyond the scope of this document.

1 .2 Levels of Intellectual Property Protection This standard recognizes that electrical and electronic products are subject

to classifications by intended end-item use. Additionally, different manufacturers may desire different levels of IP protection.

Three levels of IP protection have been established to reflect the differences in IP protection.

1 .3 Selection of IP Level The user is responsible for selecting the desired level of IP protection. The procurement docu-

mentation or data package shall state the IP level and any exceptions to specific parameters, where appropriate.

Criteria defined in this document reflect three levels of protection, which are as follows.

1 .3.1 Level 1 Basic Intellectual Property Protection This level of requirements provides good intellectual property

protection and is best suited for high volume consumer goods. Items may be manufactured globally under Level 1 IP

protection.

1 .3.2 Level 2 High Intellectual Property Protection This level of requirements provides a higher level of intellectual

property protection and is best suited for high value goods. In most cases, items may be manufactured globally under Level

2 IP protection.

1 .3.3 Level 3 Advanced Level for Military, Government, and Commercial Intellectual Property Protection This level

of requirements provides the highest intellectual property protection and is best suited for military and other high security

systems. Items manufactured under Level 3 IP protection must be manufactured in the United States or in a State Depart-

ment and DoD (or other appropriate government agency) approved location under the strict supervision of employees with

U.S. or other required citizenship or residency status.

2 REFERENCE DOCUMENTS

2.1 International Traffic in Arms Regulations (ITAR) The ITAR is a set of extraterritorial United States government

regulations that implements the provisions of The Arms Export Control Act (AECA), as prescribed in 22 CFR Parts 120-

130.1 The ITAR regulates the permanent and temporary export, re-export and temporary import of defense articles, techni-

cal data and defense services on the United States Munitions List (USML). The Department of State’s Directorate of Defense

Trade Controls (DDTC) interprets and enforces the ITAR. Its goal is to safeguard U.S. national security and to further U.S.

foreign policy objectives.

2.2 Export Administration Regulations (EAR) The EAR is a set of extraterritorial United States government regulations

that implements the provisions of the Export Administration Act of 1979, as amended 50 U.S.C. app. 2401-2420 (EAA), as

prescribed in 15 CFR Parts 730-780.2 The EAR regulates the permanent and temporary export, re-export and temporary

import of dual-use and commercial items, technology and services on the Commerce Control List (CCL). The Department

of Commerce’s Bureau of Industry and Security (BIS) interprets and enforces the EAR. Its goal is to advance U.S. national

security, foreign policy, and economic objectives.

1 . 22 CFR Chapter 1 Subchapter M (http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?sid=5549441 b6c7c745547b94d052d432d28&c=

ecfr&tpl=/ecfrbrowse/Title22/22cfrv1 _02.tpl) or http://pmddtc.state.gov/regulations_laws/itar_official.html

2. http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?sid=b3697992a945ae981 083961 7782d74b0&c=ecfr&tpl=/ecfrbrowse/Title1 5/1 5cfrv2_02.tpl#700 or

http://www.access.gpo.gov/bis/ear/ear_data.html
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2.3 Sarbanes-Oxley Act of 20023 Sarbanes-Oxley is a U.S. law to protect investors by improving the accuracy and reli-

ability of corporate disclosures made pursuant to the securities laws, and for other purposes, including the requirement for

accounting firms to retain for seven years certain records relevant to their audits and reviews of issuers’ financial statements.

2.4 ISO/IEC 27002:2005, Information technology – Security techniques – Code of practice for information security

management This standard addresses information technology security techniques and is available through ISO

(www.iso.org) and ANSI (www.ansi.org).

2.5 MIL-PRF-31 032, General Specification for Printed Circuit Board/Printed Wiring Boards4 MIL-PRF-31032 identifies

general military requirements for printed boards.

2.6 AS91 00, Quality Management Systems – Requirements for Aviation, Space and Defense Organizations5 AS9100

is a widely adopted and standardized quality management system for the aerospace industry. It was initially released in

October, 1999, by the Society of Automotive Engineers and the European Association of Aerospace Industries.

2.7 Directive-Type Memorandum (DTM) 08-027 – Security of Unclassified DoD Information on Non-DoD Information

Systems6 This DTM provides industry with basic information security guidelines for the protection of unclassified DoD

information on Non-DoD systems, including export-controlled information.

3 TERMS AND DEFINITIONS

Other than those terms listed below, the definitions of terms used in this standard are in accordance with IPC-T-50.

3.1 CAGE Code (The Commercial and Government Entity Code) A five character identifier assigned to suppliers to the

Federal Government of the United States of America in order to provide a standardized method of identifying a given facil-

ity or specific location.

3.2 Controlled Area An area within the property that has a security perimeter and one or more types of access control.

3.3 Controlled Information A catch-all phrase referring to all know-how, trade secrets, or other information to which

access is to be limited or controlled.

3.4 Copyright Copyright is a form of intellectual property that gives the author of an original work exclusive right for a

certain time period in relation to that work, including its publication, distribution and adaptation, after which time the work

is said to enter the public domain. Copyright applies to any expressible form of an idea or information that is substantive

and discrete and fixed in a medium.

3.5 Dual Use Items that have both commercial and military or proliferation applications. Dual-use items are generally

regulated under the EAR, though at times, can be regulated under the ITAR.

3.6 Intellectual Property Intellectual property is an intangible property asset that consists of human knowledge and ideas

as a result of creativity. Measures designed to protect tangible and intangible information related to the design and manu-

facture of the product, include copyrights, trademarks, patents, trade secrets, etc.

3.7 Intellectual Property (IP) Incident Any incident in which IP is improperly transferred or communicated to an unau-

thorized party or any incident where such an unintended transfer is judged to have been likely.

3.8 Know-How Know-how can be defined as particular technical knowledge in the form of unpatented inventions, formu-

las, designs, drawings, procedures and methods for the development, manufacture and use of a product, which provide a

technical advantage. It can be further supported with privately-maintained expert knowledge on the operation, maintenance,

use/application, or manufacture of the product and of its sale, usage or disposition.

3. http://www.gpo.gov/fdsys/pkg/PLAW-1 07publ204/content-detail .html

4. http://www.dscc.dla.mil/Programs/MilSpec/ListDocs.aspx?BasicDoc=MIL-PRF-31 032

5. http://standards.sae.org/as91 00c/

6. http://www.dtic.mil/whs/directives/corres/pdf/858201 p.pdf
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